
ATTENTION 


DEPARTMENT OF THE ARMY 

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND 
FREEDOM OF INFORMATION/PRIVACY OFFICE 
FORT GEORGE G. MEADE, MARYLAND 20755-5995 


FEB 2 7 2007 


Freedom of Information/ 


Privacy Office 


Mr. John Young 
CRYPTOME 
251 West 89 th Street 
Suite 6E 

New York, New York 10024 
Dear Mr. Young: 

References: 

a. Your Freedom of Information Act request of March 29, 2001, for information pertaining to the 
Internal Counterintelligence Program (ICIP), ZF011946W (#123F-06). 

b. Our letter of December 20,2005, informing you we needed additional time to review the records, 
and informing you we were unable to comply with the statutory 20-day time limit in processing your 
request. 

c. Our letters of March 22, 2006 and January 30, 2007, informing you we were still reviewing the 
records you have requested and will respond to you once the review has been completed. 

We have conducted checks of the automated Defense Central Index of Investigations and a search of 
the Investigative Records Repository to determine the existence of Army intelligence investigative 
records responsive to your request. We have located records pertaining to your request on ICIP, 
ZF011946W. 

We have completed a mandatory declassification review in accordance with Executive Order (EO) 
12958, as amended. As a result of our review, information has been sanitized and nine pages of records 
are denied in their entirety as the information is currently and properly classified SECRET and 
CONFIDENTIAL according to Sections 1.2(a)(2), 1.2(a)(3) and 1.4(c) of EO 12958, as amended. This 
information is exempt from the public disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 
552(b)(1). On March 9, 1999, the President exempted the file series in which these records are 
maintained from the automatic declassification provisions ofEO 12958, Section 3.4, as amended, 
pertaining to classified records more than 25 years old. It is not possible to reasonably segregate 
meaningful portions of the withheld pages for release. The records are enclosed for your use. A brief 
explanation of the applicable sections follows: 

Section 1.2(a)(2) of EO 12958, as amended, provides that information shall be classified 

SECRET if its unauthorized disclosure reasonably could be expected to cause serious damage 

to the national security. 
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Section 1.2(a)(3) of EO 12958, as amended, provides that information shall be classified 
CONFIDENTIAL if its unauthorized disclosure reasonably could be expected to cause 
damage to the national security. 

Section 1.4(c) of EO 12958, as amended, provides that information pertaining to intelligence 
activities, intelligence sources or methods, and cryptologic information shall be considered for 
classification protection. 

Since the release of the information would result in an unwarranted invasion of the privacy rights of the 
individuals concerned, this information is exempt from the public disclosure provisions of the FOIA per 
Title 5 U.S. Code 552 (b)(6). 

In addition, we have sanitized information that would reveal the identity of confidential sources. This 
information is exempt from public disclosure pursuant to Title 5 U.S. Code 552 (b)(7)(D) of the FOIA. 
The significant and legitimate governmental purpose to be served by withholding is that a viable and 
effective intelligence investigative capability is dependent upon protection of confidential sources. 

The withholding of the information described above is a partial denial of your request. This denial is 
made on behalf of Major General John Deffeitas, III, the Commanding General, U.S. Army Intelligence 
and Security Command, who is the Initial Denial Authority for Army intelligence investigative and 
security records under the FOIA. You have the right to appeal this decision to the Secretary of the Army. 
If you wish to file an appeal, you should forward it to this office. Your appeal must be postmarked no 
later than 60 calendar days from the date of this letter. After the 60-day period, the case may be 
considered closed; however, such closure does not preclude you from filing litigation in the courts. 

We have been informed by the FBI that their information is exempt from public disclosure pursuant to 
Title 5 U.S. Code 552 (b)(1) of the FOIA. 

The withholding of the information by the FBI constitutes a partial denial of your request and you have 
the right to appeal this decision. If you decide to file an appeal, it should be sent to the Co-Director, 
Office of Information and Privacy, U.S. Department of Justice, 1425 New York Avenue, Northwest, Suite 
11050, Washington, DC 20530-0001 within 60 days from the receipt of this letter. The envelope and the 
letter should be clearly marked "Freedom of Information Appeal" or Information Appeal." Please cite 
FBI FOI/PA #429014 assigned to your request so that it may be easily identified. 

We are forwarding a copy of this letter to the FBI (FOI/PA #429014). 

During the processing of your request, information was disclosed which is under the purview of 
another government agency. This office has no authority to release this record and it is being referred, 
along with your request, for appropriate action under the FOIA, and direct reply to you. 

Additionally, we are coordinating with other government agencies concerning the releasability of their 
information contained in the records. We will inform you as to the releasability of the information upon 
completion of our coordination. 



If you have any questions concerning this action, please feel free to contact this office at 
(301)677-6410. Please refer to case #123F-06. 


Sincerely, 



Director 

Freedom of Information/Privacy Office 
Investigative Records Repository 


Enclosure 
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1. TO: 

( J Records Processing Division 
(xx# Special Records Division 

2. FROM: ^_3. DATE 27 Aue 85 

Director ^ 

USA FCA,. USAINSCOM 

AIA05 

4. PERSONAL/IMPERSONAL SUBJECT (Establish 

A. SUBJECT: Internal Counterintellige 

b. DOB: 

C. POB: 

dossier or add material to existing dossier) 

nee Program (ICIP) 

d. SSN: 

e. Allas/Nee 

5. PERSONAL/IMPERSONAL INDEX CROSS-REFERENCES (Continue on plain bond paper If needed) 

Name/Impersonal Title DOB POB SSN Allas/Nee 

USASA FIELD STATION, BERLIN 

PLI, PRESIDIO OF MONTERREY, CA 

DET N, USASA FIELD STATION AUGSBURG, GE 

USA MISSILE COMMAND, REDSTONE ARSENAL, AL 

ABERDEEN PROVING GROUND, ABERDEEN, MD. 

WHITE SANDS MISSILE RANGE, NM 
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ACTION sheet 
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a. By Memorandum dated 8 February 72, the Under Secretary of the Army requested the 
Vice Chief of Staff, US Army to provide quarterly reports on all ACIP's (BLUE TAB B). 

b. The second quarterly report, which contained a specially requested additional 
analysis, was submitted to the Under Secretary of the Army on 1 August 72 (BLUE TAB O.' 

c. Written input from USAINTC for the current quarterly report is attached at 
BLUE TAB D. 

2. DISCUSSION : Memorandum at BLUE TAB A t o Under Secretary of the Army through the 
Vice Chief of Staff, US Army, provides required third quarterly report as desired by 
USofA memorandum of 8 February 1972. 

3. RECOMMENDATION : That Memorandum (BLUE TAB A) be approved and signed. 

P*o+,,seo * 

Re. Pear-.'’*"'*™ <S!l " ,AT£ * , -y Repe/zr. Tute , s rmeo 


YES □ NO □ PRIM F 


ES □ NO □ 1 B 



:m 

DISPATCHED (DTQ) ' 
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CURRENT ACIP OPERATIONS 


LOCATION 

ACIP 

NICKNAME 

DATE APPROVED . 

NUMBER OF 
SOURCES 

Edgewood Arsenal, 

Maryland 

CANAL LOOP 

16 February 72. 

5 

Fort Ritchie, 

Maryland 

CANARY EFFORT 

16 February 72 

3 

Fort Bliss, Texas 
(Language School) 

CANCER PORCH 

28 December 71 

1 

Fort Ord, California 

CANDID FROLIC 

21 December 71 

2 

Fort Monmouth, New 

Jersey 

CENTRAL TAXI 

16 February 72 

3 

Aberdeen Proving 

Grounds, Maryland 

GONDOLA STAR 

16 February 72 

2 

Picatinny Arsenal, 

New Jersey 

GONG SILK 

16 February 72 

3 

Philadelphia, Penn¬ 
sylvania (Electronics 
Command) 

LANDLESS TIME 

19 January 72 

A 

Washington, D.C. 

(Language School) 

LANYARD MOOD 

22 December 71 

■ 0 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

LENIENT CLOUD 

16 February 72 

4 

Presidio of Monterey, 
California 

LENTIL MONKEY 

26 October 71 

3 

TOTALS 11 

11 


30 

Off-post Information 




There were no instances in 
off-post. 

which information on non-affiliated civilians was 
Classified by DAMI-DO 

collected 
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P DECLASSIFIED ON 31 DECEMBER 1978 
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SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (u) 


HQDA (DAMI-DOI-S) 
WASH DC 20310 


1. (U) References: 

a. Ltr, DAMI-DOI-S, 8 Mar 72, subject as above. 

b. Ltr, ICDISO-OC, l8 Apr 72, subject as above. 

2. (u) In compliance -with reference a, above, the ACIP quarterly report 
for the period 1 July - 30 September 1972 is forwarded herewith. 

3 .(U)(-e-) The following operational and administrative control measures 
remain in effect concerning all reported ACIP to assure compliance wi+h 
DOD and DA policies relative to the acquisition of information on non- 
DOD affiliated personnel: 

a. Each ACIP is restricted to on-post target coverage of DOD 
affiliated personnel and utilizes employees or military personnel of 
the serviced command as sources. These constraints generally preclude 
the possibility of violations of current collection restrictions regard¬ 
ing non-DOD affiliated personnel. 

b. Sources are selected from a civilian/military work force only 
after detailed assessment. Generally, only long term employees or 
personnel of known reliability and proven loyalty are selected for re¬ 
cruitment . 


Classified by .... 

SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE CF EUUCUTIVE ORDER II.S2 
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ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (u) 

c. Each individual and/or source involved in the conduct or control 
of each ACIP is briefed on current policies and restrictions pertaining 
to the program and program associated activities as concerns persons and 
organizations not affiliated with DOD. 


d. ACIP reporting is scrutinized at each level of command to insure 
the acceptability of information provided or collected. Information of 
a questionable nature is not disseminated at the local level until a 
determination is made by this headquarters concerning the propriety of 
collection reporting and the information developed. 


Commanders of the facilities supported by the ACIP were queried 
in May 1971 concerning their recommendations relative to continuation of 
the program. Expressed desire for continuation was unanimous. To date, 
supported commanders' views remain unchanged and in view of^this it is 
recommended that these programs be continued. 

FOR THE COMMANDER: 


11 Incl 
Op Anal 



• W. CHAMBERS' 
tTC, MI 

' Acting Assistant Adjutant General 


<w Sp- 5, 1'W 


BY USABOOOM VOBBA 
hum Ras4-iQ2 MM 53§8tHt 





1. CANAL LOOP (OACSI approval - 16 Feb 72) 

a. Location: Edgewood Arsenal, MD 

b. Confidential Source Utilization: Five sources were used during 
this reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: Rone 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Personnel transfers have created a turbu¬ 
lence in both the project control officer and project liaison officer 
functions. It is anticipated that the operation will become more 
effective after permanent personnel assignments are made in the near 
future. 


REGRADED ! /:< 

BY ccm : 5 ,99 7 
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2. CANARY EFFORT (OACSI approval - l6 Feb 72) 

a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were used 
during the reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Continuation is recommended because of 
the installation’s sensitive mission with DOD as the Alternate 
National Command Post and the role assigned to USAINTC of executing 
the Alternate Joint Communications Center Counterintelligence Program. 
The commander of Fort Ritchie and the US Army element located within 
Site "R" desires the continuation of the ACIP. 







3- CANCER PORCH (OACSI approval - 28 Dec 71) 

a. Location: Defense Language Institute, Southwest Branch, 

Fort Bliss, TX 

b. Confidential Source Utilization: One confidential source was 
approved during this reporting period for recruitment. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The Defense Language Institute has 
recommended that the operation continue despite the reduction in the 
number of Vietnamese language students trained at the Institute. 


REGRADED UNCL^SIFM) 

ON Jttp. 5, 

BY USAINSCOM FOSPA 
Aum Para 4-182 DOS 32B0JR 
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4. CANDID FROLIC (OACSI approval - 21 Dec 71) 

a. Location: Fort Ord, CA 

1. Confidential Source Utilization: Two confidential sources were 
used during the reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: One of the sources identified two 
military personnel assigned to Fort Ord and a USMA cadet who were 
al l egedly members of the Vietnam Veterans Against the War (WAW) who 
distributed WAW literature on a military post and who encouraged mili¬ 
tary personnel to attend WAW meetings. 

e. Operational Status: Fort Ord is the only major US Army training 
center on the West Coast and is a major test site for Modern Volunteer 
Army concepts. Additionally, the US Army Combat Developments Experimen¬ 
tation Command is located on the post with field testing conducted at 
Hunter-Liggett Military Reservation. Disruption of these elements could 
have a serious adverse impact upon the mission of the Amy in that area. 
As the site of the Pvt Billy Smith "fragging" court-martial, Fort Ord has 
become a focal point for dissident/subversive activity for both local 
groups as well as supporters of Angela Davis from the San Francisco area. 
Because of the foregoing factors, recommend that CANDID FROLIC be 
continued. 
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5. CENTRAL TAXI (OACSI approval - l6 Feb 72) 


a. Location: HQ, US Army Electronics Command, Fort Monmouth, NJ 

b. Confidential Source Utilization: Three confidential sources were 
used during the reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Information which identified 
four potential security problem areas was obtained and passed to the 
serviced command for appropriate action. 

e. Operational Status: The full potential for this operation 
has not been achieved due to the frequent change of control personnel. 
This situation is expected to stabilize in the near future, resulting 
in subsequent improvement of the operation. 


REGRADED UNGLAG 
ON ' 

BY 


AU l H Para 1 -603 DOi 
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6. GONDOLA STAR (OACSI approval - 17 Feb 72) 

a. Location: Aberdeen Proving Ground, Aberdeen, MD 

b. Confidential Source Utilization: Two confidential sources 
were used during this reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: A turbulent project control officer and 
project liaison officer situation which exists as a result of USAINTC 
reorganization and ensuing personnel transfers has prevented the pro¬ 
gram from attaining maximum effectiveness. This particular situation 
is expected to be resolved during the next quarter and increased 
coverage of the installation will be accomplished. High priority 
tenant activities covered by the ACIP include the US Army Test and 
Evaluation Command, Land Warfare Laboratory, Human Engineering 
Laboratory and the Ballistic Research Laboratory. 


REGRADED UNCLASSIFIED 
ON $£P ~5 ijj/ 

BY CDR USASNSGOM FOI/PO 
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7. GONG SILK (OACSI approval - l6 Feb 72) 

a. Location: Picatinny Arsenal, Dover, New Jersey 

t>. Confidential Source Utilization: Three confidential sources 
were used during the reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Information which identified three 
potential security problem areas was obtained through the sources and 
passed to the serviced command for action. 

e. Operational. Status: Because of the sensitivity of the mission 
performed by Picatinny Arsenal and the US Army Munitions Command, it is 
recommended that the operation be continued. Due to the relatively new 
status of the personnel involved in the ACIP, its full potential has not 
been reached. Improvement in effectiveness is anticipated. 
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8. LANDLESS TIME (OACSI approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Amy Electronics Command 

b. Confidential Source Utilization: Four confidential sources 
were utilized during the reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The relatively recent reactivation of 
sources and newly assigned personnel have prevented this operation from 
reaching its full potential. Improvement in effectiveness is anticipated. 


on JgK, 
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9. LANYARD MOOD (OACSX approval - 22 Dec 7l) 


a. Location: Defense Language Institute East Coast Branch, 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: No confidential sources were 
used during this reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Pending development of a more permanent 
source at this installation, conventional sources of information will 
continue activity to cover sensitive targets designated by the supported 
commander. 
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10. LENIENT CLOUD (OACSI approval - 16 Feb 72) 

a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four confidential sources 
were utilized during the reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Due to the sensitivity of the installation 
itself and the large volume of classified material handled at the 
facility, recommend continuation of the operation. 
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11. LENTIL MONKEY (OACSI approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast Branch, 

Presidio of Monterey, CA 

h. Confidential Source Utilization: Three confidential sources 
were used during the reporting period. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: Rone 

d. Useful Information Obtained: Two individuals assigned as 
instructors at the DLIWC have been shown to possess weaknesses which 
could be exploited by hostile intelligence services. 

e. Operational Status: Faculty members of the DLIWC must be 
considered potential targets of hostile intelligence agencies which may 
be operating in the area of the DLIWC; especially with the establishment 
of a Soviet consulate in San Francisco and the loosening of restrictions 
on communications with the People's Republic of China. Three foreign 
language departments are now covered by confidential sources and two 
additional departments will be covered upon recruitment of two more 
sources. 
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ACTION SHEET 


Quarterly Report to USofA re: Aggressive Counterintelli¬ 
gence Program (AC1P) Operations (U) 



f Describe briefly the i 
ther source*.) 


a. By memorandum dated 8 February 1972, the Under Secretary of the Army requested 
that the Vice Chief of Staff, US Army provide quarterly reports on ACIPs (BLUE TAB D) ♦ 

He further requested that the report for the period ending 30 June 1972 provide a full < 
analysis of the program. 

b. The first quarterly report was submitted to the Under Secretary of the Army on 
21 April 1972 (BLUE TAB C) . 

c. Written input from USAINTC for the current quarterly report is attached at 

BLUE TAB B. Subsequent coordination between USAINTC and OACSI representatives amplified 
their input which resulted in the information outlined in the memorandum to the Under 
Secretary of the Army (BLUE TAB A). To date, ICF in the total of $140.73 have been 
expended on these 11 ACIPs. 

2. DISCUSSION : Memorandum to Under Secretary of the Army through Vice Chief of Staff, 

US Army, at BLUE TAB A provides required second quarterly report as desired by the 
USofA memorandum of 8 February 1972. 


That Memorandum at . 


..be approved and signed. 


YES □ NO □ 

“ / /b* 

/ /b« pjZ 

• V • ■ 


( Mime, grade, phone and signature 


J. MARTINS, MAJ/57471 
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tia: 


I AUG 1372 

DAMI-DOI-S 

IffiMORAKDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 
FOR: IHDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations (U) 


1« Reference your memorandum of 8 February 1972, subject as cited. 

2, The 11 ACIP operations reported to you in ray 21 April 1972 Beraoran- 
dum, subject as above, remain In effect. No additional ACIF- operations 
have been approved. A quarterly report of current operations is at¬ 
tached (TAB A). At TAB B is the evaluation you requested. 

3. I do not believe we have yet had sufficient experience with this 

program under the new control limitations for a solid evaluation of its '*% 

long-terra merit. I will continue to submit quarterly reports to you on 
it, and will furnish you another evaluation at the end of the fourth 
quarter of operations under the new controls. 



(sgd) Phillip B. Davidson, Jr. 

PHILLIP B. DAVIDSON, JR. 
Major General, GS 
ACcfS for Intelligence 


Regraded UNCLASSIFIED when 
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SPECIAL ACTIONS BR 
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LOCATION 

C QjjElt 

CURRENT ACIP 

ACIP 

NICKNAME 

mrvr 

OPERATIONS 

DATE APPROVED . 

NUMBER OF 
SOURCES 

Edgewood Arsenal, 

CANAL LOOP 

16 February 72 

5 

Maryland 

Fort Ritchie, 

CANARY EFFORT 

16 February 72 

4 

Maryland 

Fort Bliss, Texas 

CANCER PORCH 

28 December 71 

0 

(Language School) 

Fort Ord, California 

CANDID FROLIC 

21 December 71 

1 

Fort Monmouth, New 

CENTRAL TAXI 

16 February 72 

3 

Jersey 

Aberdeen Proving 

GONDOLA STAR 

16 February 72 

3 

Grounds, Maryland 

Picatinny Arsenal, 

GONG SILK 

16 February 72 

3 

New Jersey 

Philadelphia, Penn- 

LANDLESS TIME 

19 January 72 

7 

sylvania (Electronics 

Command) 

Washington, D.C. 
(Language School) 

LANYARD MOOD 

22 December 71 

0 

Carlisle Barracks, 

LENIENT CLOUD 

16 February 72 

4 

Pennsylvania (Array War 

College) 

Presidio of Monterey, 

LENTIL MONKEY 

26 October 71 

1 

California 

TOTALS 11 

Off-post Information 

11 


31 

There were no instances 

in which information 

on non-affiliated civilians 

was collected 

off-post. 
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Information obtained : 

Useful information was obtained, but except for prior warning of demonstrations at 
Fort Ord, California, no positive statements on specific security weaknesses or 
immediate threats to the Army were developed in this quarter. Inasmuch as these 
operations are a form of intensified security watchfulness, negative reports in 
themselves are frequently of value to a commander in planning for the security re¬ 
quirements of a given installation or activity. The placement and access of current 
sources, and those under consideration, are such that the chances of detecting a 
developing security threat situation in a sensitive installation or unit are greater 
with these sources operating. 

Continuance of operations : 

The eleven ACIP operations are being continued for the original stated purposes. 
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Scope and Value : ACIP operations are defensive, on-post, security services, 
initiated at the request of a local commander. These operations are to provide 
commanders an intensified method of detecting internal security weaknesses and 
security threats to the supported command. Information is obtained from care¬ 
fully selected sources who have on-post access to sensitive or critical de¬ 
fensive target areas. Activities to be covered are selected after joint 
discussions and agreements between the requesting commander and the supporting 
USAINTC element. Information is gathered through the use of both overt and 
covert sources who are selected from the DoD military or civilian workforce 
at the serviced installation. The primary values of ACIP operations are in 
the early warning and problem detection areas. The ultimate merit of the pro¬ 
gram cannot be assessed on a short term basis. Supported commands currently 
evaluate reported ACIPs as worthwhile security activities. 

Number and placement of sources : To date, 31 sources have been recruited. 

(All sources were reactivated from operations which were in effect prior to 
curtailment of all ACIP operations in February 1971.) Continued recruitment 
and training of sources should produce, at a minimum, information for the sup¬ 
ported command on personnel attitudes, possible disaffection, dissident 
activities and character weakness information of the type normally sought by 
foreign intelligence spotter personnel. During contacts, sources are debriefed, 
trained as necessary, and given specific guidance on future reporting objectives. 
In all cases, emergency contact procedures exist to insure rapid notification of 
significant information. 

Adequacy of controls : DIRC inspections of Army intelligence field elements, 
plus inspections by OACSI and of DA field commands, show strict operational 
compliance with pertinent directives, keen awareness of DIRC investigative 
policies, and extreme caution about any acts which might cause criticism to 
the Army. In addition, the following control measures have been imposed upon 
USAINTC and subordinate field elements:' 

a. The ACIP is restricted to on-post target coverage of DoD affiliated 
personnel utilizing employees of the serviced command as sources. These 
restraints reduce to a minimum the possibility of violations of current 
collection restrictions regarding non-DoD affiliated personnel. 

b. Sources are selected from the military/civilian workforce only after 
a long and detailed assessment. Normally only long-term employees of known 
reliability and loyalty are selected for recruitment. 


Gassified by_ ACSJ_*_J)A_ 

SUBJECT TO GENERAL ^CLASSIFICATION " ’ 

SCHEDULE OF EXECUTES ORDER 11S52 
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c. Each individual involved in the conduct or control of the ACIP is 
briefed on current policies and constraints pertaining to the program and 
activities as they concern persons and organizations not affiliated with 
the DoD. 


No additional controls are recommended. 
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Department of the army 

HEADQUARTERS 

U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD. MARYLAND 21219 


1 7 JUL 1372 


SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (U) 


HQDA (nAMI-DOI-S) 
WASH DC 20310 


1. (U) References: 


a. Letter DAMI-DOI-S, 8 March 1972, subject as above. 

b. Letter ICDIS0-0C, 18 April 1972, subject as above. 

2. (U) Forwarded herewith in compliance with reference a, above, is 
the ACIP quarterly report for the period 1 April 1972 - 30 June 1972. 

(m) 

3. The following operational and administrative control measures 
remain in effect concerning all reported ACIPs to assure compliance with 
DoD and DA policies relative to the acquisition of information on non-DoD 
affiliated personnel: 


a. Each ACIP is restricted to on-post target coverage of DoD 
affiliated personnel and utilizes employees of the serviced command as 
sources. These constraints generally preclude the possibility of viola¬ 
tions of current collection restrictions regarding non-DoD affiliated 
personnel. 

b. Sources are selected from a civilian/military work force only 
after long and detailed assessment. Generally, only long term employees 
of known reliability and proven loyalty are selected for recruitment. * 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78 . 
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ICDISO-OC 

'SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (u) 

c. Each individual and/or source involved in the conduct or control 
of each ACIP is briefed on current policies and restrictions pertaining 
to the program and program associated activities as concerns persons 
and organizations not affiliated with DoD. 

d. ACIP reporting is scrutinized at each level of command to insure 
the acceptability of information provided or collected. Information of 
a questionable nature is not disseminated at the local level until a 
determination is made by this headquarters concerning the propriety of 
collection reporting and informational products. 

4. (■©-)(jj^ammanders of the facilities supported by the ACIP were queried 
in May 1971 concerning their recommendations relative to continuation of 
the program. Expressed desire for continuation was unanimous. To date, 
supported commanders’ views remain unchanged and in view of this it is 
recommended that these programs be continued. 

FOR THE COMMANDER 


11 Incl 
Op Anal 
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1j CANAL LOOP (OACSI Approval - 16 Feb 72) 

a. Location: Edge-wood Arsenal, Edgewood, MD 

1. Confidential Source Utilization: Contact with five confidential 
sources formerly used in the program has been made. Four have been 
reactivated and regularly scheduled contacts effected. One former source 
has been transferred to another DoD installation and has been terminated. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of sub¬ 
stantive value has been developed to date, confidential and overt sources 
of information -will continue activity in support of coverage of sensitive, 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli¬ 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of the ACIP CANAL LOOP 
is recommended because of the extreme sensitivity of the target installation. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER U652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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2. CANARY EFFORT: (OACSI Approval - l6 Feb 72) 

a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Contact with four confidential 
sources formerly used in the program has been made. All four sources 
have been reactivated and regularly scheduled contacts effected. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of substan¬ 
tive value has been developed to date, confidential and overt sources of 
information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli¬ 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of ACIP CANARY EFFORT 
is recommended because of the installation’s sensitive mission within DoD 
as the Alternate National Command Post; and the role of the ACIP in 
USAINTC' DA assigned mission of executing the Alternate Joint Communica¬ 
tions Center Counterintelligence Program. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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3.' CANCER PORCH: 


(OACSI Approval - 28 Dec 71 ) 


a. Location: Defense Language Institute Southwest Branch, Fort 
Bliss, TX 

h. Confidential Source Utilization: None 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: None 

e. Operational Status: The scaledown of US participation in the 
Vietnam War has effected a steady reduction in the mission of the DLISW 
Vietnamese Language School, and a resultant decrease in student input and 
instructor cadre. On 1 May 1972, this Command requested DLI Headquarters 
reassess their need for ACIP support at the Southwest Branch. DLI re¬ 
quested that ACIP coverage continue until an exact projection of future 
Vietnamese Language requirements could be made. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 ' 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 



4. CANDID FROLIC: (OACSI Approval 21 Dec 71) 

a. Location: Fort Ord, CA 

b. Confidential Source Utilization: Regularly scheduled meetings 
were conducted with one confidential source during the reporting period. 
One other prospective source has been spotted and approved for recruit¬ 
ment. 


c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: Rone 

d. Useful Information Obtained: Early warning was provided the 
Commanding General, Fort Ord, concerning the 29 April 1972 demonstration 
outside the main gate of Fort Ord, in support of Billy Dean Smith, and 
the 20 May 1972, Armed Forces Day March against the Presidio of Monterey. 

e. Operational Status: As the only major US Army training facility 
on the West Coast; a test post for the Modem Volunteer Army concept, and 
the site of the Billy Dean Smith "fragging" trial, Fort Ord remains the 
focal point for dissident and/or subversive activity from both local 
radicals and from revolutionary elements in the San Francisco area. 

CANDID FROLIC is providing the CG, Fort Ord, with early warning type 
information upon which he can plan preventive measures to preclude dis¬ 
ruption of post activities. Recommend continuation of ACIP CANDID FROLIC. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GEEERAL DECLASSIFICATION 
SCHEDULE OF EXEUCTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 



5. CENTRAL TAXI: (OACSI Approval 16 Feb 72) 

a. Location: HQS, US Army Electronics Command, Fort Monmouth, NJ 

b. Confidential Source Utilization: Contact with three confidential 
sources formerly used in the program has been effected. AH three sources 
have been reactivated and regularly scheduled contacts effected. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of substan¬ 
tive value has been developed to date, confidential and overt sources 

of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli¬ 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of ACIP CENTRAL TAXI is 
recommended because of the extreme sensitivity of HQS, US Army Electronics 
Command and its supporting laboratories and the command’s mission in the 
development and procurement of electronic warfare equipment and systems. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652. 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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6. GONDOLA STAR: 



(OACSI Approval - 17 Feb 72) 

a. Location: Aberdeen Proving Ground, Aberdeen, MD 

b. Confidential Source Utilization: Contact -with four confidential 
sources formerly used in the operation has been effected. Three sources 
have been reactivated and regularly scheduled contacts effected. One 
former source has been terminated since a realignment of functions at the 
installation prevents his participation in the program. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of substan¬ 
tive value has been developed to date, confidential and overt sources of 
information -will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli¬ 
gence personnel transfers and the requirement to orient and familiarize 
newly assigned personnel with the operation. Continuation of ACIP GONDOLA 
STAR is recommended because of the sensitivity of the installation and the 
mission of tenant units, which include US Army Test and Evaluation Command, 
Land Warfare Laboratory, Human Engineering Laboratory and the Ballistic 
Research Laboratory. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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7. GONG SILK: (OACSI Approval - l6 Feb 72) 


a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Contact with three confidential 
sources formerly used in the operation has been effected. All three 
sources have been reactivated and regularly scheduled contacts re¬ 
established. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of substan¬ 
tive value has been developed to date, confidential and overt sources of 
information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli¬ 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of ACIP GONG SILK 

is recommended because of the sensitivity and criticality of the mission 
performed by Picatinny Arsenal and the US Army Munitions Command. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 



8. LANDLESS TIME: (OACSI Approval - 19 Jan 72' 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Contact with seven confidential 
sources formerly used in the operation has been established. All sources 
have been reactivated and regularly scheduled contacts effected. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of sub¬ 
stantive value has been developed to date, confidential and overt sources 
of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli¬ 
gence personnel transfers and the requirement to train newly assigned 
personnel involved in source contact. Continuation of the ACIP LANDLESS 
TIME is recommended because of the sensitive mission performed by the 
facility and by the National Inventory Control Point, which provides 
worldwide materiel inventory management of the Army's communications- 
electronics systems. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE. ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED on 31 DEC 78 . 




9. LANYARD MOOD: (OACSI Approval - 22 Dec 71) 

a. Location: Defense Language Institute East Coast Branch, 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: None 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of sub¬ 
stantive value has been developed to date, conventional and overt sources 
of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Reporting under LANYARD MOOD is concentrated 
principally on classroom monitoring by language students, the majority 

of whom are servicemen assigned Army Intelligence. The school is currently 
between classes and new student rosters are being screened for potential 
student sources. Although the DLI branch schools are relatively non¬ 
sensitive installations, the target represented by the language students 
requires some form of coverage or monitoring as many of the servicemen 
are destined for sensitive assignments in Communist Bloc countries. 
Recommend continuation of ACIP LANYARD MOOD. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78 . 
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10. LENIENT CLOUD: (OACSI Approval - 16 Feb 72) 

a. Location: UB Amy War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Contact with four confidential 
sources formerly used in the operation has been established. All four 
sources have been reactivated and regularly scheduled contacts effected. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of substan¬ 
tive value has been developed to date, confidential and overt sources of 
information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. 

e. Operational Status: Although regular contact has been established 
with all former sources, full utilization has been impeded by Army Intelli¬ 
gence personnel transfers and the requirement to orient and familiarize 
newly assigned personnel with the operation. Recommend continuation of 
ACIP LENIENT CLOUD because of the sensitive training mission of the War 
College and classified mission of the Army Alternate Command Element, 

a tenant activity of Carlisle Barracks. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78 . 
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11. LENTIL MONKEY: (OACSI Approval - 26 Oct 71 ) 

a. Location: Defense Language Institute West Coast Branch, Presidio 

of Monterey, CA 

b. Confidential Source Utilization: One confidential source was 
recruited during the reporting period. No confidential sources were 
utilized in the program prior to the 17 Feb 71 suspension. 

c. Information Obtained Off-post and Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: While little information of sub¬ 
stantive value has been developed to date, confidential and overt sources 
of information will continue activity in support of coverage of sensitive 
targets designated by the supported commander. Suitability type informa¬ 
tion has been developed concerning an instructor who has made five trips 
to CSR since entering the United States in 1959* 

e. Operational Status: Reporting under LENTIL MONKEY is concentrated 
principally on classroom monitoring by language students, the majority of 
whom are servicemen assigned to Army Intelligence. Although the DLI branch 
schools are relatively non-sensitive installations, the target represented 
by the language students requires coverage as many of the servicemen are 
destined for sensitive assignments in Communist Bloc countries. Recommend 
continuation of ACIP LENTIL MONKEY. 


CLASSIFIED BY DISO, USAINTC 
SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 
AUTOMATICALLY DOWNGRADED AT TWO YEAR 
INTERVALS. DECLASSIFIED ON 31 DEC 78. 
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Quarterly Report to US of A Re: Aggressive Counter- IDAMI-DOI-S 

intelligence Program (ACIP) Operations P ATE 

117 April 1972 

To^provide USofA with the initial Quarterly Report 



1. BACKGROUND: 

a. By Memorandum dated 8 Feb 72, the US of A requested that the Vice Chief of 
Staff, Army provide a Quarterly Report on Aggressive Counterintelligence Programs 
CTAB B). 


b. By note and referal slip dated 10 Feb 72 the VCofS, Army forwarded the actior 
to the ACSI and directed that required reports and recommendations be submitted 
through his office (TAB C). 

"'jBL-UC U/ 

c. By letter dated 8 Mar 72, OG USAINTC was formally tasked to provide required 

information to this office ( TAB D) in accordance with provisions of the US of A 
Memorandum. "Jeu-CuJ 

d. By letter dated 14 Apr 72, CG USAINTC transmitted the required data to OACSI, 
DA (TAB E) . 

As/eccoiv' 

2. DISCUSSION: Memorandum to USofA through VCofS, Army at ; TAB A provides required 

repo"rt"! yeccc*' 

3. RECOMMENDATION: That memorandum at .TAB A be approved and signed. 

- HyectLCj 


5 □ NO □ | pm 



MAJOR W. WEBB/78874 
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DEPARTMENT OF THE ARMY 


OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON. D.C. 20310 


8 MAR B/2 


DAMI-DOI-S 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 

Program (ACIP) Operations 


Commanding General 

United States Army Intelligence Command 

ATTN: ICDSO-O-S 

Fort Holabird, Maryland 21219 


1. References: 


a. Paragraph 4, DAMI-DOI-S Letter, dated 16 February 1972, 

Subject: Aggressive Counterintelligence Program (ACIP) Operations. 

b. Attached Memorandum from the Under Secretary of the Army, to 
the Vice Chief of Staff, United States Army, dated 8 February 1972, 
Subject: Aggressive Counterintelligence Program (ACIP) Operations,, 

2. The Under Secretary of the Army Memorandum directs that quarterly 
reports be provided his office, commencing with the quarter ending 
March 31, 1972. USAINTC input for these reports should be f orwarded 
so as to arrive at DAMI-DOI-S no later than the 10th working day of 
the month following the close of the calendar quarter which they cover 

FOR THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 


1 Incl 
as (SECRET) 


c - 

CHARLES W. AlLEk] 

Colonel, GS\^ 

Director of Operations 


Regraded UNCLASSIFIED when 
separated from classified 
inclosures 







DEPARTMENT OF THE ARMY 

.OFFICE CHIEF OF STAFF 
WASHINGTON 


/ , 10 February 1972 

ACSI - 

For action — Please submit quarterly 
reports and recommendations thru me. 


B. P. 



// 








MFR 


19 APRIL 1972 


DAMI-DOI-S 


SUBJECT: Quatarly ACIP Report 


1. USAINTC submitted their input for the quarterly 
ACIP report on lit Apr 72, As result DAMI-DOI-S 
prepared the required package to forward their 
report to CSA, 

2. On 17 Apr 72 Col IADOROSA, USAINTC called with 
request that USAINTC be allowed to expand their 
initial report. He explained that BG Epp did 

not get to see original reports prior to dispatch 
and was not happy with them when he finally did 
get to see them, 

3. By letter ,undated, USAINTC provided DAMI-DOI-S 
with revised reports for each ACIP, Reports were 
received from USAINTC LN on 19 Apr 72* Per phoncon 
with Mr Arnold, USAINTC, I established the date of 
18 Apr 72 as that which should be placed on the 
undated latter transmitting the reports received 
am 19 APR. 


WALDO R WEBB 
MAJ GS 


P 



DAM1-DCI-S 


2 1 A-R 1372 


MEHCEABDBK THRU: VICE CHIEF Of STAFF, VETTED STATES ARMY 
FOR : URDER SECRETARY OP THE ARMY 

SUBJECT: Aggressive C©uat«rIntelligence Program (ACIP) Operations 


1. In your 8 February 1972 Meaorandura , subject as cited, you requested 
quarterly reports on status of ACIP operations. Attached arc reports 
on those operations in progress for the quarter ending 31 March 1972. 

2. Your Mmorandum accepted the fact that the closing date c: the first 
quarter report would be too soon for any sound evaluation of these 
projects. This is borne out by attached reports. They indicate a 
cautious selection of potential confidential sources. Such & process 
is necessary for AC1F operations to provide the Amy security threat 
information not obtainable through routine counterintelligence invest! 
gative and liaison work. 



(sgdj PhillipB. Davidson, Jr. 

PHILLIP B, DAVIDSCK, J1. 
Major General, CS 
ACofS for Intelligence 





HEADQUARTERS 

U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD. MARYLAND 21219 


18 APR 1372 


SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations (U) 


HQDA (DAMI-DOI-S) 

WASH DC 20310 

WARNING NOTICE: Sensitive Sources snsf f^hcds Involved 

1. (U) Reference letter DAMI-DOI-S, 8 Mar 72, subject as above. 

2. (u) Forwarded herewith in compliance with referenced letter is 
the quarterly report covering the period 1 Jan 72 - 31 Mar 72. 

3. (U)^ The following comments are submitted in order to better portray 
the role of the ACIP in enhancement of the security of the supported 

c ommands: 

a. The Aggressive Counterintelligence Program is a defensive, 
on-post security service initiated at the request of the local commander. 
It provides a monitoring or surveillance of sensitive or critical areas 
of a command witfjseh are selected or recommended for ACIP coverage by the 
serviced commander. This is accomplished through the use of both overt 
and covert sources of information, selected exclusively from the DoD 
civilian and military workforce at the serviced installation. 

b. The ACIP must be considered a long-range operation if it is to 
provide reliable, accurate and continuing access to information not 
obtainable through routine collection efforts. 

Due to the lapse of time since the ACIPs were suspended, consid¬ 
erable effort and time is involved in the reactivation of approved ACIPs. 
ACIPs in the process of reactivation by this Command are subjected to 
continuous scrutiny to insure that they fall within the parameters of 
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ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations (U) 

current National level guidance and policy. All ACIPs are subject 
to continuing evaluation to determine their viability in support of 
accepted counterintelligence objectives. 


II Incl 
as (dupe) 





A ii 2i 

JAMES R. WALDIE 
Colonel, Infantry 
Deputy Commander 
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CDNMAL 


AC IP QBAETERLI KEFOB? 

Period Ending : 31 t&rch 1972 


X. (?) HOjeJE: BKU KfiXEY (9) 

2. (?) *0CA23W: Defense Lvgmga HMtaU, HMt Coast, Ho otwy , CA 

3. (0) fiHE APIBOVEDj £6 Oetobar 1971, par ACBX latter MM-DOI-S, 

Aggmelve Oosptsyintalllgance l i wg r ei (ACZP) 
Ojmiiou. 

fe,(u)(?-) BACEJS50TEE: 

ACIP coverage of the Defense Language Institute, Wert Coast 
(DUWC) *•£ initiated by letter DLIHC, dated 11 September 1967, 
subject: Bequest for Aggressive Counterintelligence Support. 
Operation vae suspended an 17 February 1971 in compliance to 
AC8I JJesaorandm, dated l£ February 1971, subject: Suspension 
of Certain Aisy Counterintelligence Progr am . Information 
developed by the ACIP is provided the serviced coaaand an a 
regular basis by the Project Liaison Officer in his regular 
contact with the installation security office. Formal jju&rterly 
briefings are given the Cctatander of the serviced installation 
or his designated ACIP Coordinator during nblch the progress 
of the program 1 b discussed and recssEnendatians made far future 
coverage. 


5. (C) 5HHEA.T AHALTSIS: 

a. General : 2ie Defense Language Institute, West Coast, 
conducts training in a variety of foreign languages for students 
frcan all the gdlitary services. \ 


bl 


CONFIDENTIAL 


7C U / 




b. Indicated Ihraet : Previous isforawtioc developed through 
this'llIP revealaSat Iwut ten Instances of instructors 
visiting ccermnist bloc countries and being contacted by 
tieswim nationals. Two of these visits result e d in direct 
sslteltetloe of iaffrraaticn sooeening SLTWC, Future reporting 
*1X1 distemine sfcsther car not a threat ecertimjes to exist »t 
Ibis im ta l latlaa. 


6ll CGBFIISarTlAl 9&3BCS& UTILHSED? Vans. The program was in tbs 

1 f *tttd*tiso jh a st daring ms reporting period. One Ccefltential 
is to be rseruitad ln April 1972. Additional soerens 
‘ elwston into the operation are presently eater 
i jawifi recruited *tii be civilian or adiitcry 
assigned to the installation. 



7. (U) BOTOBMATIGH CBTAIBED OFT-PCST AKD ESPORTEX) CK NOK-.AFFILIATED 

CIYILIAHS: Hone 

8«(U)(G} USEFUL IHFCEWATIQK QBTAIHED: Review? of personal records 

identify three individuals, all Barbers of the faculty of the 
CaechoBlovakian Language Department, Defense Language Institute, 
West Coast (DLIHC), Presidio of Monterey, CaHTomia, as possible 
targets o? hostile intelligence. 

9iOIERATXOKAL STATUS: Operation should be continued. Faculty 
V Ewnbers of B1IWC Bust be considered potentially lucrative 

target,s of hostile intelligence agencies ihich may be operat¬ 
ing in the California area; especially with the impending 
establishment of a USSR Consulate in San Francisco, California. 




ACIP QUARTERLY REPORT 


Period Ending: 31 March 1972 

WARNING NOTICE: Ssnslfive Sources and Methods Involved 

1. (U) NICKNAME: CANDID FROLIC (U) 

2. (U) LOCATION: Fort Ord, CA 

3. (D) DATE APPROVED: 21 December 1971 per ACSI letter DAMI-DOI-S, 
subject: Aggressive Counterintelligence Program (ACIP) Operations (U). 

4. (lt)fcG) COORDINATION: AC IP coverage of Fort Ord, CA was requested by 

Che Commanding General, 26 November 1971 per latter AMNOR-B, HQS, Fort Ord, 
subject: Request for Aggressive Counterintelligence Support (U). Approval 
to initiate the program was contained in AC8I letter cited in paragraph 
three above. Information developed by the ACIP is provided the serviced 
command on a regular basis by the Project Liaison Officer in his normal 
contact with the installation security/intelligence office. Formal 
quarterly briefings are given the Commander of the serviced installation 
or his designated ACIP Coordinator, during which the progress of the 
program is discussed and recommendations made for future coverage. 

5THREAT ANALYSIS: ACIP CANDID FROLIC was initiated to provide 
the Commanding General, Fort Ord with a substitute Special Counter¬ 
intelligence Coverage to replace that formerly provided by GRADE PROGRESS, 
an Offensive Counterintelligence Operation currently under suspension. 

Fort Ord as the only major US Army training facility on the West Coast 
and as a test post for the Modern Volunteer Army is under constant, 
concerted attack by local anti-war and anti-Army civilian organizations. 
These organizations have extended their operations on-post under the 
legal guise of soldier counselling. An additional factor which contri¬ 
butes to the threat to the installation is the trial of PVT Billy Dean 
Smith, now in the Fort Ord Confinement Facility accused of the murder 
of two Array officers in Vietnam. Radicals and other groups have already 
given this impending event wide publicity and are attempting to charac¬ 
terize the trial aa racial oppression. Tbaee efforts are expected to 
find adherents among the population of the Fort Ord complex who will 
undoubtedly attempt disruption either by outside direction or on their 
own initiative. Already, several off-post demonstrationa, at the Fort 
Ord main gate, connected with this case have been conducted; a building 
which is being rehabilitated as a court room for the trial has been set 
afire and damaged by arsonist(s); and disruptive gatherings have been 
held on post to discuss and protest the trial. 


6CONFIDENTIAL SOURCES UTILIZED: None. The program was in the 
initiation phase during this first quarter. However, the first Confidential 
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Source has been recruited and four others are under development. In 
addition, seven individuals are currently under assessment. Only DoD 
civilian and military personnel assigned the Installation are recruited 
as confidential sources. 

7. (U) INFORMATION OBTAINED OFF-POST AND REPORTED ON NON-AFFILIATE) 
CIVILIANS: None. 

8. (ttee) USEFUL INFORMATION OBTAINED: During the reporting period, the 
following useful Information was obtained through official liaison with 
local investigative agencies and through overt contact sources on the 
military installation. An Army chaplain's assistant is alleged to be 
assisting the MLP on-post at Fort Ord. In addition, a JAGC officer is 
alleged to have referred military personnel stationed at Fort Ord to 
PCS/MLP for legal counsel in obtaining discharges from the military 
service. 

9 me) OPERATIONAL STATUS: It is recommended that the operation be 
continued in order to provide the Commanding General, Fort Ord, with early 
warning information upon which to base counter-actions against local 
dissident/subversive organizations who, through recruitment of servicemen, 
have extended their operations onto the government facility. 
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AC IP QUARTERLY REPORT 

Period Ending: 31 Wsarch 1972 


-M^c ihcd s 1 nye l v e t?— 




1. (Uj^pCSKAIC:: LOTTAS© MX® (ff) 

2. (U)/-'JobcATiaH: Defense Language X&rtitufce, East Coast, Anaeostia 

^ tesBEX, OS Ssval Station, tfashingtan, DC 

3. (O) BATE APfSCVED: 22 D ec gri b er 15^71, per ACS I letter, DAMI-DOI-B, 

subject: Aggressive Counterintelligence Program (ACIP) 
Operations. 

BACKGROUND: 

ACIP coverage of Defense Language Institute, East Coast 
(DIjI, EC) was initiated by letter requeBt DLIEC, dated l6 
November 1971, subject: Request fear Aggressive Counterintelli¬ 
gence Support. It vas suspended on 17 February 1971 by AC SI 
Memorandum dated 16 February 1971* subject: Suspension of 
Certain Army Counterintelligence Programs. Information devel¬ 
oped by the ACIP is provided the serviced command on a regular 
basis by the Project Liaison Officer in his regular contact 
with the installation security office. Formal quarterly 
briefings are given the Canmander of the serviced installation 
or his designated ACIP Coordinator during which the progress 
of the program is discussed and recommendations made for future 
coverage. 

5. Jj2$ THREAT ANALYSIS: 

She Defense Language Institute East Coast Branch (DLIEC) eon- 
ducts training in approximately 50 languages for an average 
student body of 1100, with responsibility for claesroca train¬ 
ing being placed upon civilian contract schools. No classified 
.material is provided DLIEC instructors or students; therefore, 
v t&ere is no justification for the program exclusively to protect. 

security of the facility. I 


bl 


The students reside at scattered locations throughout the 
Washington, DC area and the administrative control and super¬ 
vision over them is decentralized among several headquarters. 
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GROUP 3 

Downgraded at 12 year 
intsrvais; net 
automatically declassified 
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Most of the students are young, impressionable servicemen, 
subjected to minimum nilit&ry control, who are encouraged to 
socialize with their instructors and to attend functions at the 
various ecfoassies and legations In the Washington area. The 
instructors are principally alien ea&loyaes of a civilian con¬ 
tract school over when DLTEC ********* virtually no a rtmln iB- 
; trativs or wparvisary cootrol. 


bl 


■V 

(C) CONFIDENTIAL SOURCES UTILIZED: Spotting and assessing program 
' for the recruitment of Confidential Sources has been instituted. 
The recruitment of sources will be limited to DoD civilians 
and military personnel assigned to the school. 


7. (U) IHFORMATIOK OBTAINED OFF-POST AND REPORTED GM NON-AFFILIATED 

CIVILIANS: None 


B.'W) 

9^/) 


USEFUL INFORMATICS OBTAINED: None. Sources have not been 

reactivated. 

OPERATIONAL STATUS: Aggressive Counterintelligence Program 
LANYARD MOOD should be continued because of the extreme sensi¬ 
tivity of the personnel assigned the installation. Current 
activity centers around the recruitment of sources to assure 
coverage of sensitive areas designated by the responsible 
commanders. 
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.AC IP QDARTERU REPORT 


Period Ending 31 March 1972 
WARNING NOTICE: Sensitive Sources and Methods Involved 

1. (V) UCKHAME: CABCER FORCE (U) 

2* (U) Jj&CATTDB: Dsftase Language Institute Southwest, Biggs Field., 
ft. Bliss, TX 

3* (tf) *WE APFBCVEDi 28 Deem*bmr 1971, P» AC*I IstSer nAM-DOd-S, 
inject: A ggr ss s irs Ccasrterintelligene* Program (AC IP) 
Operations. 

4. (U^ BACKStfXHD: 

ACIP coverage of the Defense Language Institute Southwest 
(DU, SW) was requested by letter DLISC-S2/3, DU, 8W, dated 
23 October 1967 , subject; Request for Aggressive Counterin¬ 
telligence Support and was instituted by this Ccemand in 1968. 
Coverage was suspended on 17 February 1971 per AC8I Memorandum, 
dated 16 February 1971, subject: Suspension of Certain Army 
Counterintelligence Programs. Information developed by the 
AC IP is provided the serviced command on a regular basis by the 
Project Liaison Officer in his regular contact with the installa¬ 
tion security Intelligence office. Formal quarterly briefings 
are given the Cassaandant of the serviced installation oar his 
designated AC IP Coordinator during which the progress of the 
program is discussed and recommendations made fear future coverage. 

5 . (/) THREAT .AHAUSIS: 

Ge neral : The Defense Language Institute Southwest Branch 
(DUSwFiTa subordinate facility af Headquarters, Defense 
Language Institute (DU), and was activated 1 August 1966, to 

provide Vietnamese Language instruction to Department of the 
Army personnel, The instructors ere native beam Vietnamese, 
employed by civilian contract schools, over whom the DU exer¬ 
cises little or xu*-c<»tr©l. So classified material is provided 
(1SUSW instructors or students! therefore, there is no justifi¬ 
es fee the prugren err. Nai vely te protect the security of 
facility. Principal cover igghasls Is placed ypo© the 
jprcrteetSnn mi/e r the surveillance of the military student body 
vtdeh consists primarily of young ispressionsble servicemen. 


GROUP 3 

Downgraded at 12 year 
intervals; not 

automatically dcclassuiefi 
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the eajarity of *&an are faced with a Southeast Asia assign¬ 
ment. Many of these servicemen here a preconceived opposition 
to the UB policy la S o u t heas t Asia, while others, apprehensive 
sho o t their fierttm ssilffwit to Vletaae, en eosceptlhls to 
. the influences at their fellow it tfhnts or to nfctle sogxestlone 
_ aede by their Tisrtwsseee instructors. Information has besn re- 
‘helved ftroe the Vlrtmew fl orsns — at indicating that a gro up 
'~af "left-win* Vlstrws— s^sdents earn pl an n in g to use 
y^itneees Tengnsge Instructor* to tmtmnga resistance to the 
' pB policy In Southeast Asia, Although the school has an 
" eotahU^ed •rtaJsnt/instruetor n ap- f r et erclgstlop policy, the 
close, long-ten canted Initiated taring prolonged courses of 
Instru ction often resalta In the establishment of close friend- 

, 1 
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6 , -(C) CGSFIlffiKTIAL SOURCES UTILIZED: Two pros p e c tive Confidential 

Sources, with plaeeraent end access, have been spatted and are 
currently being assessed and developed. Sources utilized in the 
ACIP sane DoD civilian and military seplayeefi of the serviced 
facility. 

7, (U) INFCffadATXQN CBTA3HED OFF-POST AHD REPORTED ON HOB-AFFILIATED 
CIVXLIAHS: Bone 

8 , -40} USEFUL IBFGHMATICSJ GBTAEKED: Bone. Sources have not been 

reactivated. 

9(U)(C) OPERATICEAL STATUS: Aggressive Counterintelligence Program 

CABCER PCRCH should be continued because of the extreme sensi- 
tivity at the personnel assigned to the installation. Current 
activity centers around the reactivation at former confidential 
sources and the recruitment of ne sources to assure coverage 
of sensitive srau designated by the responsible co m wade rs „ 


* 
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ACIP QUARTERLY REPORT 

Period Ending: 31 Kerch 1972 

W.ARHlWG^07i^£ri:-ffsifir$-£e arces-stKf-f^it^Hfl¥»l¥ed-— 

1. (V) NICKNAME: LAWLESS TIME (U) 

2. (U) LOCATION: 08 Army Electronic* Command, Philadelphia Facility, 

Philadelphia, PA. 

3. (0) DATE APPROVED: 19 January 1972 par ACS I latter DAMI-DOI-S, 
subject: Aggressive Counterintelligence Program (ACIP) Operation* (U). 

BACKGROUND: AC IP coverage of the Philadelphia Facility, US Army 
Electronic* C oar sand, m Initiated 8 October 1965 per letter AKBEL-SE-P, 
HQ8, US Army Electronic* Command, Fort Moanouth, NJ, aubjact: Request 
for Aggressive Counterintelligence Program (ACIP) 8upport (U). On 
17 February 1971, LANDLESS TIME was suspended per instructions contained 
in ACS1 Memorandum dated 16 February 1971, subject: Suapensioo of Certain 
Army Counterintelligence Programs. This operation was reactivated per 
authority contained in ACSI letter cited in paragraph three above. Infor¬ 
mation developed by the ACIP la provided the serviced command on a regu¬ 
lar basis by the Project Liaison Officer in hie normal contact with the 
installation aecurity/intalligtoce office. Formal quarterly briefings 
are given the Ccoo*oder of the serviced installation or hi* designated 
ACEP Coordinator, (hiring which the prog re*« of the program la discussed 
and recommendations made for future coverage. 

5. (G) THREAT ANALYSIS: 

a. General: 



far t~ s 
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b, ttoralsjied Infer®tic*: 

During the oxJLstsaee of LAH5LES8 THE, one Instance was reported 
Involving an eeployeo is which th* employee lad been In close personal 
contact >dth a foreign national. Investigation revealed the interest of 
hostile intelligence in this individual and. subs«<juent contact by the 
foreign oaticm*l was indicative of a preliminary assessment. Information 
of a suitability nature was also reported concerning several anplcyees. 

6 ^ OOStFUmriAL SOURCES UTILIZED: Sons. The Project Liaison Officer 

is checking to determine the location, status, and continued suitability 
of previous Confidantial Sources for reactivation hy the Project Control 
Officer. Soareses utilised in LAHDIZ5S TBE ill be recruited only from 
DoD civilian and military' personnel assigned the serviced installation. 

7. (U) ISF08MAH0N CSTAIKSL OFF-POST AND REPORTED 0® BON-AFFTLIA'PEI) 

CIVILIAN: Sorse 


8. /(C) USEFUL INFOEitAlTOI?: Because the operation is in its initial 
phase of reactivation, no useful information of ccnmterintelligence 
Interest to MI and the serviced ccaasand, Philadelphia Facility, US Army 
Electraiica Ccrmand, ns developed. 


hlectraucB Ccrmand, 
9PV(C) OPERAjICMaL 


9y/\C) OPERAjICMaL STATUS: The operation should be continued because 
of the current sensitivity of the installation. Current activity centers 
around the reactivation of former confidential sources and the recruitment 

of new sources to assure coverage of sensitive areas designated by the 
of the fac ili ty. 
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AC IP QUARTERLY REPORT 


Period Ending: 31 Ha«h 1972 

1. (U) /WECKHAJE: GGHDOLA STAR (U) 

2. (0) MCATT®: Aberdeen Proving Ground, MD 

3. (0) lias AHHO¥B>! 1& FifeMwry 1972, P«r ACS I letter DAMI-DOI-S, 

sdbjesrt : Aggressive Counterintelligence Program (ACIP) 
Operations. 



AC IP coverage of Aberdeen Proving Ground, was initiated by- 
letter AMU IS-SI, US Azsy Materiel Ccemand, dated 29 November 
1965, subject: Request for Aggressive Counterintelligence 
Program (ACIP) (U). On 17 February 1971, GONDOLA STAR was 
suspended per instructions ACSI-STF Memorandum, dated 16 
February 1971, subject: Suspension of Certain Army Counteiv 
intelligence Programs. Information developed by the ACIP is 
provided the serviced eanmand on a regular basis by the Project 
Liaison Officer in his regular contact with the installation 
security office. Formal quarterly briefings are given the 
Coemander of the serviced installation or his designated ACIP 
Coordinator during which the progress of the program is dis¬ 
cussed and recommendations made for future coverage. 

5. ...(C)' THREAT ANALYSIS: 



£ automatical d^ctossrfied 
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6. (c\' CONFIDENTIAL SOURCES UTILIZED: Initial contact has -been made 

/ with two sources utilized prior to GONDOLA STAR’S suspension. 
Also, action Ib being taken to recruit additional sources. 
Activation of these sources must await their complete assessment. 

7, (U) WORM TICK OBTAINED OFF-POST AND REPORTED ON NON-AFFILIATED 
CIVILIANS: None 




USEFUL INFORMATION OBTAINED; 

reactivated. 


None. Sources have not been 


OPERATIONAL SIA'IUS: Aggressive Counterintelligence Program 
GONDOLA STAR sh oul d b* continued because of the extreme sensi¬ 
tivity of the Installation and because of the potential threat 
to the National security posed by the sensitive mission per¬ 
formed by Aberdeen Proving Ground. Current activity centers 
•round the reactivation of former confidential sources and the 
recruitment of new sources to assure coverage of sensitive areas 
designated by the responsible Mnoanders. 
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AC IP QUARTERL? REPORT 

Period Ending: 31 March 1972 


._? 4 .™.! >--<;— 

1« (tf) "HinnWC: oceo snx (u) 

2. 07) -LOCAfriOH: PlCStiany AT*«*al, *J 

3 . (U) rMSE APPROVED: l£ Tttowiy 1972 P» -ACSI letter DAMX-K7I-8, 

* Mb^Hrt: Aggmdvt CqMUrlBUlligBnoe Program (ACIP) 
Operation* (U). 

U 

4. BACEGROWD: 

ACIP coverage of the OB Army Munlticns Ccsanand and Pica- 
tinny Arsenal,, RJ, -*d initiated 15 May I 96 S per letter 
AKSMCJ-SS-S, HQS BE Amy Munitlong CcEmsnd, aspect: Request 
for Aggressive Counterintelligence Program (ACIP) Support (U). 
cm 17 February 1971, GOSG SI lit was suspended per instructive 
contained in ACSI Memorandum dated 1 6 February 1971 > subject 
Suspension of Certain Amy Counterintelligence Programs. The 
operation vas reactivated per authority contained in ACSI 
letter cited in paragraph three above. Information developed 
by the .ACIP is provided the serviced conmand an a regular basis 
by the Project Liaison Officer in his normal contact <ith the 
installation security office. Formal quarterly briefings are 
given the Cotanaader of the serviced installation or his desig¬ 
nated ACIP Coordinator during •’fcich the pr ogress of the pro¬ 
gram is discussed and reecefnendatione made for future coverage. 

5. ,C^ THREAT ANALYSIS 



7 
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b. Developed Infaraatlon : Previoualy, GOBG BILK provided 
extensive infoaa&tion concerning contact, both personal and 
through ccg-pg«pondcnc€, bet ween scientific personnel employed 
at Plcatinay Arsenal sad foreign sdectiate. Instancee were 
also reported concerning foreign individuals seeking scientific 
papers published by the employees. Many instances -mn reported 
concerning character weaknesses and behavior problems of 
employees, six of vhiefa resulted in termination of ao^plcyoent. 

6 . CCBFIDSSTIAL SOURCE UTILIZED: Kane. The Project Liaison 
Officer is conducting discreet chocks to determine the location, 
status and continual suitability of previous Confidential Sources 
fbr reactivation by the Project Control Officer. Sources util¬ 
ised in GCMG 8IUC will be recruited only fresa Do® civilian and 
Military personnel assigned at the serviced Ipstallaticn. 

7. (U) IHFOSMATKir CBTAIHED CFF-P06T AKD REPORTED OB BCB-AJTILIATED 

CTVHXAKS: Hone 




UEKFOL DBTOMmOB CBTAIHED: Because the operatiw is In Its 
initial phase of rainstitntion, no useful information of counter- 
intelligsnoe interest «u developed. 



Ctf’BRAYXCKAl, BTAHJE: Tfae operation djculd be continued because 
•f the n c tiw se nsi tivity of the lastallntlan and the critical¬ 
ity of the nissiaa it p erfbni for the Department of the Aray. 
C u r r e n t activity enters arovd the reactivation of t urn er 
confidential sou rce s and the recruitment of new sou r ce s to 
assure cover age of sensitive areas dee Ignaty by the Cocmanding 
General, USAHCCCK. 
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ACIP QUARTERLY REPORT 


Period Radlug: 31 March 1972 


1. (U) NICKNAME; CENTRAL TAXI (U) 

2. <D) LOCATION: Fort Monmouth, NJ 


3. (U) DATE APPROVED: 16 February 1972, per ACS I letter DAMI-DOI-S t 

subject: Aggressive Couaterlntelllfeace Program (ACIP) Operations. 


4. (D) BACKGROUND: AC IP coverage of the US Army Electronics Comaand, 

Fort Monmouth, NJ, waa Initiated 4 October 1967 per letter AMSEL-EI, HQS, 

US Army Electronics Command, subject: Request for Aggressive Counter¬ 
intelligence Support (U). On 17 February 1971, CENTRAL TAXI was suspended 
per Instructions contained in ACS I Memorandum, dated 16 February 1971, 
•ubject: Suapension of Certain Army Counterintelligence Programs. The 
operation was reinitiated per authority contained in letter cited in 
paragraph 3 above. Information developed by the ACIP is provided the 
serviced conraand on a regular basis by the Project Liaison Officer in 
his normal contact with the installation security office. Formal quarterly 
briefings are given the Camoander of the serviced installation or hie 
designated ACIP Coordinator during which the progress of the program is 
dia'-usBed and recommendations made for future coverage. 

5 - THREAT ANALYSIS: 




.cqnfideM. 


Dariifi-.-f.ced at 1? year ' 
intervals ; ;:ot 

autQcaticaiiydeclassified 

COD DIR 5200.10 







CONFIDENTIAL 


bl 


_r 


eOKmsmAL SOURCES UTILIZ»i Bom. The Project Malwo 
OtffLesar li o cp dact lag discreet tiherta to determine the location, status, 
sod oectjcaea suitsfcilitr «f previa* Confidential Source* for reectiva- 
tlm by the Project Control Officer. Sou rc e* utilised in CENTRAL TAXI 
ore recruited only rrae mamg the DoD civilian and military personnel 
assigned the serviced facility. 


7. (U) KPOEHAnffi OBTAINED OFF-POET AND REPORTED ON NON-AFFILIATED 

CIVILIANS: None 


S.^p) USEFUL INFORMATION OBTAINED: Because the operation la in Its 
initial phase of reinstitution, no useful information of counterintelli¬ 
gence interest was developed. 

9.^/i) OPERATIONAL STATUS: The operation should be continued because 
of the current sensitivity of the installation, and the criticality of 
the Mealon it performs for the Department of the Army. Current activity 
centers around the reactivation of former confidential sources and the 
recruitment of nev sources to assure coverage of sensitive areas designated 
by the Commanding General, USAECOM. 





AC IP QJIARTERLY REPORT 


Period Ending: 31 Maroh 1972 


1. (V) JftCKBAlE: CABAHY EFFORT (U) 

e. (0) fOCATICH: Fart Kttehle, MD 

3. (0) HAS® APPROVED: 16 Fefenitty 1972. J*r ACSI Utter DAMI-DOI-S, 

Aggreeeive Co«trterlnt*12ig»Bae Program (ACIP) 

Operations (0). 

BACEJ]«3UHI): 

Aggressive Counterintelligence Program coverage of Fort Ritchie, 

MD, was Initiated 11 August 1965, per letter 8CCJ-B, HQS, US Arny 
Joint Support Ccmnaad, trubject: Aggressive Counterintelligence 
Program, On 17 February 1971, CANARY EFFORT -bb suspended per 
instructions cont aine d in ACS I Memorandum dated 16 February I 97 I, 
subject: Suspension of Certain Aruy Counterintelligence Programs. 
Hie operation was reinitiated per authority Contained in letter 
cited in paragraph 3, above. Information developed by the ACIP 
is provided the serviced ccomauid on a regular basis by the Project 
Liaison Officer in his regular contact -lth the installation 
security office. Formal quarterly briefings are given the Commander 
of the serviced installation or his designated ACIP Coordinator 
during ‘-Mch the progress of the program is dfcscussed and recommen¬ 
dations made for future coverage. 

5 . 5 H®BAT JtHAUSIS: 



5 





6 . (CPS CCfflFlESHTIAL SOURCES UTILIZED: Initial contact made with 

/ three Confidential Sources previously utilized prior to suspen¬ 
sion of operation. One of the three has been reassigned on 
base and reassessment will be made to determine whether he is 
now within a legitimate target. Reactivation of the other two 
sources 1* taking place. SourceB utilized in the ACIP are DoD 
civilian and military employees of the serviced facility. 


7. (If) INFORMATION OBTAINED OFF-POST AND REPORTED CHS NON-AFFILIATED 
CIVILIANS: None 




USEFUL INFORMATION: 
reactivated. 


None. Sources have not been fully 


OPERATIONAL STATUS: Aggressive Counterintelligence Program 
CANARY EFFORT should be continued because of the extreme sensi¬ 
tivity of the installation and its mission within DoD as an 
Alternate National Ccesnand Post in time of emergency. Current 
activity centers around the reactivation of former confidential 
sources and the recruitment of new sources to assure coverage of 
sensitive targets or areas designated by the cannander. 




IMMfiT 


Period Ending: 31 March 1972 

1. (Tj) 'WCKHAMS: ISHEHT CLOUD (u) 

2. (U) LOCATION: Carlisle Barracks, PA 

3. (u) DATE APPROVED: l£ February 1972 per ACSI letter DAM-DOI-S, 

,#tf>jeet: Aggressive Cwmt«dntellig«nce Program {ACT?) 

Operatiott* (U). 

k. {C/) BACKGROUND: 

AC IP coverage of Carlisle Barracks end the US Army War College 
was initiated 13 August 1965 per letter AIBCB, HQS, Carlisle 
Barracks, subject: Counterintelligence Program. On 17 
February 1971, LENIENT CLOUD was suspended per instructions 
contained in ACSI Memorandum dated 16 February 1971, subject: 
Suspension of Certain Army Counterintelligence Programs. This 
operation was reactivated per authority contained in ACSI 
letter cited in paragraph three above. Information developed 
by the ACIP is provided the serviced command on a regular basis 
by the Project Liaison Officer in his normal contact with the 
installation security/intelligence office. Formal quarterly- 
briefings are given the Commander of the serviced installation 
or his designated ACIP Coordinator, during which the progress 
of the program is discussed and recommendations made for future 
coverage. 


5 . j&f THREAT ANALYSIS: 


bl 




6. (£) gCtSFUSBTIAL fiCHJRCSS ITPILIZED; Som, Tour confidential sources 

fwpaerlor usad in the operation have net been recontacted* Sources 
Utilised la the ACXP will be Halted to DoD cirilimn and aHitary 
personnel a —l g n e d the serviced Installation. 

£ £ 1 
(WMIffiT 







7. (U) INFORMATION OBTAINED OFF-POST AND REPORTED OK NOH-DoD 

AFFILIATED CIVILIANS: None 


8 . 


9. 


(U) USEFUL INFORMATION OBTAINED: Because the operation is in its 
Initial phase of reinitiation, no useful information of 
oewnterlgteillgence significance was developed. 


/ . 

(G# OFERAi'ICSlAl STATUS: This operation sh ould he continued 
because of the sensitivity #f the installation and the 
etiticwlitjr of the mission it performs for the Department of 
r the Any. Current activity lndadee the briefing of the 
Cfssaaziding (Jewel, UBAW, who has assumed his position since 
the suspension of the operation. Following this briefing, 
recontact of farmer confidential sources will be attempted. 
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AC IP QBARTERIX REPORT 

Period Ending: 31 March 1972 
- ?nf^;hedHnvotve« 

BBCraJOCs CABAL LOOP (ff) 

L0CAI2EB: Edgewcod ArmiL, KD 

CATE AFMOVKDi l£ Mowy 1972* pw ACS I letter mm-DOI-6, 
sttojeet: Aggressive Countsrlntsll i g ffl ace Program (ACIP) 

Operations. 

BACK(E?OUND: 

ACIP coverage of Edgewood Arsenal was initiated 15 June 1965 
by letter of request of the Cqpgnandl ng Officer, Edge wood 
Arsenal, thru the Commanding Generals, UE Army Munitions 
Command and US Krny Materiel Coomand. On 17 February 1971, 

CABAL LOOP was suspended per instructions contained in ACSI 
Memorandum dated l£ February 1971, subject: Suspension of 
Certain Army Counterintelligence Programs. This operation was 
reinitiated per authority contained in letter cited in paragraph 
three above. Information developed by the ACIP la provided the 
serviced command on a regular basis by the Project Liaison Officer 
in his regular contact with the installation security office. 
Formal quarterly briefings are given the Consander of the ser¬ 
viced Installation or his designated ACIP Coordinator during 
,/faieh the progress of the program is discussed and recaraendaticcs 
made for future coverage. 

5. (&) ‘xHKKAT ANALYSIS: 



1. (U) 

2. (V) 

3. (») 

IN- 

4. ^5 






n. a ' 




OPERATIONAL STATUS: Aggressive Counterintelligence Program 
CANAL LOOP should be continued because of the extreme sensi¬ 
tivity of the installation and because of the potential threat 
to the National security posed by the sensitive mission per¬ 
formed. by Edgewood Arsenal. Current activity centers around 
the reactivation of former confidential sources and the recruit¬ 
ment of rmr sources to assure coverage of sensitive areas desig¬ 
nated by the responsible ecssaanders. 
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*Thls RS will remain in effect indefinitely; new suspense will be announced each 
quarter. 


BY DIRECTION OF THE CHIEF OF STAFF: 

harp.y e. b. sullivan 

LTC, GS 

Assistant Secretary of 
the General Staff 
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8 FEB TS72 


rEXORASnCM TO?. Til'll VICE CHIEF OF STAFF 
United States Arwy 

SUBJECT: Aggressive Counterintelligence Program (ACIP ) Operations 


On 4 December 1971 you forwarded to me a nenorenikCT frora the 
Assistant Clilef of Staff for Intelligence, SUBJECT: Counterintel¬ 
ligence Policy Guidance, which informed isa of the ACSI's decision 
to reactivate certain Aggressive Counterintelligence Program (ACIP) 
Operations. Attached to the isersorendusi was the operation plan for 
one such operation. I have reviewed that acnorandum and the attached 
plan, and although I appreciate the conscientious steps which liave 
been taken to assure adherence to current policies in this area, I 
remain concerned that this prograa isay be placing os in a highly 
vulnerable position. 


£ 

b. 


DoD Directive 5200.27 and the inpieaentinj; Arrcy policy letter 
dated 1 June 1971 impose two restrictions which are particularly 
relevant to ACIP operations. First, they require that there be 
"no covert or otherwise deceptive surveillance or penetration of 
civilian 'organizations without the prior approval of the Chairman, 
DISC (nov the Assistant Secretary of Defense (CoKotrollsr)). Second, 
they prohibit fissioning Do!) personnel "to attend public or private 
meetings. demonstrations, or other similar activities for the 
purpose of acquiring information the collection of which is 
authorized' without cry prior approval, except in emergency sitoa- 
'tiona. These prohibitions apply whether or not the forc'd "target* 
of the operation is affiliated with the Department of Defense. 
Although the ACSI letter approving the first reactivated ACI? 
operation incorporates these restrictions by reference (paragraph 
3a), the operation plan and related documents obviously assume 
that confidentiol sources working in the operation any obtain and 
report information which they receive in the course of activities 
off military installationn. While the plan prohibits extending 
the collection effort ’directly to non-DoD personnel (paragraoh 
4a(a)), and while the ACSI approval letter prohibits making nor- 
DoD personnel targets of off-post surveillance, I would assume 
Chat it is entirely possible that in the course of their off-most 
activities confidential sources wight obtain and report information 
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on non-affiliated civilians. Although such activity not in 

*11 situations b« forbidden by DoD Directive 52GG.27, It Is clearly 
on the borderline, and I therefore feel It is very important that 
theso operations be closely supervised and tightly controlled. 

In order to aiaka an informed decision about whether further 
controls are necessary (ineludinr possible Under Secretary or DIRC 
review of each operation), I would appreciate your taking tho 
following steps: 

1. 2spinning Kerch 31, 1972, I would like to 
receive a quarterly report containing the following 
information ou each ACIP operation in progress at 
any time during the reporting period. Date approved. 
code-ncKa, location, number of confidential sources 
used during reporting period, number of instances 

in which inforaation ou lvm-sf filiated civilians is 
obtained off -post and reported, and a brief narrative 
statement explaining whether useful information was 
obtained during the reporting period, whether the 
operation is to be continued, and if so, why. These 
reports aay be submitted 1C days after the close of 
the calendar quarter which they cover. 

2. With the second quarterly report, which will 
be due July 31, 1972. I would like to receive ^ full 
analysis of this proprtuw, inducing its value In terra 
of producing useful information and the adequacy of the 
controls which have beer, imposed. Kecors?*ndatitms for 
any farther necessary controls should be included. 

(sgd) Kenneth E. Belleu 

Xanneth E. LeLlc-J 
Under Secretary of the Arr.y 
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Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 
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Information has 
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It is not reasonable to segregate meaningful portions of the 
record for release. 
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Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 


,... 

(3d 


Information originated with another government agency. It has 
been referred to them for review and direct response to you. 
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Information originated with one or more government agencies. 
We are coordinating to determine the.releasability of the 
information under their pubview. Upon completion of our 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE CHIEF OF STAFF 
WASHINGTON. D.C. 20310 


2 November 1973 


MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations (U) 


1. (U) Reference is made to memorandum. Under Secretary of the Army, 

dated 8 February 1972, subject as above. 

The nine Aggressive Counterintelligence Program (ACIP) Operations 
reported by memorandum to you last quarter, all remain active. Two new 
operations CANARY STONE at Dugway Proving Ground, Utah and CENTAUR RACE 
at Fort Lewis, Washington were requested by the installation commanders, 
approved by ACSI, DA and implemented during the reporting period. These 
operations bring the total to 11 active ACIP's. At present, five ACIP 
proposals have been submitted by CONUS field commanders for considera¬ 
tion. The report of current operations for the quarter ending 30 September 
1973 is attached. 

The primary values of ACIP operations are in their potential for 
early warning and detecting internal security weakness and security 
threats to the supported command. Inasmuch as these operations are a 
form of intensified security watchfulness, negative reports in them¬ 
selves are frequently of value to a commander in planning for security 
requirements of a given installation or activity. 
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SEmfr — 

DEPARTfV^^^^^HE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON, D.C. Z0310 

dami-doi-s : 29 OCT 1973 

MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 



1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the memorandum at 
Inclosure 1 which transmits the report required by the cited reference, 

3. Coordination: None required. 


2 Incl 

1. Memo for USofA 
w/attachment (CONFiDENTIAfc}' 

2. Memo for VCSA, 8 Feb 72 
(SECRET^ 

2 Nov 1973 

APPROVED - VCSA w/comment: "Why the title ' Aggressive CIP 1 ? Drop the 
'aggressive' unless there 


the General Staff 


s some rationale for it that escapes 



Assistant Secretary of 



OLIVER B. PATTON 

Brigadier General, GS 

Acting ACofS for Intelligence 


Regraded UNCLASSIFIED wnen 
separated from classified 
inclosures. 
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CURRENT ACIP OPERATIONS 


LOCATION 

ACIP 

NICKNAME 

DATE APPROVED 

NUMBER CONFI¬ 
DENTIAL SOURCES 

Edgewood Arsenal, 

Maryland 

CANAL LOOP 

16 Feb 

72 

5 

Fort Ritchie, 

Maryland 

CANARY EFFORT 

16 Feb 

72 

3 

Dugway Proving Ground, 

Utah 

CANARY STONE 

18 Jul 

73 

0 

Fort Lewis, 

Washington 

CENTAUR RACE 

30 Jul 

73 

0 

Fort Monmouth, 

New Jersey 

CENTRAL TAXI 

16 Feb 

72 

3 

Aberdeen Proving Grounds, 
Maryland 

GONDOLA STAR 

16 Feb 

72 

2 

Picatinny Arsenal, 

New Jersey 

GONG SILK 

16 Feb 

72 

3 

Philadelphia, 

Pennsylvania 
(Electronics Command) 

LANDLESS TIME 

19 Feb 

72 

3 

Washington, D.C. 

(Language School) 

LANYARD MOOD 

22 Dec 

71 

0 

Carlisle Barracks, 
Pennsylvania (Army 

War College) 

LENIENT CLOUD 

16 Feb 

72 

4 

Presidio of Monterey, 
California 

LENTIL MONKEY 

26 Oct 

71 

1 


REGRAOP 


TOTALS 


11 


11 


24 




iRTMENT OF THE ARMY 



ICDO-OP 


HEADQUARTERS 

U S ARMY INTELLIGENCE COMMAND 

FORT MEADE MARYLAND 20755 


OCT 


1 6 


SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations (u) 


HQDA (DAMI-DOI-S) 
WASH DC 20310 


1. (U) References: 

a. Letter, DAMI-DOI-S, 8 March 1972, subject as above. 

b. Letter, ICDISO-OC, 11 October 1972, subject as above. 

c. Letter, ICDO-OP, 12 July 1973, subject as above. 

2. (u) In compliance with reference a, above, the ACIP quarterly re¬ 
port for the period 1 July - 30 September 1973 is forwarded herewith. 


3. (u) Operational and administrative control measures outlined in 

reference b, above, remained in effect during the reporting period. 
There were no reported instances of acquisition of information on 
non-DoD affiliated personnel. 


During the reporting period emphasis was placed upon improving 
the viability of the program and stressing its importance at all levels 
throughout the Command. The scope of existing operations is currently 
being broadened to provide source coverage in depth of the designated 
target areas. The result should be an increase in significant items 
reported to the supported commanders. 


ACIP briefings were given to appropriate staff members of the 
newly formed major commands, TRADOC and FORSCOM. Procedures were imple¬ 
mented to have the same briefing presented to selected commanders at the 
local level. This effort is expected to result in additional ACIP re¬ 
quests. In conjunction with these actions, the ACIP implementation 
process is being examined with a view towards decreasing the length of 
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time "between the receipt of a request for an operation and the date it 
becomes productive. Two plans for new operations are being processed 
and will be forwarded for approval. These, plus the recently approved 
operations at Seneca Army Depot the Management Systems Support Agency, 
will add four ACIP gains during the next quarter. 

FOR THE COMMANDER: 



JESSE D. JOY, JR. 

Colonel, GS 

Deputy Chief of Staff, Operations 
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1. CANAL LOOP: (OACSI Approval - l6 Feb 72) 

a. Location: Edgewood Arsenal., Edgewood, MD 

b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The sensitivity of the activities serviced 
has not diminished and the supported command desires that the operation 
be continued. 
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2. CANARY EFFORT: (OACSI Approval - l6 Feb 72) 

a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: A civilian staff member at the 
installation has projected a trip to the USSR. This matter will be 
monitored on a continuing basis to determine if attempts to exploit 
have been or will be made by hostile intelligence. 

e. Operational Status: Continuation of the operation is desired 
by the supported commander. A new Project Liaison Officer has just 
reported and assumed his duties. 






3. CANARY STONE: (OACSI Approval - 18 Jul 73) 

a. Location: Dugway Proving Ground, Utah 

b. Confidential Source Utilization: No sources were recruited 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: None 

e. Operational Status: This operation was implemented with the 
briefing of the commander on 21 August 1973, and has not yet become fully 
operational. 
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4. CENTAUR RACE: (OACSI Approval - 30 Jul 73) 

a. Location: Fort Levds, WA 

b. Confidential Source Utilization: No sources were-recruited 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: None 

e. Operational Status: This operation was implemented with the 
briefing of the commander and staff on 23 August 1973 > and has not yet 
become fully operational. 





5. CENTRAL TAXI: 


(OACSI Approval - 16 Feb 72) 


a. Location: Headquarters, US Army Electronics Command, 

Fort Monmouth, NJ 

b. Confidential Source Utilization: Three sources were used during 
the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The Director of Security believes that the 
mission and function of this command place it high on hostile intelligence 
target priorities. One additional source was approved for recruitment 
during the reporting period. 
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6. GONDOLA STAR: (OACSI Approval - 17 Feb 73) 

a. Location: Aberdeen Proving Ground, MD 

b. Confidential Source Utilization: Two sources were utilized during 
the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Inasmuch as the sensitivity of the activities 
serviced remains the same, the commander desires that the operation con¬ 
tinue. The Project Liaison Officer retired on 31 July 1973? and his re¬ 
placement is not expected until 1 November 1973. This will unfortunately 
delay the planned expansion in source coverage. 
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7. GONG SILK: (OACSI Approval - l6 Feb 72) 

a. Location: Pieatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: The sensitivity of the activities covered 
remains extreme, so that the operation should be continued. Seme 
target areas were cancelled with the departure of the Munitions 
Command, so that coverage should be somewhat simplified. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Three sources were contacted 
during the reporting period. 

c. Information Obtained: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Of the three sources contacted, one re¬ 
tired and one transferred to another DoD facility, leaving the single 
source indicated in the previous report. The Project Liaison Officer 
will spot and assess prospective sources among the personnel moving to 
Fort Monmouth for utilization when this operation is incorporated into 
CENTRAL TAXI. At the request of the commander, coverage will continue 
until the facility is phased out. 
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9. LANYARD MOOD: (OACSI Approval - 22 Dec 7l) 

a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington, DC . . - 

b. Confidential Source Utilization: To date, this operation 
has been using conventional sources. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Effective with the beginning of the new 
reporting period, the modus operandi is being changed to develop 
confidential sources in addition to the conventional sources used here¬ 
tofore. Targets will be reconfirmed and redefined as necessary. 
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10. LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Two security hazards and three 
instances of suitability information were reported. Foreign travel 
by one employee was not considered significant. 

e. Operational Status: An additional target as being added. During 
the period, the newly assigned Project Liaison Officer developed a total 
of 25 conventional sources who are being contacted on a regular basis. 
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11. LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: One source was recruited during 
the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicatethe 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: Seven additional students are being 
processed for use as confidential sources, and 20 conventional sources 
were recruited for broad coverage of target language departments. In 
addition, all of the 132 class monitors have been given SAEDA briefings 
and directed to report any incidents occurring in the classes. 
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Counterintelligence Program Operations 


i approval of a quarterly report. 


a. By memorandum dated 8 February 1972 (GREEN TAB B) the Under Secretary of the Army 
requested the Vice Chief of Staff, US Army, provide quarterly reports on all ACIPs. 

b. This is the fifth such quarterly report. 

c. USAINTO Input is at GREEN TAB C. 

2. DISCUSSION : The memorandum at GREEN TAB A forwards a memorandum to the VCSA to for¬ 
ward the report for the quarter ending 30 June 1973. 


3. RECOMMENDATION: That the memorandum to the VCSA at GREEN TAB A be approved and 
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MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 


1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 


2. Recommend your approval and signature on the memorandum at Inclosure 1 
which transmits the report required by cited reference. 



2 Incl 

1. Memo for USofA 
w/attachment 

2. Memo fo^, VCSA, 8 Feb 72 

jjiiiiim r T 


WILLIAM E. POTTS 
Major General, GS 
ACofS for Intelligence 

OLIVER B. FATTCN 
Brigadier General, GS 
Deputy; ACofS for Intelligence 


1 AUG 1973 

APPROVED - VCSA. 









OFFICE OF THE CHIEF OF STAFF 
WASHINGTON, D.C. 20310 


1 August 1973 


MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 


1. Reference memorandum. Under Secretary of the Army, dated 8 February 
1972, subject as above. 

2. Of the 11 Aggressive Counterintelligence Program (ACIP) Operations 
reported to you by memorandum from this office, dated 4 May 1973, subject 
as above, nine remain in effect. Operation CANCER PORCH at the Defense 
Language Institute, Southeast Branch was terminated with the closing of 
the activity on 31 May 1973. Operation CANDID FROLIC at Fort Ord, Cali¬ 
fornia, was terminated on 12 June 1973 at the request of the installation 
commander. No new ACIP operations were initiated. The report of current- 
operations for the quarter ending 30 June 1973 is attached. 

3. The primary values of ACIP operations are in their potential for early 
warning and for detecting internal security weakness and security three- ; 
to the supported command. Inasmuch as these operations are a form of 
intensified security watchfulness, negative reports in themselves are 
frequently of value to a commander in planning for security requirements 
of a given installation or activity. 


1 Incl 

as (CONFIDENTIAL) 


FRED C. WEYA, 

General, United States Army 
Vice Chief^of Staff 




DAMI-DCI-S 


MEMORANDUM FOR: ACTING VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECTi Aggressive Counterintelligence Program (ACIP) Operations 


1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature on the nseraorandun at Inclosure 1 
which transmits the report required by cited reference. 

3. Coordination: None required. 


2 Incl 

1. Memo for UflofA 

w/attachment <^jjjHNWff *Iff 

2. Memo for VCSA, £ Feb 72 


WILLIAM E. POTTS 
Major General, G3 
ACofS for Intelligence 






DEPARTMENT OF THE ARMY 



MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 


1. Reference memorandum, Under Secretary of the Army, dated 8 February 
1972, subject as above. 

2. Of the 11 Aggressive Counterintelligence Program (ACIP) Operations 
reported to you by memorandum from this office dated 4 May 1973, subject 
as above, nine remain in effect. Operation CANCER PORCH at the Defense 
Language Institute, Southwest Branch was terminated with the closing of 
the activity on 31 May 1973. Operation CANDID FROLIC at Fort Ord, Cali¬ 
fornia, was terminated on 12 June 1973 at the request of the installation 
commander. No new ACIP operations were initiated. The report of current 
operations for the quarter ending 30 June 1973 is attached. 

3. The primary values of ACIP operations are in their potential for early 
warning and detecting internal security weakness and security threats to 
the supported command. Inasmuch as these operations are a form of intensi¬ 
fied security watchfulness, negative reports in themselves are freq.> Iv 
of value to a commander in planning for security requirements of a given 
installation or activity. 


1 Incl _ FRED C. WEYAND 

as General, United States Army 

Acting Vice Chief of Staff 
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LOCATION 

ACIP 

NICKNAME 

DATE APPROVED 

NUMBER CONFI¬ 
DENTIAL source: 

Edgewood Arsenal, 

Maryland 

CANAL LOOP 

16 February 72 

5 

Fort Ritchie, 

Maryland 

CANARY EFFORT 

16 February 72 

3 

Fort Monmouth, New 

Jersey 

CENTRAL TAXI 

16 February 72 

3 

; Aberdeen Proving 
| Grounds, Maryland 

GONDOLA STAR 

16 February 72 

2 

Picatinny Arsenal, 

New Jersey 

GONG SII2C 

16 February 72 

3 

Philadelphia, Penn¬ 
sylvania (Electronics 
Command) 

LANDLESS TIME 

19 January 72 

4 

Washington, D.C. 

(Language School) 

LANYARD MOOD 

22 December 71 

0 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

LENIENT CLOUD 

16 February 72 

4 

Presidio of Monterey, 
California 

LENTIL MONXEY 

26 October 71 

0 

TOTALS 9 

9 


24 


Off-post Information 

Operational USNTIL HOTKEY obtained information off-post by coincidence and not as part of 
the operation. A source who was accompanying his student group on a field trip was among 
those of the group shown pictures of three Czech females who were looking for pen-pals. The 
source reported the incident. 



W OEOUMOUSS«0 

SEP .rSj&L.oi/pQ 


•DR UE- 
4 para 1-6ua t 


3D 5200.IP 












ICDO-OP 


SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (U) 


HQJ)A (DAMI-DOI-S) 
WASH DC 20310 


1. (u) References: 

a. Letter, DAMI-DOI-S, 8 March 1972, subject as above. 

b. Letter, ICDISO-OC, 11 October 1972, subject as above. 

c. Letter, ICDO-OP, 11 April 1973* subject as above. 

2. (u) In compliance with reference a, above, the ACIP quarterly report 
for the period 1 April - 30 June 1973 is forwarded herewith. 

3. (U) Operational and administrative control measures outlined in 
reference b, above, remained in effect during the reporting period. 

There was one instance of acquisition of information on non-DoD affili¬ 
ated personnel, described in the inclosure covering LENTIL MONKEY (u). 

nA 

4. £0) Supported commanders continue to indicate satisfaction with 
the program. They view the lack of contradictory information as 
reassurance that their employees are observing security regulations, and 
that no apparent hostile intelligence activities have been mounted 
against the installation. A certain amount of suitability information 
was developed during the reporting period at some of the installations, 
but was either minor or had not yet been confirmed. In such cases, the 
information is not passed to the supported commander. 
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JUL I 2 ' ' 3 

ICDO-OP 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (u) 

5. (U) Operations CANCER PORCH (u) and CANDID FROLIC (u) were termi¬ 
nated during the period covered by this report. 

nA 

6. (pj Processing of the requests for ACIP support set forth in 
reference c, above, except for the Deseret Test Center, have not yet 
been completed. Additionally, an Operation Plan regarding ACIP support 
at Fort Lewis was forwarded on 7 July 1973. It is anticipated that 
future ACIP operations will result primarily from the recently estab¬ 
lished Sensitive Activity Vulnerability Estimate (SAVE) program. 

FOR THE COMMANDER: 

/ 

11 Incl EDWARD H. BORT 

as LTC, MI 

Acting Deputy Chief of Staff, 
Operations 
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1. CANAL LOOP: (OACSI Approval - 16 Feb 72) 

a. Location: Edgewood Arsenal, Edgewood, MD 

b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The sensitivity and criticality of activities 
covered warrant the continuation of the support provided. 












a. Location: Fort Ritchie, MD 


b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Rone. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Continuation of the operation is desired 
by the supported commander. Inasmuch as a new Project Control Officer 
is being assigned during the next quarter, recruitment of additional 
sources is being delayed until he assumes his duties. 






3. CANCER PORCH: (OACSI Approval - 28 Dec 71) 

a. Location: Defense Language Institute Southwest Branch 

Fort Bliss, TK 

b. Confidential Source Utilization: One source was contacted 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The operation was terminated with the 
closing of the activity on 31 May 1973. The source has been transferred 
to the Defense Language Institute West Coast, where contact will be re¬ 
established with him. 
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4. CANDID FROLIC: 


Approval - 21 Dec 71) 


a. Location: Fort Ord, CA 

t. Confidential Source Utilization: Two sources were contacted 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: As the result of discussion during a 
quarterly briefing on 16 May 73, on 18 May 73 the CG requested that 
the operation be terminated. No significant information had been pro¬ 
duced to justify the risk of possible compromise or the further expendi¬ 
ture of manhours. Operational activity ceased at once, and the opera¬ 
tion was officially terminated on 12 Jun 73, on which date security de¬ 
briefings of the sources involved were concluded. 
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5. CENTRAL TAXI: (OACSI Approval - 16 Feb 72) 

a. Location: Headquarters, US Army Electronics Command, Fort 

Monmouth, NJ 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The Commander desires that the operation 
continue. The impending assignment of a new Project Control Officer 
will allow the expansion of the operation by recruitment of additional 
sources. 


,,P° 
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6. GONDOLA STAB: (OACSI Approval - 17 Feb 72) 

a. Location: Aberdeen Proving Ground, MD 

b. Confidential Source Utilization: Two sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: In view of the sensitivity/criticality 

of this installation, the supported commander desires that the operation 
continue. 
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7. GONG SILK: (OACSI Approval - l6 Feb 72) 


a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Despite the fact that modifications of 

the operation may be necessitated by forthcoming organizational changes, 
the Commander desires that the operation be continued. 


^0 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Four sources were utilized 
during the reporting period. This includes one source who was reluctant 
to be reactivated when the operation was revalidated, but finally 
agreed. 


c. Information Obtained Off-post and/or Reported on Ron-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: By 30 Jun this activity will be com¬ 
pletely relocated to Fort Monmouth, and the operation will be terminated. 
One source transferred during the period, rather than make the move. 
Another is scheduled to move in Nov 73 > and plans to do so. He will be 
transferred to the Monmouth operation at that time. Coverage will be 
difficult during the phaseout, but the commander has requested that the 
operation continue as long as possible. 
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9. LANYARD MOOD: (OACSI Approval - 22 Dec 71) 

a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: This operation uses 
conventional sources from the student body, primarily Army MI personnel. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The combination of alien instructors and 
students who are generally scheduled for sensitive assignments overseas 
makes this operation a necessity. With classrooms teaching 50 languages 
at various locations in the DC area, coverage is dependent on the 
availability of sources. 
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10. LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Hie Commander continues to be appreciative 
of information provided and desires that the operation continue. 
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11. LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period, but all were eventually terminated due to 
graduation. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: On 18 May 73, students of a Czech class visited a Czech 
restaurant in San Francisco on a field trip. While they were there, 
the owner showed the students pictures of three girls residing in 
Czechoslovakia who were looking for American pen-pals. Each of three 
students received the name and address of one of the girls. One of the 
students who received this data was a Confidential Source, and reported 
the incident. The other two students are now en route to Army Security 
Agency.school at Fort Devens, MA, and will eventually be assigned in 
USAREUR. 

d. Useful Information Obtained: The above information assumes sig¬ 
nificance only if this proves to be an operational technique of Czech 
Intelligence. Consideration is being given to utilizing the source, now 
on TDY at Fort Huachuca, AZ, to probe this situation by establishing 
correspondence with the Czech girl. Under the circumstances, reporting 
this information is not considered a violation of the 1 June 71 letter. 

e. Operational Status: Just as in LANYARD MOOD, the combination 

of alien-born instructors and students destined for sensitive assignments 
overseas is considered to offer a challenge to hostile intelligence. 
Additional MI students have reported to the institute, and no problems 
are anticipated in recruiting new sources. 
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vended. Must be sufficiently detailed to identify 


1. BACKGROUND : 

a. By Memorandum dated 8 February 1972, the Under Secretary of the Army requested 
the Vice Chief of Staff, US Army provide quarterly reports on all ACIP»s (BLUE TAB B)_« 

b. The fourth quarterly report for 1972 was submitted to the Under Secretary of the 
Army on 12 February 1973 (BLUE TAB C) . 

c. Written input from USA1NTC for the current quarterly report is attached at BLUE 


a. Word received from the SGS on 1 February 73 revealed the new VCSA desires to per¬ 
sonally sign all memoranda to the Under Secretary of the Army. How long this new policy 
is to be effective is currently unknown. Based on DA memoranda 340-15 and 340-17, the 
ACSI has signed previous memoranda concerning this subject for the VCSA. 

b. The memorandum at BLUE TAB A forwards a memorandum to the VCSA requesting he sign 
and forward to the Under Secretary of the Army, the first quarterly ACIP report for 1973 
Per agreement SGS and DAMI, this same procedure was used to forward the previous quarter 
ly report. 

3. RECOMMENDATION: That the Memorandum to the VCSA at BLUE TAB A be approved and signed 


» □ NO □ 1 WIM PRC 



N REVERSE SIDE OR CONT IN UAT ION SHEET 


: FICER ( Name, grade, phone and signature ) 


W. WEBB, MAJ/77017 
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PATCHED (DIG) 

16 APfU 373_ 


RECORDS COPY 


ACSI FORM 28, 13 Sep 71 
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^RTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON, D.C. 20310 


ATTENTION OF: DAMI-DOI-S 


2 6 APR 1973 


MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 


1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (TAB B). 


2. Recommend your approval and signature on the memorandum at TAB A which 
transmits the report required by cited reference. 


2 Incl 

TAB A - Memo for USofA 

(rnNFTFIFfiTTT fl T ) — 

TAB B - USofA memo, 

8 Feb 72 (rrfTnET)— 


WILLIAM E. POTTS 
Major General, GSv 
ACofS for Intelligence 


THOMAS V. BOVi’EX 
Brigadier Genera,', GS 
Bireclor of Intelligence 
Support 


Regraded UNCLASSIFIED when 
separated from classified 
inclosures 


4 MAY 1973 

APPROVES - GOSA 



: ER B. PETERSEN 
GS 

ictant Secretary of 




CS 350.09 (26 Apr 73) 






WASHINGTON, D.C. 20310 


MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 


1. Reference your memorandum of 8 February 1972, subject as above. 

2. The 11 Aggressive Counterintelligence Program (ACIP) operations 
reported to you by my memorandum, dated 12 February 1973, subject 

as above, remain in effect. No additional ACIP operations have been ap¬ 
proved. A quarterly report of current operations is attached. 


1 Incl 

as (4®NF=*B£NTT£I3- 


ALEXANDER M. HAIG, .JR. 
General, United States Army 
Vice Chief of Staff 
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CURRENT ACIP OPERATIONS 


LOCATION 

ACIP 

NICKNAME 

DATE APPROVED 

NUMBER OF 
SOURCES 

Edgewood Arsenal, 
Maryland 

CANAL LOOP 

16 February 72 

5 

Fort Ritchie, 

Maryland 

CANARY EFFORT 

16 February 72 

3 

Fort Bliss, Texas 
(Language School) 

CANCER PORCH 

28 December 71 

1 

Fort Ord, California 

CANDID FROLIC 

21 December 71 

2 

Fort Monmouth, New 
Jersey 

CENTRAL TAXI 

16 February 72 

3 

Aberdeen Proving 
Grounds, Maryland 

GONDOLA STAR 

16 February 72 

2 

Picatinny Arsenal, 

New Jersey 

GONG SILK 

16 February 72 

3 

Philadelphia, Penn¬ 
sylvania (Electronics 
Command) 

LANDLESS TIME 

19 January 72 

4 

Washington, D.C. 
(Language School) 

LANYARD MOOD 

22 December 71 

0 

Carlisle Barracks, 
Pennsylvania (Army War 
College) 

LENIENT CLOUD 

16 February 72 

4 

Presidio of Monterey, 
California 

LENTIL MONKEY 

26 October 71 

3 

TOTALS 11 

11 


30 

Off-post Information 




There were no instances 
off-post. 

in which information on non- 
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Information Obtained: 


CONQgg ft riAL 


a. During the first quarter of 1973, none of the ACIP operations produced in¬ 
formation which would indicate the existence of an active hostile threat to the 
supported installation nor were any reports received concerning potential security 
hazards to the supported installations. As emphasized in each quarterly report 
submitted to date, ACIP operations are a form of intensified security watchful¬ 
ness. As such, the lack of reportable information from these operations - also 
of value to a commander in planning for his security requirements. The placement 
and access of current sources, and those under consideration, are such that the 
chances of detecting a developing security threat situation in a sensitive in¬ 
stallation or unit are greater with these sources already operating. 

b. Significantly, supported commanders have voiced satisfaction with ACIP 
operational results to date and have reiterated their desire that these opera¬ 
tions continue. 

Continuance of Operations : 

The eleven ACIP operations are being continued for the originally stated pur¬ 
poses. 




depar; 


OF THE ARMY 


ICDO-OP 


HEADQUARTERS 
U. S. ARMY INTELLIGENCE COMMAND 
FORT HOLABIRD. MARYLAND 21219 


1 1 APR 1973 


SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program 
(ACIP) Operations (u) 


HQDA (DAMT-DOI-S) 
WASH DC 20310 


(U) 

References: 



a. 

Letter, DAMI-DOI-S, 8 Mar 72, 

subject as 

above. 

b. 

Letter, ICDISO-OC, 11 Oct 72, 

subject as 

above. 

c. 

Letter, ICDISO-OC, 15 Jan 73, 

subject as 

above. 

d. 

Letter, DAMI-DOI-P, 26 Feb 73. 

, subject: 

Counterintelligence 


Support for Security of Nuclear Weapons, with 1st Indorsement, ICDO, 

12 Mar 73- 

2. (U) In compliance with reference a, above, the ACIP quarterly 
report for the period 1 January - 31 March 1973 is forwarded herewith. 

3. (U) Operational and administrative control measures outlined in 
reference b, above, remained in effect during the reporting period. 
There were no instances of acquisition of information on non-DoD 
affiliated personnel. 

bJu)(&J Utilization of the ACIP to enhance the security of chemical 
and nuclear weapons, as set forth in reference c, above, has been inte¬ 
grated into the overall counterintelligence support to the US Army 
Materiel Command (AMC) and HQ, US Army Air Defense Command. Action 
taken on this program will be reported as outlined in reference d, 
above. In the future, this quarterly report will pertain only to 
operations in progress and those in the planning stage. 
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icdo-op 1 1 APR 1973 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence 
Program (ACIP) Operations (u) 

In the area of chemical and nuclear weapons, the Commander of 
Seneca Army Depot has formally requested an ACIP operation. The 
Commander, Savanna Army Depot, has requested an ACIP briefing. 

Additional assessment of the Sierra Army Depot will be necessary to 
determine the applicability of the ACIP. Requests for the program 
have been received from Harry Diamond Laboratories, US Army Mobility 
Equipment and Development Center, and Deseret Test Center, all subordi¬ 
nate to AMC. The Commander, US Army Management Systems Support Agency, 
an automatic data processing facility in the Pentagon supporting the 
Office of the Vice Chief of Staff, has also submitted a formal request 
for the program. The assessments necessary to justify the program in 
each case have been accomplished or are underway, and individual 
Operations Plans are expected in the near future. 

In an effort to replace the expertise and continuity which 
have been lost through the reduction of civilian Excepted Service 
Position spaces in the MI Groups, an effort is underway to obtain 
Great Skills personnel for Inclusion in the program. 


FOR THE COMMANDER: 



Deputy Chief of Staff, Operations 
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1. CANAL LOOP: (OACSI Approval - 16 Feb 72) 

a. Location: Edgewood Arsenal, Edgewood, MD 

b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The operation should be continued because 
of the criticality and sensitivity of the installation, as well as the 
reiterated desires of the Commander that this support be continued. 
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2. CANARY EFFORT: (OACSI Approval - l6 Feb 72) 

a. Location: Fort Ritchie, MD 

h. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The Commander desires continuation of the 
operation in view of the sensitivity/criticality of the facility and 
the extensive volume of classified material and equipment maintained. 
The Liaison Officer has identified and assessed two additional sources 
for recruitment during the next reporting period. 
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3. CANCER PORCH: 


f^SI Approval - 28 Dec 71) 


a. Location: Defense Language Institute Southwest Branch 

Fort Bliss, TX 

b. Confidential Source Utilization: One such source was utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Closing date of the facility remains 30 
June 1973, but operations will cease on 31 May 1973. 
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4. CANDID FROLIC: (OACSI Approval - 21 Dec 71) 

a. Location: Fort Ord, CA 

b. Confidential Source Utilization: Two sources were contacted 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security- 
hazard was developed during the reporting period. 

e. Operational Status: The Cdr, Ft Ord, has voiced his satisfac¬ 
tion with the operation as part of the overall counterintelligence 
support rendered his Command. Four additional sources are currently 
under assessment for inclusion in the operation. 
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5. CENTRAL TAXI: 


(OACSI Approval - 1 6 Feb 72) 


a. Location: Headquarters, US Army Electronics Command, Fort 

Monmouth, NJ 

b. Confidential Source Utilization: Three sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: Continuation of the operation is dictated 
by its sensitivity and criticality; the desire of the Commanding 
General for this support is unchanged. 


8Yc d $£P 

AUtJKuSa 5 ’9 $/ 

& - f '9 t -'f 

JU(JQ c- 


■0 

} 0 


Classified by ... 

SUBJECT TO GENERAL DECLASSIFICATION 
SCHEDULE OF ECECUIIYL ORDER 11/52 
AUTOMATICALLY DCV/! ‘GRAD-D AT iwO YPi 
INTERVALS. DECLASSIFIED CN 31 DEC . i.l-Ll 





6. GONDOLA STA^^YCSI Approval - 17 FeL 72) 

a. Location: Aberdeen Proving Ground, MD 

L. Confidential Source Utilization: Two sources were contacted 
regularly during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The Commander desires that the operation be 
continued. The sensitivity of facilities at the installation justify 
this desire. 



Classified by . AClMS.. . UMJ.MT.L 

SUBJECT TO GENERAL DECLASSIFICATION 

SCHEDULE OF EXECUTIVE CRD JR D vo 
AUTOMATICALLY DOW. 3EA2CD AT TWO ' 
INTERVALS. DECLASSIFIED ON 31 DEC M 






130 






7. GONG SILK: (OACSI Approval - 16 Feb 72) 

a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Regular contact was maintained 
with three sources during the period. 

c. Information Obtained Off-post and/or. Reported on Won-affiliated 
Civilians: Wone 

d. Useful Information Obtained: Wo information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: This operation may be affected by forth¬ 
coming organizational changes, which will involve the move of a portion 
of the major command to another installation. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: Three sources were contacted 
regularly. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The criticality of portions of this 
facility is considered to warrant continuation of the operation. 
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9. LANYARD MOOD: 



(OACSI Approval - 22 Dec 71) 

a. Location: Defense Language Institute East Coast Branch 
Anacostia Naval Annex, Washington, DC 

h. Confidential Source Utilization: This operation utilizes 
conventional sources drawn from the student population. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: With students who will be assigned to 
sensitive positions, this facility is an ideal location for spotting 
and assessing by hostile intelligence. 
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10. LENIENT CLOUD (OACSI Approval - 1 6 Feb 72) 


a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off-post and/or Reported on Won-affiliated 
Civilians: Wone 

d. Useful Information Obtained: Wo information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The CG continues to reiterate his desire 
for support provided by the operation. 
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11. LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 

a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: One source was lost through 
graduation, reducing the number to three prior to the end of the 
reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Non e 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: As with other branches of the Defense 
Language Institute, this facility continues to offer a lucrative 
target to hostile intelligence. The manning of the Soviet Embassy in 
San Francisco presents an additional external security threat. 
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ACTloH SHEET 


Quarterly ACIP Report 


2 Februs.ry 197 


To forward memorandum requesting VCSA sign memorandum to USA. 



a. By Memorandum dated 8 February 1972, the Under Secretary of the Army requested 
the Vice Chief of Staff, US Army provide quarterly reports on all ACIP's . (BLUE TAB . B)„. 

b. The third quarterly report for 1972 was submitted to the Under Secretary of the 
A.rmy on 20 October 1972 (BLUE TAB C). 

c. Written input from USAINTC for the current quarterly report is attached at BL(JE 
TAB D. 

2. DISCUSSION : 

a. Word received from the SGS on 1 February 73 revealed the new VCSA desires to 
personally sign all memoranda to the Under Secretary of the Army. How long this new 
policy is to be effective is currently unknown. 

b. Based on DA memoranda 340-15 and 340-17, the ACSI had signed a previous memoran 
dum on this action for the VCSA (BLUE TAB E) . This action was returned by SGS on 1 Fe 
73 for compliance with new policy. 

c. The memorandum at BLUE TAB A forwards a memorandum to the VCSA requesting he si 
and forward to the USA the fourth quarterly ACIP report for 1972. 

3. RECOMMENDATION: That the memorandum to the VCSA at BLUE TAB A be approved and sign 



- 

8 FEB 1973 



ACSI FORM 28, 13 Sep 71 













DAMI-DOI-S 8 February 1973 


MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 


1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (TAB B). 


2. Recommend your approval and signaturi 
which transmits the report required by c 



the memorandum at TAB A 
reference. 


2 Incl 
TAB A - 


Memo for USofA 
t) 


OLIVER B. PATTON 

Brigadier General, GS 

Acting ACofS for Intelligence 


TAB B - USofA memo, 

8 Feb 72 (ODQTOT t 

UFE.B 1973 


A pp R ovfd' » 


PETER B, PETERSEN 
LTC, GS 

Assistant Secretary of 

the General Staff 
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MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program Operations 


1. Reference your memorandum of 8 February 1972, subject as above. 

2. The 11 Aggressive Counterintelligence Program (ACIP) operations 
reported to you by OACSI memorandum, dated 20 October 1972, subject 
as above, remain in effect. No additional ACIP operations have been 
approved. A quarterly report of current operations is attached. 
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CURRENT ACIP OPERATIONS 


LOCATION 

ACIP 

NICKNAME 

DATE APPROVED 

NUMBER CONFI¬ 
DENTIAL SOURCES 

Edgewood Arsenal, 

Maryland 

CANAL LOOP 

16 February 72 

5 

Fort Ritchie, 

Maryland 

CANARY EFFORT 

16 February 72 

3 

Fort Bliss, Texas 
(Language School) 

CANCER PORCH 

28 December 71 

1 

Fort Ord, California 

CANDID FROLIC 

21 December 71 

2 

Fort Monmouth, New 

Jersey 

CENTRAL TAXI 

16 February 72 

3 

Aberdeen Proving 

Grounds, Maryland 

GONDOLA STAR 

16 February 72 

2 

Picatinny Arsenal, 

New Jersey 

GONG SILK 

16 February 72 

3 

Philadelphia, Penn¬ 
sylvania (Electronics 
Command) 

LANDLESS TIME 

19 January 72 

3 

Washington, D.C. 

(Language School) 

LANYARD MOOD 

22 December 71 

0 

Carlisle Barracks, 
Pennsylvania (Army War - 
College) 

LENIENT CLOUD 

16 February 72 

A 

Presidio of Monterey, 
California 

LENTIL MONKEY 

26 October 71 

A 

TOTALS 11 

Off-post Information 

11 


30 


There were no instances in which information on non-affiliated civilians was collected 
off-post. * _ 
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Information Obtained : 

a. During the fourth quarter 1972, useful information was obtained from seven 
of the eleven Aggressive Counterintelligence Programs. The operations at Ft. 
Ritchie, Maryland, the Electronics Command, the Army War College, Ft. Monmouth, 

New Jersey and Picatinny Arsenal, each identified one or more potential personnel 
or physical security problems which were reported to the respective serviced com¬ 
manders. The program at Ft. Ord, California, continued to identify military 
personnel affiliated with the Vietnam Veterans Against the War (VVAW) and also 
military personnel associated with the proposed making of an anti-war film on the 
Ft. Ord reservation. This information was passed to representatives of the sup¬ 
ported commandery A characterization of the WAW is attached. The operation at 
the Presidio or California developed information on what appears to be a program 
of fraudulent immigration from a Communist Country. Additionally, classroom state¬ 
ments by an Army student identified his father as a Soviet-born key employee of 
another US intelligence agency. In each case, the supported commander was informed 
and a summary of information report was forwarded to the appropriate federal 
agency. 


b. The other four operations reported no information, during the fourth quar¬ 
ter, which would indicate the existence of a hostile intelligence threat or possi¬ 
ble security hazard. Inasmuch as these operations are a form of intensified 
security watchfulness, negative reports in themselves are frequently of value to 
a commander in planning for the security requirements of a given installation or 
activity. The placement and access of current sources, and those under considera¬ 
tion, are such that the chances of detecting a developing security threat situation 
in a sensitive installation or unit are greater with these sources operating. 

Continuance of Ope r ations : 

The eleven AC1P operations are being continued for the original stated purposes. 



If© 
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VIETNAM VETERANS AGAINST THE WAR 


06 = 

1 General: The Vietnam Veterans Against the War, Incorporated (WAW) i 

founded in the spring of 1967 in New York City. The objectives of the WAW 
include: the demand for an immediate cessation of fighting and withdrawal of 

American troops from Vietnam; and to support all military personnel refusing 
to serve in wars of aggression at home or abroad. The WAW reportedly has 
chapters in all 50 states and Vietnam. The national office is located at 25 
West 26 Street, New York, New York. WAW policy is established by its National 
Steering Committee composed of 26 regional coordinators. The local chapters 
often act independently of the national office. (There have been indications 
that some local chapters of the WAW have been taken over by youth groups of 
Marxist-Leninist organizations.) This is in keeping with the recent resignation 
of four of the five members of the Executive Committee of the National Steering 
Committee. During a November 1971 meeting of the Steering Committee, statements 
were made that conservative WAW members would be replaced by more militant mem¬ 
bers who would take action rather than talk. Many of the WAW officials and 
members are presently or have in the past been affiliated with organizations 
identified as being threats to Army morale and discipline, such as CPUSA, 
Socialist Workers Party, Progressive Labor Party, and People's Coalition for 
Peace and Justice. Total WAW membership is reportedly approaching 10,000. 

C inancial^support appears to come from private donations. 

>-QC) Relationship to the Army: The WAW, reportedly, has counseled US Army 
deserters to go to Sweden rather than return to the US from Canada; and has 
provided deserters with funds and false draft registration cards.. The organiza¬ 
tion has attempted to recruit active duty soldiers to the ranks of the WAW and 
has urged inductees to "resist the Army and join the WAW." WAW local chapters 
have allied themselves with antimilitary dissident soldier organizations in an 
attempt to undermine morale and discipline of service personnel. 


3. (U) Foregoing information falls under provisions of para 4a(l) and 4a(2), 

DA letter, AGDA-A(M)(1 Jun 71) CS, subject: Acquisition of Information Con¬ 
cerning Persons and Organizations Not Affiliated with the Department of Defense. 
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ACTlL.< SHEET 


Quarterly ACIP Report 


18 January 1973 


To provide Under Secretary of the Army with the fourth quarterly report for 1972. _ 

EMORANOUM FOR RECORD. ( Deecribe briefly the requirement, background and action taken or recommended. Mart be .uKciently detailed to identi 
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MEMORANDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 
FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Aggressive Counterintelligence Program (ACIP) Operations 


1. Reference your memorandum of 8 February 1972, subject as above. 

2. The 11 ACIP operations reported to you by OACSI memorandum, dated 
20 October 1972, subject as above, remain in effect. No additional 
ACIP operations have been approved. A quarterly report of current 
operations is attached (TAB A). 



WILLIAM E. POTTS 
Major General, GS 
ACofS for Intelligence 
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separated from classified 
inclosures 


\{i 

Jj'llill ILiU'IIIJlL -* 




Operations (ll) 


HQPA (DAMI-DOI-S) 
WASH DC 20310 


1. (u) References: 

a. Letter, DAMI-DOI-S, 8 Mar 72, subject as above. 

b. Letter, ICDISO-OC, 18 Apr 72, subject as above. 

c. Letter, ICDISO-OC, 11 Oct 72, subject as above. 

2. (U) In compliance with reference a, above, the ACIP quarterly report 
for the period 1 October - 31 December 1972 is forwarded herewith. 

3. (U) Operational and administrative control measures outlined in ref ere r;. 
c, above, remained in effect during the reporting period. There were no 
instances of acquisition of information on non-DoD affiliated personnel. 

lAy 

4. ic) Based on the immediate concern for the security of chemical and 
nuclear weapons, this Command is preparing plans in conjunction with US Army 
Materiel Command and HQ, US Army Air Defense Command to provide counter¬ 
intelligence support to these units and their sub-elements. In view of 
recent terrorist group actions, it is apparent that such groups will go to 
any extreme to achieve their ends. As some terrorist representatives have 
pointed out, they feel that such actions must have increasing world shock 
value in order to further their cause. The capture or explosive destruction 
of a nuclear weapon either in storage or in transit would be just such an 
act. Indications of intention may be developed through the ACIP. Planning 
for this kind of support in conjunction with other means available to USAINTC 
is being effected. It is expected that by the end of the next; reporting 
quarter, more definitive information concerning initiation of ACIP in support 
of these two Commands will be established. 






ICDISO-OC 

SUBJECT: Quarterly Reporting of Aggressive Counterintelligence Program (ACIP) 
Operations (u) 

5- (C) With a view towards the probable requirement of expanding ACIP 

operational capability by USAINTC field elements, this Command has initiated 
a training program designed to improve the professionalism of personnel in 
the operational techniques and reporting in such operations. This training 
program should qualify additional personnel to participate in current and 
potential future operations. 
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1. CANAL LOOP: (OACSI Approval - l6 Feb 72) 


a. Location: Edgewood Arsenal, Edgewood, MD 

b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: During the reporting period, experienced 
personnel were assigned in both liaison and source handling capacity, 
and the operational capabilities can be expected to improve. The 
Commanding Officer of Edgewood Arsenal has again expressed his desire 
for continuation of ACIP operations within his installation. 
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2. CANARY EFFORT: (OACSI Approval - l6 Feb 72) 


a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Information reflecting on the 
character and suitability of certain employees in the target areas 
was obtained. 

e. Operational Status: During the period, both Case Officer and 
Liaison Officer were assigned to DIS. The transfer of the former 
diminished source contact appreciably. With the assignment of a 

case officer, information obtained during the period will be developed 
to its fullest extent. An experienced liaison officer is being 
assigned to this ACIP and will begin spotting and assessing potential 
sources to meet the desire of the Commanding Officer to achieve the 
greatest operational potential. 
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3. CANCER PORCH: 


U Approval - 28 Dec 71) 


a. Location: Defense Language Institute Southwest Branch, 

Fort Bliss, TX 

h. Confidential Source Utilization: One such source was recruited 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate rhe 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: As indicated in previous reports, this 
facility is expected to cease operations on 30 June 1973- Hie prime 
reason for developing this single confidential source is his expected 
transfer at that time to another branch of the Institute. 
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4. CANDID FROLIC: (OACSI Approval - 21 Dec 71) 

a. Location: Fort Ord, CA 

b. Confidential Source Utilization: Regularly scheduled contacts 
were conducted with two such sources during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated. 
Civilians: None 

d. Useful Information Obtained: Identification of military 
personnel affiliated with the Vietnam Veterans Against the War; 
identification of military personnel associated with the proposed 
filming of an anti-war film on the Fort Ord reservation. 

e. Operational Status: As the major US Army training facility 
on the West Coast, the installation continues to be the target for 
dissident elements. 
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5. CENTRAL TAXI: 



(OACSI Approval - l6 Feb 72) 

a. Location: Headquarters, US Army Electronics Command, Fort 

Monmouth, NJ 

b. Confidential Source Utilization: Three sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affilated 
Civilians: None 

d. Useful Information Obtained Information indicating a potential 
security problem area was developed and passed to the serviced command. 

e. Operational Status: Personnel turbulence during the period 
caused by transfers of operational personnel to DIS prevented the 
proper development of this ACIP. An experienced liaison officer was 
assigned during the period. This should result in the recruitment of 
additional sources needed to cover this complex target. The Commanding 
General has reiterated his desire to continue the operation. 
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6. GONDOLA STAR: (OACSI Approval - 17 Feb 72) 

a. Location: Aberdeen Proving Ground, MD 

b. Confidential Source Utilization: Two sources were contacted 
regularly during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible security 
hazard was developed during the reporting period. 

e. Operational Status: The newly assigned liaison officer has 
begun the spotting and assessment process, which should result in 
expansion of coverage to the degree desired. 
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7. GONG SILK: (OACSI Approval - l6 Feb 72) 


a. Location: Picatinny Arsenal, Dover, NJ 

b. Confidential Source Utilization: Regular contact was maintained 
with three sources during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Two potential problem areas in 
the field of security were identified and reported to the serviced 
commander. 

e. Operational Status: The commanders of the two serviced 
facilities have expressed their desires that the ACIP be continued 
and expanded. Efforts to establish sources in each target area have 
been hampered to date by the lack of experienced MI personnel. 
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8. LANDLESS TIME: (OACSI Approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization: One source was terminated 
due to lack of access; regular contact was maintained with the remain¬ 
ing three. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Identification of personnel with 
access to classified information who have character weaknesses or 
habits reflecting on suitability. This information has been brought 
to the attention of the supported commander. 

e. Operational Status: Individual personnel activities are being 
closely monitored to determine any adverse effects on the morale and 
discipline of the work force. The supported commander desires that 
this ACIP be expanded to cover more areas in depth. 
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9. LANYARD MOOD: (OACSI Approval - 22 Dec 71) 

a. Location: Defense Language Institute East Coast Branch 

Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: Conventional, rather than 
confidential sources, have been utilized to date in this ACIP. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: No information to indicate the 
existence of a hostile threat to the installation or a possible 
security hazard was developed during the reporting period. 

e. Operational Status: The installation continues to offer a 
lucrative target to hostile intelligence, with students, ranging in 
rank from private to general, who undergo instructions for periods 
up to a year. 





10. LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: US Army War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources were contacted 
on a regular basis during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Identification of four individuals 
possessing possible adverse suitability traits. 

e. Operational Status: Attempts to develop additional information 
on the four individuals mentioned above is continuing and upon comple¬ 
tion, this information will be furnished to the supported Commander. 
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11. LENTIL MONKEY: 


(OACSI Approval - 26 Oct 71) 


a. Location: Defense Language Institute West Coast Branch, 

Presidio of Monterey, CA 

t>. Confidential Source Utilization: Contact was maintained with 
four sources during the reporting period. This represents an increase 
of one source. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Information was developed on 
what allegedly is a program of fradulent immigration from a Communist 
country. Additionally, classroom statements by an Army student 
identified his father as a Soviet-born key employee of another intelli¬ 
gence agency. In each case, A Summary of Information was prepared 

for transmission to the appropriate agency. 

e. Operational Status: There is currently a source in each of 
four sensitive language departments. Sources have been alert for class¬ 
room discussion which would identify personnel who are in communication 
with relatives in countries considered hostile to the US. Additional 
sources are to be developed in the larger departments, which will allow 
more adequate monitoring for possible indicators of hostile intelligence 
influence. 
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AUTH Para 1-603 DOD 5200.1 R 

dami-za 0 4 FEB 1975 

MEMORANDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 

MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (IC1P) (U) 


1. •(U) This is in response to your Memorandum on 17 January 1975 to 

the Vice Chief of Staff in regard to subject and serves as the Quarterly 
ICIP Report for the 2d Quarter, FY 2975. _ 

2. (£) On 2 October 1974, I directed a review of the entire ICIP pro¬ 

gram with a view towards the elimination of those no longer considered 
of. sufficient merit to warrant retention. The criteria used in evalu¬ 
ating each ICIP operation was: (a) The sensitivity of the installation/ 

activity is such that some type of special counterintelligence support 

is required or (b) There is a known threat of sufficient magnitude to 
the installation/activity to warrant a need for some type of special 
counterintelligence support and (c) The information desired cannot be 
obtained except through the use of confidential sources. 

U 

3* pC) Based on this review and considering your 17 January guidance, 

I directed the termination of 12 ICIP operations at the following head¬ 
quarters : 

a. . Hq, US Army Communications Command, Fort Huachuca, Arizona 
(CANAL ROPE). 

b. Dugway Proving Ground, Utah (CANARY STONE), 

c. US Army Air Defense Center, Fort Bliss, Texas (CANTINA ARCH). 

d. Umatilla Army Depot Activity, Hermiston, Oregon (CANYON ROSTER). 

e. US Army Mobility Equipment Research and Development Center, 

Fort Belvoir, Virginia (CENTAUR SALE). 
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DAM1-ZA 

SUBJECT: 



Internal Counterintelligence Program (ICIP) (U) 

f. Hq, US Army Electronics Command, Fort Monmouth, New Jersey 
(CENTRAL TAXI). 

g. US Army Management Systems Support Agency, The Pentagon, 
Washington, DC (CENTURY SQUAD). 

h. US Army Electronics Proving Ground, Fort Huachuca, Arizona 
(GONDOLA FLAG). 

i. Aberdeen Proving Ground, Aberdeen, Maryland (GONDOLA STAS). 

j. Defense Language Institute East Coast, Washington Navy Yard, 
Washington, DC (LANYARD MOOD). 

k. Picatinny Arsenal, Armament Command, Dover, New Jersey 
(LEND TONE). 

l. US Army War College, Carlisle Barracks, Pennsylvania (LENIENT 
CLOUD). 


4. (U) The remaining seven ICIPs are worthy of retention as they meet 

your criteria. Reviews of these seven operations are attached: at Incl 1. 
Reviews of the 12 to be terminated are at Incl 2. ^ ^ 


2 Incls 
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a. At the direction of the USofA quarterly reporting of 1CIP hs.s been furnished 
to him through the VCSA since February 1972. In a memorandum to the VCSA (RED_TAB_B} } 
the VSofA suggests that in more than half of the ongoing operations, no useful infor¬ 
mation was developed. He directed a detailed review of the benefits derived through 
the program over the last two years. 

b. On 29 January 1975, the ACS! directed the termination of 12 of the 19 ongoing 
operations. They will be terminated on a time phase basis with all 12 being termi¬ 
nated by 31 March 1975. 

2. DISCUSSION ; At RED TAB A is a memo through the VCSA to the USofA replying to 
the comments of USofA and providing the requested information pertaining to the 
program. 


3. RECOMMENDATION : That the memo at ] 


. be approved and signed. 
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department of the army 

HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 


iyS E 7 KLASS!FleD 


MEMORANDUM FOR: MG AARON, ASSISTANT CHIEF OF STAFF FOR 
INTELLIGENCE, DA 

SUBJECT: Status of Internal Counterintelligence Program (ICIP) 

Operations 


1. (U) References: 

a. ACSI Memo, 7 Jan 75, subject: ICIP. 

b. Under Secretary of the Army Memorandum, 17 Jan 75, subject: 
ICIP. 

c. Letter, DAMI-DOI-S, 8 Mar 72, subject: Quarterly Reporting of 
ICIP Operations (U). 


2. (U) In compliance with your oral instructions of 2 October 1974; 

your Memorandum of 7 January 1975; and guidance contained in the Memo¬ 
randum of 17 January 1975 from the Under Secretary of the Army, we have 
completed a comprehensive review of the current active 19 ICIP operations. 


Our review was basically governed by the following factors: 

(1) fhe sensitivity of the installation/activity is such that some type 
of special counterintelligence support is required or (2) there is a 
known threat of sufficient magnitude to the installation/activity to 
warrant some type of special counterintelligence support and (.3) the 
information desired cannot be obtained except through the use of 
Confidential Sources. 

4Using the above criteria and your decision of 29 January, 12 
of the 19 on-going operations are to be terminated. We believe that 
we can provide adequate support to the installations/activities con¬ 
cerned through a program of intensified liaison by the appropriate 
local USAINTA representative. The operations to be terminated are 
listed in an attached proposed Memorandum to the Under Secretary of 
the Army. These operations should be terminated on a time phased 
basis with all 12 to be terminated no later than 31 March 1975. 



MTIA-ZA 

SUBJECT: 


Phasing will permit adequate liaison to be established by RO and FO in 
lieu of the operations and permit no degradation of necessary good 
will. 



5. (U) The remaining seven operations to be retained are reviewed 

individually in our draft reply for Mr. Staudt. 


1 Incl 

Proposed draft 
Memorandum 



Commanding 




CANARY EFFORT: 



a. Location: Fort Ritchie, MD 


b. Confidential Source Utilization: Three confidential sources 
are currently being utilized. 


c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the elements within Fort Ritchie, which in¬ 
clude the Telecommunications Directorate (TD), Alternate Joint Communi¬ 
cations Center (AJCC), Site R, and Divisions organic to TD is critical 
sensitive. The Telecommunications Directorate provides the operation, 
maintenance, engineering, and installation of communication-electronic 
activities, facilities, systems, and networks comprising the AJCC serv¬ 
ing the Alternate National Military Command Center (ANMCC) and other 
agencies as directed. This activity also provides direction and super¬ 
vision to the operations division, the maintenance division and the 
communications services divisions which are included in the target list 
for the project. Because of the nature of the tar"---1 areas and of the 
work force, a confidential source program is essential to provide adequate 
Cl coverage to the project. 

e. Benefits and Information Obtained Over the Last Two Years; 

Although the operation was initiated in 1958, the program was terminated 
in 1971 and was not revalidated until February 1972. Sources within the 
target area report information concerning both US Army personnel and 
Department of the Army civilian personnel assigned to Fort Ritchie and 
AJCC. The following are examples of information obtained: 

(1) Suitability information concerning an Army NCO, specifically, 
indebtedness. The NCO was responsible for the issuance of passes, both 
temporary and permanent, to the AJCC. The surfacing of the indebtedness 
resulted in the reassignment of the individual to a less sensitive billet 
and further investigation was requested. 


(2) A report personality change manifested by alcohol abuse con¬ 
cerning an Army NCO assigned to sensitive duties at the TD, AJCC, resulted 
in the monitoring of the NCO»s activities to determine if an investigation 
is warranted. 

(3) Suitability information, specifically, alleged drug abuse and 
irrational behavior, was provided on a DAC employed within the Office of 
the Comptroller. The report resulted in a request for a Suitability In¬ 
vestigation to be conducted by USAINTA. 


(4) Adverse suitablity information, specifically, financial problems 
and irrational behavior was developed pertaining to an Army NCO assigned 
^sensitive duties within the Record Communication Branch, TD. This resulted 


in a request for 


a Suitablity Investigation from USAINTA. 




CANARY EFFORT: 


(5) Adverse suitability information, specifically, promiscuity with 
officers and enlisted personnel at Fort Ritchie, pertaining to a female DAC 
employee of the ADP Service Division resulted in the monitoring of her 
activities by local authorities* 

(6) Adverse suitability information, specifically, an abnormal interest 
in firearms, explosives and.poisions, coupled with irrational behavior, was 
surfaced concerning an enlisted man assigned to the USACEEIA-CONUS, 

Automated Support Group. The result was the suspension of the individual's 
access to classified defense information pending a psychiatric evaluation of 
the individual. 

(7) During the period 1 January 1974 through 31 December 1974 a 
total of 94 Agent Reports were submitted concerning 44 individuals assigned 
to Fort Ritchie occupying either sensitive positions and/or having security 
clearances. The Agent Reports forwarded adverse suitability information. 

It Is estimated that approximately 50% of the useful information obtained 
through this operation would not. have been available on a timely basis 
without the use of confidential sources. __ 

f. Based on the above, and the fact that the tyoe of activities 

conducted at Fort Ritchie are known to be of interest to hostile intelli¬ 
gence services, this operation has been selected for retention at this 

time. 




CANINE PLACE: 


t 



locationArmy Depot, Romulus, NY 
b. Confidential Source Utilization: None. 


C. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the Seneca Army Depot (SAX)) is the operation 
of a supply depot for the receipt, storage, issue, maintenance, and 
disposal of missile and artillery weapons systems with a nuclear capa¬ 
bility. Included in the items handled are ammunition, propellants, 
explosive components of guided missiles, special weapons materials, 
supplies, industrial production equipment (to include special tools), 
petroleum and chemical supplies, fire control test and measuring equip¬ 
ment, and other special weapons with a nuclear capability. SAD is also 
responsible for systems modification for AEC/DOD test firings. The 
Directorate for Special Weapons, which includes the Production Planning 
and Control Division. Surplv Division, and Maintenance Division. ir.cl*:i:< 
the most sensitive and critical areas of Seneca Anny Depot, and is the 
Priority I target for the operation. Because of the sensitivity and 
criticality of the activities at this installation, a confidential source 
program is essential to provide adequate Cl coverage to the depot and its 
activities. - 


e. Benefits and Information Obtained: This operation was adminis¬ 
tratively implemented in November 1973* but has not yet become opera¬ 
tionally effective. The successful development of a viable source 
program has been hampered by personnel turbulence within the Army's 
Intelligence Agency, the remoteness of the target area, and the compo¬ 
sition of the work force. The lack of significant information is 
viewed as a direct result of the absence of a firmly established confi¬ 
dential source program and reinforces the need to employ all possible 
means to deter and detect the efforts of hostile intelligence services 
to penetrate the activity or approach some of its key personnel. It is 
a known fact that hostile intelligence services have high priority 
collection objectives directed against activities such as those con¬ 
ducted at Seneca Army Depot. This is a matter of grave concern to the 
security of the Army, which is reinforced hy the growing threat of 
nuclear theft aqd blackmail from terrorist groups. 

f. Based on the above, it is considered absolutely necessary to 
maintain a counterintelligence "early warning" device such as the ICIP 
as an adjunct to the normal internal security program; therefore, this 
operation has been selected for retention at this time. 
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CANVAS TAX: *•' ' ' 

a. Location: Sierra Army Depot (SAD), Her long, CA 

b. Confidential Source Utilization: None 


c. -Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the Sierra Army Depot (SAD)"is the operation 
of a supply depot for the receipt, storage, issue, maintenance, and 
disposal of missile and artillery weapons with a nuclear capability. 
Included in the items handled are ammunition, propellants, explosive 
components of guided missiles, special weapons materials, supplies, 
industrial production equipment, petroleum and chemical supplies, fire 
control test and measuring equipment, and other special weapons with a 
nuclear capability. SAD is also responsible for maintaining a capability 
for systems modification in support of the joint AEC/DOD test* firing 
programs. Priority I targets are Exclusion Area One, Exclusion Area Two, 
and the Mainter.ar.ee Area far Zpcai-al Weapons. because of the nature or 
the activities, the isolated location of the target areas and the compo¬ 
sition of the work force, a confidential source program is essential to 
provide adequate Cl coverage to the depot and its activities. 

e. Benefits and Information Obtained: This operation was adminis¬ 
tratively implemented in April 197^> hut has not yet become operationally 
effective. In the nine months of its existence, the successful develop¬ 
ment of a viable source program has bean'hampered by personnel, turbulence 
within the Army's Intelligence Agency. Although the operation has sur¬ 
faced no significant information to date, this is considered directly 
attributable to the lack of a firmly established confidential source pro¬ 
gram and does not rule out the need to employ all available means designed 
to deter and detect the efforts of hostile intelligence services to pene¬ 
trate the activity or approach some of its key personnel'. It is a known 
fact that hostile intelligence services have high priority collection 
objectives pertaining to activities such as those conducted at Sierra 
Army Depot. When this matter of grave concern to the security of the 
Army is coupled with the growing threat of nuclear theft and blackmail 
from terrorist groups, it is considered absolutely necessary to maintain 

a counterintelligence "early warning" device such as the ICIP as an ad¬ 
junct to the normal internal security program. 

f. Based on the above, this operation has been selected.for-retention 

at this time. . __ ' 

y^CLASStrl^b 
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CENSUS TIME: 


a.. location: Pentagon Telecommunications Center (PTC), US Army 
C anmnnl cations Command (USACC), The Pentagon, Washington, DC 

fc. Confidential Source Utilization: One source was used during 
the reporting period. 

C, Information Obtained Off-Post and/or Reported on Won-Affiliated 
Civilians: None. 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the elements of the Pentagon Telecommunica¬ 
tion Center, -which include the Operations Division, the Army Operations 
Center Division, Facilities Division, Supply Division, and Administra¬ 
tive Division is critical sensitive. The Operations Division provides 
electrical record communications cryptographic services for Department 
of the Army and communications support to the Department of Defense, 
Joint Chiefs of Staff, National Military Command Center, Department of 
State, White House, other government agencies in the Washington area, 
embassies of allied nations end UATO. Adel tier, ally, •an Pentagon 
Telecommunications Center operates the Forrestal 3ui uiing Telecommuni¬ 
cations Center, the Hoffman Building Telecommunications Center, and 
telephone and teletype service, including secure means, in the Army 
Operations Center. Because of one nature of the cargoo areas and the 
work force, a confidential source program is essential fco provide ade¬ 
quate Cl coverage to the project. 


e. Benefits and Information Obtained: Although the operation was 
administratively activated in February 197*+, it did not become opera¬ 
tional until October 197*+- The one source used in bhe operation is a 
recent recruitment and project control personnel have devoned their 
time to training and developing the source. This operation has produced 
no significant counterintelligence threat information, to date because 
of the factors indicated. Based upon information available through 
other sources, it is known that the hostile inteULv .cnee services are 
extremely interested in computerized communications systems and on the 
type of communications and activities conducted by P.IXJ. The lack of 
positive information acquired to'date does not rule out the threat of 
hostile intelligence service efforts to penetrate the activity, and Is 
viewed as an indication that confidential source program is essential 
to provide adequate Cl coverage to the activity. 


f. Based on the above, this operation has been selected for re¬ 
tention at this time. 


no rjgSsSs, 

e y CDR ROD 

^AUTHP ara1 





CENTAVO KID: 


a* Location: Harry Diamond Laboratories (HDL), Washington, DC* 

b. Confidential Source Utilization: Seven confidential sources are 
currently being utilized. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Sensitive Character of the Mission that Necessitates an ICIP 

Operation: The mission of the HDL includes critical sensitive research 
and development activities accomplished in support of the US Army. The 
most sensitive elements are the Branch Laboratory 240 which conducts 
research into the hardening of communications equipment against nuclear 
Weapons radiation; Branch Laboratory 290 which conducts tests of nuclear 
warhead and "missile systems to determine their ability to withstand 
nuclear weapons radiation; Branch Laboratory 510 and 640 which conduct 
joint research to develop countermeasures against various foreign 
weapons systems; Branch Laboratory 750 which manages the development 
and production of all fuzes produced by HDL; Branch Laboratories 610 
and 620 which develop fuzes for use with nuclear warheads and Branch 
Laboratory 1220 rhlol. anu cescmg ox radiation hard¬ 

ened systems for Minutemen and Poseidon Missiles. Because of the sensi¬ 
tive research and development mission of HDL, and the dispersed location 
of the activities, a confidential source nro<?ram is essential to provide 
adequate Cl coverage to the activicy. i 4 

e. Benefits and Information Obtained over the Last Two Years: % 

Although the operation was administratively initiated in March 1973, it 

did not become operational until October 1974. The sources within the 
target area provide coverage on five of the above listed six target 
areas. The following examples illustrate the type of information obtained: 

(1) The identification of a "loosetalk'’ problem at HDL's Woodbridge 
facility. 

(2) Adverse suitability information, specifically, extra marital affairs 
and other related marital problems, coupled with an assault incident was 
surfaced which contributed to an on-going security investigation concerning 

a DAC at HDL. 


(3) A security weakness was identified at the Woodbridge facility 
as various F er s°n.s were entering the facility to hunt deer without any 
clearances or security checks of any kind. 


(4) It is estimated that approximately 60” of the useful informa¬ 
tion obtained through this operation during the past three months would 
not have been available on a timely basis without the use of confiden¬ 
tial sources. 't 


-■ ■. c,c,\T = \^5 




CENTAVO KID 


f. Based on the above and the fact that the hostile intelligence 
services have a current high priority interest in the research and 
development activities of the type conducted at HDL, this operation has 
been selected for retention at this time. 






LENS HOLDER: 



a. Location: White Sands Missile Range (WSMR), NM 

b. Confidential Source Utilization: None. 

C'. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Sensitive Character of the Mission that Necessitates an ICIP 
Operation: The mission of the White Sands Missile Range (WSMR) is to 
evaluate the Safeguard Missile System, missile vulnerability studies, 
and missile control systems, and perform pre-production tests and 
analyses of missile systems. Priority I targets of elements located at 
WSMR are the Missile Electronic Warfare Technical Area, National Range 
Operations Directorate, US Army Missile Test and Evaluation Directorate, 
and the US Army Safeguard Systems Evaluation Agency. These elements 
develop electronic countermeasure techniques to nullify vulnerabilities^ 
discovered in missile systems, conduct pre-production tests of rocket 
and guided missile systems, operate a nuclear effects facility, and 
operate National Ransre facilities for tests conducted at WSMR. 

e. Benefits and Information Obtained: This operation -was initiated 
administratively in August 197^.^ Not yet operational, this ICIP has no 

nation to date. However, the nature of the activities and the work force .i 
at WSMR make it necessary that a confidential source program be developed 
to provide adequate Cl coverage. The remoteness of the installation and 
the knowledge that the type of activities conducted there are current 
targets of hostile intelligence services make it necessary to provide 
the type of "early warning" protection offered by the ICIP. 

t. Based on the above, this operation has been selected for retention 
at this time. 







SECRET 


(S) IENTIL MONKEY: 

a* (U) Location: Defense Language Institute (DLl), Presidio 
of Monterey, CA 

b. (c) Confidential Source Utilization: Four confidential 
sources were utilized during the period. 

c. - (U) Information Obtained Off-Post and/or Reported on Non- 
Affiliat^d Civilians: None. 

(uL 

Sensitive Character of the Mission.that Necessitates an 
ICIP Operation: The mission of DLI is to train DOD inteljligence and 
communications security specialists in every major foreign language. 
Military attaches and employees of CIA, FBI, and other federal agen¬ 
cies are also trained at DLI, making it an extremely enticing target 
for hostile- intelligence service operatives. The majority of the 
faculty of DLI have foreign backgrounds and many possibly have had 
contact with foreign intelligence agencies in their native countries. 
Many of the instructors who are subject to hostage factors, and may or 
may not have had previous contact with a hostile intelligence service, 
frequently travel to their native countries in Eastern Eurore. Be¬ 
cause cf the- uuiuue n-cure 01 on is activity ana one sensitivity of the 
intelligence personnel who are students there, a confidential source 
program is -essential to provide adequate Cl coverage to the project, 

e. Benefits and Information Obtained over the Last T*o Years: 

Although -initiated in 19 68 , the operation was dormant for most of 1971. 
Revalidated in October 1971> this operation and the sources employed 
have produced voluminous information and leads indicative of hostile 
intelligence modus operand! aimed at. contact with students or faculty. 
The following are examples of information obtained: 


_£ilT 


bl 


( 2 ) Another indicator is the frequent attempt made by foreign-born 
instructors to induce "pen-pal" contact between DLI students and persons 
living in Soviet-bloc countries. This is a known spotting technique of 
hostile intelligence services. . 

(3) Numerous reports have been surfaced of adverse suitability 
information involving drug abuse or immoral conduct on the part of 
students which have triggered investigations to determine their suit¬ 
ability for sensitive assignments. 



174 
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moved about unescorted caused new visitor control regulations 
published and put into effect. 


and 
to be 


(5) Students from DLI on field trips sponsored by the Arabic 
Language Department were exposed to anti-US propaganda at the Arabic 
Trade Mission in San Francisco. 

(6) Sources reported several instances on questionable activities 
and curricula in the Arabic Language Department which involved the use 
of politically contentious materials in classroom drills*. 


(7) An ICIP source reported information which alerted another 
agency to a possible breach in the security of its intelligence opera¬ 
tions and possibly helped avoid some embarrassment in relations with 
the Middle East. 


(8} It is estimated that approximately 70% of the use fill informa¬ 
tion obtained in this operation would not have been available on a 
timely basis without the use of confidential sources. 


f. (u) Based on the above, and due to the unique mission of DLI, 
this operation has been selected for retention at this time. 
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ICIP Operations Recommenced for Termination (12) 


CANAL ROPE 
CANARY STONE 
CANTINA ARCH 
CANYON ROSTER 
CENTAUR' SALE 
CENTRAL TAXI 
CENTURY SQUAD 
GONDOLA FLAG 
GONDOLA STAR 
LANYARD MOOD 
LEND TONE 
LENIENT CLOUD 


Regraded UNCLASSIFIED 
separated from classified 




a. Location: Headquarters, US Amy Communications Command (USACC), 
and 11th Signal Group, Fort Huachuca, AZ. 

b. Confidential Source Utilization: Hone. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Hone. 

d. Useful Information Obtained: Initial assessment information on 
two prospective sources. 

e. Operational Status: fhe two sources previously recrtiited in this 
operation were terminated during the last reporting period. Although two 
prospective sources have been spotted, they are still undergoing assessment 
and have not been recruited. One prospective source is in the 11th Signal 
Group and the other is in the Headquarters, USACC. Information was reported 
on an NCO assigned to the Communications Electronics Engineering Installa¬ 
tion Agency (CEEIA), USACC, alleging possible foreign business interests. 
USACC has initiated a limited investigation on the HCO to clarify the 
allegation. On 17 Dec 74 the PLO presented the Quarterly Briefing to OPT 
Richard Milligan, Assistant Director of Security, USACC, who indicated that 
the supported commands were satisfied with the progress of the ICIP. 

f. Recommendation: The installation and activities are such in this • 4 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP he terminated. 


BY CDR USAJNSCOM FOJ/PO 
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CANARY STONE: (OACSI Approval - l8 Jul 73) 

a. Location: Dugway Proving Ground, (DPG), NT 


b. Confidential Source Utilization: Two confidential sources vere 
utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Assessment infoxmation .obtained on 
two potential confidential sources. 

e. Operational Status: On 21 November 197^» COL Adalbert E. Toepel 
Jr., Commander, DPG, was presented the Quarterly Briefing by the PLO. 

MAJ Trevor E. Bissey, Commander, San Francisco Field Office, 525 th MI 
Group, and Mr. Clinton E. Bair, Intelligence Officer, DPG, also attended 
the briefing. No immediate threat to DIG was surfaced during the reporting 
period. A possible item of long term interest was reported involving 
foreign correspondence and/or contacts by DPG scientific personnel. COL 
Toepel expressed satisfaction at the progress of CANARY STONE and was 
appreciative of MI support rendered to DPG, partic u l a rly the conduct of 
security guard training preparatory to a AMC inspection in January 1975* 

Source spotting, recruitment, and assessment has been hampered by an 
impending reduction of civilian employees and a proposed reorganization 

of DPG directorates which will likely result in shifts of personnel. A 4 * 
reduction in force is scheduled for January 1975 and approximately 160 
civilian employees, primarily research and scientific staff, 'rill be 
discharged or reassigned to other duties. 

f. Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be terminated. 




a. Location: US Army Air Defense Center, Fort Bliss (USAADCENFB), 

Ft Bliss, TX 

. b. Confidential Source Utilization: Four confidential sources were 
utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Hon-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Suitability information was reported 
on one DAC employee of the Directorate of Combat Developments who reportedly 
has a drinking problem. The unidentified individual reported previously as 
selling used clothing in Mexico and suspected of bribing Mexican border 
officials has been tentatively identified as an NCO assigned to the Air 
Defense School. A limited investigation is to be conducted on the NCO to 
determine the legality and extent of his activities. 

e. Operational Status: One of the four confidential sources used in 
the operation was terminated when he was reassigned from Fort Bliss. The 
PCO for the. operation retired at the end of November 1974. Recruitment of 
additional sources has been hampered somewhat by personnel turbulence at 
the installation, but this situation is expected to stabilize in early 1975 . 
On 16 December 1974, LTC Robert Davenport. Director of Security, lE-ADCEIvFT, 

Ft Bliss, was given the Quarterly Briefing on CANTINA ARCH. LTC Davenport , 
stated that he was pleased with the progress of the ICIP and stated that he 
was requesting limited investigations on Ft Bliss personnel on whom informa¬ 
tion had been recently surfaced. 

f. Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recanmend the ICIP be terminated. 
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CANYON ROSTER: (OACSI Approval - 8 Mar 7*0 

a. Location: Umatilla Army Depot Activity (UMDA), Hermiston, Oregon 

b. Confidential Source Utilization: Two confidential sources were 
utilized during this period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None, 

d. UsefPl Information Obtained: Sane investigative data was obtained 
on prospective sources. 

e. Operational Status: One confidential source was terminated during 
the period And two confidential sources were recruited during the period. 

Firm liaison and operational rapport has been established with federal and 
local law enforcement agencies in the area. Five prospective sources are 
presently under initial assessment. Of the five, three are in the guard 
force of the Security Branch. On 23 December 1974, the PLO presented the 
Quarterly Progress Briefing to L7C Daniel W. Doty, Commander, Umatilla 
Depot Activity. The briefing consisted of a review of MI activities, per¬ 
formed in support of the installation’s security program and the s tatus of 
the ICIP. LTC Doty indicated that he was generally well satisfied with the 
program and the support rendered. 

f. Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be terminated. 
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CENTAUR SALE: 


(OACSI Approval - 14 Dec 73) 


a. Location: IB Army Motility Equipment Research and Development 
Center (USAMERDC). Fort Bel voir, VA 

b. Confidential Source Utilization: None. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Travel plans were learned for one 
USAMERDC civilian employee who will travel to the USSR in the Spring of 
1975. A reported SAEDA attempt involving an officer of the Camouflage 
Division, USAMERDC in Oct 74 has led to an internal security measure in 
which the PLO will give informal SAEDA lectures to management personnel 
of USAMERDC in an effort to improve the security posture. The PLO will 
in the future accompany USAMERDC security inspection teams as they make 
weekly inspections of USAMERDC activities. This will not only increase 
the visibility of the PLO at USAMERDC, but will alsc enable the PLO to 
spot and assess additional personnel in the more sensitive areas of 
USAMERDC for possible use in the ICIP. 

e. Operational Status: The series of informal SAEDA lectures and 
the accompanyment of the security inspection teams described above have 
been coordinated with the supported command and the security officer to 
start in January 1975. On 10 December 1974, the FLO presented the 
Quarterly Progress Briefing to Mr. Leslie L. Askew, U3AMERDC Security 
Officer. From the period 5 September through 5 November 1974, the PLO 
was on special duty with the OACSI, DA, and was unable to participate 
actively in the ICIP. 

f. Recommendation: Based upon results achieved to date we feel we 
can continue to provide the support necessary without the use of confi¬ 
dential sources. Based on the above, recommend the ICIP he terminated. 
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CENTRAL TAXI: 


(OACSI Approval - 16 Feb 72) 


a. Location: Headquarters, US Army Electronics Command (ECOM), 

Fort Monmouth, New Jersey 

b. Confidential Source Utilization: Five confidential sources were 
utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: On 23 October 1974, & bomb threat 
was received which caused evacuation of the new ECOM office building. 

During the evacuation some classified material was left unsecured and 
unattended. The ECOM Security Office is insuring that classified material 
is secured during future evacuations and that fire marshals and bomb 
squads remain on all floors during an evacuation. A source also reported 
that an unsecured fire exit door in the east wing of the new ECOM office 
building allowed free access to a fire tower and all floors above. The 
Security Officer was notified who in turn notified the Provost Marshal's 
Office (PMO) who will insure that the door is secured in the future. A 
discharged enlisted man used his expired building pass to enter the Hexa¬ 
gon Building, Ft Monmouth, in early Dec 7^* The information was passed 

to the Security Office who coordinated with the FMO to correct such 
deficiencies during the out-processing of reassigned/separated personnel. 

A source reported an increase in use of narcotics among military personnel 
employed.at ECOM. The information was provided to CID which assumed in- * 
vestigative responsibility. An ECOM civilian employee received a telephonic 
threat against his life during the week of 24 Oct 74. The PLO provided 
the information to the local CID which initiated an investigation. 

e. Operational Status: Thirteen conventional sources are used to 
provide coverage of the ECOM target areas in addition to the five confi¬ 
dential sources used. Efforts are being made to recruit two additional 
sources in the Directorate of Management Information Systems (DMIS), ECOM. 

On 9 January 1975? the PLO presented the Quarterly Progress Briefing to 
COL John Sanderson, Security Officer, ECOM. MAJ Nicholas F. Quintarelli, 
Commander, Fort Monmouth Field Office, 902d MI Group, also attended the 
briefing. COL Sanderson indicated at the briefing that the c omm and was 
extremely well pleased with the support being provided by this ICIP. 

f. Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be terminated 
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CENTURY SQUAD: (OACSI Approval - 3 Oct 73) 

a. Location: US Army Management Systems Support Agency (USAMSSA), 

The Pentagon, Washington, DC , 

b. Confidential Source Utilization: One confidential source was 
used during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: Only one confidential source has been recruited 
for this ICIP. The source has been assigned for much of the time to the 
2300-0700 hour shift when there has been only a small number of other 
persons present. Thus the situation has not been conducive to a volume of 
reporting. The source will be terminated early in 1975 when he transfers 

to a new assignment, le PLO and FCO presently are making*ai re-evaluation 
of this ICIP which will lead to. a recommendation for continuation or 
termination. On 18 December 197^, the PLO presented a Quarterly Progress 
Briefing to Mr. John R. Bjork, Security Manager, USAMSSA. 

f. Recommendation: The installation and activities are such in this 

case that we feel we can provide the support necessary without the use of 4 
confidential sources. Based upon the above, recommend the ICIP be ' * 

teiminated. 
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GONDOLA STAR: (OACSI Approval - 17 Feb 72 ) (Revalidated 30 Oct 7M 

a. Location: Aberdeen Proving Ground (APG), MD 


b. Confidential Source Utilization: Seven confidential sources were 
used during the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained: A source reported allegations that 

a civilian employee of Edgewood Arsenal was possibly engaged in an illicit 
affair with another Edgewood employee. The Commander was briefed. 

e. Operational Status: One confidential source was terminated on 

9 Oct 7^+. During the reporting period, limited progress was made in in¬ 
creasing ICIP support to the serviced activities. The PLO's duties not 
directly related to the ICIP limited the acquisition of ICIP sources 
needed to increase the ICIP coverage to the desired level. However, two 
prospective sources are under assessment and their recruitment is planned 
for the next quarter. On 18 December 197^ ; the Quarterly Progress Brief¬ 
ing was given to COL Alvin D. Ungerleider, Commander, APG, and Mr, Harry 
A. Mencke, Installation Intelligence Officer, APG. On 19 Deceariber 1974, 
the Quarterly Progress Briefing was presented by the PLO to COL Kenneth 
L. Stahl, Commander, Edgewood Arsenal, APG, and MAJ waiter W. Stansberry, 
Chief of _Security, Edgewood Arsenal. 

f. Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be 
terminated. 




164 



a. Location: US Army Electronic Proving Ground (USAFEG), Fort 
Huachuca, AZ 

“b. Confidential Source Utilization: None. 

c. Information Obtained. Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: At present, three prospective confidential 
sources are under initial assessment. Personnel turbulence has hampered 
sig n ificant progress in this ICIP. The PLO was transferred during the 
last reporting period. The PLO will be transferred on a PCS overseas 
during the next reporting period. On 20 December I97U, the Quarterly- 
Briefing was presented to Mr. Henry 0. Dupes, Director of Security, USAPEG, 
Ft Huachuca, AZ. He Director of Security expressed satisfaction with the 
progress of the ICIP. 

f. Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be 
terminated. 







LANYARD MOOD: (OACSI Approval - 22 Dec 7l) 


a. Location: Defense Language Institute East Coast (DLIEC), 

Washington Wavy Yard, Washington, DC 

t. Confidential Source Utilization: None. 

C. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians; None. 

d. Useful Information Obtained: Approximately half of the faculty 
of DLIEC which is being transferred to DLI West Coast have departed for 
that installation. Classes and all attendant activities have been greatly 
reduced in preparation of the phaseout of DLIEC in Jun 75. 

e. Operational Status: On 12 December 197*+, the PLO presented the 
Quarterly Progress Briefing on the ICIP to CPT Richard W. Pederson, 

Security Officer, DLIEC. The Security Officer stated that the supported 
ccnnnand was pleased with the MI support provided by the ICIP and full cooperation 
would be provided for the PLO in the continued conduct of the ICIP. 

f. Recommendation: Ibe Defense Language Institute, East Coast (DLIEC), 
will cease operations when its present cycle of students graduate this summer. 
Based upon the above, recommend the ICIP be terminated. 



I Si ■ 






LEND TONE: (OACSI Approval - 2£ Feb 72) 


a. Location: Picatinny Arsenal (PA), Armament Command, US Army 
Materiel Command, Dover, NJ 

t>. Confidential Source Utilization: Three confidential sources 
■were -utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: A civilian employee, identified 
earlier as being a possible security risk due to a reported episode of 
erratic and irrational behavior was removed from the employee rolls at 
Picatinny after an October 1974 report by a source that he behaved 
irrationally during a visit to the Installation’s IE Army Health Clinic. 

e. Operational Status: Hie PCO assigned to this ICIP is being re¬ 
leased from active duty in Januaiy 1975. An officer of the 902d MI Group 
Headquarters is assuming the PCO duties on an interim basis pending assign 
ment of a PCO. Source recruitment efforts in the future will be concen¬ 
trated on attempting to recruit sources who are single and bave more exten 
sive social contact in the Picatinny Arsenal and thus are better attuned 
to the activities of the Arsenal personnel. On 30 December 1974, the 
Quarterly Progress Briefing was presented by the FLO to KAJ George Carper.t 
Chief, Security Office, PA. MAJ Carpenter at the briefing expressed the 
desire of the command that the ICIP be continued at that location. 

f. Recommendation: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be 
terminated. 
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LENIENT CLOUD: 


(OACSI Approval - 16 Feb 72) 


a. . Location: IE Amy War College (USAWC), Carlisle Barracks, PA 

b. Confidential Source Utilization: Three confidential sources 
■were used during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: A suitability investigation which 
was started in the previous period is still in progress and a subject 
interview plus a polygraph examination has "been conducted on the original 

. subject, an enlisted man assigned to the USAWC staff. The suitability 
investigation, which involved allegations of aberrant sexual activity, 
has expanded to include several leads implicating three officers assigned 
or recently assigned to USAWC. The Commandant, USAWC, has requested 
suitability investigations on an personnel implicated in the allegations. 
A female civilian applicant applying to be rehired at USAWC has became the 
subject of a loyalty/suitahility investigation triggered by information 
from sources. 

e. Operational Status: COL Albert N. Stubblebine III, Commander, 

902d MI Group, visited USAWC for an orientation end courtesy call on the 
Commandant. An ICIP briefing was presented on 6 Jan 75 to LTC Richard 
H. Gray, Deputy Secretary for Logistics, USAWC, upon his selection as 
ICIP Coordinator, succeeding COL David T. Teberg. No formal Quarterly 
Progress Briefing was given MG DeWitt C. Smith, Jr, Commandant, USAEC, 
at his specific request. The PLO briefed MG Smith six times during the 
quarter on specific progress made in the special suitability investiga¬ 
tions in progress as described in d, above. Because of the frequency of 
these briefings, MG Smith stated that a formal quarterly briefing was 
unnecessary. MG Smith indicated continued satisfaction with the ICIP 
and the support being provided by it. 

f. Recommendation.: The installation and activities are such in this 
case that we feel we can provide the support necessary without the use of 
confidential sources. Based upon the above, recommend the ICIP be 
terminated. 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE UNDER SECRETARY 
WASHINGTON, D.C. 10310 


17 January 1975 


MEMORANDUM FOR: 


VICE CHIEF OF STAFF 




SUBJECT: Internal Counterintelligence Program (ICIP) 


I have received and reviewed the latest quarterly report of ICIP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. Judging from this 
report, the program has grown considerably and includes installations 
that I did not appreciate were considered sensitive, A cursory review 
of the data presented suggests that in more than half the cases, no 
useful information was obtained. 

It would appear to me appropriate to review the results of this 
experiment to date in order to establish that the program is in fact 
of such a value that it should be continued in the future. 

I would therefore appreciate a detailed report documenting all of 
the benefits, information, etc.,' that have been obtained through this 
program over the last two years. It would also be helpful to have a 
statement for each listed installation of the sensitive character of 
the mission that necessitates an ICIP operation. Finally, I would 
appreciate an indication of your subjective judgment as to how many 
of the issues that arose from these ICIP efforts would not have other¬ 
wise come to our attention. 


Inclosure Herman R. Staudt 

Memo, 29 Nov 74, Under Secretary of the Army 

Subj: ICIP Operations 
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29 November 1974 


MEMORANDUM FOR: 



SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 


1. (U) Reference is made to memorandum. Under Secretary of the Army, 

dated 0 February 1972, subject as above. 

2jfblj£G) During the third quarter of CY 1974, the ICIP at Edgeiwood 
Arsenal Maryland (CANAL LOOP) was combined with the Aberdeen Proving 
Ground ICIP (GONDOLA STAR). The nickname GONDOLA STAR was retained. 

3 .(Uta)' With the subsidence of anti-military activity at Fort Lewis, 

Washington and in the absence of a specific on-post threat, the Com¬ 
manding General, 9th Infantry Division requested that the Fort Lewis 
ICIP (CENTAUR RACE) be terminated. This ICIP was inactivated on 22 Aug 
74. During the same time frame, LENS HOLDER, a new ICIP developed at 
White Sands Missile Range was approved on 7 Aug 74. With the implemen¬ 
tation of this ICIP, the total number of active ICIP operations at the 
close of the quarter was 19. Brief status reports are attached. 

4/Lu(-€-) After briefing you on 25 September 1974 on the status, of this 
prbgram, the Assistant Chief of Staff for Intelligence personally re¬ 
viewed and revalidated each on-going operation. Each operation will lie 
revalidated on an annual basis hereafter. Additionally, MG Aaron has 
initiated a systematic review of all source dossiers to insurt; that all 
sources possess sufficient maturity and stability to enable them to 
function efficiently and effectively in ICIP operations. 


1 Incl__ 

as (CONFIDENTIAL) 


'(W#: , 

WALTER T. KERWIN, JR. 
General, United States Army 
Vice ChiefAof Staff 
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MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 


1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above. 

2. At the request of the Under Secretary of the Army, on 25 September 
1974, I briefed him on status of this program. At that time, he ex¬ 
pressed reservations about operational control within the program and 
its recent rapid growth. He wanted assurance that the program was 
carefully monitored. 

3. On 4 October 1974, I personally reviewed and revalidated each 
operation and have arranged for a systematic review of all source 
dossiers. 

4. Recommend your approval and signature of the attached memorandum 
which transmits the report required by the cited reference. 

5. Coordination: None required. 


tora Ciaisiiisd 




HAROLD R. AARON 


Major General, GS 
ACofS for Intelligence 


2 9 NGV 1974 

APPROVED' - VCSA. 
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DEPARTMENT of the army 

office of the chief of staff 

WASHINGTON. D.C. 10310 


29 November 1974 


MEMORANDUM FOR: UNDp^SEtfRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 


1* (U) Reference is made to memorandum, Unde: 

dated 8 February 1972, subject as above. 


Secretary of the Army, 


Du: 

Arseral Mar 
Ground ICJP 

3 Wii 

Washington i 


. 2.' w W* During the third quarter of CY 1974, the ICIP at Edgewood 
Arseral Maryland (CANAL LOOP) was combined with the Aberdeen Proving 
Ground ICIP (GONDOLA STAR). The nickname GONDOLA STAR was retained. 


With the subsidence of anti-military activity at Fort Lewis, 
WashjT^gton and in the absence of a specific on-post threat, the Com¬ 
manding General, 9th Infantry Division requested that the Fort Lewis 
ICIP (CENTAUR RACE) be terminated. This ICIP was inactivated on 22 Aug 
74. During the same time frame, LENS HOLDER, a new ICIP developed at 
White Sands Missile Range was approved on 7 Aug 74. With the: implemen¬ 
tation of this ICIP, the total number of active ICIP operations at the 
close ofythe quarter was 19. Brief status reports are attached. 


4. After briefing you on 25 September 1974 on the status of this 

program, the Assistant Chief of Staff for Intelligence personally re¬ 
viewed and revalidated each on-going operation. Each operation will be 
revalidated on an annual basis hereafter. Additionally, MG Aaron has 
initiated a systematic review of all source dossiers to insure that all 
sources possess sufficient maturity and stability to enable them to 
function efficiently and effectively in ICIP operations. 
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MIIA-SO 


TMENTOFTHE ARMY 

HEADQUARTERS 
U. S. ARMY {INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 2075S 


1 1 OCT 


SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 
(ICIP) Operations (u) 


HQJDA (BAMI-DOl-C) 
WASH DC 20310 


Several significant changes occurred in individual Internal 
\k*mu<=rintelligence Program (ICIP) operations during the third quarter 
of CY 1974. Among these was the combination of the ICIP at Edgewood 
Arsenal, Maryland (CANAL LOOP), with the Aberdeen Proving Ground ICIP 
(GONDOLA STAR) on 17 July 1974. The nickname GONDOLA STAR was retained 
for the resulting consolidated ICIP which will realize sane savings in 
administrative requirements and permit a more effective utilization of 
available manpower. 

The Commanding General, 9th Infantry Division, and Headquarters, 
jewis, Washington, requested that the Fort Lewis ICIP be terminated 
due jfco the subsiding of the level of anti-military activities at that 
post and the absence of a specific on-post threat. With the concurrence 
of the Commanding General, FORSCOM, the ICIP was inactivated on 22 August 
1974. - The White Sands Missile Range ICIP, which had been requested in 
the previous quarter, was approved on 7 August 1974. Spotting and assess¬ 
ment for potential sources continues. With the implementation of the 
White Sands Missile Range ICIP, the total number of active ICIP opera¬ 
tions the close of the quarter is 19 . 



Since the 1 July 1974 organization of the US Army Intelligence 
Ager/cy, the 902d MI Group and the 525th MI Group have both experienced a 
reduction in personnel authorizations at all levels to include some 
Resident Offices which were initially established for the purpose of 
supporting an approved ICIP project. The reductions are impacting on 
some areas, especially isolated installations where servicing by both 
the Project Liaison Officer (PIT)) and Project Case Officer (PCO) 
threatens to escalate TDY costs. In an effort to find a solution, the 
525 th MI Group has consolidated the functions of the PLO and the PCO by 
having the PLO perform duties for both. This measure has been put into 
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MIIA-SO 

SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 
(ICIP) Operations (U) 

effect at Sierra Army Depot, Dugway Proving Ground, and Umatilla 
Amy Depot. The 902d MI Group has experienced difficulty in maintain¬ 
ing PDOs full-time at Seneca Army Depot and Picatinny Arsenal. During 
the reporting period, PLOs at Carlisle Barracks, Fort Ritchie, and Fort 
Monmouth all spent a considerable amount of time on TDY and in support 
of other counterintelligence duties. Local Field Office Commanders 
are making efforts to assign their personnel to duties according to 
assigned priorities, but the current shortages are slowing somewhat 
on-going operations and hampering the development of the newly 
established ICIPs. 

4fUk} Currently an in-depth review of each ICIP is being made with 
ajT*rSbjeetive of determining the effectiveness of each operation. The 
necessity of continuing or recommending termination of each ICIP and 
possible improvements which can be made are also goals of this revali¬ 
dation program. 

5. (U) Brief status reports for each of the active 19 ICIP operations 

are attached as inclosures. 

FOR THE-.COMMANDER: 

*£ * L 'Steplww* 

19 Incl E. L. STEPHENS / 

as Chief 

Intelligence Division 
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iPARTMENT OF THE ARMY 

HEADQUARTERS 
U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 


■ 1 1 OCT 1974 


SUBJECT : Quarterly Reporting of Internal Counterintelligence Program 

(ICIP) Operations <u) 


HQJQA (BAMI-DQI-C) 
HASH DC 2C310 


far. 


Several significant changes occurred in individual Internal 
C^wcrierintelligence Prograin (ICIP) operations during the third quarter 
of CY 1974. Among these v&a the cotrhination of the ICIP at Edgevood 
Arsenal, Maryland (CAHAL LOOP), with the Aberdeen Proving Ground ICIP 
(GONDOLA STAR) on 17 July 1974. The nickname GCKDOL 5 . STAB was retained 
for the resulting consolidated ICIP which will realize acme cavings in 
administrative requirements and permit a more effective utilization of 
^manpower. 


The Ccnmanding General, 9th Infantry Division, and Headquarters, 
Fort Lewis, Washington, requested that the Fort Levis ICIP be terminated 
due to the subsiding of the level of anti-military activities at that 
post and the absence of a specific on-post threat. With the concurrence 
of the Commanding General, FOR3COM, the ICIP was inactivated on 22 August 
197*;. Hie White Sands Missile Range ICIP, which had been requested In 
the previous quarter, was approved on 7 August 197 * 1 . Spotting and assess¬ 
ment for potential sources continues. With the implementation of the 
White Sands Missile Range ICIP, the total ntenber of active ICIP opera¬ 
tions a p the close of the quarter is 19 . 


tions a.tr t 
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Since the 1 July 1974 organization of the US Army Intelligence 
Agency, the 902d MI Group and the 525th Ml Group have both experienced a 
reduction in personnel authorizations at all levels to include seme 
Resident Offices which were initially established for the purpose of 
supporting an approved ICIP project. The reductions are impacting on 
some areas, especially isolated installations where servicing by both 
the Project Liaison Officer (FLO) and Project Case Officer (PCO) 
threatens to escalate TOT costs. In an effort to find a solution, the 
525th MI Group has consolidated the functions of the PLO and the PCO by 
having the PLO perform duties for both. This measure has been put into 
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MUA-SO 

SUBJECT: 



Quarterly Reporting of Internal Counterintelligence Prograo 
(ICIP) Operations (0) 


effect at Sierra Any Depot, Dugvsy Proving Ground, and ifaatilla 
Any Depot. Use 90Ed KI Group has experienced difficulty in maintain¬ 
ing PLQn fall-time at Seneca Any Depot and Pioatinny Arsenal. During 
the reporting period, PTDa at Carliale Barracks, Fort Ritchie, and Fort 
Monmouth all spent a considerable amount of time on TDY and in support 
of other counterintelligence duties. Local Field Office Coruna odera 
are waging efforts to assign their personnel to duties according to 
assigned priorities, but the current shortage* are slowing somewhat 
on-going operations and hampering the development of the newly 
established TCIPs. 


/Currently an in-depth review of each ICIP 1b being made with 
lOt/ective of determining the effectiveness of each operation. The 
necessity of continuing or recommending termination of eat* ICIP and 
possible improvements which can be made are also goals of this revali¬ 
dation program. 


5. (U) Brief status reports for each of the active 19 ICIP operations 

are attached as inclosures. 


FOR THE COMMANDER: 


19 Incl E. L. STSHIENS 

as Chief 

Intelligence Division 
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CABAL ROPE: (OACSI Approval - 17 Dec 73) 

a. Location: Headquarters, US Army Communications Command and 
11th Signal Group, Fort Huachuca, AZ. 

h. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data and assessment 
information on newly recruited sources. 

e. Operational Status: One confidential source in the 11th 
Signal Group Crypto Facility who had been recruited in April 1974 was 
terminated when he lost his placement and access. He also is near the 
completion of his federal service. A second confidential source re¬ 
cruited in May 1974 in the Communications Electronics Engineering - 
Installation Agency (CEEIA), Hq, US Army Communications Command (USACC) 
was terminated when continued assessment and evaluation revealed pre¬ 
viously unknown personal and professional problems. Spotting and 
assessing actions are now under way to recruit new confidential sources 
for the operation. The CANAL ROPE PLO presented a Quarterly Progress 
Report on the ICIP to Mr John Maiorana, Chief, Riysical Security, USACC, 
Ft Huachuca, on 27 September 1974. The security official indicated to 
the PLO that USACC was satisfied with the ICIP. 




CANARY EFFORT: 


(OACSI Approval - 16 Feb 72) 




a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were used 
during the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Three potential confidential 
sources are currently under assessment. Adverse suitability informa¬ 
tion alleging moral misconduct on the part of a civilian employee -with 
a SECRET clearance was reported. The Deputy Chief of Staff, Intelli¬ 
gence and Security, Fort Ritchie, and the Provost Marshal have been 
notified and are monitoring the employee’s activities. An enlisted 
man with a TOP SECRET clearance and assigned to the Automatic Message 
Processing Systems (AMPS) Branch, Telecommunications Directorate, 

Site "R”, for temporary duty, displayed an abnormal interest in fire¬ 
arms, explosives, and poisons. He also displayed somewhat abnormal 
behavior traits. The individual’s access has been suspended tranporarily 
pending a psychiatric evaluation. 

e. Operational Status: Twenty-two official sources and 14 liaison 
sources are contacted on a frequent basis in addition to the three 
confidential sources. The PI/0 presented the Quarterly Progress Report 
to the supported command on 12 September 1974. The following were 
present at the briefing: COL Harold G. deMoya, Commander, Fort Ritchie; 
LTC Arlyn R. Madsen, Director, Telecommunications, Fort Ritchie; Mr. 
Joseph J. Carroll, Chief, Intelligence and Security, US Army Communica¬ 
tions Coramand-CONUS and HQ, Fort Ritchie; CPT Lawrence N. Brogan, 
Commander, Fort Ritchie Field Office, 902d MI Group; and CW2 Benjamin 
Struchen, HQ, $02& MI Group. 







3j^trX CANARY STONE: (OACSI Approval - 18 Jul 73) 

a. Location: Dugway Proving Ground, (DPG), UT 

b. Confidential Source Utilization: Two confidential sources were 
utilized during the period. 

c. Information Obtained Off-post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Assessment information and 
investigative data used for potential confidential sources. Minor 
suitability information on the drinking habits of three DPG employees 
was reported. The Installation Security Officer has been appraised of 
the information and will continue to monitor the behavior of the 
employees in coming weeks. 

e. Operational Status: Two confidential sources were recruited 
during the reporting period and are being provided training and 
orientation. On 9 September 197^> a new PLO/PCO was assigned to the 
ICIP and the Dugway Proving Ground Resident Office. The new PLO/PCO 
has assumed control of both the newly recruited confidential sources 
used in the operation and has been engaged in thorough orientation of 
his new duties. On 29 August ±97b, LTC Andrew J. Armstrong, Acting 
Commander, DPG 3 was briefed by the former PLO in the presence of MAJ 
Trevor E. Bissey, Commander, San Francisco Field Office, 525th MI Group, 
and Mr. Clinton E. Bair, Intelligence Officer, Security Div, DPG. 

LTC Armstrong provided the initial ICIP briefing to the new DPG 
Commander, COL Adalbert F. Toepel, Jr., on 9 September 197^. The ICIP 
PLO and LTC Henry F. Kale, Director of Security, DPG, will provide a 
more detailed briefing to the new Commander at a later date. 


REGRADED UNCLASSIFIED 
ON SEP -5 J397 
BY CDR USAINSCOM FQt^O 
AUTH Para 1-603 DOD 5200.1 R 



CANINE PLATE: (OACSI Approval - l8 Sep 73) 

a. Location: Seneca Army Depot, Romulus, NY 

Confidential Source Utilization: Not applicable 

c. Information Obtained Off-Post and/or Reported on Non-A.ffiliated 
Civilians: None 


d. Useful Information Obtained: Investigative data on prospective 
sources, 

e. Operational Status: Coverage of the Directorate for Special 
Weapons (DSW) presently is maintained by use of two conventional, 
sources. Two additional prospective sources, both of whom are assigned 
to the military police guard force, are presently under assessment. 
Prolonged absence of the PLO during this period due to leave and TBY 
travel to other locations hampered effective development and recruit¬ 
ment of new sources. The PLO has identified a total of four individuals 
for possible use as conventional sources in support of the operation. 

It is the goal of the Fort Monmouth Field Office Commander to recruit 
an additional three or four sources by the end of the calendar year. 

COL Light, Seneca Army Depot Commander, has instructed the PLO to use 
extreme care in the recruitment of sources and expressed his desire 
that the ICIP be developed very slowly. No Quarterly Progress 
Briefing was given during the period since there were no significant 
items of information reported* The PLO was .on extended TDY for most 
of the month of September. 


UNCLASSIFIED 
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CANYON FOSTER: (OACSI Approval - 8 Mar 74) 

a. Location: linatilla Army Depot Activity (UMDA), Kermiston, 

Oregon 

b. Confidential Source Utilization: One confidential source was 
utilized during this period. 

c. Information Obtained Off-Post and/or Reported on Ron-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Information received on the 
possible theft and a sale of weapons from UMDA has resulted in all 
weapons being placed in an area under twenty-four hour guard. A 
construction project has been started to build a centralized weapons 
storage area. As a result of a request for aerial photographs of UMDA 
being received by the depot, procedures have been established whereby 
all questionable requests for information will be routed through the 
PLO of the ICIP. 

e. Operational Status: One confidential source was recruited 
during the reporting period. Seven other potential sources, four cf 
whom are guards on various shifts at UMDA, are also tinder assessment 
and preliminary investigation. On 17 September 197“, the PLO briefed 
the Commander, UMDA, LTC Daniel W. Doty on the progress of the ICIP 
during the quarter. The briefing consisted of a review of MI activities 
directed toward improving the security of UMDA. LTC Doty indicated he 
was generally veil satisfied with the program and the support rendered. 

It became evident during the quarter that UMDA's mission will he one of 
a long-term storage of conventional and toxic munitions. Although the 
work force is still unstable, target areas within the UMDA organizational 
structure have been identified and potential sources within each area 
are now under assessment. Liaison contacts with other Federal agencies 
and civilian law enforcement agencies are being developed as part of an 
early warning net around UMDA, 


DEGRADED UNCLASSIFIED 
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CANVAS TAX: (OACSI Approval - 8 Mar 74} 

a. Location: Sierra Army Depot (SIAD), Herlong, CA 

L. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Ilians: None 


d. Useful Information Obtained: Investigative data on prospective 
confidential sources. 

e. Operational Status: Overall progress In this ICIP has been 
extremely slow due to the non-availability of a PLO. The PLO assigned 
in June 197b which was reported in the previous Quarterly Report was 
not continued on station. A decision was made to combine the PK) and 
Project Case Officer (PCO) functions in this ICIP. Continued develop¬ 
ment of the operation can be ejected as soon as a PIO/PCC is on station. 
On 15 August 1974, the Quarterly Briefing was presented to the supported 
command. Those In attendance were: COL Robert Hawlk, CDR, SIAD] LTC 
Bernard Render, Dep CDR, SIAD; MAJ John Jolley, PM/Security Officer; 

SIAD; 1LT Wayne Heringer, Intelligence Officer, SIAD; and Mr. Anthony 
Tomabene, Asst Intelligence Officer, SIAD. LTC Clifford Fry, USAINTA 
Liaison Officer to HQ, Army Materiel Command, also attended the briefing. 
COL Hawlk, SIAD Commander, expressed his support for the concept of the 
operation and added that support would be provided the SIAD Resident 
Office when it was established. 


,; s 
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7. 


CANTINA ARCH; 
i. Location: 


(OACSI 
US Army 


Approval - 12 Dec 73) 

Air Defense Center and Fort Bliss 


(usaalcenft), tx 

b. Confidential Source Utilization: Four confidential sources 
were utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 


d. Useful Information Obtained: Information was reported on a 
person assigned to Fort Bliss with a security clearance who resides in 
Mexico and was allegedly dealing in gold and silver. The report was 
provided to the Directorate of Security {DSEC) and to the Criminal 
Investigation Division (CID) for further investigation. As a result 
of this report, the supported command now requires that all personnel 
holding a security clearance and residing in Mexico report this fact, 
along with their address. The DSEC now maintains a roster of all such 
personnel. 

e. Operational Status: The prospective confidential source in 
the Emergency Operations Center who was under assessment during the 
last reporting period was recruited on 4 September 1974. The US Amy 
Communications Command Agency Fort Bliss Telecommunications Center 
presently is being covered through the liaison efforts of the Project 
Liaison Officer (PLO), but efforts are being made to recruit a confi¬ 
dential source there in the future. On 20 September 1974, the ICIP PLO 
presented a Quarterly Status Report on CANTINA ARCH to CPT James E. 
Stevens, Acting DSEC, USAADCENFT, Ft Bliss. Speaking for the Commander, 
the Acting DSEC indicated that the operation seems to be progressing in 
a satisfactory manner. He had no other comments, recommendations or 
expressed problem areas. A new DSEC will be appointed in the near 
future and will be briefed on the operation after he assumes his duties. 


REGRADED UNCLASSIFIED 
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a. Location: Pentagon Telecommunications Center (PTC), US Array 
Communications Command (USACC), The Pentagon, Washington, DC 

b. Confidential Source Utilization: One source was used during 
the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-Affiliated 
Civilians: None 

d. Useful Information Obtained: Investigative leads for possible 
confidential sources. 

e. Operational Status: As part of his training, the one confiden¬ 
tial source used in this ICIP was given test EEI and tasked to provide 
names of other potential sources. Three other potential sources, all 
in the Operations Division, PTC, are currently under assessment. If 
these sources are successfully recruited, the depth of coverage of the 
target area will he improved considerably. The PLO provided the 
Quarterly Progress Briefing on 26 August 197^ to COL Joseph T. Adinaro, 
Commander, PTC, and Mr. D. E. Thompson, Deputy Commander, PTC. Both 
the Commander and the Deputy Commander, PTC, indicated satisfaction 
with the support rendered by the ICIP and the progress of its develop¬ 
ment to date. 
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.OACSI Approval - 14 Dec 73) 


9. » CENTAUR SALE: >- 


a. Location: IB Amur Mobility Equipment Research and Development 
Center (MERDC), Fort Belvoir, VA 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Hon-Affiliated 
Civilians: Not applicable. 


d. Useful Information Obtained: Investigative data on prospective 
sources. 


e. Operational Status: This ICIP coverage to date has been made 
by conventional sources who have access to the target areas and liaison 
contacts. Efforts are being made by the Pentagon Cl Force/National 
Capital Region Field Office to revitalize this ICIP. To provide a 
wider target coverage of MERDC, ‘three potential confidential sources 
are presently under assessment. The PLO presented the Quarterly Progress 
Briefing to Mr. Leslie L. Askew, Security Manager, MERDC, on 28 August 
1974. The Commander and the MERDC staff continue to provide support for 
the ICIP and render all possible assistance for its continued development. 







10 , 


CENTAVO KID: 


(OACSI Approval - 18 Oct 73) 

Harry Diamond Laboratories, Washington, DC 


a. Location: 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 


d. Useful Information Obtained: Investigative data on potential 
sources. 


e. Operational Status: The Pentagon Counterintelligence Force/ 
National Capital Region Field Office (PCF/NCR FO), $02d MI Group, which 
is charged with the conduct of this ICIP is engaged in an intensive 
review and revitalization program for the operation. At present, two 
individuals who are employed in the Harry Diamond Laboratories, one in 
the Engineering/Reserve Support Division, and one in the Relocation/ 
Planning Group are under assessment as potential confidential sources. 
The PLO presented the Quarterly Progress Briefing on 23 August 1974 to 
COL D. W. Einsel, Jr., Commander, Harry Diamond Laboratories, and Mr. 
Joseph Schnieder, Security Manager. Both the Commander and the 
Security Manager continue to support the ICIP strongly and provide 
cooperation necessary for its development. 


MBSS&S, 
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CENTRAL TAXI: (OACSI Approval - l6 Feb 72) 

a. Location: Headquarters, US Army Electronics Command (ECOM), 
Fort Monmouth, New Jersey 


b. Confidential Source Utilization: Five confidential sources 
were utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


d. Useful Information Obtained: A source reported that a civilian 
employee at Fort Monmouth was stealing US Government property. The 
information was passed to the Fort Monmouth CID for further investiga¬ 
tion. Another source reported that an employee in the ECOM Directorate 
of Research, Development, and Engineering was planning non-official 
travel to Finland and the Soviet Union. Further details are being 
sought on the lead. A civilian physicist in the Electronics Technology 
and Devices Laboratory at ECOM received unsolicited correspondence from 
an organization calling itself the Arab Projects and Development, 

Beirut, Lebanon, The employee promptly notified the proper security 
authorities and requested permission to respond to the letter. He was 
granted permission by the US Anay Materiel Command, answered the initial 
letter and received a reply in September 197^. Investigation to date 
has revealed little information concerning Arab Projects and Development 
but the assets in the ICIP will continue to monitor future activity. 

e. Operational Status: In addition to the fi^e confidential sources 
being contacted regularly in this ICIP, thirteen conventional sources 
provide additional coverage of ECOM target areas. Among four employees 
presently being assessed as possible sources, one has been dropped from 
further consideration due to refusal to cooperate in the program* There 
are three remaining under active consideration. The PLO presented the 
Quarterly Progress Briefing on 30 September 197^ to COL John Sanderson, 
Security Officer, ECOM, and ICIP Project Coordinator for ECOM. COL 
Sanderson indicated command satisfaction with the type of information 
and support rendered by this ICIP. 


sswssfess, 
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CENTURY SQUAD: (OACSI Approval - 3 Oct 73) 


a. Location: US Amy Management Systems Support Agency (USAMSSA), 
The Pentagon, Washington, DC 

b. Confidential Source Utilization: One confidential source was 
utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: Only one confidential source has been 
recruited to date in this operation. The PCO has been devoting most of 
the meeting periods to further training and testing of this source. 

In addition to training, the source is being tasked to provide names 
and leads for additional possible sources. Two other employees of the 
Operations Division, USAMSSA, are being evaluated as potential sources. 
The Quarterly Briefing of the supported command was presented by the 
PLO on 18 September 197^ to Mr. John R. Bjork, Security Manager, USAMSSA, 
The Director and his security staff continue to support the operation 
fully and have offered every assistance to aid in its development. 


regraded unclassified 
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GONDOLA FLAG: (OACSI Approval - 22 Apr 74} 

a. Location: US Arny Electronic Proving Ground (USAPEG), Fort 
Huachuca, AZ 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

d. Useful Information Obtained: Additional investigative data on 
a prospective confidential source. 

e. Operational Status: The prospective source, located in the 
Electromagnetic Branch, USAEPG, is in the final stages of assessment 
and recruitment is expected during the next reporting period. Efforts 
to spot and recruit sources in this comparatively new ICIP were some¬ 
what hampered by the transfer of the PK> during the period. On 27 
September 1974, the PLO gave the Quarterly Progress Report to Mr. 

Henry 0. Dupes, Director of Security, USAEPG, Ft Huachuca, AZ, who 
stated that the Commander, USAEPG, was satisfied with the progress of 
the ICIP to date. 


RcGRADED UNCLASPED 

^CD^fs«i^mMFO./PO 

AUTH Para 1-603 DOD 5200.1R 


ZLH 






GONDOLA STAB: (OACSI Approval - 17 Feb 72) 
a. Location: Aberdeen Proving Ground (APG), MD 


b« Confidential Source Utilization: Sight confidential sources 
were used during the reporting period, 

c. Information Obtained Off-Post and/or Reported on Fon-Affiliated 
Civilians: None 


d. Useful Information Obtained: A report of an employee who 
travelled to Poland with his two sons triggered a request for an investi¬ 
gation by the supported command of the employee’s foreign travel and 
extent of his foreign connections when it was learned that he plans to 
send his eldest son to Poland on some type of foreign exchange program. 
Another employee planned travel to Czechoslovakia in Aug jk, but post¬ 
poned his trip to 1975 when he was hospitalized. The supported command 
does not desire an investigation immediately, but has requested con¬ 
tinued monitoring by the ICIP. A man and wife physicist team have had 
their access to classified information suspended while an investigation 
is conducted concerning their alleged loose moral conduct and abuse of 
alcohol. A confidential source reported that a cipher lock installed on 
a door to a Data Processing Office of the US Army Test and Evaluation 
Command (TECOM), APG, had been altered so the door could be opened 
without using the combination. Investigation revealed that the lock 

had been installed and made operational to check for possible defects 
and subsequently disconnected. The lock was disconnected pending in¬ 
stallation of a telephone at the door for use by persons not having the 
combination in order to call for escort. The telephone has now been 
installed and the cipher lock has been re-connected. 

e. Operational Status: During the reporting period, limited 
progress was made in increasing ICIP support to the serviced activities 
since duties not directly related to the ICIP required the greatest 
portion of the PLD's time. One confidential source was terminated due 
to loss of placement and access. One confidential source with placement 
in Edgewood Arsenal was recruited. Three other potential sources are 
still under assessment. On 25 September 197*+, COL Alvin D. Uhgerleider, 
newly assigned Commander, APG, was given both the initial ICIP Briefing 
and the Quarterly Progress Briefing. Mr. Harry A. Mencke, Installation 
Intelligence Officer (110), APG, was present for both briefings. The 

PLO gave a Quarterly Progress Briefing on 2 6 September 197^ to COL Kenneth 
L. Stahl, Commander, Edgewood Arsenal, APG, and MAJ Walter W. Stansberry, 
Chief of Security, Edgewood Arsenal." 

REGRADED UNCLAS&iREB 
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GONG SILK: 


(OACSI Approval - 16 Feb 72) 


a. Location: Picatinny Arsenal (PA), Armament Command, US Army 
Materiel Command, Dover, NJ 


b. Confidential Source Utilization: Three confidential sources 
were used during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Af filiated 
Civilians: None 


d. Useful Information Obtained; A source reported that a PA 
employee frequently used a substance which appeared to be a narcotic 
during duty hours, then left his work area to sleep in parked carg. 

The information was passed to the PA security officials with a recommen¬ 
dation that a limited investigation be conducted. Another PA employee 
of the Ammunition Development and Engineering Directorate (ADED) was 
reported to he under the care of a psychiatrist. Investigation re¬ 
vealed that the PA Civilian Personnel Office and the employee’s super¬ 
visors were aware of the problem. Although the employee continues to 
have access to classified defense information, his workload has been 
significantly reduced and all of his activities at ADED are closely- 
supervised. A confidential source reported that combinations on adja¬ 
cent security containers in the Nuclear Development and Engineering 
Directorate were set in numerical sequence, a practice in contravention 
of security regulations. Security officials were briefed on the weak¬ 
ness and have taken corrective action. 

e. Operational Status: A new PLO has assumed duties who has devoted 
much of his efforts acquiring area knowledge, establishing source rapport 
and acquiring on-the-job experience. Due to a personnel shortage, the 
PLO no longer is able to spend his full time with the supported command, 
but the commander of the Fort Hamilton Resident Office performs the PLO 
duty on a IDY basis. This will serve to make spotting and assessing 

of future sources difficult. On 20 September 197^> "the PLO presented 
the Quarterly Progress Briefing to MAJ George Carpenter, Chief, Security 
Office, PA. MAJ Carpenter indicated during the briefing that the 
command was satisfied with the service provided by the ICIP. 
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isfwV) LANYARD MOOD: (OACSI Approval - 22 Dec 71) 

a. Location: Defense Language Institute, East Coast (DLIEC), 
Anacostia Naval Annex, Washington, DC 

b. Confidential Source Utilization: None 

Ci Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

d. Useful Information Obtained: Investigative data on a potential 
confidential source. 

e. Operational Status: As reported previously, DLIEC is being 
phased out during Fiscal Year 1975 in preparation for its move to DLIWC, 
Presidio of Monterey, CA. For that reason, a concerted effort is not 
being made to recruit large numbers of sources, although at present 

one potential source is being assessed. The move to the Presidio of 
Monterey will be completed by 1 Jul 75. PHEC security records have 
been shipped to DLIWC. Ihe PLO presented the Quarterly Progress 
Briefing in the ICIP to CFT Richard W. Pederson, Security Officer, 

DLIEC, on 16 September 1974, The Commandant and the Security Manager 
continue to provide cooperation and no problems exist at this time. 
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17.^)W LENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: US Army War College (USAWC), Carlisle Barracks, PA 

b. Confidential Source Utilization: Three confidential sources 
were used during the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Af filiated 
Civilians: None 

d. Useful Information Obtained: Numerous reports were made on 
USAWC personnel during the period, primarily on suitability, but 
ranging from drug abuse to aberrant sexual activity. Five military 
policemen were apprehended for narcotics abuse; their security 
clearances were suspended and they were removed from sensitive duties. 
Of the total of 13 suitability cases reported during the period, 
security clearances were suspended for 6; investigations have been 
requested for 4; 1 individual was dismissed from USAWC; 1 has been 
reassigned, and the activities of the one remaining are being monitored. 
With the addition of the US Army Military History Research Collection 
to USAWC, both the ICIP PLO and the Ft Ritchie Field Office personnel 
have provided security support and assistance in the form of a Counter¬ 
intelligence Survey and identification of security weaknesses and 
deficiencies. 

e. Operational Status: The PLO served as Acting USAWC Security 
Manager during a three-week absence of the incumbent and has now 
established at least one after duty hours Cl inspection per week with 
the approval of COL D. T. Teberg, ICIP Coordinator. On 5 August 1974, 

M3 DeWitt C. Smith, Jr., Commandant, USAWC, was provided his initial 
ICIP briefing. Following that briefing, MG Smith requested that he be 
briefed on significant developments of the operation at least monthly 
rather than quarterly. MG Smith was given a second briefing on 30 
Aug 74. The PLO presented an initial ICIP briefing to COL William M. 
Whitesel, Deputy Commanding Officer, Carlisle Barracks, on 3 September 
1974 
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LENS HOLDER: (OACSI Approval - 7 Aug 74) 
a. Location: White Sands Missile Range (WSMR), NM 
h. Confidential Source Utilization: Not applicable 


c. Information Obtained Off-Post and/or Reported on Kon-Affiliated 
Civilians: Not applicable 


d. Useful Information Obtained: Initial spotting and assessment 
actions are taking place. 

e. Operational Status: During the processing of applicants for 
Ml, the FLO has identified two potential sources for this ICIP, which 
is the most recently implemented operation. The ICI? PIO briefed MG 
Robert J. Proudfoot, Commanding General, WSMR, on the implementation 
of the ICIP on 16 September 1974. MG Proudfoot verbally approved the 
operation which had been requested by his predecessor, MG Sweeney. 

MG Proudfoot stated that he desired a progress briefing on the ICIP 
in two or three months. LTC Carl I. Davis, Chief of Security, WSMR; 
and Mr. William F. Arket, Chief, Intelligence Div, WSMR, also attended 
the briefing. 
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19. ^^7 DENTIL MONKEY: (OACSI Approval - 26 Oct 7l) 

a. Location: Defense Language Institute West Coast (DITWC), 

Presidio of Monterey, CA 

b. Confidential Source Utilization: Nine confidential sources 
were utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

d. Useful Information Obtained: The Czech "Pen-Pal” incident and 
the visit of a Polish national with his brother, a DLIWC instructor, 
reported in the last period, are still under investigation. Informa¬ 
tion concerning a new "pen-pal" relationship was reported, this one 
involved a US Air Force student. The airman exchanged several letters 
with a Polish citizen and sent him money for the purchase of Polish 
magazines. The Polish citizen commented in his letters that he believes 
the letters are being checked by Polish officials, since one was 
received in an opened condition. Information on this incident has been 
passed to the Air Force. Information surfaced that an instructor of 
the Polish Language Department has a radio transmitter at his residence 
is presently being investigated. Another report that unauthorized 
radio transmissions were being heard in the Fort Ord area is being 
evaluated by the National Security Agency (NSA). Two Soviet citizens, 
allegedly language instructors for the Soviet Government, visited DLIWC 
on a State Department sponsored trip. The State Department did not 
provide an escort and the visitors were able to visit the Russian 
Language Department unescorted. The DLIWC Security Officer has taken 
steps to prevent a recurrence of this type of incident and especially 

to insure that all visitors are properly escorted. Suitability informa¬ 
tion concerning student personnel continued to be reported and was 
passed to the appropriate authorities. Information received from 
another government investigative agency and amplified by the ICIP 
sources indicates that the Arabic Trade Mission located in San Francisco 
is gathering data on DLIWC Arabic students. During a class visit to 
the Arabic Trade Mission, DLIWC Arabic students were required to sign 
a guest register, listing their names and addresses. The reason for 
the register was allegedly so that additional printed information could 
be sent to the students. The students were also given anti-Israel 
propaganda. 

e. Operational Status: Five confidential sources were terminated 
during the period due to graduation. Reduction of case officer personnel 
on the project to one full-time and one part-time case officer may make 
it necessary to limit the number of confidential sources handled to five. 
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At present, four confidential sources are active; two potential 
sources, including one instructor, are under assessment. In the 
future, confidential sources will he recruited on a staggered basis, 
with no more than two sources recruited in any one quarter. This 
will prevent the loss of several sources at one time due to gradua¬ 
tion. The HD presented the Quarterly Progress Report on 19 Sep 74 
to LTC Max Newman, Secretary, DLIWC; MAJ Richard Erickson, Security 
Officer, DLIWC; and CPT Edward N. Janecki, Commander, Fort Ord Field 
Office, 525th MI Group. LTC Newman expressed appreciation for 
information furnished through the project and requested that briefing 
be planned for mid-October 1974 for the new incoming Director, DLIWC, 
COL Koenig. 
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DAMI-DOI-C 


27 September 1974 


MEMORANDUM FOR THE RECORD 

SUBJECT t ICIP Brief log for Under Secretary of the Army (U) 


1. 0* 25 September 1974 MG Aaron briefed Hr. Herman Staudt, on the 

ICIP. Mr. Staudt expressed reservations about operational control within 
the program and concern about the sudden rapid growth. He wanted assur¬ 
ance! that the program was carefully monitored precluding the possibility 
for embarrassment. 

l/uW General Aaron assigned the following tasks to USAINTA through 
Hr. Leslie Hime, the USAINTA representative at the meeting. 


a. Prepare all the operations plans for review* General Aaron will 
personally re-validate each plan. 


b. Prepare source dossiers for review. General Aaron wants to be able 
to personally be assured that all sources are of such maturity and stability 
that they would not cause any embarrassment to the Army. 

3. J&- General Aaron will personally validate and approve all future 
operations plans and will assume command and control of the program. Only 
easentlal plans will be approved and permitted to continue. General Aaron 
did not consider the operation at the War College to be essential. 


4. (U) Operations plans and dossiers wl 11 be reviewed on 4 October 1974. 



Major, CS 


Reefsdid 

From Cfc&hi *r«c!s?- 


m 


DAMI-DOI-C 


1. BACKGROUND: 


a. By memorandum, dated 8 February 1972 (ORANGE TAB ft) , the Under Secretary of 
the Array requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
an all (ICIP) operations. 

b. This is the ninith such quarterly report. 

\v/ 

c. The quarterly report of current operations for the quarter ending 31 Md^ch 

1974 is at (ORANGE TAB Cl . X / 

H 

2. DISCUSSION : J 

a . t nr 1nqurp l rn orange tar A is a memorandum for the VCSA's signature forwarding 
the quarterly report to the Under Secretary of the Army. 

b. ORANGE TAB A forwards to the VCSA the memorandum and ICIP Quarterly Report. 

3. RECOMMENDATION : That the memorandum to the VCSA at ORANGE .TAB A.be approved and 
signed by the ACSI. 



MAJ PIGNATO/77017/th / 


ACSI FORM 28, 13 S«p 71 


=> unclassifibd6 / 














MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 


1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above. 

2. Recommend your approval and signature of the attached memorandum 
which transmits the report required by the cited reference. 

3. Coordination: None required. 






HAROLD R. AARON 


Major General, GS 
ACofS for Intelligence 


21 A US W4 

■APPROVED - VCSA 



of the Army b.cif 


Regraded UNCLASSIFIED when 
separated ifoiYi classified, 
inclosures 
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MAJ Pignato/77017 



DAH1-D0I-C 


MEMORANDUM FOR? VICE CHIEF OF STAFF, IWITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 

1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above. 

2. Recommend your approval and signature of the attached memorandum 
which transmits the report required by the cited reference. 

3. Coordination: None required. 


1 Incl HAROLD R. AARON 

as Major General, GS 

ACofS for Intelligence 
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MAJ Pignato/77017 


MEMORANDUM Ft®: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 


1. (U) Reference Is wde to memorandum, Under Secretary of the Army, 

dated 8 February 1972, subject as above« 


2 $%*^ P 


Progress in the second quarter of CY 1974 In tbe ICIP was 
characterised by a sixeable Increase in the number of Confidential Sources 
utilised In the various ICIPs. Thirty-six Confidential Sources have been 
recruited, an increase from 27 in the preceding quarter. One request for 
an ICIP was received during the period which requested ICIP coverage at 
the White Sands Missile Range, White Sands, New Mexico. Brief status re¬ 
ports are attached. 


ports are 

.fe 


As Army reorganization results in scene shifts of facilities to 
other locations, the consolidation of ICIP operations continues in the 
Interest of more efficient management and administration. The ICIP 
LANDLESS TIME (U), which formerly supported the Philadelphia Facility 
of the US Army Electronics Command, has been consolidated with the ICIP 
CENTRAL TAXI (U), which supports Electronics Command at Fort Monmouth, 

New Jersey. A similar revised plan is being written in which the ICIP 
CANAL LOOP (U) at Edgewcod Arsenal, Maryland, will be combined with the 
Aberdeen Proving Ground ICIP GONDOLA STAR (U). Including these consoli¬ 
dations, there were 19 ICIP operations active at the close of the period. 
Tbe White Sands Missile Range ICIP, for which implementation is expected 
early in the next quarter, will bring this total to 20. 


early ir 


As I mentioned to you in my memorandum of 30 April 74, the 
priory value of ICIP operations is in their potential for early warning 
and detecting internal security weakness and security threats to the 
supported command. Inasmuch as these operations are a form of intensified 
security watchfulness, negative reports in themselves are frequently of 
value to a commander in planning for security requiree»nts of a given 
installation or activity. ^ 


ON SEP -5 1997 
BY CDR USAINSCOM F01/PQ 
AUTH Para 1-603 DOD 5200 1 R 
FRED C. WEYAND 
General, United States Army 
Vice Chief of Staff 
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department of the army 

HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 2075S 


MIIA-OP-O 


SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 
(ICIP) Operations (U) 


HQDA (DAMI-DOI-C) 
NASH DC 20310 


Progress in the second quarter of CY 1974 in the ICIP was 
characterized by a sizeable increase in the number of Confidential 
Sources utilized in the various ICIPs. Thirty-six Confidential 
Sources have been recruited, an increase from 27 in the preceding 
quarter. One request for an ICJP was received during the period which 
requested ICIP coverage at the White Sands Missile Range, White Sands, 
New Mexico. 


As Army reorganization results in some shifts of facilities to 
otner locations, the consolidation of ICIP operations continues in the 
interest of more efficient management and administration. The ICIP 
LANDLESS TIME (U), which formerly supported the Philadelphia Facility 
of the US Army Electronics Command, has been consolidated with the ICIP 
CENTRAL TAXI (U), which supports Electronics Command at Fort Monmouth, 
New Jersey. A similar revised plan is being written in which the ICIP 
CANAL LOOP (U) at Edgewood Arsenal, Maryland, will be combined with the 
Aberdeen Proving Ground ICIP GONDOLA STAR (U). Including these con¬ 
solidations, there were 19 ICIP operations active at the close of the 
period. The White Sands Missile Range ICIP, for which implementation is 
expected early in the next quarter, will bring this total to 20. 


Significant progress in the operations at Sierra and Umatilla 
Army Depots is expected during the coming quarter. The Project Liaison 
Officer arrived at Sierra Army Depot on 19 June 1974. Two prospective 
sources, spotted during TDY trips to the installation by personnel 
from the San Francisco Field Office, are presently under assessment. 

A similar situation exists at the Umatilla Army Depot at Hermiston, Oregon. 
The Project* Liaison Officer became operational at that facility on 
30 June 1974, at the close of the quarter. TDY trips pending the 
assignment and arrival of the PLO have resulted in having 19 civilian 


tlx vja . 





MIIA-OP-O 

SUBJECT; Quarterly Reporting of Internal Counterintelligence Progr; 
(ICIP) Operations (U) 

employees of the Umatilla Depot under assessment as potential sourc< 
the close of the reporting period. 

4. (U) Brief status reports for each of the active 19 ICIP operat: 

are attached as inclosures. 

FOR THE COMMANDER 


19 Incl 


REGRADED 

ev CDH ®KS B cffioi/P 0 
AUTH Para 1-603 DOD 5200.1 R 




EDWARD H. BORT 
Colonel, MI 

Chief, Operations Division 
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:.CUW CANAL ROPE: (OACSI Approval - 17 Dec 73) 

a. Location: Headquarters, US Array Communications Command and 11th 
Signal Group, Fort Huachuca, AZ. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential 
sources. 


e. Operational Status: One confidential source was recruited in the 
11th Signal Group Crypto Facility on 17 April 1974, and a second confidential 
source was recruited in the Communications Electronics Engineering 
Installation Agency (CEEIA), Headquarters, US Army Communications Command 
(USACC), on 20 May 1-74. Two additional sources in USACC are under 
assessment for possible recruitment in the next quarter. One CIRL surfaced 
by the ICIP is under assessment for possible exploitation as an OFCO. 

The CANAL ROPB PLO briefed Mr. R. II. Milligan, Office of the Assistant Chief 
of Staff for Intelligence and Security, USACC, on 28 May 74, on the status 
of the ICIP. Mr. Milligan stated that USACC was pleased with the support 
being provided by this ICIP. 


Regmd E dlwouc ;... £0 
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CANARY EFFORT: (OACSI Approval - 16 Feb 72) 
Location: Fort Ritchie, MD. 


b. Confidential Source Utilization: Three sources were used during the 
reporting period. 

c. Information Obtained Off-Post and/ox Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained: Information developed on 15 US Army 
personnel involved in drug abuse-related incidents was passed to the ICIP 
Coordinator. Adverse suitability information developed on a soldier assigned 
to the Operations Company, Fort Ritchie. The soldier, whose clearance was 
suspended, was transferred to Kimbrough Army Hospital, Fort Meade, for 
psychiatric evaluation on 28 May 1974. Alleged moral misconduct on the part 
of a WAC was reported to the ICIP Coordinator. The supported command is 
monitoring the activities of the WAC to determine if an investigation is 
warranted. Information obtained on alleged threats against the lives of 
three Military Police investigators was provided the Fort Ritchie Commander 
and the ICIP Coordinator. The US Army Criminal Investigation Department 
Command (USACIDC) is conducting an investigation. 

e. Operational Status: In addition to the confidential sources used, 
three potential new sources are under assessment. Twenty-one conventional 
sources and thirteen liaison sources are contacted on a regular basis. The 
Quarterly Progress Briefing, scheduled for 15 June 1974, was postponed 
until July 1974 because the Fort Ritchie Commander was not available. 
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b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Noii-Affilictcd 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential sources. 

e. Operational Status: Efforts continue to recruit confidential sources; 
at present eleven individuals are being assessed. An initial recruitment 
approach was made to one prospect during the period, but due to personal 
circumstances of the individual, recruitment could not be accomplished. Two 
of the CIRLs have been processed to the point where recruitment can bo 
attempted in the next quarter. On 3 Jun 74, the PLO briefed COL Robert A. 
Shade, Commander, Dugway Proving Ground, on the status of the operation. 

The briefing was also attended by COL Eric H. Vieler, Comuander, 115th MI 
Group, ETC Henry F. Kale, Security Officer, Dugway Proving Ground, and the 
SAIC, Fort Douglas Resident Office, 115th MI Group. COL Shade expressed his 
satisfaction with the progress of the ICIP. COL Shade retires on 1 Jui 74. 

LTC Andrew J. Armonstrong, who will sene as Acting Commander pending 
assignment of a new commander, will be briefed by LTC Kale and the CANARY 
STONE PLO on the ICIP early in the next quarter. 


AUtH Para 1-603 DOD 5200.1 R 








4. CANINE PLATE: COACSI Approval - 18 Sep 73) 

a. Location: Seneca Army Depot, Romulus, NY. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Investigative data on prospective 
sources. 

e. Operational Status: Two conventional sources were recruited during 
the period and were given security training and general EEI. Two additional 
individuals are being assessed as potential sources; both have access to the 
Directorate for Special Weapons. The PLO presented the Quarterly Progress 
Briefing to COL Allen H. Light, Jr., Commander, Seneca Army Depot, on 21 
Jun 74. The Commander expressed his satisfaction with the progress of the 
ICIP and reiterated his previous desires that the ICIP be conducted in such 
a way to not cause any embarrassment to the Army, specifically, he has 
cautioned the PLO to exercise care in the recruitment of any sources used 

in the operation. He expressed his confidence in the conduct of the ICIP 
thus far. 


REGRADED UNCUSSFjFr, 
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5. 


CANTINA ARCH: (OACSI Approval - 12 Dec 73) 

a. Location: US Army Air Defense Center and Fort Bliss (USAADCENFB), TX. 

b. Confidential Source Utilization: Not applicable. 

c: Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential sources. 

e. Operational Status: Three confidential sources were successfully 
recruited during the period. Two of the sources are in the Office of the 
Deputy Commandant for Combat and Training Developments and the third is in the 
Ballistic Missile Defense Department, both of which are on the prime targets 
list of the ICIP. An approach plan is being devised for a prospective source 
in the Emergency Operations Center. Two other individuals currently under 
assessment work in the Ballistic Missile Defense Department and the Tele¬ 
communications Center. The ICIP PLO briefed COL George M. Hamscher, Director 
of Security, USAADCENFB, on the status of CANTINA ARCIi on 14 Jun 74. 

COL Hamscher has indicated a keen interest in the progress of the ICIP and 
is satisfied with the successful recruitment of sources during this period. 


REGRADED unclassified 
ON SEP -5 1997 
BY CDR USAINSCOM F01/PO 
AUTH Para 1-603 DOD 5200.1 R 


&f, Us* JctfA, 






b. Confidential Source Utilization: Not applicable. 


c ; Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Investigative data on prospective 
confidential sources. 

e. Operational Status: The project has been delayed in its initial 
stages duo to non-availability of a Project Liaison Officer. Pending arrival 
of the PLO, San Francisco Field Office personnel established liaison with the 
Commander of SIAD and his staff and also initiated spotting and assessment 
actions for potential confidential sources. At present, two individuals are 
under assessment and preliminary investigations are being conducted on them. 
The PLO arrived on station on 19 Jun 74 and considerable operational progress 
is expected during the next quarter. 








CANY OX ROSTER: (OACSI Approval - 8 Mar 74) 

a. Location: Umatilla Army Depot Activity, Hermiston, Oregon. 


b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained: Investigative data on potential 
conventional and confidential sources. 


e. Operational Status: Despite the absence of an established Resident 
Office at Umatilla or a PLO at the supported activity for the reporting 
period, considerable progress was made in establishing liaison contacts and 
spotting and assessing potential confidential sources. This has been 
accomplished by personnel from the Fort Lewis Field Office performing TDY 
trips to the Umatilla Army Depot. At present nineteen civilian employees 
of the Depot are under assessment. One CIRL has been approved for recruitment 
and a Lead Development Report has been submitted on a second one. The 
Commander, Fort Lewis Field Office, contacted LTC Harold Echols, Commander, 
Umatilla Army Depot, on 11 Jim 74, to arrange for the first Quarterly 
Progress Briefing. The Commander stated he desired a briefing later after 
the new PLO had sufficient time to become established. The PLO became 
operational on 50 Jun 74. 
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TIME: COACSI Approval - 5 Feb 74) 

a. Location: Pentagon Telecommunications Center. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on prospective 
sources. 

e. Operational Status: One confidential source, assigned to the 
Operations Division, Pentagon Telecoromunications Center (PTC), was recruited 
during the reporting period. This source is being trained by the PCO and 
appears to have excellent potential for covering the target. Two other 
individuals, assigned as Communications Relay Operators, axe being assessed 
as potential confidential sources. Recruitment of either one or both of 
these sources will improve the coverage of the target area. The PTC Director 
is appreciative of the progress being made in the ICIP and his .staff of 
security officials are completely cooperative. 
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CENTAUR RACE: (OACSI Approval - 30 Jul 73) 
a* Location: Ninth Infantry Division and Fort Lewis, WA. 

b. Confidential Source Utilization: Three confidential sources were 
utilized during the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affilisted 
Civilians: None. 

d. Useful Information Obtained: A confidential source reported that a 
soldier assigned to the 9th AG Company, Fort Lewis, Washington, exhibited signs 
of affluence beyond the normal financial capacity of a soldier in his 

grade. A limited investigation is being conducted. No significant counter¬ 
intelligence information was developed during the period, and all indications 
are that anti-military/dissident activity has subsided to a low level. 

e. Operational Status: Spotting and assessment of potential sources 
continues to be emphasized in an effort to improve the ICIP coverage. Three 
confidential sources were recruited during this period. In addition to these, 
twenty conventional sources are used, as well as six official liaison sources. 
Nine individuals currently are tinder assessment for use as conventional or 
confidential sources. The Fort Lewis Field Office Commander presented a 
quarterly progress briefing on 21 Jun 74 to BG McFadden, Asst Division 
Commander, 9th Infantry Division, Fort Lewis. COL Kenneth Koch, Chief of 
Staff, and LTC Roy Davis, AC of S, G2, 9th Inf Div, were also in attendance. 

The 9th Infantry Division Asst Commander and the AC of S, G2, are preparing 

to recommend to the Division Commander that CENTAUR RACE be terminated 
because of a lack of specific, identifiable targets. 
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10. CENTAUR SALE: (OACSI Approval - 14 Dec 73) 

a. Location: US Army Mobility Equipment Research and Development 
Center, Fort Belvoir, VA. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 


d. Useful Information Obtained: Investigative data on prospective 
sources. 


e. Operational Status: Two conventional sources presently are being 
used in CENTAUR SALE who have access to all target areas. Three other 
individuals are in various stages of assessment as potential sources; two 
of the prospects are in the Countermine/Counterintrusion Department, the 
third is in the System Engineering § Computer Support Office, Computer 
Division. The PLO provided the Quarterly Progress Briefing on the ICIP 
to Mr. Leslie L. Askew, Security Officer, US Army Mobility Equipment 
Research and Development Center (MERDC), on 6 Jun 74. During the briefin 
Special Agent Shawn M. Sandlin was introduced to Mr. Askew as the New PLO 
for the operation effective 1 Jul 74. 


REGRADED UNCLASSIFIED 
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a. Location: Harry Diamond Laboratories, Washington, D.C. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Investigative data on potential 
sources. 

e. Operational Status: A new PLO was appointed effective 14 Jun 74 
due to the PCS of the present PLO. A series of thefts have occurred at the 
Adelphi, Maryland, Harry Diamond Laboratories (HDL) facility. The PLO 
provided some assistance to the Security Office and the Federal Bureau of 
Investigation (FBI) during its investigation. The results of the FBI 
investigation of the prime suspect were negative and no further action has 
been taken. Two individuals who are employed in the facilities are under 
assessment as potential confidential sources. The quarterly ICIP 
Progress Briefing was presented on 7 Jun 74 to the ICIP Coordinator and 
Security Officer, Mr, Alfred F. Schneder, and Mr. James H. Yeick, Asst 
Security Officer, HDL. The briefing was presented by the former PLO 

who introduced the new PLO to the HDL security staff at the time. 
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12. 


CENTRAL TAXI: (OACSI Approval - 16 Feb 72) 


a. Location: Headquarters, US Army Electronics Command (ECOM), Fort 
Monmouth, New Jersey. 

b. Confidential Source Utilization: One additional source was recruited, 
bringing the total utilized to five. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 

(1) An ECOM civilian employee regularly engages in foreign travel. This 
information was brought to the attention of the ICIP Coordinator purely as 

a matter of interest since the employee is not in violation of existing 
regulations and none of the travel has been made to a Soviet bloc country. 

(2) Another ECOM employee was arrested on 3 May 74 on a federal 
misdemeanor for her part in alleged forgery of US Government checks by the 
US Secret Service in Newark, New Jersey. The federal authorities released 
the employee because of her cooperation and set bail at $1,000. The 
information was passed to the ICIP Coordinator who informed the Provost 
Marshal's 0-fice and the CID. Removal of the individual's security 
clearance is pending. 

e. Operational Status: A revised Operations Plan was submitted during 
the period which consolidated ICIP LANDLESS TIME with CENTRAL TAXI. The 
consolidation resulted from the closing of the ECOM Philadelphia Facility 

and its subsequent transfer to ECOM, Fort Monmouth, NJ. A new PLO assumed duties 
in May 74. In addition to the five confidential sources used in the ICIP, 
ten conventional sources are being used, and one prospective sources is under 
assessment. Target coverage by conventional sources has been expanded to 
cover the Avionics Laboratory', Comptroller Office, and the Directorate of 
Procurement and Production. The Fort Monmouth Field Office Commander 
presented the Quarterly Progress Report Briefing to LTC Richard 0. Aamot, 

Chief, Security Officer, ECOM, on 4 June 1974. LTC Aamot stated that he 
is most pleased with the continuing progress and effectiveness of CENTRAL 
TAXI and the security support being provided to ECOM by the ICIP. All 
priority targets are covered by conventional sources or by confidential 
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CENTURY SQUAD: 


(OACSI Approval - 3 Oct 73) 


a. Location: US Army Management Systems Support Agency (USAMSSA), 
the Pentagon, Washington, D.C. 


b. Confidential Source Utilization: One confidential source was 
utilized during the period. 


c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: The confidential source has been provided with 
training instruction during this period. Source works during non-duty hours 
and surfaced no information of a counterintelligence interest during the 
reporting period. Two additional individuals currently under assessment as 
prospective sources, are expected to be recruited during the next period. 

Both are in the Operations Division, USAMSSA; one is a Computer Operator, 
the other is a Computer Technician. Recruitment of either of these prospects 
will provide coverage of the primary target during regular duty hours. 
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14. GONDOLA FLAG: (OACSI Approval - 22 Apr 74) 

a. Location: US Army Electronic Proving Ground (USAEPG), Fort 
Huachuca, AZ. 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained: Limited investigative data on a 
potential source. 

e. Operational Status: Initial implementation efforts in this ICIP 
to date have been expended in establishing liaison contacts at USAEPG and 
conducting spotting and assessments of individuals who have placement and 
access in one of the prime target areas. One employee in the Electromagnet 
Branch, USAEPG, is currently under assessment. Acquisition of several 
conventional sources is expected in the next quarter. The Commander., 
USAEPG, COL E. D. Downing, was provided the implementation briefing on 
GONDOLA FLAG on 7 May 74. 
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GONDOLA STAR: 


(OACSI Approval - 17 Feb 72) 


a. Location: Aberdeen Proving Ground (APG), MD. 


b. Confidential Source Utilization: TWo sources were used during the 
reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained; 

(1) A confidential source reported the possibility that classified 
information may have been compromised by having been published in an 
unclassified publication. A follow-up report established that the 
information was not classified. 

(2) A conventional source reported that a civilian employee of the 
Behavioral Research Directorate, Human Engineering Laboratory (HEL), Aberdeen 
Proving Ground, had some foreign professional contacts made in the line of 
duty. No unusual activity was reported; however, the situation is being 
monitored for unusual activity or interests. 

(3) A confidential source surfaced the possibility that APG con¬ 
tractors were receiving unauthorized information pertaining to contracts 
being processed by the APG Procurement Directorate. Subsequent checks with 
APG authorities disclosed that the information being disclosed was not only 
authorized, but it was in fact required to be disseminated by regulation. 

e. Operational Status: Three conventional sources are presently under 
assessment as potential new sources to expand and improve the target coverage 
in this ICIP. the PLO has established several worthwhile contacts in the 
Ballistics Research Laboratory (BRL) and make the presence of MI better 
known in this key target facility. No basic change in priority for ICIP 
coverage occurred in this current quarter, but coverage of the US Army 
Materiel Systems Analysis Agency (AMSAA) will receive greater emphasis in the 
next quarter. On 20 Jun 74, COL Walter R. Harris, Commander, APG, and Mr. 
Harry A. Mencke, Installation Intelligence Officer (IIO), APG, were given the 
‘Quarterly Progress Briefing on GONDOLA STAR. Both the APG Commander and the 
APG IIO expressed strong and continuing interest in the ICIP and pledged their 
full support and cooperation. 
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GONG SILK: (QACSI Approval - 16 Feb 72) 

a. Location: Picatinny Arsenal (PA), Dover, NJ. 


b. Confidential Source Utilization: Three confidential sources were 
used during the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: A confidential source reported 
suitability information concerning two PA employees who were allegedly 
emotionally unstable and had bad tempers. Security officials at PA took 
appropriate action following the incidents. Another source reported that 
two employees at PA were engaged in selling stolen merchandise. Initial 
information, in the form of hearsay, was too fragmentary; attempts are 
being made to obtain further details. As part of the effort to respond to 
EEI on Extremist Threat Against the US Army, PA Security Office records 
were examined to identify PA employees born in Arabian countries. 
Biographical data on four such employees was submitted in Agent Reports 
which were placed in appropriate dossiers of the individuals. The files 
search revealed nothing indicating connections with any known extremist 
activity. 

e. Operational Status: In addition to the three confidential sources, 
11 conventional sources are being met on a regular basis. Spotting and 
assessing activities, held in abeyance during April and May until PA 
employees had received Reduction in Force (RIF) notices, has now been 
resumed. In the course of the RIF 418 positions were deleted, and 

1,700 employees were affected. The PA Security Office has been changing 
its manual document security procedures to the Controlled Accountable 
Document Inventory System (CADIS), a computerized system of accountability. 
The 109th MI Group Security Assistance Program representative and the PLO 
provided considerable assistance to PA in its preparation for CADIS. On 
3 Jun 74, the Quarterly Progress Briefing was presented by the PLO to 
MAJ George A. Carpenter, Chief, Security Office, PA, and Mr. John R. 

Greffe, Asst Chief of the PA Security Office. 
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LANYARD MOOD: (OACSI Approval - 22 Dec 71) 

Location: Defense Language Institute, East Coast Branch (DLIEC), 
Anacostia Naval Annex, Washington, D.C. 


b. Confidential Source Utilization: None. Coverage is provided by 
conventional sources. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained: Local Agency Checks and additional 
biographic information was submitted on eight instructors of Arabic origin 
The information is submitted in response to requirements of a USAINTC pro-ram 
concerning extremist threats against the Army. 

e Operational Status: DLIEC will begin movement to the Presidio of 
Monterey, CA, in July 1974. Permanent instructors are being offered an 
opportunity to relocate if they so desire; however, there has been no 
movement schedule established. Classes in session will continue at DLIEc 
until they graduate, attenuating the move over the next year. TheMve i.ill 
be completed by 1 Jul 75. Information pertaining to instructors oi DLlcC 
will be transferred to the PLO of the 1C1P at DLIKC as the instructors 
transfer to the new location. On 5 Jur. 74, the PLO briefed LTC Matt new T. 
Hendrickson, Commandant, DLIEC, providing the Quarterly Progress Bneiing. 

No problems exist at this time and the Commandant expressed his 
satisfaction with the ICIP. 
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18.\J3K* LENIENT CLOUD: (OACSI Approval - 16 Feb 72) 

Location: US Army War College (USAW'C), Carlisle Barracks, PA. 


b. Confidential Source Utilization: Three sources used during the 
reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained: The investigation concerning the 
financial activities of the captain reported during the last quarter has 
been completed except for a subject interview. The officer was assigned 
to less sensitive duties on 6 May 74 and will be transferred to Indiantown 
Gap Military Reservation in Jul 74. A limited investigation was conducted 
on a soldier assigned to Carlisle Barracks for reported use of narcotics. 

e. Operational Status: In addition to the three confidential sources 
used in the operation, 35 conventional sources are contacted on a recurring 
basis. Target research provided to the Security Manager, USAI7C, was 
sufficient justification for assignment of two full-time Military Police 
sentinels in Root Hall, an aid toward accomplishing a completely restricted 
access to the USAWC. Research is continuing on the best ways of restricting 
movement within Root Hall, to include surveys of electronic and 
mechanical equipment. Use of such equipment and reconfiguration of Root 
Hall is planned for Fiscal Year 1975. The PLO assisted in the preparation 
of security directives relative to the USAWC Military Research Program 
(MRP) in which student officers travel to foreign countries to obtain 
information for their thesis. The PLO also coordinated with elements of 
the 902d MI Group concerning MRP travellers in respect to Army 
Regulation 581-15. The PLO gave a Quarterly Progress Briefing to MG 
Franklin M. Davis, Jr., Commandant, USAW'C, on 7 Jun 74. MG Davis indicated 
that he was very enthusiastic with the support received from LENIENT CLOUD 
and also that he expected the in-coming USAW'C Commandant, MG De'vitt Clinton 
Smith, would be as receptive toward continuation of the ICIP. 
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19. LENTIL MONKEY: 


(OACSI Approval 26 Oct 71) 


Location: Defense Language Institute West Coast (DLIWC), 
Presidio of Monterey, CA. 


b. Confidential Source Utilization: Nine sources were utilized during 
the period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: A confidential source reported a 
May 74 incident involving an approach made to Czech language students on a 
picnic to engage in a pen-pal relationship with residents of Czcchoslovokia. 
Details of this latest incident and previous incidents are being further 
investigated by the 902d MI Group and coordinated with the Federal Bureau 
of Investigation. An instructor in the Polish Language Department was 
visited by his brother, a Polish national, who also attended a picnic 

with students and instructors of the Polish Language Department. Further 
inquiries are underway with other Federal Agencies concerning the visitoi . 
Verbal information given to the DLIWC Security Office concerning the 
homosexual activities of a student was used as a partial basis for 
separation action. Sources provided valuable background and biographic 
data on DLIWC instructors born in foreign countries which now have 
Communist Governments. This information is used to update target data 
files on instructors who might be potential targets of hostile 
intelligence. 


e. Operational Status: Eleven conventional sources are currently 
used in the ICIP. During the quarter, five confidential sources were 
recruited while four were terminated because of their graduation. Source 
Lead and Development Reports have been prepared on two prospective 
sources and an additional seven new leads are undergoing initial 
investigation. The new recruitment efforts are being directed at Priority 
II Language Departments since present sources are located in Priority I 
language areas. The ICIP PLO presented the Quarterly Progress Briefing 
on 14 Jun 74 to COL John F. Hook, Commandant, DLIWC, MAJ Richard Erickson, 
Security Officer, DLIWC, and Mr. James R. Green, Asst Security Officer, 
DLIWC. COL Hook expressed his appreciation for the briefing and stated 
that he believed the Operation was achieving its objectives and had 
improved the security posture of DLIWC. 
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Internal Counterintelligence Program (1C1P) Operations 


__ I 19 April 1974 _ 

ACTION REQUIRED 

To obtain approval of the quarterly 1C1P report, 

MEMORANDUM TOR RECORD. ( Deeceibe briefly the requirement, background and action taken or recommended. Matt be tnfficiently detailed to identify 
I the action milhaut recourte to other eoarcet.) 


1. BACKGROUND : 

a. By memorandum, dated 8 February 1972 ( ORANGE TAB B> . the Under Secretary of 
the Army requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
on all (ICXP) operations. 


b. This is the eighth such quarterly report. 

c. The quarterly report of current operations for the quarter ending 31 March 
1974 is at ( ORANGE TAB C) . 



2. DISCUSSION ; 

a. Inclosure 1 to ORANGE TAB A. is a memorandum for the VCSAis signature forward¬ 
ing the quarterly report to the Under Secretary of the Army. 

b. ORANGE TAB A forwards to the VCSA the memorandum and 1C1P Quarterly Report. 

3. RECOMMENDATION ; That the memorandum to the VCSA at O RANGE TAB A be approved and 
signed by the ACSI. 


(Continue 


I ptain bond) 













MEMORANDUM FOR; VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 


1. Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the memorandum at Inclo¬ 
sure 1 which transmits the report required by the cited reference. 


3. Coordination: None required. 




Harold r. aaRon 


Major General, GS 
ACofS for Intelligence 


80 APR 1974 

APPROVED " VCSA 

U- MICHAEL F. ^PiC-ELMiftt 
• Major, CS 

Assistant Secretary cf 
the Genera: Si 


Regraded ilflCLASSJFlEQ when 
separated from classified 
inclosures. - - .. : . j }. 
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MEMORANDUM FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) Operations (U) 


M 


Reference is made to memorandum. Under Secretary of the Army, 
dared 6 Febr uar y 1972, subject as above. 

2(^ The seventeen Internal Counterintelligence Program (ICIP) 
Operations reported by memorandum to you last quarter remain active. 
Three new operations submitted during the quarter covered by this 
report have been reviewed at DA and approved for implementation. The 
list of current operations and narrative summary for the quarter end¬ 
ing 31 March 1974 are attached. Adjustments to ICIP operations will 
be made in the next quarterly report to conform with Army reorgani2a- 
tioi 




3. ver The primary value of ICIP operations is in their potential 
for early warning and detecting internal security weakness and security 
threats to the supported command. Inasmuch as these operations are 
a form of intensified security watchfulness, negative reports in them¬ 
selves are frequently of value to a commander in planning for security 
requirements of a given installation or activity. 


2 Incl 
as 


cvC’fV 


FRED C. WEYAj 

General, Ur^ted States Army 
Vice Chief of Staff 
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CURRENT ICIP OPERATIONS 


LOCATION 

ICIP 

NICKNaME 

date approved 

CONVENTIONAL 

SOURCES 

CONFIDENT LfJ 
SOURCES 

Edgewood Arsenal, 
Maryland 

CANAL LOOP 

16 Feb 72 

0 

5 

Fort Huachuca, 

Arltona 

CANAL ROPE 

17 Dec 73 

0 

0 

Fort Ritchie, 

Maryland 

canary effort 

16 Feb 72 

18 

3 

Dugway Proving Ground, 
Utah 

Canary stone 

18 Jul 73 

0 

0 

Seneca Army Depot, 

New York 

canine plate 

18 Sep 73 

0 

0 

Fort Bliss, 

Tex.s 

CaNTINa arch 

12 Dec 73 

0 

0 

Sierra Army Depot, 

Herlong, Ca 

CANVAS Tax 

8 Mar 74 

0 

0 

Umatilla Army Depot, 
Henniston, OR 

Canyon roster 

8 Mar 74 

0 

0 

Telecom Center, 

Pentagon 

CENSUS TIME 

5 Feb 74 

0 

0 

Fort Lewis, 

Washington 

CENTaUR Race 

30 Jul 73 

26 

0 

Fort Belvoir, 

Virginia 

centaur sale 

14 Dec 73 

0 

0 

Harry Diamond Lab, 
Washington, DC 

CENTAVO KID 

18 Oct 73 

0 

0 

Fort Monmouth, 

CENTRAL TAXI 

16 Feb 72 

9 

4 
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CURRENT ICIP OPERATIONS (cont) 


location 

1C1P 

nickname 

DATE APPROVED 

conventional 

SOURCES 

CONFIDENTllJ 
SOURCES 

Mgmt Sys Spt Agency, 
Pentagon 

CENTURY squid) 

3 Oct 73 

0 

1 

Aberdeen Proving Grounds, 
Maryland 

GONDOLA STAR 

16 Feb 72 

0 

2 

Pleat inny Arsenal, 

New Jersey 

GONG SILK 

16 Feb 72 

11 

2 

Electronics Command, 
Philadelphia, PA 

landless time 

19 Jan 72 


1 

Defense Language Institute 
Washington, DC 

lakNYARD MOOD 

22 Dec 71 

1 

0 

Army War College, 

Carlisle Barracks, PA 

LENIENT CLOUD 

16 Feb 72 

2 

4 

Defense Language Institute 
Presidio of Monterey, CA 

LENTIL MONKEY 

26 Oct 71 

11 

4 

TOTALS 20 

20 


78 

26 


* Conventional sources are those on-post sources which are met overtly and from which 
information of a counterintelligence nature is elicited. 
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ICIP Narrative Summary 

There were no instances in which information on non-affiliated civilians 
was collected off post. 

Progress in the development of information of counterintelligence value 
is slow. All significant reporting during the quarter has come about 
through the use of confidential sources with critical placement and 
access; however, to date, only 10 of the 20 ICIPs have confidential 
sources of information. Guidance has been provided the Intelligence 
field units to upgrade their efforts in the recruitment of confidential 
sources. The USAINTC has placed increased efforts on the use of conven¬ 
tional source contact by the Army counterintelligence units servicing in¬ 
stallations not employing formal ICIPs. This effort may provide indica¬ 
tions that such ICIP operations are warranted on the posts or installations. 
Emphasis on acquiring such conventional installation sources has been 
placed at Forts Rucker, Sheridan, Sill, Polk, Sam Houston, and McClellan. 

Information of counterintelligence value developed during the 1st quarter 
of CY 74 came from six of the 20 counterintelligence programs in operation. 
The significant information was concerned primarily with adverse suita¬ 
bility and weaknesses in security practices. Typical of the information 
developed is that uncovered in the following two operations. Operation 
CANARY EFFORT developed information of adverse suitability on an Army 
captain, who eventually offered to resign from the Army and similar in¬ 
formation on a Military Police investigator who subsequently was reassigned 
less sensitive duties. Adverse suitability information considered of lesser 
significance was reported on 17 other individuals assigned to the Communica¬ 
tions Command, Ft. Ritichie, Md. Thirteen of these US Army personnel were 
involved in drug related activity. Operation CENTRAL TAXI revealed infor¬ 
mation concerning a highly placed employee in contact with foreign export 
companies, some of which are located within the Soviet Bloc. Poor security 
practices in several other instances at the Electronics Command have been 
brought to the attention of the Chief of Security, Ft. Monmouth. 

Progress has been made in simplifying the procedural steps which must be 
followed to implement an ICIP operation. The establishment of an umbrella 
or basic OPLAN which precludes the preparation of lengthy separate plans 
at the unit level was approved by OACSI. This action was considered ap¬ 
propriate as all ICIP plans have sufficient common elements to permit 
utilization of a single basic plan. Operations plans will, in the future, 
be "fleshed out" by appropriate detailed annexes. This procedural change 
will significantly reduce the time from requestor to the time when the 
approved plan can be implemented. 

The Army reorganization has caused two ICIPs to be combined with existing 
ICIPs. At the end of the reporting period, there was a total of 20 opera¬ 
tions including one pending approval. It is planned that two additional 


w 


ICIP plans will be submitted for approval during the second quarter 1974. 

Supported commanders continue to express their support for the program 
and their satisfaction with the results. The ICIP operations will be 
continued for their original stated purposes. 





current icip operations 


LOCATION 


ICIP 

NICKNAME 


★CONVENTIONAL 
DATE APPROVED SOURCES 


CONFIDENT! 

SOURCES 


Edgewood Arsenal, 
Maryland 

CANAL LOOP 

16 Feb 72 

0 

5 

Fort Huachuca, 

Arizona 

CANAL ROPE 

17 Dec 73 

0 

0 

Fort Ritchie, 

Maryland 

CANARY EFFORT 

16 Feb 72 

18 

3 

Dugway Proving Ground, 
Utah 

CANARY STONE 

18 Jul 73 

0 

0 

Seneca Army Depot, 

New York 

CANINE PLATE 

18 Sep 73 

0 

0 

Fort Bliss, 

Texas 

CANTINA ARCH 

12 Dec 73 

0 

0 

Sierra Amy Depot, 

Herlong, CA 

CANVAS TAX 

8 Mar 74 

0 

0 

Umatilla Amy Depot, 
Hemiston, OR 

CANYON ROSTER 

8 Mar 74 

0 

0 

Telecom Center, 

Pentagon 

CENSUS TIME 

5 Feb 74 

0 

0 

Fort Lewis, 

Washington 

CENTAUR RACE 

30 Jul 73 

26 

0 

Fort Belvoir, 

Virginia 

CENTAUR SALE 

14 Dec 73 

0 

0 

Harry Diamond Lab, 
Washington, DC 

CENTAVO KID 

18 Oct 73 

0 

0 

Fort Monmouth, 

New Jersey 

CENTRAL TAXI 

L6 Feb 72 

9 

4 
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CURRENT IC1P OPERATIONS (cont) 


LOCATION 

1C1P 

NICKNAME 

DATE APPROVED 

CONVENTIONAL 

SOURCES 

CONFIDENTS 

SOURCES 

Mgmt Sys Spt Agency, 
Pentagon 

CENTURY SQUAD 

3 Oct 73 

0 

1 

Aberdeen Proving Grounds, 
Maryland 

GONDOLA STAR 

16 Peb 72 

0 

2 

Ficatinny Arsenal, 

New Jersey 

GONG SILK 

16 Peb 72 

11 

2 

Electronics Command, 
Philadelphia, PA 

LANDLESS TIME 

19 Jan 72 

0 

1 

Defense Language Institute 
Washington, DC 

LANYARD MOOD 

22 Dec 71 

1 

0 

Army War College, 

Carlisle Barracks, PA 

LENIENT CLOUD 

16 Feb 72 

2 

4 

Defense Language Institute 
Presidio of Monterey, CA 

LENTIL MONKEY 

26 Oct 71 

11 

4 

TOTALS 20 

20 


78 

26 


* Conventional sources are those on-post sources which are met overtly and from which 
information of a counterintelligence nature is elicited. 
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ICIP Narrative Summary 


There were no instances in which information on non-affiliated civilians 
was collected off post. 

Progress in the development of information of counterintelligence value 
is slow. All significant reporting during the quarter has come about 
through the use of confidential sources with critical placement and 
access; however, to date, only 10 of the 20 ICIFs have confidential 
sources of information. Guidance has been provided the Intelligence 
field units to upgrade their efforts in the recruitment of confidential 
sources. The USAINTC has placed increased efforts on the use of conven¬ 
tional source contact by the Army counterintelligence units servicing in¬ 
stallations not employing formal ICIPs. This effort may provide indica¬ 
tions that such ICIP operations are warranted on the posts or installations. 
Emphasis on acquiring such conventional installation sources has been 
placed at Forts Rucker, Sheridan, Sill, Polk, Sam Houston, and McClellan. 

Information of counterintelligence value developed during the 1st quarter 
of CY 74 came from six of the 20 counterintelligence programs in operation. 
The significant information was concerned primarily with adverse suita¬ 
bility and weaknesses in security practices. Typical of the information 
developed is that uncovered in the following two operations. Operation 
CANARY EFFORT developed information of adverse suitability on an Army 
captain, who eventually offered to resign from the Army and similar in¬ 
formation on a Military Police investigator who subsequently was reassigned 
less sensitive duties. Adverse suitability information considered of lesser 
significance was reported on 17 other individuals assigned to the Communica¬ 
tions Command, Ft. Ritichie, Md. Thirteen of these US Army personnel were 
involved in drug related activity. Operation CENTRAL TAXI revealed infor¬ 
mation concerning a highly placed employee in contact with foreign export 
companies, some of which are located within the Soviet Bloc. Poor security 
practices in several other instances at the Electronics Command have been 
brought to the attention of the Chief of Security, Ft. Monmouth. 

Progress has been made in simplifying the procedural steps which must be 
followed to implement an ICIP operation. The establishment of an umbrella 
or basic OPLAN which precludes the preparation of lengthy separate plans 
at the unit level was approved by 0ACS1. This action was considered ap¬ 
propriate as all ICIP plans have sufficient common elements to permit 
utilization of a single basic plan. Operations plans will, in the future, 
be "fleshed out" by appropriate detailed annexes. This procedural change 
will significantly reduce the time from requestor to the time when the 
approved plan can be implemented. 

The Army reorganization has caused two ICIPs to be combined with existing 
ICIPs. At the end of the reporting period, there was a total of 20 opera¬ 
tions including one pending approval. It is planned that two additional 














DEPARTMENT OF THE ARMY 


J S ARMY INTELLIGENCE COMMAND 

FORT MCAOC MAHYLANO *0?M 


Quarterly Reporting of Internal Counterintelligencf 
Program (ICIP) Operations (u) 


HQDA (DAMI-DOI-S) 
WASH DC 20310 




1. Progress in the ICIP continued during the first quarter of 

CY 1^74. The accession rate dropped from six requests in the previous 
quarter to three for the reported quarter. However, additional requests 
are anticipated during the next reporting period. In addition. Installa¬ 
tion Source Programs are being established at appropriate locations and 
may result in changes to ICIP operations if significant information is 
developed. These operations have, been established at Forts Rucker, 
Sheridan, Polk, Sill, Sam Houston and McClellan. 


2.^&) Much of the credit for the significant information developed 
can be attributed to the increased use of Conventional Sources to 
supplement the coverage provided by Confidential Sources. A large per¬ 
centage of the sources mentioned as being under assessment in the inclo¬ 
sures will be initially recruited as Conventional Sources controlled by 
the Project Liaison Officers. When their training has progressed to the 
point where their reliability is established and their production becomes 
substantial, they can he transferred to confidential status under the 
control of Project Case Officers. This approach is expected to increase 
the quantity and quality of production in established operations, A 
monthly operational status report system was initiated during the quarter 
which will provide a continuing overview to insure that each operation 
is productive in relation to the manhours and funds expended and is not 
being continued merely for the sake of having an operation on the books. 


being continued merely f< 
3. Difficulties ar< 


3. J(C] Difficulties are being experienced in the implementation of the 
approved operations at Sierra and Umatilla Army Depots. Their isolated 
locations require that a Project Liaison Officer be stationed at each. 

Two volunteer CWOs were found among the assets of the 115th ME Group, hut 
OPO disapproved their contemplated assignment because both were nearing 
20 years service and were not to he retained on duty. Emergency requi¬ 
sitions are at MI Branch, and a candidate for Sierra has been nominated 
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Program (ICIP) Operations (U) 


to arrive o/a 15 June 197*+. The status of the Umatilla fill is not 
known. In the meantime, the MI presence is manifested by regular TDY 
visits to each installation. Individual inclosures were therefore 
not prepared on these installations. 

The inclosures on CANAL LOOP and LANDLESS TIME are submitted 
for the last time. These operations are being absorbed into GONDOLA 
STAR and CENTRAL TAXI as a result tof Army reorganization. In the case 
of CANAL LOOP, administration and management will be simplified. At 
the end of the reporting period, there was a net gain of two for a 
total of 19,operations, including the Electronic Proving Ground, Fort 
Huachuca, which is pending approval. There are two known gains during 
the second quarter of CY 74, not including any operations which will be 
generated as a result of the proposed letter by the CG, US Army Communi¬ 
cations Command - CONUS, which is addressed in the CANARY EFFORT inclosure. 

FOR THE COMMANDER: 


18 Incl 
as 


JESSE D. JOY, JR. 

• Colonel, GS 

/ - ^ Deputy Chief of Staff, Operations 












a. Location: Edgewood Arsenal, Edgewood, MD 


b. Confidential Source Utilization: Five sources were utilized 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-Affiliated 
Civilians: None 

d. Useful Informati on Obtained: Sources provided additional leads 

onj b6 | USAR officer, which will be utilized in the 

limi ted investigation now underway. 


e. Operational Status: Three additional sources are under assess¬ 
ment, and emphasis was placed on increasing contact with official sources 
during the reporting period. A study of targets covered under this opera¬ 
tion was made by the Installation Intelligence Officer, Aberdeen Proving 
Ground, the Chief of Security, Edgewood, and the Project Liaison Officer. 
It was agreed that all current targets have the highest priority under 
the ICIP, A reviewed OPLAN is being prepared to consolidate the opera¬ 
tions at Edgewood and Aberdeen, This will relieve the administrative 
burden of reporting on two separate operations, and is logical since 
the two posts are considered as a single entity. 
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CANAL ROPE: (OACSI Approval - 17 Dec 73) 

jocation: Headquarters, US Army Communications Command and 
11th Signal Group, Ft Huachuca, AZ 


b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Not applicable 


d. Useful Information Obtained: Investigative data on potential 
sources. 


e. Operational Status: The recruitment of two sources in the 11th 
Signal Gp Crypto Facility* the primary concern of the ACofS, Intelli¬ 
gence and Security, will be accomplished upon the receipt of NAC results. 
A source is under assessment in the Camnunications-Electronics Engineer¬ 
ing Installation Agency. COL Vega, the ACofS, IS, is pleased with the 
support rendered to date. 








3. 



CANARY EFFORT: 


(OACSI Approval - l6 Feb 72) 


a. Location: Fort Ritchie, MD 


b. Confidential Source Utilization: Three sources were used 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Hone 


d. Useful Information Obtained: Adverse suitability information 
was developed on a Military Police investigator and resulted in his 
relief from investigative duties and assignment to less sensitive duties. 
A request for an investigation was forwarded to USAINTC. Similar infor¬ 
mation was developed on a US Army Captain being considered for sensitive 
duties in the Alternate Joint Communications Center (AJCC). Prior to 
the submission of a request for investigation to USAINTC, the officer 
became involved with law enforcement agencies and, after counseling, 
offered to resign from the Army. Information on drug abuse related 
incidents involving 13 US Army personnel was developed, and passed to the 
ICIP Coordinator. This is a decrease in the number of incidents from 
the previous quarter, and the Post Commander and ICIP Coordinator credit 
the ICIP operation and increased liaison between the Project Liaison 
Officer and the Provost Marshal with contributing to the decrease. 

The CG and c/S of 03 Army Communications Command-CONUS were also given 
an ICIP briefing during the period. BG Redman advised that he had been 
made aware of the achievements of the ICIP at Fort Ritchie and was 
planning to request coverage of sensitive installations within his 
command. Additional details are contained in the attached Quarterly 
Progress Report (AHNEX A). 


e. Operational Status: In addition to the Confidential Sources, 
contact was maintained with 18 casual and nine liaison sources during 
the period. The favorable attitude of the Commander and the ICIP 
Coordinator are reflected in attachment. 


n - oU ^sff' e0 

. 5 1997. V - 0 \;P° 

S-SSSSi**-* 


. tfd'jjjiauiM-... 


Classified by 
EXEMPT FROM GENERAL DECT A DEIFICATION 
SCKZEULE OF E.\T:'CUT!VZ OLFLH 11G52 

exempt:;/:' ca ~.z^c?x .....■. 

declaim;Y CH .. 




<3 nc l „ 








flEPARTMENT OF THE ARMY 
Fort Ritchie Field Office 
109th Military Intelligence Group 
Fort Ritchie, Maryland 21719 


ICGP-B-FR 29 March 1974 

QUARTERLY PROGRESS REPORT NUMBER 2 
Period January 1974 thru March 1974 
"WARNING NOTICE: SENSITIVE SOURCES AMO METHODS INVOLVED" 


SUBJECT: Operation CANARY EFFORT {U) 

CIRCUMSTANCES : 

a. On 25 February 1974, the US Army Intellioence Command (USAINTC) 
Internal Counterintelligence Proaram (ICIP) Briefinq was presented to 
BG Albert Redman, Jr., Commander, US Army Communications Command - CONUS 
and Mr. Kenneth L. Alexander, OAC, GS-14, Chief of Staff, US Amy 
Communications Command - CONUS, Fort Ritchie. The aforementioned brief¬ 
ing, presented by the Project Liaison Officer (PLO), Operation CANARY 
EFFORT, was enthusiastically received by BG Redman and Mr. Alexander. 

Both 3G Redman and Mr. Alexander were knowledgeable that an I ClP was 
in effect at Fort Rjtchie and indicated that the ICIP had received 
many laudable consents. BG Redman indicated a desire to have the 
ICIP program expanded to include sensitive installations within his 
command. The following personnel were in attendance at the aforementioned 
briefing: 



BG Albert Redman, Jr., Commander, US Army Communications 
Command - CONUS, Fort Ritchie, 

Mr. Kenneth L, Alexander, OAC, GS-14, Chief of Staff, US Army 
Communications Command - CONUS, Fort Ritchie. 

Mr. Joseph J. Carroll, DAC, GS-14, Assistant Chief of Staff, 
Intel!iaence and Security, US Army Communications Command - CONUS and 
Headquarters, Fort Ritchie. 

MAJ Robert L. Brooks, MI, Commander, Fort Ritchie Field Office, 
109th Military Intelligence Group, Fort Ritchie, 


b. A formal briefing, per se, was not presented durino the 
reporting period of 15 October 1973 to 15 December 1973. The Quarterly 
Progress Briefing presented on 29 March 1974, included the aforementioned 
period as well as the period of January 1974 thru March 1974. The 
Quarterly Progress Briefing was presented on 29 March 1974 at the 
request of COL James A. Manninn, Commander, Fort Ritchie, as CGI. Manning 
felt the briefing should be presented at the end of the reporting period 
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SUBJECT: Operation CANARY EFFORT (U) 29 March 1974 

as ooposed to 15 March 1974, as stipulated by existing USAINTC 
regulations. Although the formal briefing was presented on 29 March 
1974, continual/constant liaison was maintained with appropriate 
individuals briefed on the IClP prior to the formal briefing. The 
following briefed personnel were present on 29 March 1974, at which time 
the Quarterly Progress Briefino was presented: 

COL James A. Manning,| b6 | Armor, Commander, Fort 

Ritchie. 

COL Harold 6. de Moya, | b6 [ Infantry, Deputy Cormiander, 

Fort Ritchie. 

LTC Arlyn R. Madsen J~ b6 | Signal Corps, Director, 

Telecommunications Directorate, Fort Ritchie. 

Mr. Joseph J. Carroll, DAC, GS-14, Assistant Chief of Staff, 
Intelligence and Security, US Army Communications Command - CONUS and 
Headquarters, Fort Ritchie. Mr. Carroll is the ICIP Coordinator, 
Operation CANARY EFFORT. 

2 RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD : 

a. During reporting period, Spotting and Assessment for 
Confidential Sources with placement and access continued. 

b. Daily liaison was maintained with the Assistant Chief of 
Staff, Intelligence and Security, US Army Communications Command - 
CONUS and Headquarters, Fort Ritchie and/or a briefed member of 
the aforementioned office. 

c. Periodic, if .not daily, liaison v/as maintained with 
16 individuals assigned key positions within the Fort Ritchie 
military community. Aforementioned individuals, considered 
Casual/Official Sources,include the Director, Telecommunications 
Directorate, the Provost Marshal, Military Police Investigations, 

Company Commanders, and other appropriate personnel. 

d. Periodic/continual liaison was maintained with appropriate 
federal, state and local agencies. 

e. During reporting period a total of 31 Agent Reports were 
submitted concerning 19 individuals assigned to Fort Ritchie occupying 
either sensitive positions and/or havina security clearances. The 
aforementioned Agent Reports forwarded adverse suitability 
information. 
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SUBJECT: Operation CANARY EFFORT (U) 


29 March 1974 


f. On 4 January 1974, a draft letter was prepared for the 
Assistant Chief of Staff, Intellioence ar.d Security, IIS Army 
Communications Command - CONUS and Headquarters, Fort Ritchie, to 
be used by the aforementioned individual/office in requesting 
exoansion of the ICIP within the US Amy Communications Command - 
CONUS. The aforementioned letter (draft) was well received and 
approoriate staffing was initiated. On 26 March 1974, COL Antonio 
Veaa, GS, Assistant Chief of Staff, Intelligence and Security, 

US Army Communications Command, Fort Huachuca, Arizona, discussed 
proposed ICIP expansion with Mr. Carroll and indicated strono 
interest in the proposal. COL Vega reportedly informed Mr. Carroll 
that the letter from Fort Ritchie would be enthusiastically 
received at Fort Huachuca and that COL Veqa would recommend that 
the request for ICIP expansion be approved and forwarded, in the 
form of a formal request, to the Office of the Assistant Chief of Staff 
for Intelligence, Department of the Army. Mr. Carroll indicated to 
undersigned PLO that the aforementioned letter would leave Fort 
Ritchie by 8 April 1974. 

g. Upon termination of the Quarterly Proqress Briefing, 29 
March 1974, COL Manning and Mr. Carroll expressed their appreciation 

and enthusiasm for the ICIP at Fort Ritchie. Comments for accomplishments 
rendered during the, reporting period were laudatory, to say the least. 

COL Manning indicated his desire to continue the ICIP at Fort 
Ritchie as he believed it's contribution toward enhancing the 
security posture of Fort Ritchie and the Alternate Joint Communications 
Center (AJCC) was invaluable. Both COL Manning and Mr. Carroll desired 
that the existing ICIP at Fort Ritchie continue "uninterrupted" despite 
any ^organizational changes anticipated by USAINTC. Mr. Carroll 
stated that he did not desire to see any personnel changes in as far as 
the PLO was concerned as he was "immensily satisfied" with the 
present PLO both professionally and personally. Mr. Carroll added, 
that for the first time since his assignment to Fort Ritchie in 
1971, he was totally satisfied with the ICIP in it's entirety. 


h. COL Mannino and Mr. Carroll further expressed their appreciation 
of SAEDA briefings presented to a total of 583 personnel, both military 
and civilian, on 28 March 1974, by the PLO. 


SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: 


a. As previously stated, a total of 31 Agent Reports (DA Form 341) 
were submitted concerning 19 individuals, US Army personnel, assigned to 
the US Army Communications Command - CONUS and For.t Ritchie. Afore¬ 
mentioned Agent Reports, submitted by the PLO, forwarded adverse 
suitability information. Of the aforementioned 31 Agent Reports, a total 
of 15 .Agent Reports were submitted concerning 13 US Army personnel 
involved in drug abuse related incidents. A total Df 17 Agent Reports 
concerning five US Army personnel were submitted in regard to adverse 
suitability information. 262 
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SUBJECT: Oneration CANARY EFFORT (U) 29 March 1974 

b. On 4 February 1S74, PLO was notified of an aliened threat 

on the life of the Commander, 572d Military Police Company (Security), 
Fort Ritchie. The threat, in form of an aliened $10,000 "contract", 
was allegedly sponsored by either Oe Mau Mau or the Black Liberation 
Army. Contact was effected with appropriate military and civilian 
aaencies and reported information was forwarded in form of a Spot 
Report as well as a follow-up Agent P.eDort. Both COL Manning and 
Mr. Carroll expressed appreciation for the timely and effective manner 
in which the aforementioned incident was handled by the PLO. 

c. In yet another case, adverse suitability information was 
surfaced concerning a former Military Police Investinator assigned 
to Fort Ritchie. The aforementioned individual was relieved of MPI 
duties and assigned less sensitive duties. Adverse suitability 
information was gleaned from official records and Official Sources 
and brought to the attention of Mr. Carroll. Mr. Carroll, in turn, 
requested an investigation of the individual from USAINTC. 

d. In still another instance, adverse suitability information 
was surfaced concerning a US Army Captain who v/as being considered 
for a sensitive position both at Fort Ritchie and the AJCC. Adverse 
suitability information was gleaned from official records and 
Official Sources and brounht to the attention of both COL Manning 
and Mr. Carroll. Prior to an investioation being requested by 

Mr. Carroll, the individual concerned again became involved with 
law enforcement agencies and, after counselling by COL Manning, 
offered to resian from the US Army. The aforementioned incident 
was particularly delicate as the individual concerned was a graduate 
of the US Military Academy and possessed a distinguished combat 
record in the Republic of Vietnam. COL Manning and Mr. Carroll both 
expressed complete satisfaction in the manner in which the PLO 
brought the adverse suitability information to their attention and 
concurred with PLO in recommendations offered. 


e. While drua abuse, per se, is not within the investigative 
purview of USAItITC, the issue does involve suitability of the 
individuals concerned to hold security clearances and occupy 
sensitive positions. Upon recient of adverse information, immediate 
action was taken to notify the I ClP Coordinator, Ooeration CANARY 
EFFORT, Mr. Joseph J. Carroll; the Commander, Fort Ritchie; and the 
Oirector, Telecommunications Directorate, if applicable. In addition 
to the aforementioned, action was taken to disseminate information, 
criminal in nature, to the appropriate military and civilian 
authorities. COL Manning and Mr. Carroll both expressed satisfaction 
in the decrease of drug abuse related incidents during reporting period and 
voiced belief that the marked decrease was largely due to the enhanced 
liaison between the PLO and the Office of the Provost Marshal. 
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SUBJECT: Operation CANARY EFFORT (U) 

f. Information concernina both military and civilian personnel 
assigned to US Army Communications Command - CONUS and Fort Ritchie, 
and on whom Aoent Reports have been submitted, by both the PLO and 
Project Case Officer (PCO), are duly reflected in Monthly Status 
Reports (MSR) for the months of February and "arch 1974. Paragraphs 
2.e. and 3.a. of this reoort contain statistics concerning Aaents 
Reports submitted only by the PLO. - 

q. Covert Sources within the CANARY EFFORT taraet area continue 
to report adverse suitability information concernina both US Army and 
Pepartment of the Amy personnel assigned to Fort Ritchie and the 

ajccqiN 

4. COMMENTS, REMARKS , AND RECOMMEMHATIONS : 

a. It is strongly recommended that, in the event personnel 
changes are anticipated in the forthcoming reorganization, appropriate 
and responsible USAIfiTC personnel effect contact with COL Manning and/or 
Mr. Carroll prior to initiating such changes. If nochina else, the 
aforementioned recommended action should be accomplished as a "natter 

of courtesy". 

b. PLO and PCO continue to enjoy an excellent professional and 
personal working relationship. PLO and PCO indeed work and function as 
a team. PLO continues to enjoy an excellent professional and personal 
working relationship with his counterparts, liaison contacts, and Casual/ 
Official Sources. 

c. It is envisioned that,once the Fort Ritchie Field Office increases 
it’s personnel strength, and once the administrative requirements levied on 
the PLO either diminish or stabilize, the PLO will become increasingly 
effective/productive and be permitted to support the supported commander 

in the manner intented’by the ICIP, i. e. in the "true spirit" of the 
prooram. The ultimate qoal of the ICIP and, hence, the PLO, is to afford 
the Commander, Fort Ritchie, with coverage desired, i. e., enhancement of 
the security posture of Fort Ritchie and the AJCC by means not locally 
available the Commander. 

GARY L. PEISEN 
CW4, USA 

Project Liaison Officer 
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a. Location: Dugway Proving Ground., UT 


b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Not applicable 

d. Useful Information Obtained: Investigative data on potential 
sources. 

e. Operational Status: Deseret Test Center, the original organi¬ 
zation, has been disestablished and the functions assumed by Dugway, 
necessitating a realignment of targets. The Project Liaison Officer 
has established excellent liaison -with the Commander and Security 
Officer, As of the end of the reporting period, 12 potential sources 
with proper placement were under assessment. Production is expected 
during the next quarter. 
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CANINE PLATE: (OACSI Approval - 18 Sep 73) 


a. Location: Seneca Army Depot, Romulus, NY 

ti. Confidential Source Utilization: Not applicable 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Li mi ted investigative data on 
prospective sources. 

e. Operational Status: This operation has been developing slowly 
at the specific desires of the commander. He has directed that no on- 
post record or file checks be conducted on potential sources for fear 
that they or the operation will be compromised. However, he has 
suggested that any prospective source approached who is in doubt of the 
Project Liaison Officer's bona fides be instructed to telephone him 
privately. Four potential sources have been identified and subjected 

to police and FBI checks, and will be recruited when favorable assessmen 
is concluded. 
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sim- CANTINA ARCH: (OACSI Approval - 12 Dec 73) 

'a. Location: US Army Air defense Center and Ft Bliss* TX 

b. Confidential Source Utilization: Not applicable 

c. Infonnation Obtained Off-post and/or Reported on Non-af filiated 
Civilians: Not applicable 

d. Useful Information Obtained: Investigative data on potential 
sources. 


e. Operational Status: Complete cooperation is being received from 
the DSEC, who is the ICIP Coordinator. Two sources are ready for recruit¬ 
ment and five are under assessment. Two were assessed and rejected be¬ 
cause of suitability infonnation developed. Production can be expected 
during the second quarter of CY 7*f. The DSEC is being kep' abreast of 
developments and is satisfied with the progress to date. 
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a. Location: Pentagon Telecommunications Center 

b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Not applicable 

d. Useful Information Obtained: Investigative data on prospective 
sources. 

e. Operational Status: This operation has not been completely 
implemented due to the lack of recruited sources. Two are currently 
under assessment and, if acceptable or amenable to recruitment, should, 
begin to provide information during the coming quarter. The Director 
and his security officials continue to be completely cooperative and 
appreciative of the development of the operation. 








! CENTAUR RACE: (OACSI Approval - 30 JuL 73) 

Location: Ninth Infantry Division and Port Lewis, WA 


b. Confidential Source Utilization: None 

e. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: N one 

o'- C '-: 

d. Useful Information Obtained: A co nventional source reported 

activity by the wife of SP-4 | b6 |courtmartialed on 17 Jan 7k 

for illegal distribution of literature on post. (Agent Report attached 
at ANNEX A.) There were two instances of distribution of such litera¬ 
ture on the post during the period reported on. The PBI continues to 
provide information on military personnel who engage in anti-military 
activity off-post. 

e. Operational Status: | b6 | transferred to Leavenworth and then 
released from confinement and the service during the period, is allegedly 
returning to or already in Taccuna, WA. He is expected to continue his 
anti-military activ ities, bu t the F BI is in a position to prov ide continu¬ 
ing coverage. Both | b6 | and | b6 | are expected to assist I bS ~| in his 
activities. Security officials at Fort Lewis indicate that this minor 
activity has no apparent affect on troop morale or efficiency. This is 
confirmed by contacts with 26 conventional sources during the period. 
Eighteen additional individuals are 'under assessment for use as either 
confidential or conventional sources. The civilian deputy to the G2 
advised the Cl Div, DCSI, FORSCOM, that he was pleased with what was being 
provided. 
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I. NAME Of SUHECT Ot TfllE Of incident 

ANTI-HILIT/lRY/DI SSIDEKT ACTIVITIES 
Company A, 3/39th Inf, 9th Inf Div 
Fort Levis, V-'ashington 


AGENT REPORT 


(CASUAL SOURCE) On 31 January 197l, PFC | b6 1 

Company A, 3/39th Infantry, 9th Infantry Division, Fort Levis, Washington, 
was interviewed by the undersigned, at the Fort Levis Field Office, 115th 
Military Intelligence Group, Fort Lewis, regarding SUBJECT, and stated 
substantially as follows: 

__Two of | b6 s friends, PVT| b6 land PFC f"b6 | 

I b6 I, both members of the 3/39th Infantry, collected approximatelyll75.00 
front Source 1 s platoon on 3L January 197):. The money was collected for 
I b6 \ s wife. A substantial number of persons in Company A, 3/ 39th I nfantry 
are highly disgruntled with the US Any for the stiff sentence | b6 I received 
as a result of his recent court-martial at Fort Lewis. 

AGENT'S NOTES: 1 b6 L a former member of Company A, 3/39th 

Infantry, Fort Lewis, was given a Special Court-Martial on l6 January 197L, ' 
for the unauthorized distribution of literature at Fort Lewis, Washington. 


ROBERT T. JENKINS, 115th MI Gp (LE> __ (/^ 








CENTAUR SALE: (OACSI Approval - l4 Dec 73) 


a. Location: US Army Mobility Equipment Research and Development 
Center, Ft Belvoir, VA 


b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Not applicable 

d. Useful Information Obtained: SSG 1 b6 L mentioned 

in the previous report, went AWOL and was dropped from the rolls as a 
deserter. He was not reported as a Knowledgeable AWOL. A contractor 
employee was caught taking unauthorized photographs on post. Examina¬ 
tion of the developed photos indicated nothing of security interest, 
and MERDC authorities plan no further action. 


e. Operational Status: The relationship with MERDC security 
officials continues to be excellent. The Project Liaison Officer (PLO) 
has been hampered by having to function in the same capacity at Hariy 
Diamond Laboratories (HDL). However, he has identified 10 prospective 
sources and appropriate checks are being conducted. A separate PLO will 
be assigned to HDL and will allow the CENTAUR SALE PLO to function 
full-time. 
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KID: (OACSI Approval - 18 Oct 73) 


a. Location: Harry Diamond Laboratories, Washington, DC 

b. Confidential Source Utilization: Not applicable 

e. Information Obtained Off-post and/or Reported on Won-affiliated 
Civilians: Wot applicable 

d. Useful Information Obtained: Agent Reports on an Israeli-bom 
employee which satisfy requirements in a USAIWTC program concerning 
extremist threats against the Amy. 

e. Operational Status: This operation has been somewhat hampered 
by the reluctance of the Security Officer to cooperate with the Project 
Liaison Officer (PLO). The PLO has been also required to function in 
that capacity for CENTAUR SALE. A separate PLO for CENTAVO KID has been 
assigned and documented with a security badge. By working with the more 
receptive Assistant Security Officer, who is expected to take over from 
his chief when the latter retires this year, it is hoped that progress 
will be made. The staff in the Personnel Office cooperate fully, so that 
identification and selection of potential sources should begin shortly. 
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a. Location: Headquarters, US Army Electronics Command, 

Ft Monmouth, NJ 

b. Confidential Source Utilization: One additional source was 
recruited, bringing the total utilized to four. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Hone, 

d. Useful Information Obtained: 

(1) A civilian employee continues to drink to excess; the matter 
will be discussed with his supervisor by the ICIP Coordinator. 

(2) Another employee is in contact with foreign export companies, 
but the fact that some are in the Soviet Bloc has heretofore been unknown 
to ECOM officials. The coordinator has asked that sources be tasked to 
provide additional details. 

( 3 ) A civilian guard detailed to control access to a sensitive area 
has been absent from his post, allowing personnel to come and go with 
identification not checked. He has been transferred to other duties, 

(4) A GS 15 scientist discussed SECRET information in a GSA cafe¬ 
teria while on TDX. He will be counseled on proper security procedures, 
since he will soon host a visiting Japanese student and may inadvertently 
release unauthorized information. (See ANNEX A) 

e. Operational Status: In addition to the confidential sources 
listed above, nine conventional sources were used during the period, 

two of whom contributed information on the guard and the talkative scien¬ 
tist. ECOM staff members continue to express appreciation for the infor¬ 
mation surfaced "by the operation. LTC Richard 0. Aamot, Chief, Security 
Office, and ICIP Coordinator, has announced his intention of expressing 
in writing his appreciation to personnel involved in the ICIP for their 
contributions to the security of ECOM. Additional details are contained 
in attached Quarterly Progress Report. 


1 Incl 





CATION 
1.052 




c 3/lcf // 





I3ARTMENT OF THE ARM', 


FORT MONMOUTH FIELD OFFICE 
1COTH MILITARY INTELLIGENCE GROUP 
P. O. BOX 176. EATONTOWN, NEW JERSEY 07724 


QUARTERLY PROGRESS REPORT NUMBER 16 


Period: 10 December 1973 "to 1 March 197** 

WASHING NOTICE: SENSITIVE SOURCES AIR) METHODS INVOLVED * ? MAR 1374 


SUBJECT: CENTRAL TAXI (U) 

1. (u) CIRCUMSTANCES : 

On 4 torch 1974, Quarterly Progress Report Number 1 6 was presented orally 
to 1TC Richard 0. Aamot, Chief, Security Office, US Army Electronics 'Command 
New Jersey, in ITC Aamot’s office; no others were pre- 


OF OPERATIONAL PROGRESS DURING T55 PERIOD: 


a. The prospective confidential source mentioned in Quarterly Progress- Re¬ 
port Number 15 (IC-B-075) was recruited by the PCO on 10 January 197*** (See 
CR-00 1 -109-MON, Subject: IC-B-075, dated 1 6 January 197*0- 


(ECOM), Fort,Monmouth, 
sent. 


RECAPITULATION 


b. The name of the program has been changed from the Counterintelligence 
Screening Program (CISP) t^o the Internal Counterintelligence Program (ICIP). 

c. Emphasis continues on spotting, assessing and recruiting conventional 
sources. During the reporting period, the PLO recruited six additional con¬ 
ventional sources. A total of nine conventional sources have been recruited 
since November 1973, when the new conventional source program was implemen¬ 
ted. The PLO is in the process of spotting and assessing four new conven¬ 
tional sources. 


d. The PLO has been alerted by DA that he will be transferred to USAREUR. 
Hopefully,ja new PLO will be on station prior to the undersigned's departure. 




SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: 


a. On 9 January 197**, 14 was reported that Sherman Ray SHIELDS (see Quar¬ 
terly Progress Report Number 15) continued to consume alcoholic beverages to 
excess. (CR-011-1O9-M0N, Subject: IC-B-072, dated 15 January 1974). 


b. On 9 Janu ary 197**; it was reported that | b6 | DAC, GS- 

12, I b6 | Electronics Devices Branch, Components Section, Production 

Engineering Division, Directorate of Research, Development and Engineering, 
ECOM, Fort Monmouth, New Jersey, was involved in foreign business transactions, 
to include transactions emanating from Soviet Bloc countries. (CR-011-109- 
-MON, Subject: IC-B-072, dated 15 January 197**)- Subsequent Investigation re- 
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vealed that I b6 l oad indicated on HIS latest Statement of Personal 'History 
that HE was involved in foreign business transactions,, but failed to note 
HIS dealings with Soviet Bloc countries. Noteworthy is the fact that HIS 
mother, father and spouse were all bom in Poland. 

c. On 1 March 19 7*1, informatio n was received that John Randolph PICKER- 

SON, Sr., DAC, GS-**, | b6 | a US Govemnient Security Guard employed by 

ECOM was not carrying out HIS duties in a proper manner. DICKERSON had been 
observed for over a two-year period at HIS normal post at the entrance/exits 
to the Hexagon cafeteria. During this period, DICKERSON, who was supposed to 
be checking personnel for proper identification and clearance, was seen sleep¬ 
ing, wiping tables, working in the kitchen and operating the cafeteria cash 
register. (Agent Reports prepared by Jerome A- Britton, 109th MI Group, re¬ 
garding DICKERSON, dated 1 March 1974.) 

d. On I March 1974, i nformation was received that I b6 \ 

DAC, GS-15, 1 b6 Chief, Laser Technical Area, Combat Surveillance & • 

Target Acquisition Laboratory (CSTA), ECOM, Fort Monmouth, New Jersey, had 
taken a TDY trip to the Washing ton, D.C. area during the past 30 days. While 
in the Washington area. I b6 | accompanied by several others, went to an AMC 
cafeteria and began discussing sensitive SECR ET info rmation. It is unknown 
if uncleared personnel were able to listen tc | b6 f s conversation. (Agent 
Rep orts pr epared by Special Agent Jerome A* Britton, 109th MI Group, regard- 
ing [ b6 [ dated 1 March^197*0 • 

e. Information regarding ! b6 | (see Quarterly Progress Re¬ 

port Number 15) was passed to the Fort Monmouth Resident Agency, USACIDC, for 
possible exploitation. 

(Vi 

4.H«} COMMENTS, REMARKS AND RECOMMENDATIONS : 

a. Reference paragraphs 2a and 2c above: ITC Aamot expressed deep satis¬ 
faction with CENTRAL TAXI’s progress, and urged that personnel Involved in 
the program continue their aggressiveness. 

b. Reference paragraph 3a above: ITC Aamot will talk to SHIELDS' super¬ 
visor. 


c. Referen ce para graph 3b above: ITC Aamot requested additional Informa¬ 
tion regarding | b6 |as it is developed. Aamot already has briefed the ECOM 
Chief of Staff on | b6 [ and would be most appreciative if ve can surface add¬ 
itional details. 


d. Reference paragraph 3c above; ITC Aamot advised the PLO that DICKERSON 
will be relieved from HIS pest and transferred to another position with de¬ 
creased responsibilities. 






e. Reference paragraph 3d above: ETC Aaa ot contacted the Director of the 
C5TA laboratory and informed him t'natj b6 jhad been overheard discussing SE¬ 
CRET information in an unauthorized area- Aamot will confront | b6 ] with the 
same information, without being specific so as not to compromise our source. 
The Agent Repo rt on| b6 fc ould be of more importance than superficially in¬ 
dicated because [ b6 | js sponsoring a Japanese e xchange scientist who only is 
cleared for access to CONFIDENTIAL material, and [ b6 1 is capable of inadver¬ 
tently passing SECRET data to the Japanese scientist. The verbal counseling 
by Aamot sho uld neg ate such an eventuality and result in increased security 
awareness on | b6 \ s part. 

_f. Reference paragraphs 2c and 3c and 3d above: The Agent Reports on | b6 | 

| b6 l and DICKERSON were especially significant because they represent the 
first reporting by conventional sources since implementation of the conven¬ 
tional source program in November 1973* This data was obtained on just the 
second ccnta ct with the sources and indicates a very promising future for 
the overall program. 


g. CENTRAL TAXI target coverage is presently as follows; 

(1) Research, Development and Engineering Directorate: Confidential 
Sources IC-B-072 and IC-B-073- 


(2) Directorate of Product Assurance: Confidential Source IC-B-07^* 

(3) Maintenance Directorate; Conventional Sources [~b7(d) | and [~b7(d) _ 

(4) Combat Surveillance and Target A cquisition laboratory: Confiden¬ 
tial Source IC-B-075 and Conventional Source |b7(d) [ 

(5) Electronics Technology and Devices Laboratory: Conventional Source 

I b7(d) | 

(6) Electronic Warfare Laboratory: Conventional Sources |b7(d) | |b7(d) | 

and | b7(d) | . - 


(7) R esearch and Development Technical Support Activity: Conventional 

Source |b7(d) | . 

(8) Directorate of Management Information Systems: Confidential Source 
IC-B-058, upon his transfer from ECOM/Philadelphia to Fort Monmouth. 

(9) Co maunications/Automatic Data Processing Laboratory: Conventional 

Source | b7(d) j . 
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h. Future plans relative to new target areas are to recruit sources in 
the following ECO’-! activities which are presently void of source coverage: 
Avionics Laboratory; Directorate of Procurement and Production; Directorate 
of Materiel Management, upon its relocation from Philadelphia to Fort Mon¬ 
mouth; Comptroller; and Directorate of Plans, Training and Force Develop¬ 
ment . 


i. A total of 11 CENTRAL TAXI Agent Reports, consisting of 19 leads were 
prepared by the PCO and PLO during the reporting period. 


/ 


JEROME A. BRITTON 
CW3, USA 

PLO, CENTRAL TAXI 


EGRADED^MC, 

“sbsss* 






a. Location: 


US Array Management Systems Support Agency, The 
Pentagon 


b. Confidential Source Utilization: One source was recruited 
during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 


d. Useful Information Obtained: None 


e. Operational Status: The source is still in the training 
phase, but can be expected to begin satisfying EEI during the next 
reporting period. Twenty-one prospective sources have been subjected 
to file reviews, LACs, NACs and assessment, and can be activated as 
required. The Director and the Security Manager continue to provide 
the cooperation necessary in the development of this operation. During 
the quarterly briefing, the Director stated that sensitive information 
discussed in his office was becoming common knowledge within the agency 
and felt that this information was either released by someone without 
authorization or that his office was technically monitored. He requested 
that a technical inspection of his office he provided, and was assured 
that an inspection would be conducted in the near future. A complete 
inspection was completed on 5 Apr 74 with negative results. 


Soffit, 
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STAR: (OACSI Approval - 17 Feb 72) 
Aberdeen Proving Ground, MD 


b. Confidential Source Utilization: Two sources were used 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Ron-affiliated 
Civilians: Rone 


d. Useful Information Obtained: Investigative data on potential 
sources. 


e. Operational Status: A review of installation targets indicates 
that the highest priority should be given the Ballistics Research 
Laboratory (BRL). One of the above sources is assigned to BRL, and 
three conventional sources are now under assessment to expand the cover¬ 
age. Two additional conventional sources are under assessment in other 
target activities. The Project Liaison Officer has been assisting in 
preparation of the Sensitive Activity Vulnerability Estimate (SAVE) at 
Aberdeen since February. This has given him an opportunity to make 
additional useful contacts and identify areas such as BRL which need 
additional source coverage. 
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14. J&yXQ. NG SILK: (OACSI Approval - l6 Feb 72) 
/&.. location: Picatinny Arsenal, Dover, NJ 


b. Confidential Source Utilization: One source was 
during the period, leaving a total of two, 

c. Information Obtained Off-post and/or Reported on 
Civilians: None 


terminated 

Non-affiliated 


d. Useful Information Obtained: As a result of information provided 
by a source, the Commander and Security Officer were made aware of ex¬ 
cessive absenteeism by a GS 11 Engineer. The employee’s absence and 
irrational behavior were known to the Civilian Personnel Office but not 
staffed. As a result, procedures have been changed so that such informa¬ 
tion will be reported to the Security Officer. Another engineer, a GS 
12, allegedly takes bets from fellow employees in excess of $100 and 
"lays them off” with unidentified individuals off-post. Another engineer, 
a GS 11, is offering photographic equipment for sale to fellow employees 
at about 60 % of cost, most of it admittedly "hot." This infoimation, 
which could conceivably be exploited by HOIS came to the source as a 
target of opportunity. The ICIP Coordinator has requested further infor¬ 
mation be developed before requests for investigation are submitted to 
USAINTC. 


e. Operational Status: Eleven of the 12 potential conventional 
sources mentioned in the previous quarterly report have been contacted, 
and 10 were amenable to recruitment. The Uth was agreeable, but did 
not consider that he had the proper placement. He identified the build¬ 
ing in his directorate which was the location of the most sensitive 
activities, and recommended two individuals as possible sources. He 
has been briefed on the necessity of remaining silent about the operation. 
The Project Liaison Officer has been requested to assist in future SAEDA 
lectures, and expects to acquire additional potential sources from among 
the "walk-ins" who normally surface after such lectures. The Commander 
has taken an interest in the operation and requested the expanded coverage 
which will be provided by the use of conventional sources. Termination 
of the source was necessitated because of a RIF which reduced him from a 
GS 11 to a GS 7, affecting his production as a source. He was also 
transferred to a less sensitive area, ending his placement. 


SSss- 













b. Confidential Source Utilization: One source was contacted 
during the reporting period. 


c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: None. 

e. Operational Status: The source was met in New Jersey and stated 
that he was- to be officially transferred to Ft Monmouth on 11 liar. 

From a practical standpoint, this signifies the demise of LANDLESS TIME. 
A revised CENTRAL TAXI OPLAN will include the functions transferred from 
Philadelphia to Ft Monmouth, and will identify the Management Informa¬ 
tion Services Branch, to which this source is assigned, as a target 
area. This source will be carried during the next reporting period 
under CENTRAL TAXI. 
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(OACSI Approval - 22 Dec 71) 


a. Location: Defense Language Institute, East Coast Branch 
Anacostia Naval Annex, Washington, DC 


b. Confidential Source Utilization: None; coverage is provided 
by conventional sources, 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Agent Reports on eight Arabian 
instructors which satisfies requirements of a USAINTC program concerning 
extremist threats against the Army, 


e. Operational Status: During the reporting period, word was 
received that the headquarters and school would begin a move to the 
Presidio of Monterey, CA, after 1 July, However, all classes which are 
in session on that date will continue here until graduation. It will 
therefore be necessary to continue this operation until the move by 
attrition is completed, while LENTIL MONKEY will increase coverage 
accordingly. 
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17. CCT IENIENT CLOUD: (OACSI Approval - l6 Feb 72) 

a. Location: IB Arsqy War College, Carlisle Barracks, PA 

b. Confidential Source Utilization: Four sources used during 
the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 


d. Useful Information Obtained: Hie limited investigation on the 
captain displaying unexplained affluence is not yet complete, A 
Hungarian-born NCO was identified as not having completely accounted 
for foreign visits and relatives. The reguested investigation has been 
completed and is being returned to AUC. The questionable areas appear 
to have been satisfactorily resolved. 

e. Operational Status: The CG, AWC continues to express his com¬ 
plete satisfaction with the operation. Conventional Sources continue 
to provide information to supplement that provided by the Confidential 
Sources. The new Deputy CG was briefed during the period and expressed 
reservations concerning the operation. It can only be hoped that the 
Commandant’s enthusiasm for the operation will serve to overcome this 
attitude. 
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b. Confidential Source Utilization: Four sources were utilized 
during the period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None 

d. Useful Information Obtained: Another incident involving pen¬ 
pals in Czechoslovakia was surfaced, although it took place during the 
summer of 1973. It involved unidentified ethnic Czechs at the SOKOL 
Hall in San Mateo, CA and two unidentified WAC members of the Army- 
Security Agency who graduated in Sep 73. ODCSI, USAREUR has been re¬ 
quested to pass this information to ASA security authorities in USAREUR 
and provide the identity of the perpetrators and the names of the Czech 
pen-pals. Five individuals involved in the illegal use of drugs were 
identified and appropriate notifications made. One of these vias alleged 
to have admitted using heroin. 

e. Operational Status: The Commandant, Defense Language Institute, 
was present for the quarterly briefing and was extremely receptive to 
the program. He ejects to move his staff to the West Coast hy Sep 74. 
There are 11 conventional sources employed, and eight additional students 
have been identified as probable confidential sources. Both the Comman¬ 
dant and Security Officer have expressed appreciation for the enhancement 
of the installation*s security posture as a result of the ICIP and 
attendant Cl support. 
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Internal Counterintelligence Program (ICIP) Operations 


OFFICE SYMBOL ISUiPENS 

DAMI-DO'.L-S ( 


28 January 1974 



To obtain approval of the quarterly ICIP report. 

MEMORANDUM FOR re CORO. (Decent* briefly the r~,airmm.ni, backgra end and action taken or recommend'd. Mart he ufficientfy detailed to identify 
Ik* action wit ho et recoar ee to other eoarcee.} 

1. BACKGROUND : 

a By memorandum dated 8 February 1972 (YELLO W TAB _B_) the Under Secretary of the 
Army requested the Vice Chief of Staff (VCSA), US Army, provide quarterly reports 
on all (ICIP) operations. 

b. This is the seventh such quarterly report. 

c. USAINTC input is at YELLQtt TAB L. 

2. DISCUSSION : 

a. At the direction of the VCSA, 2 November 1973, the term Internal Counterin¬ 
telligence Program (ICIP) replaced the term Aggressive Counterintelligence Program, 
(ACIP). 

b. YELLOtt tab a f orwards to the VCSA the ICIP Quarterly Report ending 31 December 
1973 for the Under Secretary of the Army. 


3. RECOMMENDATION : That the memorandum to the VCSA at J 
signed. 


Ji. be approved and 



ACS! FORM 28, 13 Sep 71 
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DAMI-DOl-S 0 1 FEB 1974 


MEMORANDUM FOR: VICE CHIEF OF STAFF, UNITED STATES ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations 


1* Reference Under Secretary of the Army memorandum, dated 8 February 
1972, subject as above (Inclosure 2). 

2. Recommend your approval and signature of the memorandum at Inclo¬ 
sure 1 which transmits the report required by the cited reference, 

3. Coordination: None required. 


Hid 

1, Memo for USofA 
w/attachment (CONEIPESTTSLr 

2. Memo for VCSA, 8 Feb 72 
,—(SECRET} 


'I 


HAROLD R. AARON 
Major General, GS 
ACofS for Intelligence 


15 Feb 74 


e °y N c &%^ c 
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APPROVED - VCSA. (Memo to USofA 
hand carried). 



. Awistant Secretary of 
the General Staff 


\v.. 




CS 350,09 (1 Feb 74) 



i&tCfiAffiSBl FOR: UH£fc£ tiGBhlABX CE' 2£b AEHT 

tObJbCT: Internal tounterintcl 1 fgeace Program (KIP) Operations (U) 


1. (U) Reference it stoat to Beacrandur., Under Secretary of the Arty, 
dated 8 February 1972, subject a& abort. 

(uv> 

2. Wj» The eleven Internal Counterintelligence Progre::. (ICir) opera** 
tlode reported by jaeccranu'x- to you last quarter reaain active. l lx 
new operations wjbsaittfed during the last quarter have been reviewed at- 
DA and approved for iapl^aeatctioru The report of current qi>«mtione 
for the quarter tsdiar 31 leceaber 1V73 is attached. 


3. The prisar/ value of IGU opvratic-ne ie in tfceia potential 

for/early warning end detecting asternal eecualty waslmeu.. r.zS eecurifc;. 
threats to the tapporU-u ecssaasc. 3ha;.nuch a- these- operation- ore c. 
fora of intensified security watchfulness, negative- report, in then- 
selves ere frequently of value ty a ctss&endcr is planning for security 
requirements of a given is stall c.tioi. or activity. 
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CURRENT IC1P OPERATIONS 


ICIP 

LOCATION_ NICKMaME 


Edgevood Arsenal, 

Maryland 

CaKaL loop 

Fort Huachuca, 

Arison a 

CANAL ROPE 

Fort Ritchie, 

Maryland 

CANARY EFFORT 

Dtigway. Proving Cround, 
Utah 

CANARY STONE 

Seneca Army Depot, 

New York 

CANINE PLATE 

Fort Bliss, 

Texas 

CANTINtt ARCH 

Fort Lewis, 

Washington 

CENTAUR RACE 

Fort Belvpir, 

Virginia 

CENTaUR SaLE 

Harry Diamond Lab, 
Washington, DC 

CENTaVO KID 

Fort Monmouth, 

New Jersey 

CENTRAL TaKI 

U SAMS 3A, 

Pentagon 

CENTURY SQUAD 

Aberdeen Proving Grounds, 
Maryland 

GONDOLA star 

Pleatimiy Arsenal, 

New Jersey 

COWS SILK 

Electronics Ccnaand, 

LANDLESS TIME 


Philadelphia, 

Pennsylvania . *r •* 

Classified by - ->-ViJ_ -- 

EXEMPT FROM GENERAL DECL*SS?Elf.ATlON 
SCHEDULE OF EXECUTIVE ORDER 11652 
EXEMPTION CATEGORY * — --- 0 c 

DECLASSIFY ON 


NUKBER CONFI- 

DATE APPROVED _ DENTlAL SOURCES 

16 Peb 72 

17 Dec 73 

16 Feb 72 

18 Jul 73 

18 Sep 73 

12 Dec 73 

30 Jul 73 

14 Dec 73 

18 Oct 73 

16 Feb 72 

3 Oct 73 

16 Feb 72 

16 Feb 72 

19 Jan 72 



5 

0 

3 

0 

C 

0 

0 

0 

0 

3 

0 

2 

3 

1 





CURRENT ICIP OPERATIONS (cent) 


LOCATION 

ICIP 

NICKNAME 

DATE 

APPROVED 

NUMBER CONFI¬ 
DENTIAL SOURCES 

Defense Language Institute 
Washington, DC 

LANYARD MOOD 

22 

Dec 71 

0 

Army War College, 

Carlisle Barracks, 
Pennsylvania 

LENIENT CLOUD 

16 

Feb 72 

4 

Defense Language Institute 
Presidio of Monterey, 
California 

LENTIL MONKEY 

26 

Oct 71 

4 

TOTALS 17 

17 



25 


Off-post Information : There were no instances in which information on non- 
affiliated civilians was collected off post. 

Information Obtained : 

a. During the second quarter FY 74 the ICIP operations have received in¬ 
creased emphasis from the Intelligence Command and the supported commanders. 

The 17 operations, six of which are newly implemented, have been received with 
enthusiasm from the supported commands. None of the operations during this 
quarter indicated the existance of a hostile threat. 

fc. Approximately 30 reports emanating from the ongoing operations and passed 
to the supported commanders concern personnel suitability and incidents. 

Continuance of Operations : The 17 ICIP operations are being continued for their 
original stated purpose. 




ICDO-OP 


DEf^ARTMENT OF THE ARMY 

HEADOUARTERS # 

U S. ARMY INTELLIGENCE COMMAND 
FORT MEADE MARYLAND 20733 


C 9 JAN 1974 


SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (u) 


HQDA (LAMI-DOI-S) 
WASH DC 20310 


I 


lj^lha 


There has "been positive improvement in the Internal Counter¬ 
intelligence Program (ICIP) during the second quarter FI 1974. The 
positive improvement has resulted from Command emphasis placed on maMng 
the individual operations viable and productive. The briefings con¬ 
ducted by the Intelligence Command and the Group Commanders’ visits 
have contributed immeasurably to understanding, acceptance and coopera¬ 
tion in the ICIP by the supported Commanders and their staffs. With 
this impetus and assignment of aggressive Project Liaison and Contact 
Officers, the operations are beginning to produce the counterintelligence 
information that meet and satisfy the objectives of this program. 

Criminal and security information gleaned as an adjunct of the program 
activity have been furnished the appropriate Army authorities for their 

“TuV 


2. During the reporting period, there have been six additional 

ICIP operations approved of which three were implemented and the other 
three are scheduled for implementation during January 1974. This brings 
the total number of operations to 17 for the program. 


3 In addition to Quarterly Status report. Progress Reports are 

inclosed for in depth information concerning the individual operations. 
These reports not only reflect the progress accomplished during the report¬ 
ing period, but the positive attitude that now prevails at all levels. 
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SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (U) 

Tbis aggressive attitude is expected to result in increased productivity 
with each quarter. Equally important, the ICIP is expected to continue 
to project a favorable image of counterintelligence through professional 
accomplishments and service to the supported commands. 

FOR THE COMMANDER: 


of staff, Operations 


32 Inel 

1-17. Quarterly Status Rpts 
18-32. Quarterly Progress Rpts 



ESSE D./JOY, 
£olonel,wS 
“Deputy Chief 
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1 . CANAL LOOP: {OACSI Approval - l£> Feb 72) 

/ a. Location: Edgewood Arsenal, Edgewood, MD 

b. Confidential Source Utilization: Five sources were utilized 
d u n' ng the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 


d. Useful Information Obtained: Two Agent Reports dated 13 Dec 73* 

subject: | b6 [ submitted. 

e. Operational Status: The assignment of a replacement Project 
liaison Officer will enhance the planned recruitment of additional 
sources both here and at Aberdeen Proving Ground. 


regraded unclassified 
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CANAL ROPE: (OACSI Approval - 17 Dec 73) 


a. Location: Headquarters, US Araty Communications Command and 
11th Signal Group, Ft Huachuca, AZ 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Not applicable. 

e. Operational Status: Implementation by the field element 
directed on 21 December 1973 is expected to be actioned in January 197^- 
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CANARY EFFORT: 


(OACSI Approval - 16 Feb 72) 


a. location: Fort Ritchie, MD 


b. Confidential Source Utilization: Three Confidential Sources 
were utilized during the reporting period. Additionally, one Conventional 
Source has been coded and was utilized during the reporting period. 


c. Information Obtained .Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: Twenty-two Agent Reports were 
submitted pertaining to incidents and adverse suitability information 
regarding US Army personnel assigned to the US Army Communications 
Command - CONTE and Fort Ritchie. Several individuals were identified 
as being involved in drug abuse or drug abuse incidents. Appropriate 
Fort Ritchie staff personnel and CXD were notified. Activities of these 
individuals will be monitored for development of specific suitability 
information, since the majority have access to the Alternate Joint 
Communications Center. A senior NCO assigned to communications was 
identified as being in debt. 

e. Operational Status: An experienced Project Liaison Officer was 
assigned the operation on 15 October 1973 and is now well established. 

The Fort Ritchie commander expressed his gratitude at the accomplishments 
rendered during the reporting period. The Commanding General,, US Army 
Communications Command - CONUS has expressed his desire that the 
operation continue in effect to enhance the security of his command. 
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' CANARY STONE: (OACSI Approval - 18 Jul 73) 

Location: Deseret Test Center, Dugway Proving Ground, UT 


b. Confidential Source Utilization: Not applicable 

c. Information Obtained Off-post and/or Reported on lion-affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: Not applicable 

e. Operational Status: With the arrival of the Project Liaison 
Officer on station on 1 December 1973, and the finalization of the 
Intraservice Support Agreement, this operation can be expected to be¬ 
come operational during the coming quarter. 
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a. Location: Seneca Army Depot, Romulus, NY 


b. Confidential Source Utilization: Hone utilized during the 
reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None« 

d. Useful Information Obtained: Not applicable. 

e. Operational Status: Hie Commander was briefed on the implemen¬ 
tation of the operation on 17 November 1973* Sources are expected to 
be recruited and reporting during the third quarter of FY 74., 







d. Useful Information Obtained: Not applicable. 

e. Operational Status; Implementation by the field element 
directed on 21 December is expected to be accomplished in January 197^* 






RACE: (OACSI Approval - 30 Jul 73) 

: Ninth Infantry Division and Fort Lewis, WA 

b. Confidential Source Utilization: Hiis operation currently has 
no Confidential Sources. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 

d. Useful Information Obtained: Conventional Sources have reported 
damage to signal equipment and to a helicopter. Both incidents are still 
tinder investigation to determine whether the damage was intentional or 
accidental. Information was also obtained on the distribution of anti- 
military/dissident literature at Fort Lewis. 

_e. Operational Status: Hie impending courtmartial of SPU | b6 j 

b6 | for illegal distribution of literature on-post has increased the 
tempo of anti-military activity at Fort Lewis. Lead Development data 
on prospective Confidential Sources is expected by mid-January 197^. 

In the meantime, coverage is provided by 11 Conventional Sources, with 
another 12 under assessment. 
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CENTAUR SALE: (OACSI Approval - 14 Dec 73) 

a. Location: US Army Motility Equipment Research and Development 
Center, Fort Eelvoir, VA 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-post and/or Reported on Non«affiliated 
Civilians: Not applicable. 

d. Useful Information Obtained: During this peri od three Agent 

Rep orts we re produced. These reports are as f oll ows: | b6 | 

M , DPOB: I b6 | SSG | b6 1 report 

submitted 26 October 1973 > concerned suitability due to indebtedne ss: 

I b6 I, DPOB: | b6 L CIV 

| b6 L report submitted 5 November 1973, concer ned suitability due 

to alcohol drinking pro blems;! b6 \ DPOB: | b6 ~1 

| b6 | SSAN | b6 | , report submitted 21 November 1973, 

concerned a threatening telephone call. The information reported was 
developed by the Project Liaison Officer pending formal approval of the 
Operations Plan* 

e. Operational Status: Formal implementation by the field element 
directed on 21 December 1973 is expected to he accomplished in January 
1974. 
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CENTAVO KID: 


(OACSI Approval - 18 Oct 73) 



! 


/a. Location: 


Harry Diamond Laboratories, Washington, DC 


b. Confidential Source Utilization: None utilized during the 
reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 


d. Useful Information Obtained: One Agent Report was p roduce d on 
suitability information developed onl b6 I D PQB: | b6 | 

| b6 1 CIV I b6 | 


e. Operational Status: The Commander was advised on 12 November 
1973 that the operation was being implemented. However, source recruit¬ 
ment is not expected until the next reporting period. 
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10. yfr CENTRAL TAXI: (OACSI Approval - 16 Feb 72} 

a. Location: Headquarters, US Army Electronics Command, 

Fort Monmouth, NJ 

b. Confidential Source Utilization: Three such sources were 
used during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None, 

d. Useful Information Obtained: A US Amy truck has been observed 
delivering unidentified articles each week to a civilian residence in a 
hearty town; a civilian employee has a drinking problem io the extent 
that he has come to work inebriated. A civilian employee is allegedly 
involved in narcotics traffic. 

e. Operational Status: Above items of information were passed to 
the appropriate officials at Fort Monmouth. The operation has been 
revitalized. The confidential sources have been reactivated by the 
newly assigned Project Control Officer, and the Project Liaison Officer 
has recruited three conventional sources; two in the Electronics Warfare 
Laboratory, ECCM’s most sensitive activity and one in the Maintenance 
Directorate where the majority of the ECOM security violations originate 
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11. CENTUKf SQUAD: (QACSI Approval - 3 Oct 73) 

a. Location: US Army Management Systems Support Agency, The 

Pentagon 

b. Confidential Source Utilization: Not applicable. 

c. Information Obtained Off-post and/or Reported on Ncn-affiliated 
Civilians: None. 

. d. Useful Information Obtained: Not applicable. 

e. Operational Status: The Security Officer and his assistant were 
advised on 5 November 1973 that the operation had been approved for 
implementation. Ten individuals have been identified as potential 
Confidential Sources, and requests for Local and National Agency Checks 
have been initiated. Recruitment of these individuals will depend on 
the investigative results. The files of 17 civilian employees have also 
been reviewed and records checks have been requested. 
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12. ^f^GOWDOLA STAR: (OACSI Approval - 17 Feb 72) 

a. location: Aberdeen Proving Ground, M3 

b. Confidential Source Utilization: Two sources were used during 
the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civi lians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: The recently assigned Project Liaison 
Officer, who also handles the operation at Edgewood Arsenal, has served 
two previous tours at Aberdeen, and his contacts needed to spot and 
assess the additional Confidential Sources required for this operation 
have been re-established. Edgewood is a sub-post of Aberdeen, and it 
appears advisable to revise the GONDOLA STAR OPLAN to include CANAL LOOP. 
A single Project Control Officer handles the sources at both posts, 

and the Aberdeen Installation Intelligence Officer, who is the ICIP 
Coordinator, functions also for Edgewood. 










14. ^6) LANDLESS TIME; (OACSI Approval - 19 Jan 72) 

a. Location: Philadelphia Facility, US Army Electronics Command 

b. Confidential Source Utilization; me source was contacted 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Non-af filiated 
Civilians: None. 


d. Useful Information Obtained: None. 

e. Operational Status: .The single source available in this 
operation moved to a newly-purchased house near Fort Monmouth shortly 
before Christmas and he is commuting to Philadelphia. At the present 
time, source is employed in the Management Information Services 
Directorate, which is not included in the designated target areas of 
the Fort Monmouth operation. Retention of source depends upon his 
projected transfer in March 1974 to duties at Fort Monmouth. 
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(OACSI Approval - 22 Dec 71) 



a. Location: Defense Language Institute East Coast Branch 
Anaeostia Naval Annex, Washington, DC 

t>* Confidential Source Utilization: None; coverage is provided "by 
conventional sources. 

c. Information Obtained Off-post and/or Reported on Non-affiliated 
Civilians: None. 


d. Useful Information Obtained: None. 


■ e. Operational Status: This facility has changed from the previous 
utilization of contract schools scattered throughout the Washington area 
to a more traditional, self-contained facility with seven language depart¬ 
ments and its own instructors. A revised operation plan reflecting this 
structure and placing emphasis on the utilization of confidential as well 
as conventional sources has been prepared and will be forwarded under 
separate cover. 
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IENIEKT CLOUD: (OACSI Approval - 16 Feb 72) 


a. Location: US Army War College, Carlisle Barracks, 


PA 


L. Confidential Source Utilization: Four such sources vrere used 
during the reporting period. 

c. Information Obtained Off-post and/or Reported on Kon-affiliated 
Civilians: None. 


d. Useful Information Obtained: Information was developed indicating 
a captain has exhibited unexplained affluence, which served as basis for 
initiating an investigation. 


e. Operational Status: The Project Liaison Officer has developed 31 
conventional sources, whose information has identified a number of 
security weaknesses. The Commandant has been made aware of this situa¬ 
tion and has established additional security safeguards. The Military 
History Research Collection, a tenant agency, has been added .to the list 
of target activities. 
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17. 


LENTIL MONKEY: 


(OACSI Approval - 26 Oct 71 ) 


a. Location: Defense Language Institute West Coast Branch 

Presidio of Monterey, CA 

b. Confidential Source Utilization: One source was used as of 
the beginning of the reporting period. Three additional sources were 
added during the period. 

c. Information Obtained Off-post and/or Reported on Ron-affiliated 
Civilians: None. 

d. Useful Information Obtained: A Czech class made a field trip 
to the same San Francisco restaurant mentioned in status report for the 
second quarter of CY 73. There was no repetition of the May 73 incident. 
Communist literature was found in the post gymnasium. Improper proce¬ 
dures were used in a briefing with a SECRET classification. This infor¬ 
mation was passed to appropriate staff personnel. 

e. Operational Status: The lead Bank of prospective sources stands 
at 68 MI students. Twelve have been selected as prospective conven¬ 
tional sources and eight for confidential sources. The continued SAEDA 
briefings of class monitors has increased the security awareness of the 
students, and incidents which went unreported in the past are now being 
brought to the attention of the proper authorities. 
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•department of the army 

headouarT r.fts. iosth military intelligence group 
FORT MEADE, MARVUASD 2G7SS 


SUBJECT: Quarterly Progress Reports (OPR) and Quarterly Status Reports 
(QSR)(U) 


Commander 

United States Army Intelligence Command 

ATTN: ICDO-OP 

Fort Meade, Maryland 20755 


1. (U) Forwarded herewith are ten Quarterly Progress Reports (QFR) 

and ten Ouarterlv Status Reports (QSR) for the period 15 September 1973 
to 15 Dec either 1973 for the following Internal Counterintelligence 
Program (ICIP) Projects: 

a. CANAL LOOP (U) 

b. GONDOLA STAR (U) 

c. CANINE PLATE (U) 

d. CENTAVO KID (U) 

e. CENTRAL TAXI (U) 


f. GONG SILK (IS) 

g. LANYARD MOOD (U) 

h. CENTAUR SALE (U) 

i. CANARY EFFORT (U) 
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j. LENIENT CLOUD (U) 

2nAe**' Project accomplishments are contained in individual QPRs; how¬ 
ever, specific attention is invited to the following projects: 


a. CANAL LOOP (U) and GONDOLA STAR (U): The new Project Liaison 
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ICGP-B-SP / 

SUBJECT: Quarterly Progress Reports (QPR) and Quarterly Status Reports 
(QSR) 

Officer (PLO) is on station and the new Project Control Officer (PCO) has 
reactivated seven dormant sources. This Group will recommend combining 
these two operations in view of organizational changes in the mission and 
functions of Edgewcod Arsenal and Aberdeen Proving Ground. 

b. CANINE PLATE (U): During the reporting period, formal approval 
of the Operation Plan (OPlan) was received from the Office of the Assist¬ 
ant Chief of Staff, Intelligence (OACSI), Department of the Army, and the 
Commander, Seneca Army Depot was briefed. A PLO is assigned and the pro¬ 
gram is being implemented based on ground work previously initiated. 

c. CENTAVO KID (U): During the reporting period OACSI approval of 
the OPlan v.-as received and the Commander, Harry Diamond Laboratory was 
briefed regarding the project. A PLO has been assigned and the program 
has been implemented. Sources are under consideration. 

d. CENTRAL TAXI (U) and LANDLESS TIME (U): The CENTRAL TAXI (U) 

OPlan is under revision and should be combined with LANDLESS TIME (U) . 

This action is recommended in view of the deactivation next year of the 
Electronics Command, Philadelphia (ECOM/P) and transfer of its functions 
to Fort Monmouth (ECOM/K)• As a result of the on-going drawdown, trans¬ 
fer of functions and necessary termination of all but the one Confidential 
Source who is moving to Fort Monmouth, no QPR or QSP. will be submitted 

for Operation LANDLESS TIME (U). 

e. GONG SILK (U): The newly assigned GREAT SKILL (U) PCO has re¬ 
activated the three dormant Confidential Sources and broadened his base. 

f. LANYARD MOOD (U): 1CIP Support to the Defense Language Institute, 
East Coast (DLIEC) has a new PLO designated, and the revised OPlan sub¬ 
mitted to your headquarters for approval. 

g. CENTAUR SALE (U): OACSI approval of the OPlan was received on 

14 December 1973. The Commander, Mobility Equipment Research and Develop¬ 
ment Center (MERDC) elected to be briefed in January 1974. A PLO has 
been designated and is presently active in the overt aspects of the pro¬ 
gram. 

h. CANARY EFFORT (U): The project in support of USACOM-CONUS and 
Fort Ritchie is the best example of what the ICIP can accomplish when 
aggressively pursued by all personnel involved. Specific attention is 
invited to the CANARY EFFORT (U) QPR and QSR. I have directed that 
CANARY EFFORT (U) serve as the pilot operation for all ICIP operations 
conducted by the 109th Ml Group. A new PLO has been recently assigned. 
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SUBJECT: Quarterlv Progress Reports (OPR) and Ouarterlv Status Reports 
(QSR) 

i. LENIENT CLOUD (U): The Military history Research Collection 
(>1HRC), at the request of the Coinnancanr, US Army Ear College (USA’.’C) 
has been added tc the Lr'.'-lV'.-T CLOUD (") Target List. Information devel¬ 
oped by the PLO has led to the initiation of background investigations 
concerning two individuals assigned to USAWC. Two Conventional Sources 
have been coded during the reporting period. 

3.The following items constitute group-wide accomplishments which 
have significantly improved all aspects of the IC1P: 

a. Operational control of the 1CIP has been returned to Field Office 
control and energized there. A Special Operations Letter of Instruction 
(LOI) has been published which will constitute 109th MI Group policy and 
procedures regarding the ICIP. I have placed great Command Interest 
throughout the quarter on the program and stressed the importance of the 
ICIP during the recent 109th MI Group Commanders' Conference, I will 
continue to emphasize this program during my periodic visits to all sub¬ 
ordinate elements. Additionally, I have personally briefed a number of 
commanders of supported activities and their security managers concerning 
ICIP. This quarter ve have placed first priority on the IC1? program and 
results have been satisfactory. More will be accomplished. 

b. Action has been taken to fully coordinate the provisions cf exist¬ 
ing ICIP OPlans with the provisions of UEARiTC and 109th MI Group OPlans 
109-73, 110-73, and 111-73. Simultaneously, all ICIP OPlans will be re¬ 
vised and updated on a programmed basis. The object is to better our' 
product and expand our base. 

c. My staff has worked closely with your Special Operations person¬ 
nel in the formulation of an ICIP Monthly Operational Status Report which 
is designed to update and replace the QSR and QPR. 

d. GREAT SKILL (U) Personnel have been assigned and are operation¬ 
ally active as PCOs. All dormant Confidential Sources have beer, reacti¬ 
vated and are being retrained and redirected in line with increased 
standards of professionalism. More sources are being considered. 

e. A Conventional Source Program is being developed to augment and 
support existing Confidential Sources. 

f. Guidance has been formulated and disseminated directing subordin¬ 
ate commanders to evaluate supported installations and activities for 




potential ICIP implementation. 
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SUBJECT: Quarterly Progress Reports (OPR) 2 nd Quarterly Status Reports 
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(QSR) 


: hichest level 


4. W The preceding actions have resulted in 
productivity since the ICIr was reactivates in lute I^/i. I am 
confident that continued emphasis upon ICIP by ail personnel will 
result in significant, demonstrable enhancement of the security 
posture of supported activities and installations^ 
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CHARLES E. THOMANU 
Colonel, MI 
Commanding 
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CARLISLE BARRACKS LIAISON OFFICE 
109th MILITARY INTELLIGENCE GROUP 
CARLISLE BARRACKS, PA 17013 

QUARTERLY PROGRESS REPORT NUMBER _ 

Period 12 October 1973 to 18 December 1973 


.mmiT^nnn^fWlM nminTm.n^Twinn Mtt, wr m , m r 

SUBJECT: OPERATION LENIENT CLOUD (U) 


1. (U) CIRCUMSTANCES : At 0900, 18 December 1973, Major Franklin M. Davis, Jr., 
Commandant, US Army War College, (USAWC), Carlisle Barracks, PA, 17013, 
received the quarterly briefing concerning significant items of interest 
within the target areas defined by Installation Counterintelligence Program 

'(ICIP), LENIENT CLOUD, from Special Agent John A. Nolan III, Project Liaison 
Officer, (PLO). No other persons were present during the briefing. 

2. RECAPITULATION OF OPERATIONAL-PROGRESS DURING THE PERIOD : 

a. Operational and administrative control of ICIP LENIENT CLOUD was 
placed in Field Office Commander, (FOC), Fort Ritchie Field Office (FRFO), 

109th MI Group. 

(1) Such operational control caused PLO,to be responsible for the conduct 
of SAEDA Briefings. Two SAEDA briefings were presented to a total of 560 
military and civilian personnel on the installation on 1 November 1973. 
Presentation of such briefings allowed greater exposure of PLO to military 
and civilian personnel as a representative of USAINTC; allowed PLO to 
include himself among those persons continuously present on the Installation 
capable of resolution of security related problems; and greatly enhanced 

PLO's accessibility to records and personnel on the installation and vise versa. 

(2) On 24 October 1973, MAJ Robert L. Brooks, FOC, FRFO, visited Carlisle 
Barracks for an orientation, which included meetings with the Directors, and 
tours, of Strategic Studies Institute, Operations Group, Military History 
Research Collection (MHRC), USAWC Library', USAWC itself and USACC-C facility, 
Carlisle Barracks. 


(3) On 11 December 1973, COL Charles E. Thomann, Commanding Officer, 
109th MI Group, accompanied by MAJ Brooks, visited Carlisle Barracks for an 
orientation and in addition to an office call on General Davis, received a 
tour through those facilities in paragraph 2a(2) above, with the exception 
of MHRC. 


(4) As a result of the visit by COL Thomann and MAJ Brooks, a comprehensive 
paper is presently being prepared with a view toward reducing the administrative 
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time, especially in regard to security clearance procedures, involved in hiring 
of civilian professors and consultants at Strategic Studies Institute, possibly 
through USAINTC assets. 

(5) An additional result of the visits by COL Thosnann and MAJ Brooks 
was an appreciation of the physical plant, the functions and the key personnel 
of target areas defined within ICIP LENIENT CLOUD. 

b. In response to General Davis' request of 23 October 1973, approval 
was sought for the addition of MHRC to the target list of those organizations 
and facilities covered by Project LENIENT CLOUD. 


(1) On 14 November 1973, approval was granted by letter from Commanding 
Officer, USAINTC, to add MHRC to the target list. 

(2) Since 1 April 1973, target operational research for operational data 
relative to MHRC has been conducted and has thus far resulted in the submission 
of two Agent Reports detailing security procedures in effect at MHRC and two 
Agent Reports concerning persons assigned to MHRC. 

(3) Spotting and assessment of potential assets has not thus far resulted 
in the submission of any formal, comprehensive Lead and Development Reports; 
however, daily to weekly contact has been established with three individuals 
presently identified as casual sources, within MHRC. 

(4) As a result of contact with casual sources within MHRC, a formal 
written request for counterintelligence technical services was submitted to 
HQ, 902nd MI Group and subsequently completed by elements of''the AJCC Field 
Office, 902nd MI Group, Fort Ritchie, MD. The services resulted in an appre¬ 
ciation on the part of MHRC administrative personnel of the benefits which 
accrue to the facility by such technical services. By virtue of the established 
reluctance on the part of COL George S. Pappas as regards the need for counter¬ 
intelligence services, the basis for request of the services primarily con¬ 
cerned the safeguarding of valuable manuscripts, weapons, uniforms and other 
exhibits maintained in MHRC. At this point in time, such emphasis establishes, 
in the mind of the Director, a comparability between academic and historical 
prespectives and counterintelligence services. 

c. During the reporting period, in-depth spotting and assessment potential 
assets for utilization, has resulted in submission of seven Lead and Develop¬ 
ment Reports. 


d. To date, a total of twenty-nine casual sources, with whom daily to 
weekly contact had been maintained, have been utilized. As a result of 
utilization, two casual sources have'-coded as Source 9002 and Source 9003. 


e. Establishment of the PLO as a quasi-officially assigned assistant to 
the USAWC Security Manager, and who has a capability of providing a liaison 
conduit to USAINTC as an adjunct to such duties, has resulted in; 
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(1) Casual and conventional sources providing information which they 
would normally not have occasion to report officially due to periodically 
vagarious requirements of military administrative procedures. 

(2) Causing the PLO to be queried relative to organizations with which 
members of the USAWC Staff and Faculty deal. Such queries have resulted in 
very rapid resolution of requests for characterization, in two cases, through 
CPT B, A. Oullette, Special Investigations Branch, 109th MI Group, and 
establishment of the PLO, in the view of the Staff and Faculty members, as 

a viable contact for intelligence related matters. 

(3) Causing requests for all classified and unclassified military 
information to be routinely channelled through the USAWC Security Office, as 
opposed to the previous "hit or miss", manner in which each department of USAWC 
validated the requestor's authenticity. Further results include an established 
procedure whereby the List of Collectors of Unclassified Military Information 
(LHCUMI) is reviewed and has caused the submission of three letters to the 
appropriate agency at ACSI, when organizations/individuals have appeared in 
the LHCUMI document. 

• 3 . SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED : 

'a. As a result of contact with a casual source in the admin istrative _ 

section of MHRC, a request for a background investigation of SGT | b 6 | 

1 b 6 1 MHRC has been submitted, through USAINTC channels, and is being 
conducted by PLO. Estimated date of completion of the initial portion of 
the investigation is 5 January 1974, dependent upon availability of sources 
who may be able to resolve derogatory information which has arisen. 

b. As a result of inquiries by PLO, contact with conventional and casual 

sources on the installation, and in concert with information developed through 
confidential sources, a req uest for anoth er investigation into the financial 
and moral background of CPT | b6 j assigned to Department of Command 

and Management, USAWC, has been initiated to be resolved by USAINTC elements. 

To date.one Agent Report has been submitted to SIB, 109th MI Group, for 
forwarding to USAINTC, as background, prior to the submission of the request ■ 
for investigation through the Deputy for Plans, Training and Security, 

Carlisle Barracks. 

c. As a result of information supplied by casual sources, PLO i,s 
currently attempting to ascertain the true identity and purpose of a Mr. fnu 

I b6 L who has been "gate-crashing" parties and other social affairs at 
Carlisle Barracks, at which times he wears either a social or military name- 
tag, Local agency checks on Carlisle Barracks reveal that no individual by 
the name of | b 6 | is assigned or employed at the installation. 

d. An individual, subsequently coded, volunteered information in 
interview and sworn statement, relative to narcotics availability and use on 
Carlisle Barracks, as background information relative to the operation of 
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the installation, and wiriZh contained allegations relative to an individual 
assigned to Carlisle Barracks in possession of a TOP SECRET security clearance. 
To date, nine Agent Reports, Subject: Availability and use of Narcotics on 
Carlisle Barracks, PA 1973 and a Memorandum for the Record, Subject: Infor¬ 
mation and Circumstances Relative to Drugs on Carlisle Barracks, have been 
ny.tt 

COMMENTS. REMARKS AND RECOMMENDATIONS : 

General Davis commented that he appreciated the presence of a full 
time PLO, whose integration into both the official and social functioning 
of the installation has been such as to provide much more effective coverage 
than had previously been experienced. General Davis queried PLO relative 
to the PLO serving as the Security Manager, USAWC during the impending leave 
of the Security Manager during the latter two weeks in January 1974, and was 
assured that the PLO would so serve, without any substantial reduction in 
coverage. Further, the assumption of the Security Manager's duties for two 
weeks could only serve to cement the acceptability of the PLO as the assistant 
to the Security Manager. 

b. General Davis was receptive to the PLO's suggestion that a consider¬ 

ation be given for a formal request for a penetration test of the USAWC, 
subsequent to the full implementation of additional security safeguards 
presently being substituted for systems previously determined to be inadequate. 
Formal request will probably be forthcoming in late January, 1974, when 
construction is completed. ^ f 

c. General Dnvis was also receptive to a recommendation that consider¬ 
ation be given for up-grading the security posture of Root Hall, which houses 
USAWC, in respect to limiting access to the building and effectively reducing 
the threat posed by a stay-behind. 


. JOHN A. NOLAN III 
^TLO, LENIENT CLOUD 
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ICGF-F-OR 11 December 1973 

QUARTERLY PROGRESS REPORT HUMBER 4 
For the Period 1 October to 31 December 1973 


TJAElillSG SOT ICE SENSITIVE SOURCES AND !*E?RODS INVOLVED 

SUBJECT: Operation LENTIL MONKEY (U) 

1 . (U) CIRCUMSTANCES ; 

a. At 1030 hours on 4 December 1973, a briefing on the progress of 
LENTIL MONKEY was conducted at the Fort Ord Field Office, 115th Military 
Intelligence Group, Fort Ord, California* Attending were: 

Colonel Eric H. Vieler, Commander, 115th Military Intelligence Group 
Major Jair.es H. Donnelly, Commander, Fort Ord Field Office 
CW2 James E. McKinley, Project Liaison Officer, LENTIL MONKEY 


b, Between 1430 and 1500 hours, 4 December, a similar briefing was 
held in the office of the Commandant, Defense Language Institute, West 
Coast (DL1WC), Presidio of Monterey, California. Persons present were: 

Colonel John F. Hook, Commandant, DLIWC 
Colonel Eric H. Vieler 

Major Richard Erickson, Security Officer, DLIWC 
Major James H. Donnelly 
CW2Jpmes E. McKinley 

2RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: ' 


a. The On-Post- Liaison Operation ; A total of 80 students, who were 
Class and Section Monitors, received individual SAEDA briefings in this 
operation. Included in this total were four monitors who received second 
briefings, and five who received third briefings. Intelligence-trained 
students were also contacted and reminded of their professional respon¬ 
sibility to report anything of intelligence interest. 

b. The Conventional Source Operation: 


(l) At the start of the quarter this operation had 20 prospective 
sources. Eight more were selected during this period, giving the operation 
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SUBJECT: Operation LENTIL MONKEY (U) 


11 Decenber 1973 


a total of 28 prospective sources. Information produced by this oper¬ 
ation exceeded that of any previous quarter since the project vas 
reactivated in November 1971. 

(2) Colonel Hook and Major Erickson were not briefed on the following 

(a) During the reporting period the Lead Bank was expanded from 42 to 
68 MI students. Twelve new Leads were selected as prospective Conven¬ 
tional Sources; however, four were later dropped because of academic 
difficulties with the language being studied. 

(b) On 24 October 1973, this operation acquired a prospective source 
who is a DA civilian employee of the Systems Development Agency, Defense 
Language Institute, Presidio of Monterey. This individual was formerly 
Confidential Source IC-D-310 of the 112th Military Intelligence Group. 

c. The Confidential Source Operation : When the quarter began, this 
operation had eight prospective sources. One was recruited on 11 October 
1973, four are still under assessment, and three have been dropped as 
unsuitable. Seven additional leads are presently being screened for 
possible development as sources. Colonel Hook and Major Erickson were 
not briefed on the following: 

(1) Lead and Development Reports have been forwarded for four prospec 
tive sources. Recruitment of one of these sources is awaiting Headquarter 
USAINTC approval of the approach plan. 

(2) The seven new Leads were selected to cover the Chinese (l), 

Czech (l), Hungarian (l), Polish (l), Russian (2), and Japanese (l). 


IC-NIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED : 

a. Information was developed concerning the visit of a DLIWC Czech 
class to the Europa Restaurant, 2769 Lombard Street, San Francisco, CA, 
on 2 and 9 November 1973. A Confidential Source reported in May 1973 
that the owner of this restaurant had encouraged Czech language students 
to establish "pen-pal" correspondence with three young females in Czecho¬ 
slovakia. The class visited the restaurant as scheduled, but no further 
attempts to recruit "pen-pals" were noted. 

b. A student reported that members of his Russian language class 
proposed a class visit of the Russian Consulate in San Francisco. Since 
the trip was not being planned for the immediate future, nothing further 
developed concerning this proposal. 
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SUBJECT: Operation LENTIL MONKEY (U) 


c. Confidential Source IC-F-081 reported on Czechoslovakian publi¬ 
cations available to his class which contained Communist propaganda. 

d. A student provided a copy of a booklet published by the Central 
Committee for Conscientious Objectors, which he had received in the mail. 
Numerous copies of this same booklet have been received by military 
personnel at Fort Ord. 

4. (u) COMMENTS. REMAPKS, AND RECOMMENDATIONS : The briefing ended with 

no questions by the attending parties. Colonel Hook expressed his apprec¬ 
iation for the effort expended in the conduct of the Internal Counter- 
intelligence Program, and was very pleased with the progress that had 
been made. 
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JAKES H. DONNELLY L> 

Major, HI 
Commanding 
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Fort Ritchie Field Office 
109th Military Intelligence Group 
Fort Ritchie, Maryland 21719 


ICGP-B-FR 


15 December 1973 


QUARTERLY PROGRESS REPORT NUMBER 


Period 1$ October 1973 to 15 December 1973 


Maas m mm* 


Operation CANARY EFFORT (U) 

CIRCUMSTANCES : 

a. Although a formal briefing per se has not been presented during 
reporting period, continual liaison has been effected and maintained with 
individuals briefed on the Counterintelligence Screening Program (CI5P), 
Operation CANARY EFFORT, at Fort Ritchie. Continual/constant liaison 
has been effected and maintained with the following briefed individuals: 


SUBJECT: 


COL James A. Manning, | b6 | Armor, Commander, Fort Ritchie. 

COL Daniel T. Larkin, | b6 | KPC, Deputy Commander, Fort 

Ritchie and Deputy Chief of Staff, Intelligence and Security, US Army 
Communications Command - CONUS and Fort Ritchie. 


LTC Arlyn R, Madsen, | b6 1 SC, Director, Telecommunications, 

Fort Ritchie. - f 

CWli Sari K. Osborne, I b6 ~| USA, COMSSC Officer, US Army 

Communications Cornmand - CONUS and Fort Ritchie. 

Mr, Joseph J. Carroll, DAO, GS-13, I b6 | Deputy Assistant 

Chief of Staff, Intelligence and Security, US Army Communications 
Command - CONUS and Fort Ritchie, Carroll is presently the CANARY EFFORT 
CISP Coordinator, Fort Ritchie. 

Mr, Charles H. Koontz, DAC, GS-12, | b6 | Chief, Security 

Division, Deputy Chief of Staff, Intelligence and Security, US Amy 
Communications Command - CONUS and Fort Ritchie, 

Mr. vvilliam A. Kent, DAC, GS-11, | b6 | Chief, Intelligence 

Division, Deputy Chief ol' Staff, Intelligence and Security, US Army 
Communications Command - CONUS and Fort Ritchie. 


b. On 19 November 1973, COL Charles E. Thomann, Commander, 109th 
Military Intelligence Group and LTC Leland J* Holland, Deputy Commander, 
109th Military Intelligence Group, visited F ort Ritchie an d effected 
personal contact with 5C- Albert Redman, Jr., I b6 JCommander, US 

Amy Communications Command - CONUS, Fort Ritchie. Bu Keornan acknowledged 
that he was aware of the existence of a CISP at Fort Ritchie. BG Redman 
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SUBJECT: Operation CANARY EFFORT {' 
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15 December ifrfar* l-sofo^fWo 

further indicated a general knowledge of the aforementioned program 
as sponsored/directed by the US Army Intelligence Command (U3AINTC). 

Undersigned Project Liaison Officer (PLO) was tasked with presenting 
an approximate ten minute informal briefing of the CISP in general. 

RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 


a. CWU Gary L. Peisen was assigned as the PLO for Fort Ritchie 
on 10 October 1973 and became operational on .October 1973d Introduct¬ 
ion' to essential personnel was effected without difficulty and no 
apparent operational difficulties are foreseen* Four key personnel at 
Fort .Ritchie were briefed on the CISP and executed required Security 
Oaths. Formerly briefed individuals with no placement and access due to 
assignment changes were debriefed and executed required Debriefing 
Statements. Overt liaison contacts were initiated and maintained 
with both military and appropriate civilian agencies and individuals 
during the reporting period. COL Manning, Commander, Fort Ritchie, 
expressed a keen interest in the CISP at Fort Ritchie and projected 
a sense of gratitude for accomplishments rendered during the 
reporting period. COL Manning further stated that he had every intention 
of continuing the CISP at Fort Ritchie as he believed it's contribution 
to enhancing the security posture of Fort Ritchie and the Alternate 
Joint Communications Center (AJCC), Site "R", was invaluable,. 


b. During reporting period a total of 22 Agent Reports (DA Form 
3Ul) were submitted by PLO pertaining to incidents and adverse suitability 
information concerning US Aroy personnel assigned to the US Army 
Communications Command - CONUS and Fort Ritchie. The majority of the 
aforementioned Agent Reports cited US Ariry personnel having access to 

the AJCC, Site "R", Fort Ritchie. 

c. During reporting period Conventional Sources were vetted and 
provided reportable information concerning adverse suitability information 
regarding US Any personnel assigned to sensitive duties at Fort Ritchie. 
One Conventional Source was assigned a Key Sheet Identification Code 

and provided reportable information. 


d. Spotting and Assessment for Confidential Sources with placement and 
access continues. 


SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: 


a. As previously stated, a total of 22 Agent Reports (DA Form 
3l»l) were submitted by PLO pertaining to incidents and adverse suitability 
information concerning US Araj' personnel assigned to the US Army Communications 
Command - CONUS and Fort Ritchie. The majority of the aforementioned 
reports concerned US Army personnel, assigned to sensitive positions at 
Fort Ritchie, allegedly involved in drug abuse or drug abuse incidents. 

Vhile drug abuse per se is not within the investigative purview of U3AINTC 


319 



10 December 1973 


ICGP-B-FR 

SUBJECT: Operation CANARY EFFORT (U) 

the issue dees involve suitability of the individuals concerned to 
hold security clearances and occupy sensitive positions. Upon 
receipt of the aforementioned adverse information, immediate 
action was taken to notify the CANARY EFFORT CISP Coordinator, the 
Commander, Fort Ritchie, and the Director, Telecommunications, if 
applicable. In addition to the aforementioned, action was initiated 
to disseminate information criminal in nature to the appropriate 
military and civilian authorities. In one case, liaison -with 
a Conventional Source, disclosed that a member of the US Army assigned 
to Fort Ritchie, was experiencing adverse financial difficulties. 
Aforementioned information was brought to the attention of the 
CANARY EFFORT CISP Coordinator and resulted in serviced command 
having requested a Suitability Investigation from USAINTC concerning 
the individual involved. 

b. RSG f b6 " [Operations Company, 

US Army Communications Command - CONUS and Fort Ritchie, with duty 

as a Teletype Repairman, Telecommunications Directorate, was reported 
as having questionable financial habits, i. e,, indebtedness. Information 
contained in submitted Agent Report was reported to CANARY EFFORT CISP 
Coordinator, the Commander, Fort Ritchie, and the Director, Tele¬ 
communications. The Project Control Officer (PCO) and PLO will continue ■ 
to monitor the aforementioned situation closely and report significant 
findings via appropriate Agent Report and to CANARY EFFORT CISP Coordinator. 

/■ 

c. Covert Sources within CANARY EFFORT target area continue to 
report information concerning drug and alcohol abuse by members of the 
US Army at Fort Ritchie and the AJCC. Covert Sources have also reported 
adverse suitability information, i. e., financial and moral indiscretion, 
involving both US Army .nd Department of the Army personnel at Fort 


k, 

a. It is Envisioned that a formal Quarterly Briefing will be presented 
to BG Redman, COL Manning, LTC Madsen, Mr. Carroll, and Mr. Kent in early 
January 197lio The aforementioned is deemed appropriate as this FLO aid 
not become operational \mtil 10 October 1973 and there is no record of 
a formal Quarterly Briefing having been presented concerning Operation 
CANARY EFFORT since 8 January 1973* The aforementioned proposed briefing 
will be held in abeyance until such time it is deemed appropriate, with 
USAINTC approval, to present BG Redman with the approved USAINTC CISP 
briefing, if applicable* The reader should also consider current 
instructions issued by Headquarters, 109th Military Intelligence Group, 
to the effect that ACIP coverage be expanded to include US Amy 
Communications Command - CONUS elements not thus far included in the 
current operations plan coveming CANARY EFFORT. 


-Uhie and the AJCC. Monitoring will continue. 


COMMENTS, RE-MARKS, AND RECOMMENDATIONS: 


REGRADED unclAssifiei 
ON SEP -5 1937 
BY CDR USAINSCOM F01/F 
AUTH Para 1-603 DOD 5200 






I“jECT: R Operation CARATS EFFORT (U) IS Decentoer 1973 

b . HD and PCO 

PIO vitt. has CANARY EFFORT, at Fort 

^“beco^ "orSif Ssfrer^e., 

S—t C “s«X P 03 tnr 4 ol Fort Ritchie and the «CC by oeans 
not locally available the Commander^ 




GARY(jt. PSISEN 
CWli, USA 

Project Liaison Officer 


gfe. 


°S200., 


33J 




DEPARTMENT OF THE ARMY 

FORT MONMOUTH FIELD OFFICE 
109TH MILITARY INTELLIGENCE GROUP 
K O. BOX 176. EATONTOWN. NEW JERSEY 07724 

QUARTERLY PROGRESS REPORT NUMBER 15 
iod: 1 September 1973 to 10 December 1973 
WARNING NOTICE: SENSITIVE SOURCES AND METHODS INVOLVED 
SUBJECT: CENTRAL TAXI (U) 

1*(U) CIRCUMSTANCES : 

On 10 December 1973, Quarterly Progress Report Number 
to ETC Richard 0. Aamot, Chief, Security Office, US Army Electronics Command 
(ECOM), Fort Monmouth, New Jersey, in LTC Aamot f s office; no others were present. 

2/^^ RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD : 

a. The Lead and Development Report mentioned in Quarterly Progress Report Num¬ 
bers 13 and 14 (IC-B-075 (T) ) was approved by the US Army Intelligence Command. 
Recruitment of this prospective confidential source has been delayed, however, 
due to his heavy travel schedule. The Project Liaison Officer recently arranged 
a meeting between the PLO, the Project Control Officer and this prospective 
source, which will take place on 12 December 1973* His recruitment will be effect¬ 
ed at this time. 

b. The new FCO is now on station and has re-contacted all CENTRAL TAXI confi¬ 
dential sources at least two times. The sources promised their continued coop¬ 
eration with the new PCO. 


gaH/»DEDlw CWSs)F|ED 
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c. The name of the program has been changed from Aggressive Counterintelligence 
Program (ACIP) to Counterintelligence Screening Program (CISP). 


d. Emphasis continues on spotting, assessing and recruiting conventional sources 
A vigorous spotting and assessing effort was implemented by the PLO during the 
reporting period. The names of nine prospective conventional sources weip for¬ 
warded by the Fort Monmouth Field Office on 23 October 1973 to the 109th HI Group 
Headquarters requesting contact approval. Approval was granted, and to date, the 
PLO has contacted and recruited three of these sources. 


e. Due to the move of ECOM/Philadelphia to Fort Monmouth, the mission of the 
ECOK/Philadelphia CISP will be incorporated into CENTRAL TAXI. 


Hr 


SIGNIFICANT COUNTERDTTBLLIGBNCB INFORMATION DEVELOPED : 

a. On 2 November 1973, information was received that I b6 | (see 

Quarterly Progress Report Numbers 11, 12 and 13) was separated from Government 
s* Q>WS — f 

SLACKS 
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Service and is no longer an employee at EOOM, Fort Monmouth. (CR-09-109-MQN, re 
IC-B-072* dated 6 November 1973)* 

£IQCT r T^Ct± _ tirS {/ 

b. On 2 November 1973, information was received that- | b6 | (see 

Quarterly Progress Report Numbers 11 and 12) allegedly continues to be involved 
in narcotics traffic. (CR-C9-109-MDN, re IC-3-072, dated 6 November 1973)* 

Es/? 


c. On 2 November 1973* information was received that a US Army truck had been 
seen delivering unidentified articles on a weekly basis to a residence on Vic¬ 
tor Avenue, West Long Branch, NJ, for approximately five months. This information 
was passed to CID, Fort Monmouth, for possible exploitation. (CR-09-109-MDH, re 
IC-B-072, dated 6 November 1973)* 


d. On 5 December 1973* information was received t hat Ray Shields, later deter¬ 
mined to be Sherman Ray Shields, DAC, | b6 | CS-11, Electronics Technician, 

Electronics Devices Branch, Production Engineering Division, Directorate of Re¬ 
search, Development and Engineering, ECOM, Fort Monmouth, was a heavy drinker of 
alcoholic beverages. An example of Shields’ drinking problem was cited. On one 
occasion Shields came to work inebriated, and after being confronted by his 
supervisor, proceeded to urinate all over himself. (CR-10-109-MQN, re IC-B-072, 
dated 7 December 1973* and Agent Reports by Special Agents Jerome A. Britton 
ntham re Sherman Ray SHIELDS). 

. REMARKS AND RECOMMENDATIONS : 

paragraphs 2a, 2b and 2d above: ETC Aamot expressed deep satis¬ 
faction with the progress of CENTRAL TAXI. He also stated that he intended on 
officially commending everyone connected with the CENTRAL TAXI CISP prior to his 
retirement in mid-1974* 


and Charles Gra 
4* COMMENTS 


a. Reference 


b. Reference paragraph 2d above: Of the three conventional sources recruited, 
two are employees of the Electronic Warfare Laboratory, ECOM’s most sensitive 
activity and previously void of source coverage; the third conventional source 

is employed with the Maintenance Directorate, originator of the majority of ECOK's 
security violations, also previously without source coverage. 

c. Reference paragraph 3b above: LTC Aamot was advised that MAJ Quintarelli, 

Fort Monmo uth Field O ffice Commander, and the PLO will pass the information 
concerning ! b6 | alleged continued connection with narcotics to an appro¬ 

priate agency. 


d. Reference paragraph 3d above: LTC Aamot stated that he would handle the 
matter with utmost discretion. 








^ JERQJ-S A. BRUTON 
ar3, USA 
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FORT MEADE FIELD OFFICE. IOOth MILITARY INTELLIGENCE GROUP 
FORT MEADE. MARYLAND 20755 


ICGP-B-FM 


19 December 1973 


SUBJECT: Operation GONDOLA STAR (U) 


WARNING NOTICE: SENSITIVE SOURCE AND METHODS INVOLVED 


QUARTERLY PROGRESS REPORT NUMBER 
Period 15 September 1973 to 15 December 1973 

1. (U) CIRCUMSTANCES: On 29 November 1973, LTC Leroy Walton, Chief of 

Security, Aberdeen Proving Ground, (APG), MD was given the initial ICIP 
briefing and a progress report by the undersigned, ,Mr. Barry A. Mencke, 
Installation Intelligence Officer, APG and CPI Charles H. Lightner, Deputy 
Commander, Fort Meade Field Office, 109th MI Group, Fort Meade, MD were 
present. On 5 December 1973, COL Walter R. Harris, Commanding Officer, 

APG was given a progress report; Mr. Mencke was also present at this 
meeting. 

' 2. RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 

a. This operation was inactive from the early spping of 1973 to 
October 1973. The Project Control Officer was reassigned during the 
spring of 1973 and the position was vacant until October 1973. The 
Project Liaison Officer retired in July 1973 and this position was 
vacant until November 1973. Both the new PCO and ?L0 are now in place 
and actively pursuing this operation. 


b. Operation GONDOLA STAR (U) has two active covert Sources. The 
PCO has recontacted each Source and started a period of building rapport 
between the Source, PCO and Military Intelligence. During this period, 
the PCO is also concentrating on verifying placement and access, operational 
training and assigning current EE1. Initially, both Sources appear to be 
responding well to the PCO. 


'3. (U) SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: No signifi- 

cant counterintelligence information was developed during the reported period. 


COMMENTS, 


REMARKS, AND RECOMMENDATIONS: 


a. Subject OPLAN is currently under revision. Strong consideration 
is currently being given to the consolidation of operations GONDOLA STAR (l') 
and CANAL LOOP (U) since Aberdeen Proving Ground and Edge-wood Arsenal con¬ 
solidated into one installation on 1 July 1971. A status report will be 
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submitted to Headquarters, 109th MI Group by 6 January 1974. 

b. This PLO has initially placed emphasis on re-establishing liaison 
and acquiring updated information in support of this operation. Liaison 
has been established with both the headquarters and security offices of 
Aberdeen Proving Ground and Edgewood area, Aberdeen Proving Ground. 

Liaison is also in effect with both Military Police offices, the local 
FBI office, state police and the Harford County Sheriff's Office. Effort 
will be given to the development of additional Confidential and Conventional 
Sources during the next quarters. This PLO has served two pervious tours 

of duty at Aberdeen Proving Ground and is a native of Harford Ccunty; 
consequently, much personal liaison was already established when this PLO 
was assigned. 

c. COL Harris, LTC Walton and Mr. Mencke have expressed strong 
interest in the support available through ICIP and have offered their full 
cooperation. 




A* 




Project Liaison Officer 
Briefer 
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QUARTERLY PROGRESS REPORT LUMBER 14 



Period: 1 September 1973 to 30 November 1973 
Operation G01IG SILK (U) 

a. rr-iTQiTJLirx- M„n. r - - m*t 




IRC UN. STANCES; 


On 6 December 19?3t Quarterly Progress Report'Humber 14 was presented 
orally to COL Jonathan L. Holman, Commander, Ficatinny Arsenal (PA), Dover, 
liew Jersey, and to Kr. John R, Greffe, DaC , Chief, Security Office, PA, Greffe 
is the CISP Coordinator for PA, The "briefing was included in a liaison visit 
made by COL Charles E. Thomann, Commander, 109th Military Intelligence Group, 

Fort George G. Meade, Maryland, The primary purpose of this liaison visit was 
for COL Thomann to explain to COL Holman the methodology, and purpose of the 
CISP, and to discuss conventional source limitations imposed by COL Holman during 
Quarterly Progress Report Sriefing #3 on 6 September 1973. Other 109th MI Group 
representatives in attendance were LTC Glenn Vornsrmd, Commander, northern Area 
Control Office} KAJ Nicholas F. Quintarelli, Commander, Fort Monmouth Field 
Office; KAJ Hugh Fitzpatrick, Assistant Group Operations Officer} and WQ1 Eugene 
H, JJcNally, Project Liaison Officer, FA, 

RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD; 


, , /' 

a. When briefed on the CISP on 6 September 1973 preference Quarterly Progress 
Report #13)» COL Kolnan expressed apprehension over the establishment of a 
conventional source program on his installation. As a result, he imposed the 
requirement that the names of all potential sources be coordinated in advance 
with his Security Officer, Mr. Greffe, Greffe had later stated that initially 
he would want to coordinate the selection of all conventional sources directly 
with COL Holman. Because there was a question .as to the advisability of 
taking such action, PLO was instructed to begin spotting and assessing potential 
conventional sources; to complete the necessary investigative checks on those 
individuals selected; but to hold contact in abeyance until the limitations imposed 
by COL Holman could be resolved. During the reporting period, PLO selected and 
completed th9 investigative checks on 12 civilian employees witbir. the target area 
at PA. Since initiation of the checks, one of the individuals has retired from 
government employment, and his file has been eliminated. PLO has formulated a 
conventional source contact approach plan, and has coordinated it with the 
Commander, Fort Monmouth Field Office. 


b. The new Project Control Officer Is now on station and has recontacted 
all GONG SILK confidential sources. The sources pledged their continued support 




a. On 4 September 1973* an employee of the Aeroballisties Branch, 

Engineering Science Division, Fe.Itman Research Laboratory, PL, visited the 
Security Office and stated that he believed that another employee possibly was 
tampering with equipment in the wind tunnel. FLO Interviewed this unsolicited 
source on 5 September 1973 and. on 20 September 1973 when he returned to relate 
further information. Additionally, a co-worker visited PLO on 21 September 1973. 
at the apparant encouragement of the individual who made the- initial visit. 

These visits were recorded in -Agent Reports, Subject: Possible Tampering of 
Equipment in kind Tunnel, Engineering Science Division, Aeroballistics Branch, 
Experiment Evaluation Section, Feltman Research Laboratory, Picatinny Arsenal, 
Doves Dew Jersey 0?801, signed by PLO and dated: 4 September. 1973, phase 
designation (OFFICIAL SOURCE); 6 September 1973, phase designation (MISCELLANEOUS); 
20 September 1973, phase designation (MISCELLANEOUS); and 24 September 1973. 

■phase designation (M ISCEL LANEOUS). Re lated r eports were Agent Report, Subject: 

I b6 L CIV. | b6 I DP-03: | b6 ~1 

dated 4 September 1973, phase designation (201 FILE CHECK), signed by Thomas ?. 
Ciccarelll, 109th MI Group; and Agent Report, Subject: SWETZ, Andrew J,, CIV, 

I b6 I DPOE: 2 July 1920, Franklin, New Jersey, dated 10 September 1973. 

phase designation (201 FILE CHECK), signed by PLO. Information contained in all 
reports was provided to the Security Office, PA. 


b. On 5 November 1973, a telephone call was received by the Office cf the 
Army Materiel Command, Project Manager for Selected Ammunition, PA, from an 
individual who desired information regarding names and addresses of US Ammunition 
contractors. After telling the caller that he would check into the request and 
return the call, the employee receiving the call obtained the name and address of 
the caller and reported the matter to the Security Office, PA, Initial inquiries 
were made by the PLO and the 109th MI Croup SEGA? representative and the results 
of the inquiry were relayed to the Security Office, PA, The Inquiry is reported 
in Agent Report, Subject: Request for List of Munitions Contractors in the United 
States, dated 6 November 1973, phase designation (MISCELLANEOUS), signed by PLO. 

COMMENTS. REMARKS. AND RECOMMENDATIONS: 


a. COL Holman obviously recalled the details of the last briefing, and indicated 
that he had given thought to a conventional source program at PA, His attitude 
was that although he was unaware of any threat, and did not feel that there was a 
threat, it would do no harm to have this preventive detection program implemented; 
therefore, he readily recommended that the conventional source program, begin, 

COL Tbomann gave an in-depth explanation of how the 109th Military Intelligence 
Group could be of assistance in the CISP and other fields, and COL Holrr.an was 
impressed with the discussion and felt certain that those in Military Intelligence 
were the experts in the field. COL Holman was assured that before an individual 
would be selected as a potential conventional source, an extensive background check 
would be completed and that mature judgment would be employed throughout the oper¬ 
ation. It was mutually agreed that the names of prospective conventional sources 
would be verbally cleared through Mr. Greffe, but that no list would be provided 
or maintained by the Security Office. CCL Holman requested that if a "flap" appeared 
Imminent during a contact, that he be Immediately notified by FLO so that he could 
contact the Individual and placate.Jiin^ CCLHolr.nn was assured that this would 
be the procedure. 
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command visit, and to have a proper awareness of the CI3P, FLO hat; been 
given permission to Initiate contact with the prospective conventional sources 
by HQ., 109th Kl Group, Contacts will be effected cn a deliberate '"one-by-ore" 
basis commencing mid December 1973. Because of this command visit, PLO feels 
that the obstacles have been removed and the operation can progress smoothly, 


Cys Furnr 

NACO 

PCO 

PLO, PA 
FKFO 
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SUBJECT: Operation CANAL LOOP (HJ^f CDR USA'NSCOVl FOI/PO 
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QUARTERLY PROGRESS REPORT NUMBER 
Period 15 September 1973 to 15 December 1973 

1. (U) CIRCUMSTANCES: On 29 November 1973 LTC Leroy Walton, Chief of 
Security, Aberdeen Proving Ground, (APG), MD was given the initial ICIP 
briefing and a progress report by the undersigned. Mr. Harry A. Mencke, 
Installation Intelligence Officer, APG and CPT Charles Lightner, Deputy 
Commander, F D rt Meade Field Office, 109th MI Group, Fort Meade, MD x^ere 
present at the briefing. On 5 December 1973 COL Walter R. Harris, Com¬ 
manding Officer, APG was given a progress report; Mr. Mencke was also 
present at this meeting. 

2. I^P^^RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 

a. This operation was inactive from the early sprihg of 1973 to 
October 1973. The Project Control Officer was reassigned during the 
spring of 1973 'and the position was vacant until October 1973. The 
Project Liaison Officer retired in July 1973 and this position was 
vacant until November 1973. Both the nex* PCO and PLO are now in place 
and actively pursuing this operation. 

b. Operation CANAL LOOP (U) has five active covert Sources. The 
PCO has recontacted each source and started a period of building rapport 
between Source, PCO, and Military Intelligence. During this period, the 
PCO is concentrating on verifying placement and access, operational train¬ 
ing, and assigning current EEI. All Sources initially appear to be re¬ 
sponding well to the PCO. 


3. (U) SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: No signifi¬ 

cant counterintelligence information was developed during the reported period. 


COMMENTS, REMARKS, AND RECOMMENDATION: 


a. Subject OPLAN is currently under revision. Strong consideration 
is currently being given to the consolidation of Operations GONDOLA STAR(U) 
and CANAL LOOP (U) since Aberdeen Proving Ground and Edgevood Arsenal 
consolidated into one installation on 1 July 1971. A status report will 
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be submitted to Headquarters, 109th MI Group by 6 January 1974. 


b. This PLO has initially placed emphasis on re-establishing liaison 
and acquiring updated information in support of this operation. Liaison 
has been established with both the headquarters and security offices of 
Aberdeen Proving Ground and Edgewood area, Aberdeen Proving Ground. 

Liaison is also in effect with both Military Police offices, local FBI 
office, state police and the Harford County Sheriff’s Office. Effort 
will be given to the development of additional Confidential and Conven¬ 
tional Source during the next quarters. This PLO has served two previous 
tours of duty at Aberdeen Proving Ground and is a native of Harford County; 
consequently, much personal liasion was already established when this PLO 
was assigned. 

c. COL Harris, LTC Walton and Mr. Mencke have expressed strong in¬ 
terest in the support available through ICIP and have offered their full 
cooperation. 

d. COL Kenneth L. Stahl was assigned as the Commanding Officer, 
Edgewood Area, APG in September 1973. Since he had not been given the 
initial ICIP briefing, he was not given a progress report on 21 December 
1973. 



Project Liaison Officer 
Briefer 
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SUBJECT: CENTURY SQUAD (U) 


Commander 

United States Army Intelligence Command 

ATTN: ICDO-OP REGRADED U^CL 1 ’ 
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, USAINTC, ICDO-OP, 15 October 1973, subject: 
gence Program (C). 

f Operational Progress: 

Personnel Files (OMPF) for ten (10) individuals 
appearing to meet the criteria for recruitment as a confidential source 
have been received from The Adjutant General's Office (TAGO). Meticulous 
review of these files is currently in progress. 

b. Local and National Agency Checks concerning these individuals 
have been requested through channels established by the Liaison Branch, 
902d MI Group. It is anticipated that the results of these checks will 
be forthcoming during the next reporting period. 


w 

1. Reference letter 

Agg^esgi^e Counterintelli 

Recapitulation o 

Official Military 


c. Files maintained by the Civilian Personnel Office, The Pentagon, 
were examined concerning 17 individuals assigned to the target agency. 
Evaluation of the data contained in these files continues. Concurrently 
with this vetting process. Local and National Agency Checks were requested. 
It is anticipated that the results of the checks will be received during 
the next reporting period. 


d. Additional identifying data on selected individuals assigned to 
the target agency has been submitted to the Investigative Records 
Repository. This information should resolve the problems encountered 
in dossier retrieval. 

e. Attached as an inclosure is a report of counterintelligence 






REPORT OF COUNTERINTELLIGENCE INSPECTION 
' OF 

■ United States Amy Management Systems Support Agency 
Room BD 1023, The Pentagon 

SECTION I. .INTRODUCTION 

1. An announced counterintelligence inspection of the United States Army 
Management Systems Support Agency (USAMSSA), Room BD 1028, The Pentagon 
was conducted during the period 29 October through 5 November 1973, by the 
following Special Agents of the Pentagon Counterintelligence Force, 902d 
Military Intelligence Group: 

William H. J. Count 

n 

George M. Vaughn. 

2. Captain James K. Clements, Security Manager, acted as contact for and 
assisted in coordinating the activities of the inspection. 

3. The last counterintelligence service was conducted during the period- 
21 to 25 August 1972. 

/ SECTION II. SCOPE 

4. This inspection included an examination of the degree of compliance with 
DOD Information Security Program Regulation 5220.1R and AR 380-5 of the 
following offices of USAMSSA: 

Headquarters, Management and Administrative Support Group 
Scientific Systems Division 
Systems Development Division 
Operations Division 

5. USAMSSA has on hand approximately 850 SECRET documents and approximately 
20 linear feet of CONFIDENTIAL material. No TOP SECRET documents are main¬ 
tained within the USAMSSA. 

SECTION III. FINDINGS AND RECOMMENDATIONS 

6. There are no uncorrected or repeated findings. 

7. Current Findings: No major deficiencies or shortcomings were noted during 
the inspection. Minor administrative deficiencies were corrected on the spot. 

8. Physical Security: Only those aspects of physical security relating to 
classified storage were inspected in conjunction with this service. 

Four of the containers utilized for the storage of classified material do not 
meet the minimum requirements set forth in paragraphs 5-101 and 5-102, DOD 
Information Security Program Regulation 5200.1R. USAMSSA has requisitioned 
approved security containers to replace the unapproved containers. The 
unapproved containers are under 24-hour observation by USAMSSA personnel. 




_L 


.IB 


vv? i 




SECTION IV. COMMENTS 



9. The overall security posture of the serviced area Is excellent. The 
USAMSSA Security Education Program is considered adequate. Incoming 
personnel are briefed concerning the handling, storage, and transmission 

of classified information. In addition, all personnel are given a periodic 
review to determine their compliance with existing security regulations. 
USAKSSA is currently revising its existing SOP to enhance the overall 
security posture. Reproduction of classified material is held to a minimum 
consistent with operational necessity. A copy of the restrictions imposed 
on reproduction of classified material is posted near the reproduction 
machine. The USAMSSA requires a 100% monthly inventory of all SECRET docu¬ 
ments recorded on the Division Log. Additionally, the USAMSSA requires 
a doublecheck of each item of equipment within the individual offices and 
that DAS Form 11 (doublecheck List) be signed and maintained on a daily 
working basis. The duty officer is required to carry numerous keys during 
his after duty checks. Master keys would better serve this purpose. The 
Pentagon Custodial Engineers have such master keys and arrangements could 
be made with them to obtain master keys for. the offices within- the unit. 

The USAMSSA needs to implement a preventive-maintenance program on its 
security.containers, as handles on several security containers are loose. 

SECTION V. EXIT BRIEFING 

10, All aspects of this service were discussed during an exit briefing on 
5 November 1973 with Captain James K. Clements, Security Manager. 
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DEPARTMENT OF THE ARMY 

w-A<iH!NGiON nun of i ici 

ICyihMIllJASO ISmUOtNCl oROUP 
WASHINGTON. PC J0JI9 


13 December 3.973 

QUARTERLY JROGRF.SS REPORT RIMER 1 
Period: 25 October 1973 to 13 December 1973 


WARNING NOTICE: SENSITIVE SOURCES AIID METHODS INVOLVED 


SUBJECT: Operation Lanyard Mood 
i tfe CIRCUMSTANCES : 


On 25 October 1973, OPLAN Lanyard Mood was formally re-activated in a 
visit to MAJ Clyde Bryant, Security Officer, Defense Language Institute 
East Coast {DLIEC), by MAJ D.N. Kappel, Commander VvFO* CV,'3 Clarence S. 
Barker, Liaison Officer, ETO: and CW2 Guy J. Battiste II, Project Liaison 
Officer (PLO), DLIEC. On 30 October 1973, PLO briefed MAJ arysr.t on the 
CISP. It was agreed that the briefing of the Commander, DLIEC, should be 
delayed until the Oplan was rewritten ar.d a positive approach to the 
program was developed. To date, all meetings with MAJ Bryant have been to 
further that purpose. 




RECAPITUUTION OF OPERATIONAL PROGRESS DURING Tfe PERIOD : 


Screening cf personnel at DLIEC has begun foe the purpose of identifying 
those individuals whose backgrounds and/or activities might fall within the 
scops of the EEI in the Oplan, as well an these individuals who may be 
considered prospective sources in the future. 


3. (J2) SIGNIFICANT C01E'TET(I!JTELLIGEMC5 INFORMAT I ON DEVELOP ED: 

^Referred 

COMMENTS. REMARKS. AND RSCC.TENDATICMS : 


The revised Oplan for Lanyard Mood was submitted to Headquarters, 

109th HI Group on 5 December 1973* Pending approval of the Golan, the PLO 
will continue laying the groundwork for the operation at DLIEC, ar.d screening 
personnel files to determine those personnel ^ho might be of operational 
interest. The formal briefing of the Commander, DLIEC, has net been 
scheduled, but a target date for the briefing is within the first two weeks 
of January 1974. DLIEC has proven in the past to be a successful CIS? target. 


i . 
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and can b e as productivein the future if approached oroperly. The 
structure of DLIEC, being divided into separate departments for each 
language, results in the departments becoming cliques of persons from 
similar backgrounds or countries, and therefore the instructors have little 
contact with persons outside their own department. This creates a more 
delicate situation than normal,and means that the operation must be 
approached slowly and positively, as rushing into something might result in 
a case of bad judgement and turn the situation from delicate to explosive. 


gmjrr battists ii 

'CW2, MI 

Project Liaison Officer 





• DEPARTI-EIIT CF THE ARMY 
SYRACUSS-SSNECA FIELD OFFICE 
109TH MILITARY INTELLIGENCE GROUP 
PO BOX 73 SYRACUSE NEii YORK 13201 


11 December 1973 


QUARTERLY PROGRESS REPORT NUMBER 1 
-Period 1 October 1973 to 31 December 1973 


SUBJECT: 'Operation CANINE PLATE (U) 




uiaiua 


RBCj 

briefing of ' 


s. --——^v„wro m ionium izmm 

T.VW* CIRCUMSTANCES: On 16 November 1973, an initial .briefing was given 
concerning the CISP at Seneca Army Depot, Romulus, New York, 14541, code 
named CANINE PLATE. Present for the briefing were COL Allen h‘. Light, Jr., 
Depot Commander; MAJ Noel L. Weaver, former Syracuse-Seneca Field Office 
Commander; CPT Denis F. Ausflug, present FO Commander; and CU2 Francis L. 
McGinn, Jr., CANINE PLATE Project Liaison Officer. 

RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: In the 
beefing of Ifc November, COL Light was informed of the intent and air.s of 
CANINE PLATE, reference MFR, 6 December 1973, re: CANINE PLATE. No other 
overt activity has taken place. See paragraph 4 below for additional remarks. 

3, (U) SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: None. 

COMMENTS, REMARKS, AND RECOMMENDATIONS: The project liaison officer 
habbeen on station since December 1972. In the past year, through 
associations formed at social activities at the Seneca Army Depot Officers 
Club, the only area in which the PLO has sufficient reason for contact ( 
with depot personnel, three or four likely prospectsffor conventional 
sources have been spotted. An approach will be made as soon as one very 
significant problem has been resolved. It is almost certain, because of the 
very high degree of security consciousness of depot personnel, that any 
approach by the PLO will be treated with suspicion and reported to the 
depot security officials as a possible penetration attempt, or as a test 
of their SAEDA reporting.system. This is directly against the wishes of 
COL Light, who wants knowledge of CANINE PLATE to be confined to himself. 

This leads to the conclusion- that all prospective sources, at the time of 
recruitment, must be directed to ask COL Light any questions they may have 
concerning the PLO's veracity. This would reveal the identity of the sources 

Class!fed by. ^..PjS,Ai>..±LtXL _ 

EXEY.PT FROM GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 

EXEMPTION CATEGORY...?-.. 

DECLASSIFY ON !'?.?> t\/r.. 
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DEPARTMENT OF THE ARMY 
HEADQUARTERS 115TH MILITARY INTELLIGENCE GROUP 
PRESIDIO OF SAN FRANCtSCO, CALIFORNIA 94129 


14 December 1973 


QUARTERLY PROGRESS REPORT HUMBER 1 . 

For the Period 10 September 73 to 10 December 73 


SUBJECT: ICIP CENTAUR RACE (u) 


INVOLVED 


l.Vj^ CIRCUI>ETANGES: On 5 December 1973, KAJ Glen E. Robinson, Fort 
Lewis Field Office Commander, briefed LTC Homer Pickens, ACofS, 9th Infantry 
Division and Fort Lewis, representative of the Commanding General, 9th Infan¬ 
try Division and Fort Lewis, on the progress of Internal Counterintelligence 
Program^ ICIP ) CENTAUR RACE. 

RECAPITULATION OF OPERATIONAL PROGRESS DURING THE PERIOD: 

a. A study concerning insertion of sources into the Fort Lewis military 

community has been completed and results will be forwarded by separate corres¬ 
pondence. • 

b. Aggressive screening, spotting, and assessment of Installation con¬ 
ventional sources and potential Confidential Sources is continuing and has 
been expanded to include all targets on Fort Lewis. 

c. Ihe first Source Lead and Development Report (SLBB) for ICIP CENTAUR 
RACE will,-be prepared and submitted within 30 days. 

w SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED: There has 
been no significant counterintelligence information developed through the 
ICIP to-date due to the lack of formally recruited sources. 

COMMENTS, REMARKS, AND RECOMMENDATIONS: LTC Pickens, ACofS, 9th 
Infantry Division and Fort Lewis, continues to have an interest in ICIP 
CENTAUR RACE, and has cooperated with Fort Lewis Field Office to the fullest 
extent. It is the desire of the Commanding General, 9th Infantry Division 
and Fort Lewis, not to be present for briefings unless significant counter¬ 
intelligence information is to be discussed. 


OVA qV3 cr>^SOO 

e* _ G p 


EUGENE F. OVERHOLT 
KAJ, MI 

Acting Operations Officer 
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3 December 1973 


QUARTERLY PROGRESS REPORT NU.'SER 2 
CENTAUR SALE 


Period 13 October 1973 to 28 November 1973 


1. 


(U) CIRCUMSTANCES: 


On 28 November 1973, CW3 James E. Harnish, Project Liaison Officer (PLO), 
MERDC, provided Colonel Tehno R. Hukkala, Commander, MERDC, Leslie L, Askew, 
Security Officer, MERDC, and Edna T. Payne, Assistant Security Officer, MERDC 
with the 2nd Quarterly CISP Briefing, The briefing was presented one week 
earlier than projected due to the uncertainty of the Commander*s pre-holiday 
December schedule. The briefing was well received with no problems encount¬ 


ered, 
2 ,. 
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rULATIQIi OF OPE ’.ATICKAL PROGRESS DURING THE PERIOD: 


Six'prospective Sources were spotted during this period. 


IGHIFICAUT COUNTERINTELLIGENCE 1NFCRHRT1CN DEVELOPED: 


During this period three A gent R eports v?ere produced. These reports were 
as follov/s: 1 b6 | t DP03: P b6 | SSG 

| b6 |, report submitted 25 October 1973, concerned suitability due to 

indebt edne ss; | b6 ] , PDOB: | b6 1 

| b6 1 CIV | b6 | report submitted 5 November 1973. conce rned suit ¬ 
ability due to alcohol d rink ing problem;| b6 [ DPGB: | b6 | 

f b6 | SSU[b6 | report submitted 21 November 1973, 

concerned a^threatening telephone call. 


4. ^5) COMIEUTS, REMARKS, A HD RECOMMENDATIONS : 


At the present time there is no approved CP LAN available for this pro¬ 
ject at the Washington Field Office, The next Quarterly Briefing of the 
Commander, MERDC, will be within the first two weeks of March 1974, and 
will realign the briefing schedule. MERDC is a good CISP target, and has 
the potential for a successful project, hovrever the PLO*s time cn site is 
limited due to being PLO at another installation also. To be more effective 
MERDC must be a full time project. 


S/i i)c *nA/7f. 



isify on:' 'AiiJi'/jLl/iZ. 
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Project Liaison Officer 
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3 December 1973 


QUARTERLY PROGRESS REPORT NUMBER 2 


SUBJECT: CENTAVO KID 


Period 12 October 1973 to 12 November 1973 

rmm kotice-seksstive sources a?*d eetkoss ev&ved 

1. (U) CIRCIKSTANCZS : 

On 12 November 1973, the Commander, Harry'Diamond Laboratories(HDL), 
was briefed on the revised CENTAVO KID OPLAN, Present at the briefing were. 
Colonel David W. Einsel, Commander, HDL, Major D.N. Kappei, Commander, WFO, 
109th HI Group, Major Thomas R. Mooney, Executive Officer, HDL, CVJ3 James 
E. Harnish, PLO, Alfred F, Schneider, Security Officer, HDL, and James K. 
Yeick, Assistant Security Officer, HDL, Due to the close proximity be¬ 
tween this briefing and the December Quarterly Briefing, both were com¬ 
bined, The briefing was well received and no problems were encountered. 

The next Quarterly Briefing will be delivered within the first two v.’eeks 
of March 1974, and will realign the briefing schedule. 


2 . 




.RECAPITULATION OF OPERATION'LL PROGRESS DURING THE PERIOD: 


Since the approved and revised OPLAN has been available, six potential 
Sources are undergoing Local Agency Checks, A problem in cooperation as in¬ 
dicated in Quarterly Progress Report Number 1 within the HDL Security 
Office has been resolved and cooperation from the Security Office has im¬ 
proved , 


3. 


SIGNIPICAKT COUNTERINTELLIGENCE INFORM .Tit N DEVELOPED: 


One 7 Agent Report was produced during this periodas follows: LAKERS, 
Guillermo B., DPCB: 29 January 1935, Buenos Aires, Argentina, CIV | b6 | ( 
| b6 ~1 report submitted 19 October 1973, concerned suitability infor- 


(U) COMMENTS, 
None. 


REMARKS, AND RECOMMENDATIONS: 
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DEPARTMENT OF THE ARMY 

FORT CARSON FIELD OFFICE 
115TH MILITARY INTELLIGENCE GROUP 
COLORADO SPRINGS, COLORADO 80901 


ICGP-F-CA 10 December 1973 

QUARTERLY PROGRESS REPORT HUMBER 1 . 

! PERIOD: 11 September 1973 to 10_December 1973 

wiiu bb io m&m t o ii iij wi ' RB e i rtfnffiG ' Mw 

SUBJECT: Operation Canary Stone (U) 

CIRCUMSTANCES . 

Effective 1 December 1973, the Dugway Proving Ground Resident Office 
was established and became operational. SFC Pete A. Gonzales (PLO) has 
been assigned to the Dugway Resident Office, aea II 

*>i — ii f.-i i n>in . r,M>iiim B . To date, the PCO has not been 

assigned to Operation Canary Stone, therefore, no progress briefing was 
presented to the Commander, Daguay Proving Ground, pertaining to the past 
quarter's activities. 

2. (U) RECAPITULATION OF OPERATIONAL PROGRESS DURING PEG lCD. 


No operational assets were utilized during the reporting period. 

3. (U) SIGNIFICANT COUNTERINTELLIGENCE INFORMATION DEVELOPED . 

None has been developed during the reporting period. 

4. (U) COMMENTS, REMARKS. AND RECUXLEWDATIONS . ( 

The Dugway Resident Office is located in Room 2204, Building 5234, 
Dugway Proving Ground, Dugway, Utah. The Intraservice Support Agreement 
between the 115th MI Group and Dugway Proving Ground has been finalised 
and is in the process of being signed by appropriate unit representatives. 
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21 Jan 75 

li Feb ?5 

7 Mar 75 
28 Apr 75 

27 May 75 
11 Jul 75 

1 Aug 75 

16 Sep 75 
15 Sep 75 

2C Nov 75 
71 V.-.TJ 75 
15 N ov 75 
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ICIP'S TERMINATED, AS OF FEE ?5 


1. CANAL ROPE 

- 

US Army Communications Com-,and, Ft Huachuca, A7. 

2. CANARY STONE 

- 

Dugway Proving Ground, UT 

3. CANTINA. ARCH 

- 

US Army Air Defense Center, Ft Bliss, TX 

ii. CANYON ROSIER 

- 

Urtstilla Army Depot Activity, Hermiston, Oregon 

5, CENTAUR SALE 

- 

US Army Mobility Equipment Research and Develop¬ 
ment Center, Ft Beivoir, VA 

6 . CENTRAL TAXI 

- 

USArmy Electronics Command, Ft Monmouth, NJ 

7. CENTURY SQUAD 

- 

US Army Management Systems Support Activity, 

The Pentagon, Washington, DC 

6 . JONDOLA FLAG 

- 

US Army electronics Proving Ground, Ft Huachuca, /■ Z 

9. LANYARD MOOD 


Defense Language Institute East Coast, Wash. Navy Yard 

10. LEND TONE 

- 

Pics tinny Arsenal Armaments Command, Dover, i«J 

11. LENIENT CLOUD 

- 

US Army War College, Carlisle Barracks, ?A 

12. GONDOLA STAR 

- 

Reinstated for 6 Months. 
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Quarterly ICIP Report* (0) 


CDR, USAINTA 
ATTN: MIIA-SO 
FT MEADE HD 20755 


LTC Haeodle/mjb/56159 


l. (0) Reference, ueiMge, QAMI-DGB, 0321152 Dec 75. 

2yryz) Attacked for your flies Is a copy of the XH70B&THK MEMORANDCK to the Coder 
Secretary of the Army (lass inclosures) which forwardei nntrlei of the nine on¬ 
going COSTS XGIF operatLoos as submitted by your headquarters. The suaaary pertaining 
to a proposed IE IP by the $6th MI Group la support of USASA MS not Included in this 
•ofealulea. Spa* receipt of ■ response to the above referenced message, s dec La ion 
will be aede whether to Include that epecatino la tbs next quarterly report. 

3. ^^» la staffing the Quarterly KIP Report within OAC51, the Acting Director of 
Intelligence Operations noted that aany of the auaaarles of outgoing actions contained 
too aany details of individual eharacter/behavlor Issues. Ia future auarterly reports, 
suitability-type information pertaining to Individuals covered by the ICIP project 
should be either eliminated or sunaarited la general consents. 

4. Ob a separate natter, whan the ACS1 reinstated the ICir CCtttiCSA STAR in 
July 1975, he indicated he would review the ICIP In air souths to determine if 
significant lnforaation had been developed to warrant continuation of the project. 

It is requested that your headquarters conduct s review of this ICIP and furnish 
your consents and recaaaeeditions to this office by 9 January 1975. 

FOR THE DIRECTOR Of INTELLIGENCE OPERATIONS; 


Ifcgdj L. A. 

L. A, SFIRITO 

Colonel, GS 

Chief, HDMirT Division 
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its *en APTK1AL. MCWVEK, W THE ABSENCE OF SCTAILED AWT- 

GUIDANCE OR KIP> it IS DIFFICULT TO DETERMINE WHICH USAREUR 
MS KfD PROJECTS MEET THE CRITERIA AND DEFINITION OF 
£j|fcl&jf* »T OACil* W THIS REGARD, THE FOLLOWING 
^•TStATlONS ARE DESClISOt 

TOKEN* 1CIP DEVELOPED, AND IMPLEMENTED BASE]) 
i Yldk) I IN SUPPORT OF DET N, USASA FIELD STA AUGSBURG, 
A? HMfiACH , FfiC* THE OP LAN WAS APPROVED BY CDR, USASA 
Sf jijl* T5 AND BY ODCSI, USAREUR ON 15 JUL 75. THE ICIP IS I« 
its EARLY STAGES OF IMPLEMENTATION AND WHILE A NUMBER OF COU^TIR- 
KTELLIGOJCE RECRUITMENT LEADS HAVE been DEVELOPED, NO FORMAL 

secRuitmwt of confidential sources has yet been Accomplished. 

b. croup band* ci project based upon ref f and C UWOLVING 
IBAINTA RECrUith£>?t OF l* STERILE SOURCES IN c^US FOR IN¬ 
SERTION INTO 5 cTH ARTY BDE, USAREUR FOR COLLECTION OF COUNTER- 
SUBVERSION AND COUNTERSABOTAGE info. THE END OF US IHVOLV&HEVT 
£f» VIETN4II AND THE CONCOMITANT SHARP DECREASE IN SUBVERSION/ 
^%BOTACE INCIDENTS VIRTUALLY ELIMINATES THE NEED FOR THESE 
^SOURCES. NORMAL'ATTRITION JUS RESULTED IN ME REMAINING CROUP 
flAND SOURCE ip USAREUR WHO IS CURRENTLY HANDLED AS A CASUAL 

Defensive counterespionage source. 

C* CERTAIN SMILE* an ICIP IMPLEMENTED IN 1973 WITHIN 
CERTAIN KEY STAFF OFFICES AT HO USAREUR IN An EFFORT TO IDENTIFY 

* 35f 

REGRADED UfJCIASSiFjED 
ON _5 1997 - 

BY CDR USAIMSCOM FOI/PO 

AUTH PARA 1 -603 DoD 5200.1 -R 
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met maun* this orrici is currently 

l c IV c OSAR EUR APPROVAL WHICH «ILL IN~ 

THE SUSPECTED HOIS THREAT AGAINST HG 

t RECENT DEVELOPMENTS IN BERLIN BASED 
’NTXNSI INTEREST BY SIS IN BET L A 
SPECIAL FORCES WIT STATIONED IN WEST BERLIN# MOREOVER SIS 
60 CASE OFFICERS HAVE DISCLOSED SUFFICIKXT KNOWLEDGE OF DET A TO 
f RAISE THE POSSIBILITY OF A SUCCESSFUL SJS PENTETR ATl0 tf OF DET 

0 A* BASED ON A REQUEST »Y CRR, BERLIN ORE, A 5 ONCEPT OPERA-* 
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■0 MTEREST BY SIS IN U^MUJ ACT If Hits/PERSONNEL AMD OBVIOUS EFFORTS- 
fc- il TO «FFM ^WCTMTION. MTB BI JUS BED* TASKED TO 
^ |MPA*i r^^HJlPfCD TO NEUTRALIZED OR EXPLOIT THIS SIS 
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IN CMOS I* TREAT© AS A Cl SERVICE, THOSE 
JECTS DESCRIBE* IB PAfeA 1« SUPRA, WITH THE 
BAND, ART CON SI PR ED DEFENSIVE COUNTERESPIONAGE 
INITIATED AS THE RESULT OF DEMONSTRATED OR 
*'0l$ TREATS*IN ALL CASES, APPROPRIATE COMMANDERS 
IE#XD m THE PERCEIVED HOIS THREAT AND HAVE EITHER 
fOt CONCURRED KITH THE cl NEUTRALIZATION PLAN# 

T#V THE OP LAN PERTAINING TO CARELESS TOKEN IS BEING FOR- 
ruitED TO yOUR OFFICE FOR APPROVAL; QUARTERLT STATUS REPORTS 
ALSO WILL BE FURNISHED & 

** IU) REQUEST YOUR COMMENTS AS WHETHER EITHER OF THOSE PRO¬ 
JECTS DESCRIBED IN PARA ID AND lE, SUPRA MEET THE CRITERIA FOR 

ICIP and thus require ACSI approval. 

5. tU) FURTHER REVEST DETAILED GUIDANCE REGARDING OACSI ICIP 
H3UCY A Up PROCEDURES BE FURNISHED AT AN LA* L^ ATE. 

CU) ODCSI, ULSARZUR, ACTION 0FfICE& IS HR DiVlD R* SMITH, 


AEAGB-CI<30 ), m 7354 tAUTOSEVOCOM 47421* . 
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15 December 1975 

Internal Counterintelligence Program Quarterly Status Report (U) 


EXCLUSIVE FOR Colonel Hilliam B. Holden . 

Deputy Chief of Staff Security 
Headquarters 

L • 0.S. Army Security Agency 

Arlington Hall Station 
Arlington, Virginia 22212 


ffe- 


.1- (0) Attached at inclosure 1 is the first Quarterly Status Report t 

for the period ending 15 October 1975. 

Tour attention is invited to potential source B58,786 referred 
to in paragraph 5. Appropriate coordination will be effected by the 
66th Military Intelligence Group, this Command and your Headquarters 
before utilization is effected. 


FOR THE COMMANDER: 



Captain / MI 
Assistant Adjutant 
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24 October 1975 


AEW11-X-C£ 

B03U0-51B-75 

SUBJECT: Internal CounterintollIgecce Program {ICIP) 
(QUARTERLY STATUS REPORT) (QSR) 


Offittaade r 

66th Military Intelligence Group 

(actusm for icip owtrol officer) 


t, (Q) References: 

«. GPIAH, 511th HI Battalion, AEUMI-N-CE, 1-75, 1 Kay 1975 

. b. AEftSB-CI(SO), DTC 1516402 July 1975, ICIP 

2, (U) This Is the first ICIP Quarterly Status Report. In accordance with 
references, covering the period ending 15 October 1975. 

3l“W General: 


a. Activity at the target Is In tho dravdovn stage, pending auto¬ 
mation in early 1976 under the LA FAJRC VITE Program. Since 1 July 1975, 
personnel ranting has been reduced to about 50 percent of previous target 
strength; asost personnel have been reassigned to USASAF5.Augsburg. In 
June 1975, cn official release was mde by letter to the Buergerueister 
(j 2 ayor) of Riw*>ach, which provided details of the withdrawal. Portions of 
the letter were reportedly published In area newspapers. A copy of the 
English translation of the letter to the mayor's office Is attached as 
Inclosure 1. 


b. Contrary to the letter Inclosure. It appears that sowe target 
personnel in excess of the progressed approxlrately seven (7) Individuals 
who will maintain and guard the automated site, my regain In the area 
for varying periods up to 1 July 1976. These Include all personnel who 
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SUBJECT: . Internal Counterintelligence Program (ICIP) 


24 October 1975 


are scheduled for OEROS or ETS In FY76 as funding Is not available for two 
PCS moves In a single fiscal year. Mo figures were available at the time 
«f the QS 8 preparation as to how many personnel would be affected, nor had 
«t been detentfoed what would be their duties during the approximate period 

1 March-30 _ 

^ -C. Tb* W cowunlcatlons site {6913th OSAF Security Squadron) 

WL~ r Totaled 1 %TfceS 4 »e area Is scheduled to close at about the same time the 
~ 'lihpBt U aaitcmted; 90 USAF personnel will remain In the area. As far 
5 * L '- -- * the French and Bundoswehr sites will continue to 

4. The seven or eight personnel scheduled to remain at the target 
^JemWMtly will be billeted at the top of Mount Hoherbogen, In a newly 
’^0ostn , cted building, adjacent to the present operational area.. The senior 
Individual will be an HCO, grade E 6 or E7, who will probably have one cf 
" the supervisory communications equipment maintenance KOS's. Other personnel 
Stationed there will be equipssent and antenna array repair and maintenance 
specialists and guards. All personnel will be single or unaccompanied. 

At the writing of this report, none of the permanent party had been selected. 




Operational Matters: 


a. SMLM-F makes a reconnaissance of the Rimbach area approximately 
wice a month. The sightings usually Involve travel along the PRA perimeter 
reading leading north and south out of Rimbach. Perimeter roods of PRAs, 
excluding Autob ahnen , are off limits to SfCM-F vehicles. On 3 June 1974, 

a SlfiJl-F vehicle was disabled on the access road leading to the target 
operational site, well within a PRA, and was assisted by a Chief Warrant 
Officer assigned to the target, who was not aware of the correct PRA 
boundary. There have been no SMLM-F detentions In the area, and none are 
likely, since the closest Military Police are located at Hohenfels Training 
Area (firFA), 80 kilometers away. 

b. In Harchll975, during a liaison visit wltb. 
th» target reaaimrfgr. the PLO was advised that MAJL 

I b 6 [ had been transferred to Ramstein, FRG after appearing' 

to race charges of homosexuality. 


before a board 1 


c. In April 1975, SP4[^ 


incident {Group Case 75-061P 


b6 [ reported a possible SAEOA 

“Hurlng me subsequent Investigation it was 


determined she bad reported to Field Office Augsburg a similar approach 
by the sane Indlvftfajal a year earlier . Target p ersonnel were dubious as 
to the veracity of statements made byfb 6 ] who was transferred to 
USASAFS, Augsburg on 1 August 1975. 
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d. In Kay 1975, HAJ Douma advised the PLO that some of the target 
personnel had a tendency to talk too openly about their jobs In public, 
and that his solution had been constant reiteration to unit personnel 

on the dangers of loose talk, flo specifics were provided on Individuals 
concerned. The PLO did not press for details as he considered It a 
coRKiand matter. HAJ Douma believed the security posture of the target 
was steadily Improving. 

e. Tfca preliminary Investigation of f b6 [ continu ed, h owever,- 

In low key doe to the lack of credible specific allegations. fb6 I 
operates the Hoherbogen Restaurant, situated near the target administrative 
•rea. He allegedly travels regularly to CS5R to visit relatives and to 
tjtteod dog shows. Target personnel patronize the res taurant regularly, 
primarily because of its convenient location. | b6 (was never reliably 
reported to have shown undue curiosity about target operations and per¬ 
sonalities. but remains, nevertheless, well-informed becaus e of ov erheard 
conversations of target personnel-customers. In June11975, l b6 ] told 

the PLO he was not looking forward to the departure of the Americans be¬ 
cause he would have to "put up“ with local German easterne rs, who were much 
®ore troublesome than target personnel. In October 1975. f b6 | remarked 
to KAJ Douma that he had made several trips to Augsburg to negotiate the 
purchase of a tavern there. [bQ | said he intended to sell the Hoherbogen 

Restaurant and move to Augsburg, where he will open a tave m/restaurant 
two kilometers from the "ASA kaserne," Activity of fb6 [ will continue 
to be monitored In the Rimbach area, and If he moves to Augsburg, he 
should be made a target of continuing Interest by Field Office Augsburg. 

f. In July 1975, CPT (Chap) [ b6 [ Protestant Chaplain at 

irTA, advised that an individual assigned to the target had sought his 
spiritual guidance as a result of extreme emotional anxiety, due to his/ 
her Involvement with a group 6$ USA SA perso nnel who were engaged In satanlc 
religious practices at the target. I~bs I revealed no details nor identi¬ 
ties, due to the sensitivity of communications to a chaplain, however, the 
identity of the Individual Involved is believed to have been established 
(see para 4j, below). 

' " " gl Hfn July 19/5, twb target personngT applied f or Military Intelli¬ 
gence duties in ACGP-97. One (SP5 L 1 was assisted In 

completion of required fo rms and processi ng/lntervlew Is In progress. 

The other individual (SP4i _ 3 will not be able to apply until 

December 1975, when he has 1Z months remaining to DEROS. He expects to be 
transferred to USASAFS, Augsburg prior to that time and has been advised 
to initiate his processing at Field Office Augsburg. 


.1 
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.AElkll-il-CE 

SUBJECT: Internal Counterintelligence Program (ICIP) 


h. In July 1975, USASAFS, Augsburg recuested a gency checks on th e 

German national Intended spouse and rela tives of S P4|_b6_ 1 

Subsequently, during a subject intgrvlewJ b6 1 stated that his fiancee 
had contact, through an acquaintance, with I b6 i a photographer/ 


the Rlmbach 


Subsequently, during a subject Interview! 

had contact, through an acquaintance, with 1_^ 

reporter for a Furth-1m-V!ald newspaper and that he suspected Ij 
recei ving money fro# the CSSR for photographs of facilities In 
* «rea. | b6 |had no specific reason to back up his sus picion and said 
It was cOGsawTcnowledge among target personnel. ( Tb6 | was -the subject 
of a bilateral W/HAD Investigation in 1973 and 1974, during which none 
of the a llegations of possible Intelligence activity were subs tantiated.) 

. | bG fait* said he personally was suspi cious o f fnu l b6 [ a former 
^—~ t>er o f ftp target unit, who operates " 1 b6 T s Club" In Koetztlng. 

]s curious as to the status of US Installations at Rlmbach and 
s his US citizenship and former Arrty service as a method of gaining 
,s to Information from US Forces members who patronize his esta blishment . 



]and his activity was previously known to MI/MAD during theHTo 
■tlnn and not determinpd to warrant further Investlciatlon. *70 


Investigation and not determined to warrant further Investigation. 
<s a non-DoD affiliated us citizen.) 


1. In July 1975, USA SAF. Ai gsburg requ ested agency checks in 
Koetztlng on f b6 l and Or. f b6 } who were friendly with target 

personnel and who had beetle knowledgeable of classified defense Informa¬ 
tio n as a result of this relationship. There was no indication any of 
the l b6 f s had attempted to elicit defense Information. A genc y checks 
fai led to reveal any derogatory Information concerning tbefb6~|family; 

Dr. f b6 | was a practicing dentist in Koetzting. In early Augu st 1975. 

HAJ Douma advised the PLO that I n early 1975, SP4 | b6 | and her 

dependent husband J b6 L a US citizen, had attempted to establish 

a German-American Club betweo ntarqet personnel and the local conxnunlties. 
In this connection, the fb6 f s mentioned being acquainted with a dentist 
in Koetzting. nfi. Nothing of consequence ever .camjj.jtf v £be attempt to 
form an organization. Later, date unknown, Douma was' advised by Commander, 
Forward Oper ations Battalion, Augsburg (his supervisor) of a report that 
| b6 [had di scussed c lassified Information with German acquaintances, 

in an interview of I b6 ~j by Douma, she admitted having discussed 

details of LA FAIRE VITE with her husband In early 1575, a nd to have 
mentioned the project In the presence of one f b6 L a German 

national acquaintance residing in Munich. I be | was su bsequen tly given 
a written reprimand In connection with the compromise. | b6 | mentioned 
nothing about any other German acquaintances, and denied comp rani sing any 
classified Information to any other foreign nationals. Ko Information 
was made available to Douma when he was tasked by his higher headquarters 
to Investigate the incident, as to the Identity of the German acquaintances 
who were sup posed to have received the classified defense information. 

I b6 [ departed the target on 19 July 1975 for COIIUS and separation 

from active duty. 
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^SUBJECT: Internal Counterintelligence Program (ICIP) 


j, In August 1975. HAJ Douma advised the PLO.that SP4|_ 1 

attached to the target from the SOkd ASA Group as a Czech linguist voice 
Intercept Specialist {9S621CX). had exhibited severe mental trauma inme- 
diately following the departure of a close female acquaintance from the 
target on 30 dune 1975. an d had boon pla ced on extended leave status. 

1m ] consulted CPT (Chapl T b6 l at HTA and the USASAFS Augsburg 

Staff chaplain, but had allegedly declined psychiatric counselling. On 
her return from leave, her ac cess to classified material was to.be sus¬ 
pended and ftuzaa could d<rect r~^~n to receive counse lling, as he was 
r concerned about her emotional stability. 1 b6 \ had a DEROS of 

• W5- 



linguist Voice Intercept 
Douma was requested to watci 
information to CID at HTA. 


dal 1st, att ached from the 502d ASA. Group. 
hR "^activities closely and pass any 
'DEROS is June 1976, putting him 




Source Activity: 


In the category of those mentioned In paragraph 3b, above, who may remain 
at the target without any specific duties. 

l. In September 1975, B58.706 (who Is undergoing preliminary source 

assessment) advised that in approximately April 1975, a female soldier 
traffic analyst assigned to the target, whose name ha c ould not rec all, 
had compromised a TOP SECRET/CRITIC/CODEVJORD message to I ~jjg 1 

dependent and GS-2 clerk typist In the unit administrative office. P I 
had only a Confidential clearance. The compromise although known by the 
target commander,was not reported to USASAFS, Augsburg. 

m. Ho specific Information has been reported to Indicate that 
Hostile Intelligence agencies are In contact with any target personnel. 


a. One potential source (B58.786), has been spotted at the target 
and is being assessed. Name traces are not yet complete. He Is scheduled 
for reassignment to USASAFS, Augsburg on approximately 15 December 1975. 

In accordance with paragraph 3b of reference a, a Lead Development Report 

Is being prepared and will be forwarded separately, recommending his possible 
utilization as a defensive Installation source-in Augsburg. 

b. The lack of identification of any personnel who will make up the 

permanent party at the target has Inhibited any meaningful spotting/ 
assessing activity to date. - 
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^mrrrXr 


AEUM-vl-CE 

SUBJECT: Internal Counterintelligenee Program (ICIP) 


6^i) 


Comas nts: 


a. The PLO was indoctrinated for SI on 9 October 1975. Request 
Special Operations Detachment determine if any more Quarterly Security 
Inspections are scheduled for target, and arrange for prior notification 
«nd coordination so tiwst the PLO may accompany the inspecting team. Any 
Insight gained into security problem areas not evident from routine 
liaison contacts would be of great value to the PLO in accomplishment of. 
Ms Mission. 

b. The PlO has reported that he Is unable to pursue a more 
aggressive approach with the target commander concerning Identities 
of personnel who will remain at the target, without arousing suspicion 
ns to his true motives. Request Special Operations Detachment attempt / 
to identify those individuals as soon as the determination is made. 

c. The short period remaining of continued operations at the target 
raises the question as to whether the pro.iect.h Quld bo justified a t.. that 
location in the long term. As presently visualized, according to avail- 
able information, any source recruited at the target would be primarily 
reporting on six or seven other personnel, with whom he is living in a 
very close, restrictive environment. It can be expected the majority of 
the Information reported will be of an adverse suitability nature. 

Further, it con be expected that with target automation. Hostile Intelli¬ 
gence efforts at the target will take a lower priority inasmuch as product 
expolitation through the human exploitable factor will no longer be 
present. The Commander, USASAFS, Augsburg raised some of these points 
when referenc e a wa s s taff ed t hrough his office." " 


1 Incl 
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ii ttr ..ac:.3 
: » V,.' of idii-irr 


. I. _ ,i;e ’>ur _ >Tfe cf this letter is to aovirt you, ana therefore til himsacii 
eTiE&.ity ofi'ici'.ls anu bur-ine setter., of a projected cu.hge ir. ti.e Ub 
’ilifijy'iVitur* and oret-ence in tnc coat-unity of ;:ia.o-»c:<» i.ount noncrto^eri, 
iir.\ the surrounding area. 

i; S»'y'iht -v-ericsn nilitnry cossunity in tnir area now consists af elements 
>f- both trie United i'tates Am wwi the united .. tate.-< Air F«-rco, as well as 
i i 'significant nutiber of wives- anti cenoruK-nt children. ‘ihe total /Uterifcan 
insulation currently is just over three hundred people. 


3. C atr.er.cing in Autrust 15?5« the Aatericar. cn.-fjur.ity vij.j, tecrcuse in :ize, 
ith the largest majority of our people aupr-.rtinjj on or aoout 1 Loveaiber 
ux: 1 > oece-jbar respectively. Jy 1 r.arch 1 V?u tr.-re ;»iil be approximately 
<even bo Anry personnel and probaoly no wive: nnu cnilcren regaining ir. the 
trea. Vhey will live in a LL Army o>nea f iciiit/ on ton of r.ount hdher'o-ogen 
[on ockraeir. nid^e). 

h. il.is transformation is the result of a pro.-ravimcd technical change in 
Lr.e .viuericar. corru.ur.ications function locateu in this area. 


i. At tniy tixe, a no with this announcement, please accept «$• personal 
latitude, as well as that of the LS /. riry ? »r.u the Lb Air Force, For the 
:rcerrt «:di;:£ .no --.amt:. v.r icn has Lem graciously extended to the 
x-sric^n :\iiit;*ry forcer- tno tnuir fnailic: ..»v.*r these aatriy years by 
ou, the hii.oach C oar., unity official btaff, :uig tne entire cufr.briity of 
•iitbacr.. ..e will ho ill that .-.e can to insure tnat the s3oil force 
■e:.VLihir.£ continues to appreciate ana help maintain tne relationship tnat 
e nave enjoyed. 
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»A WASHDC/ZDAfll-DOH// 


CINCUSAREUR HEIDELBERG 6ERHANY//AEAGB-CI// 
INTO: CDR USAINTA FT HEADE HD//HIIA-SO// 


SUB J: INTERNAL COUNTERINTELLIGENCE PROGRAM CICIP> <U> 

A- USAREUR MSG 1N17S5Z JUN 7S (SSO MESSAGE) 

B. USAINTA MSG C115NBZ JUL 7S (SSO MESSAGE) 

C. DISCUSSION MG DILLARD/HR KELLYi 21 NOV 75 

REFS A AND B PERTAIN TO AN ICIP FOR THE USASA FIELD 
STATION-. AUGSBURG-i FRG WHICH INDICATED CDR USASA HAD APPROVED AN 
OPLAN PREPARED BY Lfc HI GP- DURING REF C HR KELLY BRIEFED HG 
DILLARD ON BACKGROUND AND SPECIAL CONTROLS PERTINENT TO ICIP- 

IN EIGHT O/^YOUR POSSIBLE ENTRY INTO THE ICIP FIELD, THE 
FOLLOWING INFORMATION IS FURNISHED AS BACKGROUND*- CUT 

A- <U> THE PRESENT ICIP {FORMERLY KNOWN AS ACIP> IS A Cl 
SERVICE TO VARIOUS SENSITIVE INSTALLATIONS IN CONUS UNDER USAINTA’S 
HONITORSHIP AND CONDUCTED BY THE TUO CONUS HI GROUPS- SINCE THE 
PROGRAH HAS BEEN PRIMARILY A Cl SERVICE CONDUCTED BY USAINTA, THERE 
^5 NO DETAILED ARMY-WIDE GUIDANCE ON ICIP- THE NEWLY PUBLISHED 


LTC HAENDLE/DAHI-P0H/SL15M/2 DEC 75 


regraded unclassified 
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AR 381-20 MENTIONS ICIP A? A Cl SERVICE BUT DOES NOT CONTAIN POLICY 
OR PROCEDURAL SPECIFICS. 




BY BEBORANDUB TO THE VICE CHIEF OF STAFF. ARflY. DATED 


6 FEB 72. THE UNDER SECRETARY OF THE ARBY DIRECTED THAT flUARTERLY 
REPORTS ON THE ICIP BE FURNISHED HIS OFFICE BASED UPON HIS CONCERN 
AT THE TIBE FOR COBPLIANCE NITH THE VARIOUS DOD AND DA DIRECTIVES 
PERTAINING TO THE PROTECTION OF NON-AFFILIATED US CITIZENS AND 
ORGANIZATIONS. THESE flUARTERLY REPORTS HAVE BEEN REGULARLY 
FURNISHED SINCE HARCH 1*172. 




IN SEPTEMBER 1B7M-, THE ACSI ESTABLISHED POLICY FOR 


USAINTA THAT ICIPS WOULD BE CONDUCTED ONLY AT THE HOST SENSITIVE 
INSTALLATIONS OR ACTIVITIES. HE PERSONALLY REVIEWED THE EXISTING 
PROJECTS AND DIRECTED THAT THEIR NUHBER BE REDUCED FROM 11 TO ft. 
LATER REINSTATING ONE ON AN INTERIM BASIS- HE ALSO ASSURED THE 
UNRER SECRETARY OF THE ARBY THAT HE WOULD PERSONALLY APPROVE ALL 
NEH USAIHTA ICIP PROJECTS. 

THE PROPOSED ICIP IN SUPPORT OF THE USASA FIELD STATION IN 
FRG WOULD EXTEND THE PROGRAB OUTSIDE CONUS FOR THE FIRST TIBE. IN 
VIEW OF THE ACSI’S COBHITBENT TO THE UNDER SECRETARY. ARMY-WIDE 


- o£0 u^° 
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PROCEDURES NEED BE ESTABLISHED WHEREBY PROPOSED ICIPS ARE REVIEWED 
AND APPROVED BY THE ACSI AND tfUARTERLY REPORTS OF ON-GOING ICIPS 
ARE FURNISHED THE UNDER SECRETARY- 

IF YOU STILL NISH TO PROCEED WITH THE ICIP IN SUPPORT OF THE 
USASA FIELD STATION- IT IS REflUESTED THAT A COPY OF THE FINALIZED 
OPLAN BE F0RHAR1ED FOR ACSI REVIEW- ATTN; DAffl-DOH- AFTER ACSI 
APPROVAL- INSTRUCTIONS AND FORfUT FOR THE QUARTERLY REPOtT UILL BE 
•URNISHED ALONG NITH SAMPLES OF PREVIOUS REPORTING- XGDS-3005 


'&!>$-Coi)(p£) 
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/COPY FURNISHED*- 
DATE:-. 


2 O JUN B 75 


DAMI-DOI-y__// 

DAMl-DOi-P___X. 

DAMl-DvS_._i_; 

DAM I-DOS-F_ 

DAMI- 30 S-P__ 

CAMtOQA-Z_ 

OTHERS_ 

SANITIZED COPY FURNISHED TOi. 


F 19 i'*55Z jlfN 75 
ftt SSO HEIDELBERG GERMANY 
Ito SSO INTEL AGENCY FT MEADE MD 
p?FO SSO Ac SI LA i-ASH DC 


FROM COL IALIROSA, CHIEF, Cl DlV, OLCSI, USAREUR for ltc grimes, CLR, 

SO LET, USAr’TA; l^FO MR KELLY, PEP HR- OPS, OACSI, LA. 

SUBJECT; INTERNAL CO LN T ERIN T E L LIG I" C Z PROGRAM ClClP) (U) || 

A. I»T ii^L-74 TOPIC, iHLiofeZ SEP 74 CU>* 

i.(^i w ACCORDANCE WITH GUIDANCE IN a, GOTH mi GP PREPARED ICIP Jjf 
OPERATIONS PLAN (0?LAv) TARGETTING Aw ELEMENT OF THE USASA FIELD • % 
STATION. AbGSSLRG, FRG (USASAFSA). On i£o MAY 75, FINALIZED OPLAn ^ 
WAS PROVIDED USASAFSA, FOR COORDINATION A”D COMMENT THEN TO BE ^ 

RETURNED TO DfcTE Ml GP FOR FO ROAR LING THRU ODCSI USAREUR TO USAINTA ^ 
FOR FURTHER COORDINATION WITH USASA. CONTRARY TO SPECIFIC REQUEST BY 
fcfcTH Ml GP, COMMANlER, USASAFSA, FORWARD ED OP LAN DIRECT TO LEPUTY Z& 
CHIEF OF STAFF SECURITY, HEADQUARTERS, USASA, ARLINGTON HALL STATION /?: 
FOR £OORlIwATION A*’D GUIDANCE. 

J<sJr IN VIEW OF FACT USAINTA INTENDED TO REVIEW A’*D EFFECT CO- T 
ORDINATION OF OPLA*’, RECOMMEND APPROPRIATE OFFICE AT USASA BE 
CO’-TACTEi- IN EFFORT TO OBTAIN COPY OF OP LAN AND EFFECT COORDINATION. 


BE6 F,ADE0^5f. 3/7 
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ca-TlWLJS AS k" AAA iUsOELr-'ATZ L"lT OF SUFFICIENT SI 2 '-, 

IMP LIE.•11” I AT 10" 07 OPLA" SEOUL- b'£ PRODUCT IV E. 

B. itR A’ IG rSFICTlO" THIS HE WAS OUZRIZL HR OVERALL 
ALThOSm FOR CO*’_tCTlNG ICIP- USA I” T A LAS I” FORE. EL* THAT 
AR ELa-.A*, Cl I*'VZS, SUPERVISION A'L CONTROL <CHA? III > IS 
AT OACSI FOR Ar.-7.0VAL A'L IMPLEMENTATION, A'-'L THIS AR -ILL 
PROvILE ^ZCESSAEV ALT LORI E AT I0 M FOR ICI?» 

C- rCl^L't A: REF, AR 5^-U, ACQUISITION A' T L STORAGE 
OF I”FO CO^CER-t-G *-0** “AFFILIATE!. PERSONS A«t ORGANIZATIONS 
ShOULL CO”^XL-Ri--» 

L. A" a r-JO L-VELCPEE Ti.AT BECOMES 0?C0 OR APPEARS TO 
LAVi. OFCO LRPi-CITABLE POTENTIAL Si.OULi. 5.- AEPOnTi.-. Th.tL 
OFCO CRENELS. 

S. tU) ThlS f.u IS PREPAREL TO RENTER AEgITIO^AL 
ASSISTANCE AS REQUIRES. REEL-ST THIS HE BE KEPT I** FORM EL 
RE LL-V-LOPHL'TS THIS ICIP* XG-S-^5) 
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27 September 1974 


MEMORANDUM FOR THE RECORD 

SUBJECT: 1C1P Briefing for Under Secretary of the Army (U) 


^ *. 
tCIK Mr. 


l.V* WS* On 25 September 1974 MG Aaron briefed Mr. Herman Staudt, on the 
tCI yC Mr. Staudt expressed reservations about operational control vithln 
the program and concern about the sudden rapid growth. He wanted assur¬ 
ances that the program was carefully monitored precluding the possibility 
for embarrassment. 

General Aaron assigned the following tasks to USAINTA through 
Mr. Leslie Hime, the USAINTA representative at the meeting. 

ft. Prepnre all the operations plans for review; General Aaron will 
personally re-validate each plan. 

b. Prepare source dossiers for review. General Aaron wants to be able 
to personally be assured that all sources are of such maturity and stability 
that they would not cause any embarrassment to the Army. 

3. && General Aaron will personally validate and approve all future 
opet'ations plans and will assume command and control of the program. Only 
essential plans will be approved and permitted to continue. General Aaron 
did not consider the operation at the War College to be essential. 

4. (U) Operations plans and dossiers will be reviewed on 4 October 1974. 


RICHARD EBERSOLE 
Major, GS 


^DEDUMCLASS^D 
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OSA,OCC/RCr trifle/pf/13Jan72 


6 FES TS72 


tSDflRAXJXBi TO 2. TO?. VICE CHIEF OF ST AIT 
Catted States Arajr 

SUBJECT: Countarlatellisence Pn>pr£-> (ACIT ) Operations 


On 4 Deeaabor 1971 yon forwarded tn m « neoorerdu** fron the 
Assistant Chief of Staff for Intelligence, S15J7CT: Councertntel- 
U|eact Policy Guidance, which Informed r*e «f the ACSI's decision 
't* reactivate certain A* 35 ressive Ccuatcrlntellif>eiwe Pro?rci< (AC I?) 
Operations. Attached to the ner.orandwct van the operation elca for 
pate such operation, I have reviewed that =moran<!ire and the attache.! 
|laa, end although I appreciate tho ccnscienticuis steps which have 
•' Wp tshen to as on re adherence to current policies in this ores, 1 
restsin concerned that this proems pay be placing as in a highly 
vulnerable position. 

OoD Directive 5200.27 and the irs picker, tin:; Arry policy letter 
dated 1 Jure 2971 impose two restrictions which ore particularly 
relevant tc ACT? operations. First, they require that tfc-:re be 
"no pbvert or otherwise deceptive curve!' lence nr punotreiic-n of i 

civil'cc 'orf.atJisationa * without tho prior approval of the Crciraan, 

MEC 'ac? the Assistant Secretary of lefenac (Corot:oiler;). I cccnd. 
they prohibit sosir.r.ins Doli pc.-roonr.rl ' tc etc end rut lie or rrl •*£« ' 
•Aettirje. cesor.8trotioc3, or other iirsilnr activities for tbs 
- purpose of acquiring inforsetion the collection of shicS ia 

authorized without rt prior approval, except in crerscnry situa¬ 
tions. These prohibitions apply whether or not the forevi ‘ toTy.at'’ 
of the operation is affiliated with the Depnrtrrnt of Defense. 

Although the ACSI letter approYir.s the first reactivated ACI? 
operation incorporates these restrictions by reference (paragraph 
lc), the operation plan and related documents obviously aonne 
that confidential sources vertine in the operation any obtain ami 
report inf onset im which they receive in the coarse of activities 
off military installationo. While the plan prohibits extending 
the collection effort ‘directly" to noi»-*)oD personnel (parapraoh 
4a(*)), and while the ACSI approval letter prohibits nabinj* non- 
* D&D personnel tarcets of off-post surveillance, I would asserse 

that it Is entirely possible that in tho course of their off-none 
activities confidential sources ul^bc obtain and report information 
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or jOR-sFf Hinted civil Ions. Aiihourh such activity *.icc in 

*11 cltuctiona ba forbidden by Do& Directive 52C0.27, it is dearly 
os the borderline. and I therefor* feel it is very important that 
theca operations be closely supervised sal tightly controlled. 

In order to ar.U on iaforrmd decision about whether further 
controls ore necessary (ineltidicr. possible rndrr Secretary or DISC 
review of each operation), I would appreciate your tafciiu-; the 
following steps: 

1. Je^innicg Kerch 31, 1972, I w«'ld Hire to 
receive a qoarterly report containing the following ■ 
information on eneU ACI? operation in prioress at 
any tine during the reporting period. Date approved, 
codc-nswe, location, atsdaer of confidentJLal sources 

. weed durinc reporting period, rsunber of instances 
in which in format ton eu «on-af filiated civi liars is 
obtained off post and reported, end a brief narrative 
•tate-ient erplaisicjj whether useful Information vaa 
obtained durirs the reporting period, whether tba 
Operation is to be conticued, and if bo, why. These 
report.: say be submitted in days after the close of 
the calendar quarter uhich they cover, 

2. With the second quarterly report, which will 
bo cue July 31* 1?72. 1 vocld like to receive a fell 

. laalysi*? of this orof»rBia, irducir.* its value In t-srrn 
r-f producing n^ful information end the adequacy of tht 
(.oa.rols 'hi cl* ha /c been impose*!. Beco-srendationi for 
try further necessary controls should ha included. 


(*gd) Kenneth £- Belieu 

Kenneth E. Sehieu 
Under Secretary of the Arsy 
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TIIE JOINT CHIEFS OF STAFF 

WASHINGTON, D.C. 20301 
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MEMORANDUM for TIIE COMMANDER, OS ARMY INTELLIGENCE AGENCY, 
* FORT GEORGE G. MEADE, MARYLAND 20755 


Subject: ICIP Coverage 

m Reference is Bade to J3M-199H-7 1 *. dated 26 November 

1971|, subject;: Request, for Internal Counterintelligence 
*Progran (tCIP) Coverage (C>. 

** 2 . Subject program authorised by the reference Is hereby 
rescinded. 



hi TER 0' IJRUCN 
Colonel, USA 
Director, 

Administrative Services 
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Classified by Chief, ANMCC 
EXEMPT FROM GENERAL DECLASSIFICATION 
SCHEDULE OF EXECUTIVE ORDER 11652 "% 
EXEMPTION CATEGORY - Indefinite -# 
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ROU i INLAND TRAI 


Hr. Kelly 

Acting Eirector of Operations 
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ICIP CANARY EFFQl 


mmm 
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REMARKS * 

1. The JCS supcort portion cfe the IC1? at " 

Ft. Ritchie, MD has been cancelledjlin response to 

a letter from the Director, Admin ajprvices Div, JCS, 
dated 7 Dec 75, which reminded the earlier request 
for support. However, the 1CI? co ntinues to sunnort 
Armyelements^at Ft. Kitehie . 

2. (U/ The current Commander, 90?d HI Gp is review¬ 
ing all current ICIPs managed by his group^ and 
anticipates furnishing recommendations in March 
regarding continuation of each project. CANARY 

r.fFORT (u) will be included in his review. 

cwfed Ail -~ 

SUBJECT TO GE?!F"U, •'7.a‘.f-v'~rAT?0N 

schedule o: ? 

timt&Kixtm i: two yiai 
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the individual who met with the JCS Security 
Officer was CrfO Garry Peisen, FI* Ritchie RO, 
902c MI Gp, and not a representative of PCF as 
previously reported. A PCF representative 
escorted Peisen to the JCS Security Office but 
did not participate in the discussions. 

2. Mr. Guerrieri has still not determined if 
any sort of briefing will be required and will 
advise this office when a decision is reached. 


Do NOT us* this form as a RECORD of approvals 


L. A. SPI.HITO, COL, GS 
Chief HUMINT D«*ision 3 // 
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MEMORANDUM FOR: 


MR. KELLY, ACTING DIRECTOR OF INTELLIGENCE OPERATH 



SUBJECT: Discussions with JCS Security Officer on ICIP CANARY EFFORT 


l.\ At the request of LTG Grimes, Special Operations Detachment, 

USAMTAV LTC Haendle from this office visited Mr. Guerrieri, Chief, 
Security Office, JCS on 20 Nov 75 to determine if he had requested 
briefings for the Director of the Joint Staff and the J3, JCS. LTC 
Grimes had learned that the 902d MI Group was preparing to brief on the 
ICIP CANARY EFFORT at Fort Ritchie, MD and questioned the need for such 
briefings. 


2. \^C) Mr. Guerrieri stated that he had learned in passing conversation 
with a member of the PCF that Army was providing ICIP support to Joint 
Activities at Fort Ritchie, MD. He was disturbed about the potential embar¬ 
rassment of such activities and stated he had not previously been aware of 
this type of support. He had requested that various JCS offices be briefed. 
He read from a letter prepared by the Commander, Alternate National Military 
Command Center (ANMCC) to the Commander, USAINTA, dated November 1974 which 
had requested ICIP support and indicated this request had not been cleared 
with either his predecessor or the J3, JCS. (This request was never for¬ 
warded to OACSI so far as can be determined). 


( vY 

3\^_ gC) It was explained that an existing ICIP CANARY EFFORT in support 

of Army organizations at Fort Ritchie, MD had recently (Sep 75) been 
revalidated by the ACSI resulting from a reorganization of the supported 
command. Included in the revised OPLAN was overlapping support to the 
ANMCC and its Support Directorate. However, the ICIP, which has been in 
existence for several years, was primarily in support of Army activities. 


Mr. Guerrieri indicated he would prefer that no such operation 
existed in support of JCS activities at Fort Ritchie and would so recommend 
this to his supervisor, COL O’Brien, Director of Admin Services, JCS. It 
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DAMI-DOH 

SUBJECT: Discussions with JCS Security Officer on ICIP CANARY EFFORT 

was agreed that a USAINTA representative would brief Hr. Guerrieri and 
COL O'Brien at their convenience on ICIP CANARY EFFORT. Further that no 
higher representatives need be briefed unless it was determined to be 
necessary after the initial briefing. Mr. Guerrieri would inform DAMI-DOH 
when (or if) a briefing on the ICIP was required. 



L. A. SFIRITO 

Colonel, GS 

Chief, HDMINT Division 
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MEMORANDUM FOR: ». KELLY, ACTING DIRECTOR OF tJULLIGENCS OPERATIONS 
ttUCT: Discussions with JCS Security Officer on ICIP f>*8*R EFFORT 


At the nquut of LTC Crises, Special Operation# Detachment, 
D8*nrTA, LTC Beesdle fro* this office visited Mr. Cuerrierl, Chief, 

Security Office, JCS ou 20 Nov 75 to determine if he had requested 
briefInge for Che Director of the Joint Staff and tha J3, JCS. LTC 
Crises had learned that the 902d MI Croup tree preparing to belef on the 
XCIF CARARY KFTORT at Fort Kltchie, MD and questlotted the need for such 
briefings. 

Mr. Cuerrlari stated that he had learned in passing conversation 
with a member of the PCF that *rwy was providing ICIF support to Joint 
Activities at Fort Ritchie, MD. Be wat disturbed about the potential embar- 
raeawent of such ectivitiee and stated he had not previously been aware of 
this type of support. Be had requested that various JCS offices be briefed. 
Be read from a letter prepared by the Commander, Alternate Rational Military 
Coenand Center (AJMCC) to the Commander, BEAUT!.*, dated November 1974 which 
had requested ICIP support and indicated this request had not been cleared 
with either hie predecessor or the J3, JCS. (This request was never for¬ 
warded to OACSI so far as can he determined). 




3W It was explained that an existing ICIF C*H*RY EFFORT in support 
of Army organisations at Fort Ritchie, MD had recently (Sep 75) been 
revalidated by the *CSI resulting from a reorganisation of the supported 
coamand. Included In the revised OFL'N was overlapping support to the 
ARMCC and Its Support Directorate. However, the ICIF, which has been in 
^etenee for several years, was primarily in support of Army activities. 


4.A-7n% Mr. Cue rr Leri Indicated he would prefer that no such operation 
existed In support of JCS activities at Fort Ritchie end would so recommend 
this to hie supervisor, COL O'Brien, Director of Admin Services, JCS. It 
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D*MI-OCJB 

SUBJECT: Diacuaaiona with JCS Security Officer on ICIP C'H'BT EFFORT 

vaa agreed that a US L IHT A representative would brief Mr. Cuerrlerl and 
COL O'Brien at their convenience on ICIP C*E*KT EFFORT. Further that no 
higher repreaentativea need be briefed unleea it vat determined to be 
necessary after the initial briefing. Mr. Cuerrlerl would inform D*MI-DOH 
when (or if) a briefing on the ICIP vas required. 
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ChMf, HDMUfT Division 


Am c ■ 


AT tty r / v • 3fi< 7C / 

s?o* iiuifWw?, cr>* 9?*° A/r <? 

A/ r C G& J&< 7 ~rC TC oC* L «.S / U h P$Llr <3 /rt"C 


Cei SAG'?* 


h>tr*L t 


Icith / frF *%(?c() £ tTy Or-r-'CCt^ 


.jVS rc Xczf SvPfoet 






C0 


& 






,M V 



DAM1-D01I 


l l IW*' to /i 


MEMORANDUM FOR RECORD 
SUBJECT: IC1P CANARY EFFORT 


1. (U) On 19 Nov 75, LTC Grimes USAINTA requested that I visit a Mr. 

Guerrieri, Chief, JCS Security Office, 1A688, The Pentagon to determine . 
if Guerrieri had requested briefings on CANARY EFFORT for the Director 
of the JCS and J3. LTC Grimes indicated he had just learned the 902d 
Ml Gp was ginning up for these briefings which he considered unnecessary. 
LTC Grimes advised the 902d MI Gp to hold up until informed otherwise. 


Mr. Guerrieri was not in his office on 19 Nov 75 and was not 
visited until 1430 hours, 20 Nov 75. In the meantime, the undersigned 
determined that a request for an ICIP had been initiated by the Commander, 
Alternate National Military Command Center (ANMCC) to the Commander, 
USAINTA in November 1974. Correspondence between USAINTA and the 902d MI 
Gp established that the existing ICIP CANARY EFFORT could be expanded to 
provide coverage to the ANMCC. (None of this correspondence was discussed 
at OACSI level so far as could be determined). In the meantime the 902d 
determined that the OPLAN for CANARY EFFORT required revision due to a 
reorganization of the Supported Army Command. It was decided to add target 
coverage to the ANMCC as well as the AJCC, ANMCCSD, and ECTC, all at either 
Ft Ritchie (Site R) or Ft Detrick. The revised OPLAN was approved by the 
ACSI on 15 Sep 75. 


3 


3- In conversation with Mr. Guerrieri, it was determined that he 

learned of the ICIP in passing during a conversation with a representative 
of the PCF. He was more than a little disturbed that no one in JCS, partic¬ 
ularly the Security Office, was aware of the project. He reiterated at 
great length that he recognized the Army was merely responding to a 
legitimate request, prepared on JCS stationary, but that the potential for 
embarrassment from such an operation clearly disturbed him. The undersigned 
discussed briefly the fact that the Army ICIP in support of Army activities 
at Ft Ritchie had existed for many years. Even though the ANMCC request 
for support occurred in 1974, the expansion of the Army Security service to 
include joint activities was not approved by the ACSI until Sep 75. 
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DAHI-DOH 

SUBJECT: ICIP CANARY EFFORT 


[r 
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Further, from correspondence received at OACSI, the indications were that 
the ICIP still supported Army connands in the main, but could be of assistance 
to the ANMCC if serious breeches of security were uncovered which affected 
joint activities in adjoining areas. Mr. Guerrieri reiterated his concern 
for the Privacy Act impact upon such security operations and generally gave 
the Impression he was concerned that the ICIP would cause his office head¬ 
aches in the future. He would prefer that no such operation supported JCS 
activities and would so recommend this to.his boss, COL O'Brien, USA, 

Director of Admin Services, JCS. 

4. (U) It was agreed that a DSAINTA representative would brief Mr. Guerrieri 

and COL O'Brien at such time as he preferred. No higher or other JCS repre¬ 
sentatives would be briefed unless it was decided to be necessary after the 
initial briefing. Mr. Guerrieri will contact DAMI-DOH to arrange for a 
briefing. 



LTC, GS 
DAMI-DOH 
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Internal Counterintelligence Program (ICIP) (U) 



To obtain approval of the quarterly ICIP report_ 


Hnwwvw n* IBCMS. (D**cri{* trimftj tU rffr«—J< Uttfw W «W «dfc« 


_ ,___ w ___ . ■MMirikBffitiMtrAi.MitiM 

1. (U) Background : By memorandum dated 8 February 1972 (TAR-E), the Under Secretary 

of the Army requested that the VCSA provide a quarterly report on all ICIP operations. 

Discussion : 

During the past quarter, the ICIP OPLAN at Fort Ritchie, MD was revised to 
reflect target area realignment resulting from the reorganization of the US Army 
C ommun ications Command. The ACSI approved the revised OPLAN on 15 Sep 75. 

b\M£»} The Commander, USASA approved an Operation Plan in July 1975 for an 
ICIP under the purview of DCSI, USAREUR and 66th MI Group at the Augsbtfrg Field 
Station, USASA, FRG. A aeparate staff action directs a message from the Acting 
Director of Operations, OACSI to DCSI, USAREUR to furnish the Operations Plan for this 
ICIP for ACSI validation. Information regarding this new ICIP is not included in the 
attached quarterly report. 


3. (U) Recommendation : That the memorandi 
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DEPARTMENT.' OF "THE ARMY 

Omcz OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON. D.C. 20310 


0 4 DEC 1975 


MEMORANDUM THRU: 


» OF - flTAFTi UIIHBU JJ kVTK 
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SUBJECT: Internal Counterintelligence Program (IC1P) 

INFORMATION MEMORANDUM ■ 


i .®r. 


During the pa^r quarter, five of the ongoing operations provided 
information which served to enhance the security at the facilities con¬ 
cerned. Pers onneJ^^art icipating in 1CIP operations at Harry Diamond 
Laboratories, CFirainlJ ^ and Fort Ritchie, Maryland, identified security 
hazards which required follow-up investigative action. 


A 


With the revalidation of the ICIP at Aberdeen Proving Ground, 
Maryland in July 1975 for a period of six months, the total number of 
active ICIPs in CONUS was raised to nine. The ICIP OPLAN at Fort Ritchie, 
Maryland was revised on 15 September 1975 to reflect target area realign¬ 
ment resulting from the reorganization of the US Army Communications 
Command. 

3. (U) Summaries of the nine on-going CONUS ICIP operations are inclosed. 
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r CANARY EFFORT: (OACSI Revalidation - 4 Feb 75) 

a. Location: Fort Ritchie, HD 

b. Confidential Source Utilization: Three confidential sources 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) At an undetermined time within the past year, the Pentagon 
Telecommunications Center (PTC) requested that the Joint Chiefs of Staff 
(JCS) Communications Center provide the PTC with a magnetic tape con¬ 
taining test messages recorded by the Burroughs D825 Automated Message 
Processing System, a system used by the JCS, in order for the PTC to 
devise a coding system which would provide compatibility between the 
PTC's IBM 360/50 System and the Burroughs System used by the JCS. The 
JCS Communications Center could not provide the test message tape because 
of technical factors. This led to the Telecommunications Directorate, 

Site R, Ft Ritchie, receiving the tasking for the test tape preparation. 

A number of innocuous, unclassified messages were prepared by the conmu- 
nications personnel at Site R on a 2,500 foot reel of magnetic tape, which 
was sent to the PTC, where, because the messages were unclassified, it lay 
in open storage, unsecured, for about six weeks. During the processing 
which followed to make the two systems compatible, it was discovered that 
the tape also contained fragments of highly sensitive, classified messages 
which had been picked up from residual magnetism on the drums or reels of 
the Burroughs equipment when the test messages were recorded. A source 

of this ICIP reported this information believing that a compromise could 
have occurred when the test tape was not secured. The information was 
reported to the Commander, US Army Communications Center Operations Com¬ 
mand, who initiated an investigation of the incident which resulted in a 
change of security procedures for the handling/storage of computer tapes, 
reels, and discs. Since the PTC is a secure area in itself, it is believed 
that the information in question had not been compromised. 

(2) During the reporting period, sources surfaced adverse suitability 
information on 47 individuals assigned to Fort Ritchie and the Alternate 
Joint Communications Center (AJCC), Site R. In the majority of instances, 
the adverse suitability information dealt with drug abuse. Information 
was brought to the attention of the ICIP Coordinator of the supported 
command. Individuals concerned are being monitored, and an investigation 
was requested on one individual. 


cJ> sS ' f ' e ° 


m 


• eeftftpBTTwe^ 






e. Operational Status: 

(1) The revised CANARY EFFORT Operations Plan which reflected target 
realignment resulting from reorganization of the OSACC into the 7th Signal 
Command was approved by the ACSI on 15 September 1975. A request has been 
submitted for assignment of an additional Great Skills PCO to provide more 
adequate coverage of the increased target areas which have resulted from 
this reorganization. 

(2) On 1 July 1975, CPT Richard E. Graff, Project Liaison Officer 
(PLO), CENSUS TIME, was introduced to COL Donald E. Clark, Conmander, USACC 
Operations Command, at the AJCC, Site R. COL Clark had been previously 
briefed on the ICIP on 18 March 1975, but the purpose of this meeting was 
to acquaint COL Clark with the ICIP CENSUS TIME which is conducted at the 
Pentagon Telecommunications Center (PTC), prior to his assumption of com¬ 
mand at the PTC. On 1 August 1975, the CENSUS TIME and CANARY EFFORT 
Project Liaison Officers briefed COL Clark at the USACC PTC on both of 
these ICIPs since both of them involve USACC Operations Command and its 
subordinate elements. 

(3) On 18 August 1975, the CANARY EFFORT PLO and COL Stubblebine, 
Cotaaander, 902d MI Group, visited the USACC East Coast Telecommunications 

Center (ECTC), Ft Detrick, MD, for a facility briefing, since the facility 
is now being covered in the revised CANARY EFFORT OP IAN. The introductory 
briefing on the ICIP was presented to LTC Jackie L. Manbeck, Commander, 
USACC ECTC, and CW2 George S. Trivett, OIC, Security Division, USACC ECTC. 
The CDR, 902d MI Group, and the PLO also made a courtesy visit to COL J. A. 
Pastore, CDR, Fort Detrick. 

(4) On 27 August 1975, COL John S. Eberle, CDR, USACC Site R Tele¬ 
communications Center, was provided an introductory briefing on the ICIP 
CANARY EFFORT. 

(5) On 18 September 1975, the Quarterly Progress Briefing was pre¬ 
sented to the CDR, USACC Operations Conmand, COL Clark, at the USACC 
Operations Command, USACC PTC, Wash, DC, in conjunction with the CENSUS 
TIME Quarterly Progress Briefing because of the inter-relationships of 
both ICIPs. 


(6) On 25 September 1975, the PLO presented the Quarterly Progress 
Briefing to the supported conmand with the following in attendance: 

COL Harold G. deMoya, CDR, Ft Ritchie; COL John S. Eberle, CDR, USACC 
Site R Telecommunications Center; COL John J, PLosay, Jr., Deputy CDR, 
Fort Ritchie, and ACSI&S, 7th Signal Command. All of the above offi¬ 
cials expressed their appreciation and continued enthusiasm for the ICIP 
and made laudatory comments concerning the counterintelligence support 
rendered during the reporting period. 
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CANINE PLATE: 


(CACSI Revalidation - A Feb 75) 


a. Location: Seneca Army Depot (SAD) Romulus, NY 

b. Confidential Source Utilisation: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: On 23 September 1973, COL Alden L. Cox, 
Coamander, Seneca Army Depot, wbs given the ICIP Quarterly Progress 
Report which included the history of CANINE PLATE from its inception. 

COL Cox assumed command of Seneca Army Depot on A Sep 75 from recently 
promoted BG Alan A. Nord. With the PLO now having full, unescorted 
access to Directorate for Special Weapons and the Special Weapons Storage 
Area, the prime target area, source recruitment has increased with six 
(6) conventional sources being used. Additionally, initial assessment 
was made of one potential source. With the favorable attitude toward 
ICIP operations evinced by COL Cox it is anticipated that development 

of the operation will continue. COL Cox stated that he was happy with 
present state of the operation; he did caution that under no circumstances 
did he want any "flap" over the program. 
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3- ^jS^ANTER RIDE: (OACSI Approval - 4 Mar 75) 

a. Location: US Army Missile Comnand (USAMICGM), Redstone Arsenal, 

AL 

b. Confidential Source Utilization; One 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

Hone 

d. Useful Information Obtained: 

(1) Source continues to provide substantial information concerning 
eight of the persons who were subjects of the allegations which led to 
the request for the operation. Although Source has been unable to 
absolutely confirm or refute the allegations made, he has been able to 
develop associations with all of the individuals involved, to include 
being invited to social functions at which these persons were in attendance. 
Fragmentary information provided thus far has caused reason to doubt cer¬ 
tain of the allegations, but investigation continues and further information 
will be reported as received. 

(2) Source continues to monitor the security posture of the target 
area, reporting security infractions, hazards and weaknesses as they occur. 
Source has reported a renewed practice of poor housekeeping, and a continued 
lack of compartmentation, lack of control of production facilities, absence 
of control of hand baggage brought into and out of the target area, and 
possible compromise of the present badge system due to loss and improper 
exposure off-post. In an attempt to contribute to the security posture of 
the target area. Source, in his official capacity as the Administrative 
Technical Assistant to the Director, Advance Sensors Directorate (ASD), 

has created and published a complete guide to current security regulations 
and policies. Copies of the publication were distributed throughout ASD 
with specific distribution to those persons involved with the storage, 
creation, or control of classified defense information. 

(3) Source is attempting to monitor the duty-hours activities of an 
individual of Jordanian birth presently employed in ASD as a DAC. This 
employee appears to be of possible Cl interest because of his alleged 
enthusiastic involvement with other Arabic linguists and his reported 
recurring trips to Hew York City, ostensibly for the purpose of purchasing 
items for his off-duty business interests. 

e. Operational Status: 


(1) COL Arthur G. Lange, Jr., Chief of Staff, USAMICOM, was briefed 
on the information provided by Source during the 25-26 June meetings on 




18 July 1975 by the PLO and on information provided during the 6-7 August 
meetings on 22 Aug 75 by the PLO. Information provided during the 17-18 
September meetings will be provided to COL Lange during the next reporting 
period. COL Lange expressed his appreciation for the information pro¬ 
vided, noted the security weaknesses developed, and indicated that he would 
examine ways to improve the security posture of USAMICOW. COL Lange was 
cautioned that corrective actions must be taken in such a manner as to 
protect the Source. 

(2) COL Axelson, former Deputy Director, US Army Missile Research, 
Development and Experimental Laboratory (USAMRDEL), retired on 31 Jul 75 
and was replaced by COL William P. Gojsza on 2 Sep 75. The PLO briefed 
COL Gojsza on the background of the operation and the individuals involved 
on 25 Sep 75. MG Vincent H. Ellis, USAMICOM Commander, was succeeded by 
MG George E. Turnmeyer on 1 Oct 75. The PLO will brief MG Turnmeyer on 
the ICIP during the next reporting period after coordination has been 
conducted with COL Lange, CofS, USAMICOM. 





4 . 


CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 

a. Location: Sierra Army Depot (SIAD), US Army Materiel Command, 
Her long, CA 

b. Confidential Source Utilization: One 

c. Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: None 

e. Operational Status: One confidential source was recruited during 
the reporting period. In addition, three conventional sources are 
currently being used to provide coverage in the target area. The quarterly 
progress report to SIAD officials has been delayed until 28 October by the 
direction of the Conmander, 525th Ml Group. The Commander, SIAD, continues 
to be interested in suitability information especially about the illegal 
use of drugs among SIAD personnel and has requested the Project Liaison 
Officer to continue to emphasize such requirements to Sources. In addi¬ 
tion, the commander was provided support to augment depot security during 
exercise Golden Gloves which terminated 29 September 1975. 
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CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 


Location: Pentagon Telecosmunications Center (PTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC 


b. Confidential Source Utilization: One 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: The Conmander, PTC, has reassigned 
the civilian employee reported in the Fourth Quarter FY 1975 Quarterly 
Report as having questionable suitability characteristics and conduct to 
a new job within PTC requiring minimum contact with classified informa¬ 
tion, Supervisors will continue to monitor his conduct and activities. 

An Army NCO assigned to PTC attempted to commit suicide by slashing his 
wrists. The NCO reportedly did so in a moment of deep despair and de¬ 
pression over personal and financial problems. Local police officers, 
investigating the suicide attempt, reported that the NCO denied being in 
financial straits and produced his wallet for the officer showing him 
about $2,000.00 in $100 denominations. The investigating officer observed 
a screen in the NCO's apartment, of the type believed to be used by mari¬ 
juana dealers. All information regarding the incident was provided PTC. 
The NCO's access has been suspended and the Security Officer of PTC has 
requested that a limited investigation be conducted. 

e. Operational Status: 

(1) On 18 July 1975, COL Donald E. Clark assumed conmand of PTC. 

COL Clark formerly had been at Site R, Ft Ritchie, one of the primary 
targets of the ICIP CANARY EFFORT. In his initial briefing on CENSUS 
TIME on 1 August 1975, COL Clark indicated to LTC Chad B. White, CDR, 
PCF/NCR Field Office, 902d MI Gp, that he desired to have an evaluation 
of the current security posture of PTC. During the period 8-12 August 
1975, a courtesy Security Vulnerability Analysis (SVA) was conducted and 
provided the supported command. 


(2) During the reporting period, PTC was directed by its higher head¬ 
quarters to comply with Army Regulation 50-5, Human Reliability program, 
in conjunction with their storing of two-man control items. The PTC 
Security Manager requested implementation assistance from the PLO. The 
PL0, by means of liaison with the US Army Nuclear and Chemical Surety 
Group, Fort Belvoir* VA, provided PTC with the requested direction and 
guidance. 





(3) On 18 September 1975, the PLO presented the Quarterly Briefing 
on the progres of the ICIP to COL Clark, CDR, PTC, and Mr. Daniel E. 
Thompson, Technical Director, PTC. 





6. ^i^CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

8. Location: Harry Diamond Laboratories (NDL), Washington, DC 

b. Confidential Source Utilization: Hone 

c. Information Obtained or Reported on Non-Affiliated Civilians: None 

d. Useful Information Obtained: 

(1) During the reporting period no additional information was developed 
since the previous quarter concerning the viBits of the First Secretary, 

USSR Embassy, Washington, DC to meetings of the Institute of Electrical and 
Electronics Engineers, a professional society for engineers, which were held 
in the HDL auditorium, COL Einsel, Commander, HDL, made a determination that 
the society could no longer hold meetings at HDL in order to preclude any 
potential security threat and any potential for a repeat of the incident. 

(2) The Security Officer, HDL, took several actions in response to 
recommendations contained in the Courtesy Security Inspection report sub¬ 
mitted during the last quarter. These included a pilot 100% inventory of 
SECRET material to determine feasibility of a complete inventory at HDL, 
guard force personnel were shifted to new areas and security routines were 
considerably tightened because of laxness; a study was completed or possible 
new badges for HDL and security lectures were presented. 

(3) On 5 and 17 September 1975, unidentified light aircraft flew 

over the test site, Woodbridge Research Facility (WRF), HDL, where a series 
of tests on foreign equipment under the ROUGE-EMORY program was in progress. 
In both instances the aircraft circled over the ROUGE-EMORY test site for 
about 5-7 minutes. During the years WRF has been at its present location 
no known overflights of this type have been reported. The overflights are 
being investigated in coordination with the FBI. 

(4) On 8 Aug 75 a civilian employee, HDL, was referred to the FLO by 
the FBI. The employee claimed that she was being followed by members of 
the HDL Security Office, who were involved with a homosexual group at the 
Van Ness Avenues Facility, HDL. She named a number of persons at HDL as 
being involved in the group. After investigating her Btory the Commander, 
HDL, believed that she is suffering from psychiatric problems. The 
Commander plans to have employee visit a psychiatrist for a complete 
evaluation. 

e. Operational Status: 

(1) A final decision has not been reached by the Secretary of the 
Army on the creation of the Harry Diamond Developmental Center, a decision 
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had been expected by the middle of September 1975- Criticism by a state 
congressional delegation to the move, which would result in the loss of 
1200 jobs in the state, has delayed a final decision. 


(2) On 17 September 1975, COL Thomas McGregor, Commander, HDL, who 
replaced COL Einsel, MAJ Kenneth F. Keller, HDL, and Mr. James F. Yeick, 
Security Officer, HDL were briefed on the quarterly progress of the ICIP. 
COL McGregory, an MI Officer showed considerable interest in the ICIP. I 
Is expected that the excellent attitude toward the program that was shown 
by COL Einsel will be continued by COL McGregor. 





7. 


GONDOLA STAR: (QACSI Revalidation - 11 Jul 75) 

a. Location: Aberdeen Proving Ground (APG), Aberdeen, MD 


b. Confidential Source Utilization: Eight confidential sources 

c. Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: 

(1) Sources reported that on 13 August 1975, an unknown number of 
Swedish citizens visited the US Army Ballistic Research Laboratories (BEL) 
The PLO determined that the visit had been fully coordinated with the 
proper officials. A Source reported on 26 September 1975 that seven 
Swedish citizens visited the US Army Materiel Systems Analysis Activity 
(AMSAA), APG. The PLO determined that the visit had not been properly 
coordinated, but that AMSAA had taken steps to insure that the visitors 
would not be given access to classified information until guidance was 
provided by HQ, US Army Materiel Command (AMC). 

(2) Sources reported three instances of foreign travel during the 
period. A civilian pharmacologist employed at the Biomedical Laboratory, 
Edgewood Arsenal, attended the Sixth Congress of the International Union 
of Pharmacologists (IUPHAR) i n Helsinki, Finland, held from 20 to 25 July 
1975 and attended a luncheon during the Congress hosted by a representative 
of the USSR. After the Congress, the employee took part in a five-day 
tour to Leningrad, USSR, sponsored by IUPHAR. This information is being 
exploited as a DOMEX lead. In another instance, a civilian employee of the 
Development and Engineering Directorate, Edgewood Arsenal, visited Poland 
and Czechoslovakia for about one month in June and July 1975. The employee 
and his spouse allegedly visited relatives in both countries. The employee 
will be debriefed by USAINIA. In the third instance, a civilian employee 
of the Human Engineering Laboratory (HEL), APG, planned to take part in a 
National Geographic Society tour of the USSR in October 1975. The employee 
will be debriefed by USAINTA after his return. 

(3) A source reported three instances of alien enlistees who were 
assigned to the Human Engineering Laboratory (HEL), APG. Follow-up action 
by the PLO determined that the Installation Intelligence Officer was aware 
of the status of the three, that they did not have security clearances and 
had no access to classified information. In the case of one of the 
enlistees who allegedly suffers from periods of amnesia, action was taken 
to deny him a security clearance. 
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(4) Source reported three instances of civilian employees of 
Edgewood Arsenal and one employee of AMSAA, APG, who allegedly engaged 
in extramarital affairs with other civilian employees. The situations 
are being discreetly monitored to determine if there is any substance 
to the allegations before investigations are conducted. An official 
source reported that an Army officer assigned to AMSAA was allegedly an 
alcoholic, was cohahitating with a female secretary of AMSAA and had 
engaged in sexual relations with an Israeli female captain assigned to 
act as the officer's interpreter during an Oct 74 TDY trip to Israel. 
Follow-up'action disclosed that the officer had been transferred to the 
US Army Concepts Analysis Agency. A Summary of Information has been 
prepared and will be forwarded to that Agency. A source reported that 

a physical scientist employed in the Chemical Laboratory, Edgewood Arsenal, 
displayed indications of mental and emotional instability. Follow-up by 
the FLO revealed that the employee had been directed to undergo a "fitness 
for duty" physical examination which includes a psychiatric evaluation. 

(5) An official source reported to the PLO rumors that a civilian 
employee of the URL, APG, was involved in difficulties with the police. 
Follow-up revealed that the Havre de Grace Police Department, Havre de 
Grace, MD has seven charges on file against the employee ranging from 
possession of marijuana to grand larceny and assault and battery. The 
employee is absent without leave. An investigation for suitability of 
the employee is underway. 

(6) A source reported that a high ranking civilian employee of the 
Human Engineering Laboratory (HEL), APG, brought his eight-year old son 
in a controlled access area where a classified test was being conducted 
and remained overnight. The incident was reported to the APG Security 
Officer and the employee was admonished and counselled by his supervisor. 
The same source reported that within the HEL classified reports were 
being typed on one-time typewriter ribbons and carbon that were not being 
handled as classified waste. The Security Officer, HEL, has stopped the 
practice and these items are now being disposed of with the classified 
waste. Another source reported ten separate situations at AMSAA which 

Constituted security hazards or violations. Brought to the attention of 
the AMSAA Security Officer, all have been corrected. 

e. Operational Status: 

(1) Following revalidation of the ICIP on 11 July 1975, both the FLO 
and the PCO concentrated their efforts on reactivating and expanding the 
ICIP. During the latter half of July, the six confidential sources which 
had been used previously were recontacted and reactivated, one GIRL whose 




recruitment had been postponed when the project was suspended was recruited 
on 5 Aug 75; a Source Lead Development Report on another CIRL was approved 
and this Bource was recruited on 4 Sep 75. These two sources were the first 
ones recruited in the US Army Materiel Systems Analysis Activity (AMSAA) , 
a critical sensitive activity at APG. The PLO reestablished liaison contacts 
with local, state, and federal agencies in addition to maintenance of 
contacts with ICIP coordinators and security officers of those activities 
receiving ICIP support at APG, The PLO also established new casual sources 
in critical areas of the ICIP-supported activities at APG and vetted two new 
CIRLS who are under initial assessment. 

(2) On 22 Aug 75, CGL Kenneth L. Stahl, CDR, Edgewood Arsenal, was 
provided an up-date briefing by the PLO on the status of the ICIP and 
informed that the ICIP would require revalidation in six months. COL Stahl 
named CPT Vincent J. Falconio, Security Officer, Edgewood Arsenal, as the 

new ICIP Coordinator and requested that he be given the initial ICIP briefing. 
CPT Falconio was given the initial ICIP briefing and a status report on 
GCKDOLA STAR on 22 Aug 75. COL Stahl advised that COL Burt Dali had been 
assigned as Deputy Commander, Edgewood Arsenal, and requested that COL Dali 
be given a briefing. 

(3) On 17 September 1975, presented the initial ICIP briefing to COL 
Dali. In the absence of COL Stahl, who was on leave, COL Dali and CPT 
Falconio, Edgewood Arsenal Security Officer, were also given the Quarterly 
Progress Briefing on 17 September 1975. 

(4) The PLO presented the Quarterly Progress Briefing to COL Alvin D. 
Ungerleider, Commander, APG; and Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG. Both COL Stahl and COL Ungerleider expressed 
their pleasure that the GONDOLA STAR ICIP had been reinstated by the ACSI 
for an additional six months. 
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a. Location:: White Sands Missile Range (WSMR), NM 


b. Confidential Source Utilization: Two confidential sources were 
utilized during the reporting period. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

Hone 

d. Useful Information Obtained: None 

e. Operational Status: One additional confidential source was 
recruited during the reporting period and one individual is presently 
under assessment as a potential confidential source. On 30 September 
1975, the Project Liaison Officer presented the Quarterly Progress Report 
to MG 0. L. Tobiason, Commanding General, WSMR. The following personnel 
were also present at the briefing: LTC Charles I. Davis, Chief, Security 
Office, WSMR; LTC Arthur D. McQueen, Operations Officer, 525th MI Gp, 

CPT Marcel Hull, SAIC, Ft Bliss Resident Office, 525th MI Gp and G5-13 
William F. Arket, Chief Intelligence Division, WSMR. Since MG Tobiason 
was unfamiliar with the Internal Counterintelligence Program (ICIP), the 
ICIP was explained in detail from its initiation to the present at WSMR. 
MG Tobiason was pleased with the ICIP LENS HOLDER. 
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LENTIL MONKEY; 


(QACSI Revalidation - 4 Feb 75) 


a. Location; Defense Language Institute (DLI), Presidio of 
Monterey, CA 


b. Confidential Source Utilization; Eight (8) confidential sources 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained; 

(1) The temporary Instructor in the Chinese-Mandarin Department, 
previously reported in the 4th Quarter, FY 75 Quarterly Report, who 
questioned her students about their future duties and expressed her 
displeasure at teaching Chinese to students to enable them to spy on 
the People's Republic of China, submitted her resignation on 4 September 
1975. Her last working day was 5 September and she departed the Presidio 
of Monterey area. 

(2) The instructor in the German Language Department, previously 
reported in the 4th Quarter, FY 75 Quarterly Report, who travelled to 
Ea6t Germany without notifying the DLI Security Officer, has been 
officially admonished by the Chairman of the German Language Department. 

She was advised that any future disobedience of DLI Regulations will be 
punished with a 10 day suspension in accordance with Civil Service Regula¬ 
tions. 

(3) An ICIP source developed information that an instructor in the 
Russian Language Department is a former member of the Soviet Army's equiv¬ 
alent to the US Army Security Agency and that he had received special 
training in the English language while in the Soviet Army. This indivi¬ 
dual left the Soviet Union in Apr 74 and was hired at DLI in Oct 74. This 
instructor was recently joined by a former coworker in the Soviet Union. 

The new instructor left the Soviet Union in Apr 75 and was hired at DLI 

in Jul 75. These two individuals taught together at the Leningrad Herzen 
Pedagogical Institute in Leningrad, USSR in the late 1960s and early 1970s. 
Messages of inquiry concerning these individuals were sent to USAREUR and 
a request was sent to the 525th MI Group to conduct discreet checks on the 
first individual and the Civilian Personnel Office, DLI, submitted a NAC 
request on the second individual. 

e. Operational Status: 

(1) During the reporting period three sources were terminated due to 
their graduation and five sources were recruited. Four students and a 
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Technical Language Assistant are presently being assessed. 

(2) On 5 Sep 75, COL Samuel L. Stapleton, who replaced COL Koenig 
as Commandant of DU, received his first Quarterly Briefing on ICIP 
LENTIL MONKEY. As a result of the briefing, COL Stapleton directed his 
security officer to prepare a videotape security lecture to be given to 
all students on their arrival at DLI. COL Stapleton further directed 
his security officer to closely coordinate the videotape with the Project 
Liaison Officer in order to insure coverage of all aspects of the security 
situation at DLI and to determine the most expeditious was to obtain 
background Investigation for all instructors who have not previously had 
such investigations. The Security Officer was instructed to investigate 
the possibilities of having bring-up investigations conducted on pre¬ 
viously checked instructors; in addition, he is to coordinate with the 
Civilian Personnel Office to initiate procedures whereby the hiring of 
new instructors would be contingent on their receiving favorable security 
checks. In attendance with COL Stapleton at the Quarterly Briefing was 
MAJ Richard A. Erickson, Security Officer, DLI. 

(3) On 5 Sep 75, subsequent to the Quarterly Briefing, a visit was 
made to DLI by USAINTA personnel concerning the ICIP. The purpose of 
the visit was to acquaint the incoming DLI Commandant with some of the 
potential security problems at DLI which have arisen in the past from 
the varied, foreign backgrounds of the instructors and the fact that the 
students are destined for intelligence assignments. The Commandant 
indicated that he believed the ICIP would prove to be a valuable adjunct 
to the DLI security program and that he would support the program whole¬ 
heartedly. Key personnel in attendance were COL Stapleton; COL William 
F. Strobridge, CDR, 525th MI Group; LTC Grimes, CDR, Special Operations 
Detachment, USAINTA; MAJ Richard A. Erickson, Security Officer, DLI; and 
Mr. Jeremy H. Hughes, PLO. 
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HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 ' 


OCT 2 8 1975 


MIIA-SO-SA 


SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (U) 


HGpA (DAMI-DOI-C/MAJ EBERSQLE) 
HASH DC 20310 


1*^*7 Daring September 197$, at the Woodbrldge Research Facility 
(WRPjT Harry Diamond Laboratories, personnel conducted a series of 
classified tests on foreign equipment under the RQUGE-EMORY Program. 

Since HDL is supported by the ICIP CENTAVO KID, the Project Liaison 
Officer (PLO) provided assistance to WRF to determine times when the 
air space over WRF would be free of satellites. The storage area was 
checked for security and the PLO made several suggestions concerning 
the camouflaging of the test material while it was in the open. WRF 
adopted the suggestions. OSi 5 September, a light aircraft identified 
only as a Piper Cherokee HjO, flew over the test site at which the ROUGE- 
EMORY material was located, circling and hovering over the site from $-7 
minutes. On 17 September, an unidentified light aircraft again flew over 
the WRF, particularly circling over the area where the ROUGE-EMOHY test 
equipment had been set up previously. Light aircraft normally avoid the 
WRF because of the numerous antennas and towers at the Facility. During 
the time WRF has been at its present location, no known overflights of 
this type have been reported. The overflights are being investigated in 
coordination with the FBI. 

(l^V 

2.“fr7 The ICIP providing support to activities located at Edge wood 
Arsenal and Aberdeen Proving Ground was reactivated during the reporting 
period as a result of revalidation action by the QACSI on H July 1975, 
raising the total number of active ICIPs in CONUS to nine. The ICIP OPLAN 
at Port RLtchie was revised on 15 September to reflect target area re¬ 
alignment resulting from reorganization of the US Army Communications 
Command (USACC). 

USAINTA is monitoring an ICIP started on about 1 July 1975 at the 
ArmySecurity Agency (ASA) Augsberg Held Station, Federal Republic of 
Germany. USAINTA reviewed the operations plan for the ICIP, coordinated 
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Internal Counterintelligence Program (ICIP) 0 
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prcrval of subject OP1AN to CDR, USAINTA. _ 


FMWCOMlL 

wnm *» aetor xtr tn. j 

BACKGROUND : By letter dated 9 September 1975, subject as above (TAB B), the 
Dtr^ctor of Operations, USAINTA (MIIA-GPC-SO) forvarded to OACSI (DAMI-DOH) for 
review and approval, a revised operations plan for CANARY EFFORT (U) which provides for 
continuation of the existing ICIP at Fort Ritchie, Maryland. Revision of the existing 
OFLAN was necessitated by the reorganization and redeBignation of the US Army Conmunica- 
tions Command (USACC) - CONUS as the 7th Signal Conmand effective 1 July 1975. 


a. Major changes in the revised OPLAN are as follows: 

(1) Realignment of target areas and increased coverage to the Telecommunications 
Directorate, the Alternate Joint Comnand Center (AJCC), the Alternate National Military 
Comnand Center (ANMCC), the Alternate National Command Center Support Directorate 
(ANMCCSD), and the East Coast Telecommunications Center (ECTC). All are considered 
priority I for the purposes of counterintelligence support. The ECTC is located at 
Fort Detrick and the other activities are all at Fort Ritchie. 

(2) The Execution Phase of the revised OPLAN remains essentially unchanged except 
for the addition of a Project Case Officer (PCO) at Fort Detrick to assist in providing 
coverage for the ECTC. 

(3) The OPLAN provides that each source and individual involved in the conduct 
and control of the operation will sign a certificate stating that he has been briefed 
and understands the provisions and constraints imposed by AR 380-13. 

b. There is no significant change in the objectives of the OFLAN. 

3. (U) RECOMMENDATION : That the ACSI approve the revised OPLAN and sign the 1st 

Indorsement to the USAINTA letter at TAB A. 
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SUBJ>:CP: Internal Counterintelligence Program (ICIP) Operation 
CANARY EFFORT (u) 


liQDA (DAMI-DOI-C/LTC 11AENDLR) 
WASH DC 20310 


Airny/Comnmr 


'Are 1 July 1975 reorganisation and redesignation of the US 
_ Communications Command (USACC) - CONUS as the 7th Signal Command 
resulted in a realignment of target areas of the ICIP CANARY EFFORT (u) 
at Fort Ritchie, Maryland. Attached as inclosure 1 is a revised opera¬ 
tions plan for CANARY EFFORT (U) which provides for continuation of the 
existing ICIP and reflects the changes brought about by this reorgani¬ 
sation . 


change in 


The new 7th Signal Command reorganization has necessitated a 
change in the mission of tlic ICIP to provide increased coverage for 
the Alternate Joint Command Center (AJCC) and those activities desig¬ 
nated by the Commander, 7th Signal Command, as listed in paragraph i, 
below, and Annex A. There is no significant change in the objectives. 

'The activities listed in Annex A will be considered Priority I for 
purposes of counterintelligence support. The Execution Fhase of the 
revised OPLAN remains essentially unchanged except that an additional 
PCO will have a base of operations at Fort Detrick, MD, to assist in 
providing coverage for the East Coast Telecommunications Center (ECTC), 
which is located at Fort Detrick. Ihe revised OPLAN provides that each 
source and individual involved in the conduct or control of the opera¬ 
tion will he thoroughly briefed on the provisions and constraints of 
AR 38 O-13 and additionally will be- required to sign a certificate stat¬ 
ing that they have been briefed and understand the limits imposed by 
AR 380-13. 

3. (U) Four organizational charts which show the former and present 

command and staff organization by line charts of the 7th Signal Command 
are attached as inclosure 2. These charts illustrate the principal 
internal changes occurring as a result oF the 1 July 1975 reorganization. 
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MIIA-GPC-SO(SA) 

SUBJECT': Internal Counterintelligence Program (3CIP) Operation 

CANARY EFFORT (U) 

[4, The Telecommunications Directorate, primary target for the 

present 1CIP, was formerly under the operational control of the 
Commander, Fort Ritchie. With the reorganization, the Telecommunica¬ 
tions Directorate, as well as USACC Site R Telecommunications Center 
and n.n other USACC Telecommunications Centers in CONUS, are under the 
operational control of the newly established USACC Operations Command. 
In addition to the USACC Operations Command elements indicated, the 
following additional activities will be supported by the revised opera¬ 
tions plan: 

a. Alternate National Military Command Center (ANMCC). 

b. Alternate National Military Command Center Support Directorate 
(ANMCCSD). 

c. East Coast Telecommunications Center (ECTC). 

5. (u) Recommend approval of revised plan at inclosure 1. 


FOR THF. COMMANDER: 
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Internal Counterintelligence Program (ICIP) (U) 

DAMI-DOH 

SUSPENSE | 

3 Sep 75 


To obtain approval of the quarterly ICIP Report 


(DtwcriU kritflj Ott «. WAfrvW met** kAa, •» Urn ft fc. mfficUxtlj iftaStfJ t* »n tify 

1. (U) Background ; By memorandum dated 8 February 1972 (TAB B) the Under Secretary 

of the Army requested that the VCSA provide a quarterly report on all ICIP operations. 


Discussion; 


a. During the paBt quarter, in response to a request from the Commander Aberdeen 
Proving Ground, the ICIP which had been terminated at that installation was revalidated 
for six months. This operation will be reexamined during the first calendar quarter 
1976. 

b. Memorandum at TAB A provides the information required by the Under Secretary 
of the Army for the remaining eight ICIP operations. 

3, (U) Recommend a tion: That memorandum at TAB A be approved and signed. 
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SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (U) 


HQDA (BAMT-DOI-C) 
WASH DC 20310 


l.V. Three incidents of counterintelligence interest involving 

Soviets or persons tentatively identified as Soviets were reported 
Upon during the fourth quarter of IY 1975. One such report was that 
a First Secretary of the USSR Embassy visited an auditorium in the 
Harry Diamond Laboratories (HDL), on two occasions to attend evening 
meetings of the Institute of Electrical and Electronics Engineers, 
Inc., (IEEE), a professional society for engineers. The Soviet 
official attended one IEEE meeting, but was refused entrance to a 
second meeting. Although only unclassified matter is presented at 
these meetings, the potential security dangers are self evident. 
Details of the incident were reported to the FBI. 


Two other incidents involving persons tentatively identified 
as Soviets occurred in the Fort Ritchie area. The first report, which 
was in April 1975} concerned an individual bearing a strong resemblance 
to a KGB member who paid an unusual amount of attention to a shipment 
of sensitive equipment destined for Fort Ritchie. The second incident 
concerned an individual assigned to Fort Ritchie who reported that a 
man representing himself as a contract employee attending a DOD- 
sponsored conference in Pennsylvania claimed extensive contact with 
Soviets in Hagerstown, MD. Although the latter incident occurred in 
1974, because of the sensitivity of Ft Ritchie, both incidents have 
been reported to the FBI with a request for an investigation to include 
a determination if there is any relationship between the two incidents. 

3.t*& Correspondence was submitted on the ICIP GONDOLA STAR at 
Aberdeen Proving Ground which was reported in the 3d Qtr, FI 75, as 
scheduled for termination, requesting that the Operation be reconsidered 
for continuation. Excluding this ICIP, there were eight active ICIPS 
at the close of the reporting period. 
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MIIA-GPC-SO . x 

SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (u) 

4. (u) Brief status reports for each ICIP operation reported upon 

are attached as: inclosures. 


FOR THE COMMANDER: 


OjULur 

ALBERT H. WEIDHAS 
Colonel, MI 
Director of Operations 
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DEPARTMENT OF THE ARMY 

"ICE OF THE ASSISTANT CHIEF OF STAFF FOR INTEU-K3ENCE 
WASHINGTON, D C 'WsiO 

H 3f . 


MEMORANDUM THRU: VICE CHIEF OF STAFF, UNITED STATES ARMY 

FOR: - PN 3 MHH- ftE C lftE TARV OF TUB AlM B H " 0TE0 By <375 

THE UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (1C1P) (U) — INFORMATION 
MEMORANDUM 


1. 4&p- During the past quarter, three incidents surfaced as a result 

of ICIP operations which involved known or suspected Soviets. One 
report concerned a USSR Embassy official who visited an auditorium at 
the Harry Diamond Laboratories on two occasions, to attend evening meet¬ 
ings of the Institute of Electrical and Electronics Engineers. The 
official attended one meeting, but was denied entrance on a second 
occasion. The other two incidents occurred in the Fort Ritchie, MD 
area. One concerned a report of an individual bearing a strong 
resemblance to a KGB member who was particularly concerned about a 
shipment of sensitive equipment destined for Fort Ritchie, while the 
other involved a man representing himself as a contract employee 
attending a DOD-sponsored conference in Pennsylvania, who claimed 
extensive/Contact with Soviets in Hagerstown, MD. All three incidents 
were reported to the FBI. 


In response to a request from the Commander, Aberdeen Proving 
Ground, MD, I have revalidated GONDOLA STAR for a six-month period. I 
plan to closely monitor the results of this operation, and will make a 
final determination in January 1976 as to whether or not it should 
continue. 

3. (U) Summaries of the eight on-going ICIP operations are inclosed. 
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CANARY EFFORT: (OACSI Revaluation - 4 Feb 75) 

Location: Fort Ritchie, MB. 

b. Confidential Source Utilization: Three confidential sources. 

c. Information obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 


(1) Information was surfaced pertaining to the alleged abuse of drugs 
on the part of seven (7) individuals assigned sensitive/critical duties. 
Additionally, adverse suitability information concerning nine (9) individuals 
was reported. This information involved indebtedness, alcohol abuse, moral 
improprieties and mental instability. As a result of the information 
furnished, four individuals had their access to classified information 
suspended; investigations were requested on three individuals; and the 
activities of the other individuals are being monitored. 

(2) Information was reported concerning an individual who resembled a 
suspected KGB member. The individual has paid an inordinate degree of 
attention to the activities of a US civilian firm and a sensitive ship¬ 
ment destined for Fort Ritchie. Another individual reported conversations 
that occurred in August 1974 in a bar in Waynesboro, PA where he learned 
that an individual believed to be a contract employee claimed to have 

had contacts with Soviets who worked in Hagerstown, MD. Both incidents 
were reported to the FBI with a request for investigation. 

e. Operational Status: 

(1) On 25 June 1975, the PLO briefed COL Harold G. deMoya, Cdr, 

Fort Ritchie, and COL John J. Plosay, Jr., Deputy Cdr, Fort Ritchie. 

(2) COL Donald E. Clark assumed command of the 7th Signal Command 
(which includes the Pentagon Telecommunications Center) on 18 July 1975 
and was briefed on CANARY EFFORT. The 902d MI Group which is conducting 
the ICIP at Fort Ritchie prepared a revised operations plan reflecting 
changes in mission and target areas which resulted from the reorganization 
of the US Army Communications Command (USACC) into the 7th Signal Command. 
Prior to the reorganization.the Telecommunications Directorate, located at 
Site "R" and the primary target for the ICIP, was under the operational 
control of the Cdr, Fort Ritchie. Under the new organization, the 
Telecommunications Directorate, as well as the telecommunications centers 
throughout CONUS, are under the operational control of a new established 
activity, the USACC Operations Command. 
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(OACSI Revalidation - 4 Feb 75) 


a. Location: Seneca Army Depot (SAD), Romulus, NY 


b. Confidential Source Utilization: Hone. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Hone. 

d. Useful Information Obtained: None. 

e. Operational Status: On 6 May 1975, COL Alan A. Nord, recently- 
assigned as Ccmmander, Seneca Army Depot, was provided an initial 
briefing on the ICIP Operation CANINE HATE (U). COL Nord stated that 
he favored the expansion of the Operation and the PLO should be allowed 
full, unescorted access to the Directorate for Special Weapons and the 
Special Weapons Storage Area. The last change would permit spotting 
and assessing potential, sources in areas not open previously to the 
PLO except by peripheral contact. During the reporting period, con¬ 
tact was made with four conventional sources. Additionally, initial 
assessments were made of two potential sources, one in the Transporta¬ 
tion Division and one in the Directorate for Quality Assurance. The 
PLO has been involved with providing informal counterintelligence 
assistance to the Military Police Company responsible for the physical 
security of SAD. Since the initial briefing on the ICIP was presented 
to the Commander on 6 May 75, a subsequent Quarterly Progress Report 
was not given. With the expanded latitude and favorable attitude toward 
ICIP operations evinced by COL Nord it is anticipated that development 
of the operation will be accelerated. 
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3-V“c> CANTER RIDE: (OACSI Approval - h Mar 75) 

'a.. Location: US Amy Missile Command (USAMICOM), Redstone 
Arsenal, AL 

b. Confidential Source Utilization: One. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 1e ICIP confidential source 
provided substantial information on security weaknesses within the 
supported command to include poor housekeeping practice, lack of 
control of reproduction facilities, lack of proper control of area 
access, lax security attitudes and possible compromise of security 
badges through continued loss. As a result of the information pro¬ 
vided by the source, the Director, US Amy Missile RD&E Lab, directed 
that poor housekeeping practices be corrected prior to 1 July 1975 
subject to his personal inspection. Source will continue to monitor 
the security posture of the target area. Additional information has 
been obtained on the personalities involved in the previous investi¬ 
gation under provisions of AR 15-6 which led to the initiation of 
the operation for the insertion of a Confidential Source into the 
target area. Information provided has resulted in the initiation of 
credit checks and local agency checks to confirm or refute allegations. 

e. Operational Status: On 16 April 1975, confidential source, a 
Military Intelligence warrant officer was inserted into the target area 
as an administrative officer. This source appears to be very well 
received within the target area and has provided substantial informa¬ 
tion to include information noted in paragraph Id above. His outgoing, 
friendly manner coupled with his professional intelligence background 
will increase the potential of the ICIP operation. COL Arthur G. Lange, 
Jr., Chief of Staff, USAMICOM, was briefed on the implementation of the 
operation on 7 April 1975- He was subsequently briefed on 9 June and 
will be briefed subsequent to each meeting with the confidential source. 
The briefing given COL Lange after each meeting with the confidential 
source will be given in lieu of Ike Quarterly Progress Briefing since 
this will keep USAMICOM informed of the progress of the operation on a 
more current basis than would he the case if briefing were confined to 
Quarterly Progress Reports. The PLO*s briefing was well received by 
COL Lange, who indicated that he would inform MG Ellis. 
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CANVAS TAX: 


(OACSI Revalidation - 4 Feb 75) 


a. Location: Sierra Army Depot (SIAD), US Army Materiel 
Command, Herlong, CA 


b. Confidential Source Utilization: None. 


c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 


d. Useful Information Obtained: None. 

e. Operational Status: Four conventional sources are currently 
being used to provide coverage in the Priority I Targets which are 
Exclusion Area I, Storage Area for Special Weapons; and Exclusion 
Area II, Maintenance and Calibration Facilities for Special Weapons. 
Recruitment of one confidential source is pending and a second poten¬ 
tial source in Exclusion Area II is undergoing initial assessment. 

The Quarterly Progress Report was presented by the PLO on 3 July 1975 
to the following SIAD officials: COL Robert Hawlk, Commander, SIAD; 

LTC Bernard Render, Dep CUR, SIAD; MAJ John Jolley, Provost Marshal/ 
Security Officer, SIAD; CPT Wayne Herringer, Intelligence Officer, 

SIAD; and Mr, Anthony Tomabene, Asst Intelligence Officer, SIAD. The 
Camnander, SIAD, requested that the PLO brief him on the nature of the 
EEI levied on sources in the ICIP. The Commander indicated that he is 
interested in determining if the remoteness of the area and the type 

of duty has any bearing or influence on the number of suitability cases 
among SIAD personnel. The Commander feels that there may be a number 
of suitability cases among his present personnel involving such factors 
as sexual promiscuity, alcohol or drug abuse, or excessive indebtedness. 
By identifying these individuals, the Commander will strive to reduce 
personnel problems at SIAD. COL Hawlk indicated that he was satisfied 
with the progress being made in efforts to develop the ICIP and make 
it a more viable operation. 



5. ydc) CENSUS TIME: (QACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon Teleconmunications Center (PTC), US Army 
Consmmications Conmand (USACC) , The Pentagon, Washington, DC 

b. Confidential Source Utilization: One. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: An ICIP source reported that a PTC 
civilian employee's effeminate gestures and high pitched voice were respon¬ 
sible for office gossip that the employee was a homosexual. The employee, 
who is currently employed as a relay operator, was transferred from the 
coding and decoding section because he allegedly coded an obscene message 
that was to be sent to an overseas user. The ICIP source provided other 
information concerning possible security violations involving the employee. 
The employee’s dossier was examined and it was noted that during a back¬ 
ground investigation conducted approximately ten months ago, there were 
recotmendatlons that the employee not be considered for positions of trust 
and responsibility. Investigative efforts are continuing to verify or 
refute allegations concerning the employee. 

e. Operational Status: The reorganization of the US Army Communica¬ 
tions Command at Ft Ritchie into the 7th Signal Command has had an effect 
on the operational status at the PTC. COL Clark, who has a positive atti¬ 
tude toward the ICIP assumed command of PTC in July, and was given a full 
progress report of this operation. All personalities in the operation 
have changed. In addition to the new commander who is amiable to the 
program, there is a new security manager, CPT Richard Pederson, who gave 
the program support previously when he was assigned to the Defense Language 
Institute, East Coast, Washington, DC. A new PLO has also been assigned to 
the operation. With the above personnel changes and COL Clark’s encouraging 
attitude, this ICIP is now afforded an excellent opportunity to expand and 
be more productive. 




6. CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

a. Location* Harry Diamond Laboratories (HDL), Washington, DC. 

b. Confidential Source Utilization: None. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians - None. 

d. Useful Information Obtained: 

(1) It was reported that a First Secretary at the USSR Embassy in 
Washington, DC had attended a meeting of the Institute of Electrical and 
Electronics Engineers, a professional society for engineers, which was 

held in the HDL auditorium. The subject matter presented during the evening 
was unclassified. When the Soviet official attempted to attend a second meet 
ing of the society, he was denied entry. Both incidents were reported to the 
FBI. The Commander, HDL was advised that the use of the auditorium by out¬ 
side groups would render it insecure until appropriate security checks were 
conducted. 

(2) The PLO noted and called to the attention of the HDL Security 
Officer several minor security problems during the period. These were 
either corrected on the spot, or recommendations for correction were made. 

e. Operational Status: The final report for the reorganization of 
HDL into the Harry Diamond Developmental Center (HDDC) was submitted to 
Congress and the Secretary of the Army. It was expected that the 
Secretary of the Army would make a final decision by September 1975. The 
consolidation of various electronics facilities under the control of HDDC 
will make HDDC the prime center for electronics research and development 
in Department of the Army. If approved, the consolidation at HDL would 
begin in October 1976. COL Einsel, Cdr, is scheduled to depart HDL 
about September 1975. His replacement will be COL Richard H. Sawyer, 

who is now serving as the Commander of the Watervliet Arsenal, Watervliet, 

New York. On 11 June 1975, COL Einsel, Cdr, HDL, and Mr. James F. Yeick, 
Security Officer, HDL, were briefed on the quarterly progress of the ICIP. 



HOLDER: (OACSI Revalidation - 4 Feb 75) 



a. Location:: White Sands Missile Range (WSMR), NM. 

b. Confidential Source Utilization: One confidential source was 
utilized during the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: The following information on WSMR 
personnel reported by the confidential source in this ICIP was reported 
to the Chief, Intelligence Division, WSMR, who took action as indicated: 

(1) A report to the Security Officer, Army Missile Test and Evalua¬ 
tion (AHMTE) Directorate that an ARMTE employee frequently left his 
security container open and unattended resulted in a special briefing 
on WSMR Regulation 380-5 (Security Regulation) for all ARMTE employees 
who also were required to sign certificates that they understood the 
requirements of the security regulation. 

(2) The civilian firm which contracts for security guards at WSMR 
permitted an enlisted man to work part-time as a guard in the Exclusion 
Area of TRASANA without having the proper security clearance for that 
area. The Security Office, WSMR, has now insured that the enlisted man 
has been processed for the proper clearance by the contractor, 

(3) Reports of several instances of laxity on the part of TRASANA 
security guards at night and instances of classified material left in 
in/out boxes after duty hours. The Security Officer took immediate 
action upon receiving this information to re-orient guards and personnel 
on their security obligations. Source has reported a noticeable improve¬ 
ment in security since the earlier reports. 

(4) Reports of an Army Officer assigned to the Office of Missile 
Electronics Warfare (OMEW) who allegedly was misappropriating computer 
and electronics equipment to build his own computer at home were passed 
in a Summary of Information to the Sixth Region US Army Criminal Investi¬ 
gation Division Conmand for action by that agency. 


e. Operational Status: One confidential source was recruited early in 
the reporting period, A second confidential source is in the final stages 
of assessment in the Office of Missile Electronics Warfare. On 17 June 1975, 
the PLO presented the Quarterly Progress Report to MG R. J. Proudfoot, Com¬ 
manding General, WSMR. The following personnel were also present at the 
briefing: COL William F. Strobridge, Cdr, 525th MI Group, LTC Charles I. Davis, 
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Chief, Security Office, WSMR, and Mr. William F. Arket, Chief, Intelligei 
Division, WSMR. MG Proudfoot indicated that he was pleased with the pro¬ 
gress of LENS HOLDER and stated that WSMR needed this type of program. 



LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 


a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA. 

b. Confidential Source Utilization: Six (6) confidential sources. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 

(1) A Source in the Chinese-Mandarin Language Department furnished 
information concerning a temporary instructor of that department who 
closely questioned her students about their knowledge of their future 
duties and expressed her displeasure at teaching Chinese to students 

to enable them to ‘'spy*' on the People’s Republic of China. A DCII 
check, made to review the instructor's USAIRR Dossier, revealed no 
dossier in the files. The instructor who was born in Canton China and 
is a British citizen, will not have her employment contract with DLI 
renewed when it expires in September 1975. 

(2) Information was reported concerning the travel of an instructor 
of the German Language Department to East Germany without the required 
notification to the DLI Security Officer. The DLI Security Officer 
plans to permit the instructor to perform the travel and upon return 

to DLI will question her concerning non-compliance with DLI regulations. 

(3) A Technical Language Assistant in the Russian Language Depart¬ 
ment reported a visitor to that Department in late May. The visitor 
requested copies of training material used in the Russian Dept, claiming 
he wanted it for training purposes in his reserve unit. The visitor 
was given two training exercises which were unclassified and taken 
largely from Russian language periodicals. The visitor, who was told 

to return later because additional material was not readily available 
did not return. Sufficient identifying data was not obtained on the 
visitor but an attempt is being made to obtain fuller identification. As 
a result of the incident the Director DLI, at a staff meeting placed 
special emphasis on the responsibilities of all staff members to be 
alert for unauthorized visitors. In addition, visitor requirements and 
restrictions were published and distributed throughout DLI. 
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ACTION SNEET 


Internal Counterintelligence Program (ICIP) (U) 


j30 July 1975 


To provide approval/disapproval to an operation plan. 
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1. 4^1 U 


BACKGROUND: Inclosure to TAB A is an operations plan for an ICIP submitted 
inf<frmally by the Pentagon Counterintelligence Force. The plan calls for an ICIP in 
the QACSI Conmunicat ions Center. 


2. tej'"' DISCUSSION: While the QACSI Coranunications Section is a sensitive element 

of QACSI, it is extremely small and confined. Security would be difficult to maintain 
as evidenced by the feict that several individuals in the QACSI administrative office 
were aware of the proposed ICIP. 

3. (D) RBCCMMENDATICW: That the proposed ICIP be disapproved and the memorandum at 
TAB A be signed and forwarded to the Commander, Pentagon Counterintelligence Force. 


regraded unclassified 
bv rM uiwSsCOM FOI/PO 

^T C H D PARaTIo3DoD S 200.1-B 






3 / 




U3MTCHED {«*) 


IMK EDDITIDVAL COOBIHETIQH II ClEBE SIDE 0« C0«T|«U*HO* SHEET 






IHOWW* ( Nmmm, tnit, fiktmi amd 

. A. Ebersole, MAJ/36074 


EXEMPT THOM 
SCHEDU LE OF EX’ 
■XF.MPTION CATF-C.onV 



DECL.\S m >A»fl ^ —^ 


ACSi FORM 28, 13 S«p 71 




















MUl-DOB 




ansctf Counterintelligence Fnim (IClP)dO 


t. (•) •ubaefaut t» d» w*»Ii»lwi ef the inclosed optmlni plan, the 
•stint 1CXP Mil critically mi n t4 . TW remit of title min was the 
UniMtiw of tpmntiam at lastallatlons sod facilities where degree 
ef eansltlvlty ef the facility, er the type information developed did not 
Jeetlfy the expenditure of mewcu. 




Tbs Qacsi Camuni cat lone •action, while an extremely sensitive 
dfSemt ef OdCJtl, la staffed prlnerily with senior KX»« and e ember of 
civilians who have been employed in the sew ares foe consldersble periods 
of tins., The iamber of personnel enployed in the Coanunicstloss tection 
is apprcrrlnleHy 30, sod these Individuals nan the ares on s 24 hour basis. 
They process large volumes of nail sad sassages each month and there is 
considerable piressure exerted continually to I nert correspondence handling 
is correct. Considering the else of this element, and the working con¬ 
ditions under which they operate, the sec u rity of an ICIF is doubtful. 

Pert her, the pressures and frwstratleas could be expected to Increase if 
there were any Indications of the existence of an 1C1P. 


3. ^ (y) The activities of this element have been ease toed, end other than 
the sensitivity of the facility, there Is no led lest Ion as to why this ela- 
neat would be a sore lucrative target for an ICIF then any other element to 
OMCSI. 


4, (U) The attached operations plan la net favorably com id* red because 

the target Is net considered sufficiently appropriate far an ICIF. 
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OPERATIONAL PUN 

SUBJECT: Operations Plan, Internal DATE: 5 November 1974 

Counterintelligence Security 
Program, Office Chief of Staff REPORT NO: 
for Intelligence, The Pentagon, 

Washington, DC PROJECT NO: 

REFERENCES: (U) 

a. Chapter 5, Section III, USAINTC Regulation 381-100, 1 March 1974 <C) 
' b. Chapter 2, USAINTC Regulation 381-100-1, 8 February 1974 (S) 

c. DOD Directive 5100.49, dated 3 December 1965, Subject: Pentagon 
Counterintelligence Program. 

d. AR 381-115, dated 2 July 1969, Subject: Counterintelligence 
Investigative Agencies. 

e. AR 381-130, with changes 2-4, Subject: Counterintelligence 
Investigations, Supervision and Control. 

f. FM 30-17, dated January 1972, Subject: Counterintelligence 
Special Operations. 

g. FM 30-17A, dated February 1973, Subject: Counterintelligence 
Special Operations (C). 

h. AR 380-13, dated 30 September 1974, Subject: Acquisition and 
Storage of information Concerning Non-Affiliated Persons and 
Organizations 

—' r ..vn , 



a. Requirement : The mission of the OACSI, Administrative Office, 
Communications Section is to process incoming and outgoing mail; provide 
mail pick-up and delivery; world wide attache pouch support via coordi¬ 
nation with the State Department. The Communications Section also main¬ 
tains a registered mail record; a TOP SECRET Control Office; and operates a 
NATO, SEAT0 and CENTO sub-registry. There are approximately twenty 
thousand messages per month up to and Including collateral TOP SECRET 
handled by this section. 
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b. Objective : This operation will provide the ACSI with a concen¬ 
trated, aggressive security service within the confines of the Pentagon 
Reservation, and will provide a fast factual reporting system of any im¬ 
minence of activities which would necessitate immediate command action and 
possibly pose a direct threat to the security of OACSI Communications 
Section. In order to accomplish the objective of this operation, an 
effective and coordinated use of overt and covert counterintelligence 
sources and techniques will be implemented which are designed to detect, 
neutralize, and eliminate the following elements and factors which pose 

a direct threat to the security of the Communications Sections. 

(1) Acts of espionage, sabotage, or subversion. 

(2) hostile foreign intelligence activities. 

(3) Disloyalty, disaffection, and other threats to the security 

of OACSI. 

(4) Character weakness, habits, or improper conduct which makes 
personnel assigned to the Communications Section vulnerable to coercion or 
blackmail. 

(5) Acts of the Communications Section personnel affiliated with 
anti-Army dissident organizations which seek to disrupt the maintenance of 
good order, discipline, and morale within the Pentagon. 

c. Base of Operations : Special Operations Section, Pentagon Counter¬ 
intelligence Force/National Capital Region Field Office, 902d Ml Group, 

Room BE 800, The Pentagon, Washington, DC 20310. 



a * Confidential Source Personnel : To be selected from personnel assigned 
to the Communications Section, OACSI. 

b. US ARMY Intelligence Personnel : The following personnel of PCF/NCR 
FO will function in the capacities indicated: 

(1) Project Officer: CPT Kenneth R. Sqhlag 

(2) Project Control Officer (PCO): CW2 Shawn M. Sandlin 

(3) Alternate PCO: CW2 Leonard NMN Gross 

(4) Project Liaison Officer (PLO): CPT Kenneth R. Schlag 

(5) Alternate PLO: SFC George E. Perry 


(C) COVER AND DOCUMENTATION: (SEE ANNEX A) 
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* a. The ICIP rroject Officer and PLO will function in a completely 
overt manner. No attempt will be made to conceal their affiliation with 
military intelligence. 

b. The PCO will employ shallow cover in his contacts with confidential 
sources. He will not disclaim affiliation with US Army Intelligence, since 
to do otherwise would alarm prospective sources. 



Concept of Operations: 


(1) The ICIP will be implemented by using the coordinated employment 
of overt liaison contacts and confidential source(s). Only confidential 
sources will be used in this operation due to the small size of the target 
area. 


(2) A concerted effort will be exerted towards the collection of 
information concerning military personnel assigned to the Communications 
Section. Collection will not extend to non-DoD personnel. In the event 
any Individual not affiliated with DoD is identified as posing a threat 
against the Cables Section, the provisions of reference h will apply and 
prompt coordination will be effected with the appropriate authority. 

Each individual and source involved in the conduct or control of the 
operation will be briefed on current policies and constraints pertaining 
to counterintelligence activities as they concern persons and organizations 
not affiliated with DoD, reference h. 


(3) The PLO will be the point of contact .between the ACSI and PCF. 

The PLO will present to the ACSI or his designated representative, a 
quarterly briefing on the progress of the operation. In the event the 

PLO receives information requiring immediate action by OACSI, the information 
will be released to the ACSI and the Commander, 902d HI Group. Such 
information will be sanitized or otherwise protected to insure continued 
operational viability and source utilization. 

(4) Specific EEI to be pursued are: 

(a) Determine the existance of espionage, sabotage, or subversion 
within the target or directed against the target. 

(b) If espionage, sabotage, or subversion is known or suspected, 
identify the perpetrators, the nature and scope of their activities, their 
methods of operation, and the foreign or domestic organization controlling 
such activity. 

(c) Determine the prevalence of dissident activity within the target 
area, identify military or civilian personnel involved, and resolve whether 
such activity is supported or directed by elements outside the OACSI. 


graded unclassified 




(d) Detect and report adverse suitability information, 
foreign contacts by Cables Branch military members, and other 
significant matters which may be exploited by hostile intelligence 
services. 

a. The following activities and types of individuals will be sub¬ 
jected to continuous and intensive counterintelligence coverage: 

(1) Known or suspected security risks. 

(2) Persons who are known or suspected to associate with persons 
who are known or suspected members of hostile intelligence or subversive 
organizations. 

c. Implementation : 

(1) Overt Phase: The overt phase will begin immediately upon 
approval of this plan. Close liaison will be maintained with selected 
0ACS1 Staff and security personnel. The PLO will be primarily responsible 
for the spotting and assessment of prospective confidential sources. The 
spotting will be continuous throughout the operation so as to assure an 
adequate bank of prospective sources for possible covert utilization. 

The PLO will conduct the overt functions as necessary to include invest¬ 
igative activities and quarterly briefings concerning the status of the 
ICIP. 


(2) Covert Phase: The covert phase will be the responsibility 
of the PCO with the assistance of the Alternate PCO. This phase will include 
the exploitation of confidential sources who have been recruited from among 
the military personnel. The PCO is also responsible for vetting, recruit¬ 
ment, targeting, training, and disposition of confidential sources. The 
objective of this phase will be the development of, timely reporting of 
credible information relating to the detection, neutralization, or exploit¬ 
ation of factors or individuals who pose a direct threat to the security of 
the Cables Branch, and thus the United States. 

COMMUNICATIONS: (SEE ANNEX B) 

a. Communications between the Project Officer and PCO/PLO will be 
conducted almost exclusively through personal meetings; telephone will 
serve as an alternate. 


b. Primary comnunications with confidential sources will be through 
personal meetings at pre-selected safe sites in the Washington Metropolitan 
area, or the Pentagon. 


c. Alternate means of communications with confidential sources will 
be via US Mail, using Post Office boxes in the Arlington, Virginia area. 

A Post Office box may also be used by the confidential source, if circum¬ 
stances at his residence indicate a possibility of other persons gaining 
access to his personal mail. 
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d. Emergency means of communications from confidential sources to PCO 
will be by telephone to an existing unlisted telephone number located 
in the office of the Special Operations Section, PCF/NCR. After duty hours, 
the confidential source will leave a message for the PCO at a telephone 
located in the PCF. This telephone is manned 2U hours a day, and night persomu 
will be briefed concerning their actions should a source telephone and ask 
to speak to the PCO. The source will be asked to leave his name (cover name) 
and a telephone number where he may be reached. PCF night personnel will then 
immediately pass the information to the PCO, or if the PCO is unavailable the 
alternate PCO. From PCO to source, emergency communications will be by 
telephone call to sources home or office, as appropriate. 

TRAINING: 

Training of confidential sources will be continuing process and a 
portion of each meeting will be devoted to instruction. Emphasis will 
be placed on security of the operation and the source and reporting 
procedures. Observation and description, targeting, and related subjects 
based on source's role will also be included. Each indivudual and source 
involved in the conduct of the operation will be briefed on current 
policies and constraints pertaining to counterintelligence operations 
and activities as they concern persons and organizations not affiliated 
with DOD, Reference h. The training administered to source(s) will be in 
the quantity necessary to develop the maximum information from the target 
comensurate with the previous intelligence and experience of source(s). 



a. Confidential sources recruited under this plan will be terminated 
when their usefulness to the plan ceases, when they show Indicators of 
insecure security practices which would jeopardize the operation, are no 
longer amenable to control, or when the operation is terminated by proper 
authority. Circumstances under which termination is effected will deter¬ 
mine whether termination is with or without prejudice. 

b. The only commitments made to confidential sources employed in 
this operation will be assurance of personnel and job safety through 
anonymity, and of reimbursement of any legitimate expenses incurred during 
the operation. 

* 
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c. Knovledgeability of confidential sources will be limited to the 
following: 

(1) Name and physical description of the PCO and Alternate PCO. 

(2) Location of meeting sites as well as that of PCF. 

(3) Means of alternate and emergency contact with PCO: Namely the 
Post Office Box number(s) and the telephone number(s) where PCO may be 
contacted in the event of an emergency. 

(4) The approach method used by the PCO in his initial contact with 
confidential sources. 

d. As a control factor, confidential sources will be required to 
Sign a statement evidencing their willingness to cooperate and attesting 
to the fact that all facets of security will be strictly adhered to. 

This will not be construed to be a contractual agreement, but will be 

used as a physhological instrument to enhance the security of the operation. 

e. Security considerations are contained in ANNEX E, 

»•(&»- COORDINATION AND LIAISON: 

Liaison with designated OACSI officials and other appropriate Pentagon 
Agencies will routinely be effected the PLO. 

10. (U) REPORTING: 

a. Formats for operational reports are contained in Chapter 5, Section 
III, USAINTC Regulation 381-100 (reference a.) 

b. Production reports will be in Agent Report Format. 

ANNEX A-Cover and Documentation (ft 

ANNEX B-Communications (p) 

ANNEX C-Finance and Logistics ft 
ANNEX D-Termination ft 
ANNEX E-Security Considerations ft 
ANNEX F-Knowledgeability List (U) 
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ANNEX B - Communication 


i.(£ Communication: 

a. Primary: The primary means of communication between the PCO and 

the source(s) will be personal meetings at selected safe sites in the Pentagon 
building or in the surrounding area of Northern Virginia or the District of 
Columbia. Personal meetings will be held to the absolute minimum consistent 
with operational requirements. Details of future meetings will be established 
at each meeting or through telephonic communication initiated by either the 
PCO or source(s) to previously exchanged telephone numbers. 

b. Emergency: To establish an unscheduled meeting on a priority basis. 
Source will call the PCO through an unlisted commercial number on the 
PCF/NCR FO call director. Source(s) will identify himself through a pre¬ 
arranged code name (cover name) and ask to speak to the PCO. If the PCO is 

not in available at the time of the call, the message will be transmitted to tht 
PCO by PCF personnel as Boon as possible. The PCO, to establish an unscheduled 
meeting with source(s), will contact source(s) by a pre-established telephone 
number in conformance with source(s) work schedule or off duty habits. 
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ANNEX D - Termination 


1. Termination of the operation: Termination will be accomplished 

base<j/upon an objective evaluation of the effectiveness of continued 
utilization of source towards the accomplishment of the goals of this 
operation, with the final decision to terminate resting with OACSI, 
Department of the Army, 

Termination of source(s) with prejudice: In the event source(s) 
violate basic security practices and are terminated for that reason, they 
will be prosecuted for violation of the appropriate statute or directive, 
should such an action be deemed feasible and advisable in connection with 
the nature of the violation and their activities in support of the oper¬ 
ation. Should prosecution be inadvisable, source(s) will be required to 
execute a debriefing statement, and detailed instructions will be given 
regarding the possible consequences should they reveal their MI affiliations 
and activities. 

Termination of source(s) without prejudice: Upon termination of 
thiyoperation or at such time as source(s) are considered to be of no 
further value within the scope of this plan, and provided source(s) have 
committed no flagrant violations of security, they will be paid all out¬ 
standing reimbursable expenses incurred. A detailed security briefing con¬ 
cerning disclosure of information concerning their Ml affiliations and 
activities will also be administered. If deemed advisable at the time 
of termination, source(s) may be presented a properly sanitized letter of 
commendation/appreciation or other appropriate recognition for their co¬ 
operation. 


4. Commitments: No commitments other than those relating to reim¬ 

bursement of legitimate operation expenses incurred during the course of 
the operation will be made. Source(s) will be given assurance of personal 
safety and protection of careers and reputations. 


Knowledgeability: Source(s), during the course of the operation 
will be knowledgeable of the following: 


a. PCO: by name and status as Special Agent, US Army Intelligence. 

b. Facilities: Source(s) will not be routinely exposed to facilities 
housing PCF during the course of their covert activities. However, the 
existence of PCF is common knowledge throughout the Pentagon, and the 
likelihood that source(s) will, at a minimum, know the location of PCF is 
unavoidable. 

c. Modus Operandi: Source(s) will be exposed to modus operandi only 
in direct relation to the requirement levied by the PCO. 


d. Location of meeting sites. 
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ANNEX E - Security Considerations 



1. -fThe activities engaged in by individuals assigned to 0ACS1 which 
considered to be disruptive of military operations, contrary to 
good order and discipline, and posing a threat to military security are 
unknown at this time. The number of military personnel engaged in activities 
relative to active and/or passive resistance to the military is also unknown. 


a. The inter-relationship of military and civilian community in 
the National Capital area Is such that it can be expected to present a 
degree of security risk in that confidential source(s) covert activities 
could be revealed through indiscretions on the part of source(s) in devia¬ 
ting from normal routine of activities normally associated with the work 
environment. This risk will be substantially limited by extensive training 
of source(s) in the areas of personal security and operational security. 
Further, close monitoring of all activities of source(s) for the purpose of 
determining the presence of or lack of derogatory security indicators will 
preclude unexpected security developments and will provide a means by which 
source(s) may be further trained, guided, and controlled in their activities. 


b. Project Control Officer/Confidential Source relationship could be 
revealed inadvertently by the passive element of the military establishment, 
thus posing a threat to the security of the operation. This possibility 
will be reduced by close adherence to fundamentals of security in the 
conduct of personal meetings, telephone calls, and all other contacts between 
PCO and source(s). 




2. In the event that either source(s) or this operation are compro¬ 

mised'; USAINTA will not confirm the existence of such an operation, the 
employment of source(s), or interest in organizations/personalities in¬ 
volved in alleged subversive activities. Should souree(s) be compromised 
PCO will immediately instruct source(s) to cease all operations; activity, 
and will debrief in detail concerning all aspects of the possible compro¬ 
mise. Based upon an evaluation of the situation, source(s) may be termi¬ 
nated and the operation may be suspended pending an analysis of the com¬ 
promise and its ramifications. All sources so terminated will be adminis¬ 
tered the appropriate security debriefing. 

Security measures must assure: 


a. Strict need-to-know restructions concerning the existence of this 
operation and the methods by which it is implemented will be applied. A 
PCF Knowledgeability list will be maintained. (See ANNEX F) 


b. Briefings on the existence of this operation will be given only 
to the ACSI or his designated representative. 


GRADED UNC^SSIF'EO 

gssSsss®* 


OH 

BY 


43 ? 


L 


E-l 




ANNEX F - Knovledgeability List (U) 


1. 

LTC 

Byron W. 

Hunt 

Commander, PCF 

2. 

MAJ 

Kenneth G 

. Hetzel 

Operations Officer» PCF 

3. 

MSG 

Daniel W. 

Leber Jr 

Operations NCOIC, PCF 

4. 

CPT 

Kenneth R 

. Schlag 

PCF 

5. 

CW2 

Shawn M. 

Sandlin 

PCF 

6. 

CW2 

Leonard NMN Gross 

PCF 

7. 

SFC 

George E. 

Perry 

PCF 
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Retention of Internal Counterintelligence Program 
(ICIP) (U) 




ofnc« »,«ch. 

DAMI-DOH 


OATt 

3 July 1975 


To respond to a request from the Commander, APG for continuation of ICIP. 
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r BACKGROUND : During the last quarter, calendar year 1974, the ACSI conducted 
a review of the ICIP, and based on the results of this review, he directed the termi¬ 
nation of 12 of the 19 on-going operations. The operations terminated were those which 
were less productive or conducted at installations of lesser sensitivity. Among the 
operations terminated was GONDOLA STAR which had been conducted in the Aberdeen Proving 
Ground (APG)/Edgewood Arsenal (EA) area. At RED TAB B is a recommendation from the 
Comnander, APG indorsed by the Commander, Test and Evaluation Command (TECOM) and the 
Commander, Army Materiel Command, that the ICIP be continued at APG/EA. 

A DISCUSSION : 

a. The APG request advises that they recognize information developed in GONDOLA 
STAR has been of limited Cl value in the past, however, they consider even negative 
reporting to be significant. The TECOM indorsement emphasizes the probable significant 
increase in travel during the Bicentennial period and the proximity of APG/EA to New 
York and Washington would make those facilities more vulnerable to hostile intelligence 
agencies. 

b. The ACSI reexamined the operation and advised that he would consider continuing' 
the operation for a six-month trial period to determine if any more significant infor- 
mation can be developed to indicate a hostile threat to APG/EA. On 2 Ju ly 197, 

D eputy Unde -r n f ^ fntlr'fffil this grogosal. .“““ 

C. Letter at RED TAB A advise# the Commander, APG of the ACSl*s decision to 
continue the operation for another six months and then reassess its progress. 

3. (U) RECOMMENDATION : That letter at RED TAB A be approved and signed. 
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11 JUL 197b 


SUBJECT! Retention of Internal Counterintelligence Progren {ICIP) (U) 


THRU! Commander 

US Army Materiel C rewind 
SOOH Eleenhover Avenue 
Aleicandrle, Virginia 22333 


Caonandcr 

US Army Teat and Evaluation Comaand 
Aberdeen Proving Ground, Maryland 21005 


TO: Coumander 

Aberdeen Proving Ground 
Maryland 21005 


1. (U) Reference lattar, STEAP-IN, aubjact aa abova, 17 April 1975, 

with indoreanenta. 

2'~jSvT During tba paat aavaral yaara, the ICIP affort has grown rapidly. 
Unfortunately, aufficiant raaourcaa to conduct thasa oparations hava not 
alvaya baan available. In order to sake optimum uaa of these scarce, 
highly trained raaourcaa, it became nacaaaary to conduct a total review 
of the prograa and aake adJuatmente. This raview ravaaled that GOHDOlA 
STAR waa a marginal operation and 1 directed ita termination. 
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IUWECT: latontlon of Internal Counterintelligence Progran (IC1P) ( T J) 

J. (U) 1b light of your request that this operation bo continued, and 
coopldoflag tbo foot chat tbo C—nhr, OShlWTh baa advlMd oo that 
mm mu rcoo with t^rrved OcUii have boon recruited, 1 will revalidate 
0(|tH)L4 flhH for 0 ill ooBth period. In January 1976, 1 will a *mob the 
progm* of this operation and will than dotorwloo If wo will bo ablo to 
Continue this offort. 


<sgd) Harold R. Aaron 

HAROLD R- AARON 
Major General, GS 
ACols for Intelligence 
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AMCSS (17 Apr 75) 2d lnd CU) 

SUBJECT: Retention of Internal Counterintelligence Program (1C1P) IU) 

29 April 1975 

HQ» US Army Materiel Command, 5001 Eisenhower Avenue, Alexandria, VA 22333 
29'April 1975 

TO: HQDA CDAMI) WASH DC 20310 

Forwarded for your consideration. This headquarters supports the requests 
and recommends favorable consideration be given to the continuation of the 
program. 

FOR THE COMMANDER: 

"— 

ROBERT L. KIRWAN 
Brigadier General, USA 
Chief of Staff 
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AMSTE-SE <17 Apr 75} 1st Ind j&e? 

SUBJECT: Retention of Internal Counterintelligence Program <ICIP)(U) 

Headquarters, U. S. Army Test and Evaluation Command, Aberdeen 
Proving Ground, Maryland 21005 8 5 APR B?5 

TO: Commander, U. S. Army Materiel Command, ATTN: AMCSS, 

5001 Eisenhower Avenue, Alexandria, Virginia 22333 

1. (U) I recommend that GONDOLA STAR be continued as an active 
counterintelligence operation in the Aberdeen Proving Ground area. 

2. The conditions set forth by the Commander of Aberdeen Proving 
Ground I feel support this'continued operation. The recently revised 
ACSI EEI reveals that the weapons, tanks, and chemical defense 
RDT&E conducted in the Aberdeen Proving Ground area, to include 
Edgewood Arsenal, are of interest to Communist Bloc intelligence 
agents. With the advent of the Bicentennial year, Aberdeen Proving 
Ground will be open to significantly more tourists visits commencing 

on 14 June and extending throughout the Bicentennial period. During 
that year, the closeness of Aberdeen Proving Ground and Edgewood 
Arsenal to the New York City and Washington, DC areas make it vul¬ 
nerable to hostile intelligence gathering agencies and their desire to 
exploit the situation to secure EEI. I conclude that security of USAAPG 
will be vulnerable and that ICIP will be of greater importance than 
ever during this coming period. I intend to maintain all normal in¬ 
ternal security measures and ICIP support on a continuing basis would 
be a valuable supplement to these measures. 
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CHARLES P. BROWN 
Major General, USA 
Commanding 
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SUBJECT: Retention of Internal Counterintelligence Program (ICIP) (U) 


•Commander 

US Arcqy Test and Evaluation Command 


1. T^Prhis headquarters has been advised by your Security Officer at a 
meeting held on 9 April 1975 that the Internal Counterintelligence Program 
for Aberdeen Proving Ground, Operation GONDOLA STAR (u), is scheduled for 
termination. It is understood that, the AMC Security Officer desires a 
review of the impact of such an action upon this installation. 

(U) 

2. It is recognized that specific information of counterintelligence 
value developed by Operation GONDOLA STAR has been somewhat limited in 
the past; however, it must be acknowledged that even negative reports are 
significant provided that effective coverage of critical target areas has 
been maintained. In some cases, reports received from ICIP sources have 
served as useful early warnings of developing situations on which cor¬ 
rective action could be promptly initiated. If this operation is termi¬ 
nated, the sensitivity and espionage potential of this installation would 
remain whereas one tool for building a strong security posture would be 


3.^3* The importance of Aberdeen Proving Ground as an espionage target 
is obvious. Research and testing programs generate information of world¬ 
wide intelligence interest, and scientific personnel have frequent contacts 
with foreign nationals. The diversified missions of several tenant activi¬ 
ties include projects which have been reported to have high priority among 
Soviet intelligence collectors. Therefore, ICIP support would be a useful 
sumtement to our normal internal security measures. 


It Is recommended that GONDOLA STAR be continued as an active 
counterintelligence operation and strengthened with such resources as may 
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ALVIN D. UNGEEL 
Colonel, Armor^ 
Commanding 
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l^ipy BACKGROUND : 

a. By memorandum dated 8 February 1972'( BLUE TAB B) . the Under Secretary of the 
Army requested that the VCSA, US Army, provide a quarterly report on all 1C1F 
operations. 

b. A report covering the fourth quarter, calendar year 1974 submitted in February 
1975 reflected the results of a review conducted by the ACS1. fit the 19 ongoing 
operations, 12 were identified for termination. 


a. During the past quarter, 11 operations were terminated. This leaves one 
operation pending termination. One new operation was approved by the ACSI on 4 March 
1975. This operation, CANTER RIDE (U) at the US Army Missile Command, Redstone 
Arsenal, AL, raises the number of active ICIPs to eight at the close of the quarter. 

b. Memorandum at BLUE TAB A provides information required by the USofA. 

3* (U) RECOMMENDATION : That memorandum at B LUE TAB A be approved and signed. 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON, O.C. 20310 


2 7 MAY 875 




MEMORANDUM THRU: VICE CHIEF OF STAFF, UNITED TTfiTtit? A T1 HY — fe MAY 

FOR: UNDER SECRETARY OF~TlfE-“ ARMY K-TED • US* 

SUBJECT: Internal Counterintelligence Program (1C1P) (U)--INFORMATION 
MEMORANDUM 


During the past quarter, action was initiated to terminate 
12 1CIP operations that were considered to be relatively unproductive 
or located at less sensitive installations. Eleven operations have 
been terminated and the twelfth will be terminated in the near future. 

A new operation, CANTER RIDE, was initiated at the US Army 
Missile Command, Redstone Arsenal, AL, raising the total number of 
active,operations to eight. 




3 Jfifr Three of the ongoing operations continue to provide infor¬ 
mation which serves to enhance security at the facilities concerned. 
LENTIL MONKEY, at the Defense Language Institute, continues to be 
the most active operation, surfacing security weaknesses involving 
both instructor and student personnel at that facility. 

4. (U) Status reports for each operation are inclosed. 


as (C( 


HAROLD R. AARON 
Major General, GS 
ACofS for Intelligence 




.SSIBEO 


bv 

Avyvtf 




■ 6031 


/o , 


m 

mmmt 


_ __ DAMI-ZA 

Classified by_ _ __ 

EXEMPT FROM GENERAL DECLASSIFICATIOV 
schedule of executive order mr>2 

EXEMPTION CATEGOnY_ i _ 

DECI.ASS1FY f>V 31 December 2Q0S 

MAJ Ebersole/74087/19 May 75 
Typed by J. Lukasik 



DEPARTMENT OF THE ARMY 

OFFICE OF THE UNDER SECRETARY 


10 Jun 75 


MG Harold R. Aaron 
ACofS for Intelligence 
Rm 2E464 
Pentagon 

Noted and returned. 



4ir»r/lr 




MIIA-SO 


DEPARTMENT OF THE ARMY 
HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 

TORT MEADE, MARYLAND 20755 r\ 

1 7 A?P. B75 


SUBJECT: Quarterly Reporting of Internal Counterintelligence Program 
(ICIP) Operations (U) 


HQDA (DAMI-DOI-C) 
WASH DC 20310 


1. ifiY Internal Counterintelligence Program (ICIP) operations during 
the third quarter of Ff 1975 were characterized by a large scale slow¬ 
down of activity in all operations as those operations selected for 
termination early in the quarter were phased out. By 31 March 1975, 

11 ICIPS, with supporting confidential sources, were terminated and one 
additional ICIP is scheduled for termination. 

Upon completion of the termination actions described above, 
seven ICIPS remained active. One new ICIP operation providing for insert 
of an agent in a covert status in the US Army Missile Command (USAMICOM), 
Redstone Arsenal, Al, was approved on b March 1975. The USAMICOM opera¬ 
tion, which has the nickname CANTER RIDE (U) raises the total of active 
ICIPS to eight at the close of the quarter. 

3. (U) Brief status reports for each ICIP operation reported upon, 

including both those terminated and those continued, are attached as 
inclosures. 

FOR THE COMMANDER: 



AIBERT N. WEIDHAS 
Colonel, MI 
Director of Operations 


:Q.d^,.L^m.u7.A... . 

j, G rvrn*t : -rr^’-'CAT'ON 

ON Jj . 

450 


ponn,- rmi- 



1 . 


CANARY EFFORT: (OACSI Approval - 1 6 Feb 72) 


a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three sources were used during 
the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Information surfaced pertaining 
to the use of drugs and moral improprieties on the part of a civilian 
employee assigned to the Office of the Comptroller prompted a suitability- 
investigation of the employee* The employee’s access to classified in¬ 
formation has been suspended. Adverse suitability information consist¬ 
ing of drug abuse, indebtedness, moral misconduct and mental instability 
on the part of six military policemen assigned at the Alternate Joint 
C omm and Center and Fort Ritchie was provided the Provost Marshal and the 
Director of Security, US Arn$r Communications Command (tJSACC). Investi¬ 
gations of the allegations are being made. Information reported on an 
Army NCO assigned to the Engineering & Installation Office, USACC, 
alleging excessive gambling and unexplained affluence is being checked 
prior to requesting that a limited investigation be conducted. 

e. Operational Status: On 18 Mar 75 > the PIO briefed COL Donald E. 
Clark, interim Director, Telecommunications, on the ICIP. COL Clark is 
scheduled to become Commander, USACC Operations Command, after the re¬ 
organization of USACC on 1 Jul 75* On 20 March 1975, the PIO presented 
the Quarterly Briefing to COL Harold G. deMoya, Commander, Fort Ritchie, 
and COL John J. Plosay, Jr., Deputy Commander, Fort Ritchie. COL deMoya 
expressed his appreciation for the support provided by the ICIP at Fort 
Ritchie. 
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2 [ CANINE PLATE: (OACSI Approval - l8 Sep 73) 

a. Location: Seneca Amy Depot (SAD), Romulus, NY. 

L. Confidential Source Utilization: None. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 


e. Operational Status: On 13 Jan 75, COL Alan A. Nord assumed 
command of Seneca Army Depot. The C omman der, 902d MI Group, had 
scheduled a briefing on the ICIP CANINE PLATE for COL Nord in mid-March 
1975. That briefing was cancelled and is now scheduled for the follow¬ 
ing quarter. Operational progress has heen stalemated during this re¬ 
porting period pending the briefing of the new Depot Commander. Subse¬ 
quent to that btiefing, it is anticipated that development of the opera 
tion can be accelerated. 





_ ^C0MF1PEN1 . AL 




CANTER RIDE: (OACSI Approval - 4 Mar 75) 


a. Location: US Army Missile Command (USAMICOM), Redstone Arsenal 
(RSA), AL. 


b. Confidential Source Utilization: None. 


c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None. 

e. Operational Status: During the past year several significant 
security weaknesses surfaced at USAMICOM, prompting the USAMICOM Chief 
of Staff to request an ICIP operation at that facility. These weak¬ 
nesses included mishandling and loss of classified documents and alle¬ 
gations concerning suitability of some employees. Considering the 
sensitivity of the facility and the evident security weaknesses, a 
degree of urgency in initiating this operation was apparent. Unlike 
previous ICIP operations, the planning for this operation envisioned 
the use of a trained military intelligence warrant officer, a "Great 
Skill" officer, as the principal confidential source in order to ex¬ 
pedite the initiation of this operation. The source has been selected 
for insertion in the target area (the US Army Missile Research, Develop¬ 
ment and Engineering Laboratory (USAMRDEL)), and has been provided 
administrative and operational training to enable him to function in his 
cover capacity as an administrative officer. The source will be assigned 
in the target area in April 1975. On 14 March 1975, the Commander, Red¬ 
stone Resident Office, 902d MI Group, briefed COL R. A. Axelson, Director, 
USAMRDEL, informing him that the requested counterintelligence special 
support had been approved on 4 Mar 75 and it was proposed to insert an 
agent by mid-April 1975. 
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4- CANVAS TAX: (OACSI Approval - 8 Mar ?4) 

a. Location: Sierra Array Depot (SIAD), Herlong, CA. 

b. Confidential Source Utilization: None. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information C&tained: None. 

e. Operational Status: A new Project Liaison Officer (PLO) was 
assigned to this operation and arrived on station in January 1975. The 
PLO will perform the functions of both the PLO and the Project Case 
Officer (FCO). Ihe PLO has been engaged in familiarization and orienta¬ 
tion with SIAD and will perform spotting and assessment of potential 
sources in the coming weeks. On 20 March 1975, the Quarterly Briefing 
was presented hy the PLO to the supported command. Those in attendance 
at the briefing were COL Robert Hawlk, CDR, SIAD; LTC Bernard Render, 

Dep CDR, SIAD; and MAJ John Jolley, Security Officer, SIAD. 
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5. *6) CENSUS TIME: (QACST Approval - 5 Feb 74) 

a. Location; Pentagon Telecommunications Center (FTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC. 

b. Confidential Source Utilization: One source was used during 
the reporting period. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: Hone. 

d. Useful Information Obtained: None. 

e. Operational Status: This operation is conducted by representa¬ 
tives of the Pentagon Counterintelligence Force (PCF). Early in the 
quarter, it was necessary to divert virtually the entire strength of 
PCF from their normal functions to a files screening project at the 
Counterintelligence Analysis Detachment and the Special Security Group. 
Both the PLO and PCO were assigned to the files screening project and 
were able to devote only a limited amount of time to this ICIP operation. 
This precluded any significant expansion or development of the ICIP. The 
supported command requested that an attempt be made to obtain information 
on several persons assigned to PTC suspected of drug abuse. Sources have 
failed to surface any concrete information to date in this connection. 

On 1 April 1975, the PLO presented the Quarterly Briefing to COL Joseph 
T. Adinaro, Commander, PTC. 
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a. Location: Harry Diamond Laboratories (HDL), Washington, DC. 

b. Confidential Source Utilization: None. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: Investigation of allegations of 
misconduct on the part of a DAC employee of HDL while the employee was 
on TDf were inconclusive, but the HDL Security Officer and the employee’s 
supervisor are continuing to monitor the employee’s activities. The PLO 
called the attention of the HDL Security Officer to several minor se¬ 
curity problems during the period which were corrected on the spot. 

e. Operational Status: During the period approximately 400 HDL 
personnel were moved from the HDL offices at Connecticut and Van Ness 
Avenues, NW, Wash, DC, to HDL facilities in White Oak, MD, The move 
is part of a reorganization and centralization of US Amy electronics 
research facilities into one organization which will be named the 
Harry Diamond Developmental Center. On 5 March 1975> the PLO presented 
the Quarterly Briefing to COL D. W. Einsel, Jr., Commander, HDL, and 
Mr. James F. Yeick, Security Officer, HDL. 
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7, ^#^"IENS HOLDER: (OACSI Approval - 7 Aug 74) 

a. Location: White Sands Missile Range (WSMR), NM 
t>. Confidential Source Utilization: None. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: None 

e. Operational Status: The Project Liaison Officer (PLO) for this 
operation will also perform the Project Case Officer (PCO) function 
■when Source assets are obtained. One prospective source has been identi¬ 
fied in the Missile Electronic Warfare Technical Area (MEWTA), and re¬ 
cruitment is planned for the next quarter. On 18 March 1975 j the PLO 
presented the Quarterly Briefing to Mr. William F. Arquette, Chief, 
Intelligence Div, WSMR. Mr. Arquette, speaking for the Commander, WSMR, 
expressed satisfaction with the progress of the ICIF to date. 
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8. (9, LENTIL MONKEY: (OACSI Approval - 26 Oct 71) 


a. Location: Defense - L a n guage Institute (DLl), Presidio of 
Monterey, CA. 

b. Confidential Source Utilization: Five confidential sources 
were utilized during the quarter. 

c. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None. 

d. Useful Information Obtained: 

(1) An instructor in the Chinese-Mandarin Language Dept may have 
had contact vith personnel of the Peoples Republic of China during a 
business conference in Jan- 75. The instructor, who has several commercial 
enterprises, allegedly attended a conference in Dallas, Texas, where the 
Chinese were present. An effort is being made to obtain further details. 

(2) Sources of the operation provided information which established 
the existence of contacts between an instructor of the Arabic Language 
Dept and officials of the Palestinian Liberation Organization. The in¬ 
structor, who is a US citizen, allegedly" utilizes a Lebanese passport 
when he travels in the Middle East. Summaries of Information containing 
details have been passed to the FBI and the Immigration and Naturaliza¬ 
tion Service. 

(3) ^Sources in the project surfaced a series of reports on a USAE 
student, who, through his Czech language instructor, has socialized 
with citizens of Czechoslovakia, By U3AF regulations, the NCO was to 
have reported promptly any contact with citizens of a Communist Bloc 
country. The NCO failed to make the necessary report. The information 
was passed to the OSI by Summaries of Information and the OSI is now- 
conducting an investigation of the USAF student. 

(4) Suitability information concerning DLI students was passed to 
the Security Officer, DLI. 

e. Operational Status: Of the five confidential sources used in the 
operation, two were terminated during the period due to their graduation. 
The remaining three provide coverage in the Russian, Czech, and Serbo- 
Croatian Language Department. Prospective confidential sources are being 
assessed in the Russian, Czech, Polish, and Chinese-Mandarin Departments. 

In addition to the confidential sources, 21 conventional sources are pro¬ 
viding coverage in ten language departments. All sources are concentra¬ 
ted in the Priority I language departments. The PLO provided the Quarterly 
Briefing on 21 March 1975 4 n the Office Q f the Director, DLI. Those 
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attending the briefing were COL James R. Koenig, Director, DLI; 

COL Avery Kay, Deputy Director, DLI; and MAJ Richard Erickson, 

Security Officer, DLI. COL Koenig stated that he believed the infor¬ 
mation gained from the ICIP had been particularly helpful and had been 
largely responsible for several command letters published by DLI in an 
effort to improve internal security at DLI. The Director also stated 
that as a result of information provided by the ICIP, the teaching 
texts and materials of all DLI courses are being reviewed to eliminate 
politically contentious materials from the language courses. 
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DEPARTMENT OF THE ARMY 
HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 


2 8 APR i375 


SUBJECT; Evaluation of Selected Installations in Panama Canal Zone (U) 


HQDA (MMI-DOI-C) 
WASH DC 20310 


i. 


^ During a 19 Feb 75 visit by the ACSI to the 902d MI Group, the 
902d"was tasked to explore the possibility of the need for an ICIP 
operation in the Panama Canal Zone. The 902d MI Group has aonducted a 
review of five key installations/units for evidence of past and present 
HoIS threat indicators. 


2. ( The five installations/units which were assessed are 470th MI 
Group (TAB A); 193d Infantry Brigade (TAB B); USASA Det, S0UTHC0M, and 
4o8th ASA Det (TAB C); Armed Forces Courier Station - Panama (TAB D)j 
J-2/3 Directorates’ Warning and Operations Centers - S0UTHC0M (TAB E). 
A threat assessment ccanmon to all activities, units, or installations 
in the anal Zone is attached as TAB F. 


3* \y) Commanders of the installations concerned in each instance have 
stated that current counterintelligence support is adequate to maintain 
a proper security posture and an ICIP operation is not warranted at this 
time. The Commander, 902d MI Group concurs in this position and recommends 
that an ICIP operation not be initiated at any of the five units assessed. 
USAINTA also concurs in this recommendation. 


6 Incl 

1-6. • TABS A thru F 


WILLIAM S. WOLF 
Colonel, MI 


Regraded CONFIDENTIAL when 
separated from SJjJCRET Inclosure. 
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470th MILITARY INTELLIGENCE GROUP 


- GENERAL : The 470th Military Intelligence Group (MIGP) is a sub¬ 
ordinate unit of the 193d Infantry Brigade {Canal Zone). This unit con¬ 
sists of 67 military and 18 civilian personnel. There are 80 personnel 
assigned to the Group Headquarters, Fort Amador (FA), Canal Zone (CZ), 
on the Pacific side of the isthmus, and 5 stationed at the Atlantic Field 
Office, Building 214, Fort Gulick (FG), CZ, on the Atlantic side. Due to 
the importance and sensitivity of its mission, the 470th MIGP is considered 
a CRITICAL SENSITIVE activity. 

2. (D) HISTORY : The 470th MIGP was bom on 12 July 1944, as a Counter- 

Intelligence Corps Detachment. It was first picked up on the Army's active 
duty roles on 31 July 1944, at the post of Quarry Heights, CZ. The 470th 
Intel Corps Detachment was redesignated and reorganized into an Intel Corps 
Group in September 1964, with a Security Service Detachment, the 508th MID 
in support of the 193d Infantry Brigade, the 610th MID, and the 471st MID 
in Puerto Rico. Two years later, in 1966, the unit was renamed the 470th 
MIGP, its present designation. 


3.f ffif) MISSION : The mission of the 470th MIGP is to detect treason, sedi¬ 
tion, and disaffection; to detect, prevent, and neutralize espionage, sub¬ 
version, and sabotage directed against the United States Army, its personnel 
and installations; to conduct counterintelligence (Cl) operations; and to 
collect intelligence through conduct of HUMINT operations. 


4. (FOUO) SECURITY HISTORY/PRESENT SECURITY POSTURE : Building 47, FA, 
where the headquarters, 470th MIGP is located, is a two-story nasonry 
structure used for administrative office space. The 470th MIGP has a 
photographic laboratory located on the first floor of Building 46, a motor 
pool located in Buildings 96 and T95, a Liaison Office located at Build¬ 
ing 49, all at FA, and an Atlantic Field Office located at Building 214, 

Ft Gulick, CZ. A Counterintelligence Survey was conducted on the 470th 
MIGP on 12 December 1966, to establish basic security requirements. Sub¬ 
sequent Cl inspections disclosed no major deviations from requirements 
established in the survey. Security Assistance Visits are utilized by 
the 470th MIGP in maintaining a good security posture. There have been 
no acts of espionage, sabotage or subversion detected in the unit. 

5. SECURITY SUPPORT ACTIVITIES : There are several US military and 
civilian activities in the CZ that render direct or indirect intelligence 
and Cl support, external physical security support, security assistance, 
and police services to the 470th MIGP. These support activities augment 
the Internal security procedures of the 470th MIGP and assist it in accom¬ 
plishing its mission. The units or activities which provide direct or 
indirect support to the 470th MIGP are as follows: 
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a. Canal Zone Field Office (CZFO). 902d MIGP, Fort Amador, CZ : 

Conducts Personnel Security Investigations (PSI) In the CZ. Provides CZ 
based surveillance and counter-surveillance support operations. Provides 
Security Assistance services in support of the 470th MIGP's nlsslon. Con¬ 
ducts Cl surveys, inspections, technical surveys and inspections, SAEDA 
lectures, penetration inspections, and Cl related advice and assistance 

in support of the Group's security objectives. 

b. tin-f red States Army Security Agency (OSA S A) Detachment-USSOPTBCOM, 

Port nntan fPCl. CZ: Provides advice and assistance on capabilities 
and limitations of EW and SIGINT. Evaluates intelligence requirements in 
terns of OSASA mission capabilities and maintains a continuous estimate 
of the local CRYPTOLOGICAL situation. Provides C®GNT during contingency 
situations. 

c rNav al Intelligence Service. FA. CZ : Provides information of intel¬ 
ligence and Cl interest on local hostile activities and potential threats 
in functioning as a member of the Delimitation Coianittee. 

d f* joffice of Special Investigations, US Air Force, Ho ward Air Force 
Base. CZ: Provides intelligence and Cl information regarding hostile 
organizations and their activities as well as threat information of in¬ 
terest. Functions as a local member of the Delimitation Committee. 

e . Provost Marshal Offlce r 193d Infantry Brigade, FC, CZ : Assists 
in preventing unauthorized vehicle and personnel entry in and adjacent 
to OS Army installations and structures in the CZ. Provides additional 
security guard and personnel restrainment force when required. Conducts 
Physical Security Surveys and Inspections. Maintains criminal investi 
gation files for review and use during the conduct of PSIs. Assists in 
preventing overt acts of sabotage by having mobile and foot Military 
Police patrols. 

S f. \ Cr-»™-<™»l Investigations Detachment, Corozal, CZ : Provides inf or- "ll 
Lon of intelligence interest uncovered during criminal investigations. V 
itains files of all investigations conducted which are available for | 
during the conduct of PSIs or for intelligence purposes. I 

g. Internal Security Office. Canal Zone Government, Balboa Height s, CZ: 
Maintains files which are available for review during the conduct of PSIs 
or for intelligence purposes. Within the constraints of DA policies, pro¬ 
vides information regarding intelligence matters of mutual benefit on 05, 
Panamanian, Central and South Americans, as a local security agency- 

h. deration and Naturalization Service (IN), Dist rict Cour t House x 
CZ: Provides information regarding citizenship status on OS natu- 
raliz e d ~citizeas who are DOD-affiliated and of intelligence interest or the 
subjects of PSIs. Provides possible threat information of interest uncov¬ 
ered during normal IN functions. 

6 (0) THREAT : See Tab F which is classified SECRET-NO FOREIGN D1SSEMI- 

“ n “- 

^CLASSIFIED on * ^, . — 

oi —UUI'll Ipri'ITIAI 


Regraded UNCLASSIFIED on 
J C^LAOT' 

by USAINSCOM FOI/PA 
Auth para 4-102, DOD 5200-1R 



CONFIDLN'H rtf 


7. (U) COMMANDER T S EVALUATION : The 470th MI GP advised that current 

Cl support rendered by the CZFO, 902d MI GP is considered adequate in 

maintaining a good security posture. In' the event a problem develops 
which falls within the purview of the Internal Counterintelligence Pro¬ 
gram or any other security support operation, a request for that service 
will be submitted. 

CONCLUSIONS AND RECOMMENDATION : A detailed and minute search 
of the files of the Security Manager, 470th MI GP, as well as our own 

files, failed to disclose any history or current trend of bad security 

practices, disaffection, espionage, sabotage or subversion within the 
unit. Administrative security deficiencies found during the course of 
routine Cl Inspections had been corrected. The main threats, as pointed 
out in paragraph 6 above, are external rather than internal In nature 
and are targeted against by the entire intelligence community in the CZ. 
The commander clearly feels that current Cl support rendered is adequate 
and has no desire for an ICIP operation at the present time- Based on 
the facts presented above, it Is believed that an ICIP operation is pre¬ 
sently neither warranted nor justified in the 470th MI GP. Recommend 
that an ICIP operation not be instituted in the 470th MI GP at this time. 
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193D INFANTRY BRIGADE (CANAL ZONE) 



1. j&f' GENERAL : Within the Headquarters, 193d Infantry Brigade (Canal 
Zone), Fort Amador (FA), Canal Zone (CZ), and its subordinate units or 
elements, only the Brigade Command Group (BCG), the Directorate of Intel¬ 
ligence (DINTEL), the Directorate of Operations, Plan and Training (DOPT), 
and the 470th Military Intelligence Group (MI GP), were considered as 
falling in the category of CRITICAL SENSITIVE, BCG, DINTEL and DOPT are 
all located at Building 1, FA, and will be dealt with in this Tab. The 
470th MI GP is located at Building 47, FA, and Is addressed separately 

in Tab A. 

2. (0) HISTORY : On 1 July 1917, US Army personnel in the CZ were formed 
into a separate command and designated as the "Panama Canal Department". 

With the formation of a unified Caribbean Command in November 1947, the 

US Army element in the CZ was designated the US Army Caribbean Command 
with its Headquarters located at Quarry Heights (QH), CZ. In 1949, the 
Headquarters was moved to FA, its present location. On 6 June 1963, the 
US Army Caribbean Command was redesignated the US Army Forces Southern 
Coranand (USARSO), and remained so for 11 years. With the disestablish¬ 
ment of USARSO on 31 October 1974, the 193d Inf Bde assumed all command 
functions and was redesignated Headquarters, 193d Inf Bde (CZ). 

3. (U) MISSIONS : 

a. BCG: The BCG, under the direction of the Commanding General, US 
Army Forces Command, (F0RSC0M), Atlanta, Georgia, commands all subordinate 
US Army units and activities in the CZ; maintains a combat-ready operational 
posture; provides support to the unified command as directed by CINCSO; and 
exercises operational control over USACC Agency-Panama. 

b. DINTEL: The DINTEL, manages the collection, evaluation and proces¬ 
sing of information into intelligence and the establishment of required 
intelligence, counterintelligence (Cl) and security programs in support 

of the installation command's mission. 


c. DOPT: The DOPT prepares, maintains and supervises the execution 
of policies and directives for the tactical security and defense of the 
Brigade's area. Plans, directs and coordinates for the Commander all CZ 
defense operations required of the Brigade including joint operations. 
Monitors and reports operational readiness. Formulates and coordinates 
estimates, plans, policies and functions pertaining to force structure, 
organization, equipment, and training of subordinate units. Supervises 
and coordinates reserve component matters within the Brigade. Advises 
on and supervises all Army Aviation matters. Supervises the activities 
of the Emergency Operations Center (EOC). 
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4UA^- SECURITY HIS TORY/PRES ENT SECURITY POSTURE .* Building 1, FA, 
where the BCG, DINTEL, and the DOPT are located, is a three-story 
masonry structure used for administrative office space. Counterintel¬ 
ligence (Cl) surveys were conducted on Building 1 in July 1961, and 
during the months of August and September 1970. At that time. Building 
1 housed USARSO'S Comnand Group, G-2, and G-3 offices, now the BCG, 

DINTEL, and DOPT respectively. Subsequent Cl inspections have dis¬ 
closed no major deviations from the security requirements established 
in the Cl surveys. Additionally, Security Assistance Visits are pre¬ 
sently being conducted on the activities as requested, with formal 
security inspections for Cl purposes scheduled locally for the remainder 
of Fiscal Year 75. There have been no acts of espionage, sabotage or 
subversion detected in the BCG, DINTEL, or DOPT. 

5.(Qw. SECURITY SUPPORT ACTIVITIES ; There are several US military and 
civilian activities in the CZ that render direct or indirect intelligence 
and Cl support, external physical security support, security assistance, 
and police services to the 193d Infantry Brigade (Canal Zone). These 
support activities apgment the internal security procedures of the Brigade 
and assist it in accomplishing its mission. The units or activities 
which provide direct or indirect support to the Brigade are as follows: 

a. Canal Zone Field Office (CZFO). 902d MI GP, FA, CZ : Conducts 
Personnel Security Investigations (PSI) in the CZ. Provides CZ based 
surveillance and counter-surveillance support operations. Provides 
Security Assistance services In support of the Brigade’s mission. Con¬ 
ducts Cl surveys, inspections, technical surveys and inspections, SAEDA 
lectures, penetration inspections, and Cl related advice and assistance 
in support of the Group's security objectives. 

b. 470th Military Intelligence Group, FA, CZ : Provides intelligence 
operations and services to detect treason, sedition and disaffection and 
to detect, prevent and neutralize espionage, subversion and sabotage 
directed against the US Army, its personnel and installations in the CZ. 
Conducts Cl operations and collects intelligence through conduct of 
HUMINT operations. 

c. United States Army Security Agency (USASA) Detachment-USSOUTHCOM, 
Fort Clayton (PC), CZ : Provides advice and assistance on capabilities 
and limitations of EW and SIGINT. Evaluates intelligence requirements 

in terms of USASA mission capabilities and maintains a continuous esti¬ 
mate of the local CRYPTOLOGICAL situation. Provides COMINT during con¬ 
tingency situations. 


d. Naval Intelligence Service, FA, CZ : Provides information of intel¬ 
ligence and Cl interest on local hostile activities and potential threats. 

e. Office of Special Investigations, US Air Force, Howard Air Force 

Base, CZ : Provides intelligence and Cl information regarding hostile _ t 
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organizations and their activities as veil as threat information of 
interest. 

f fij Vrnvnst Marshal Office. 193d Infantry Brigad e, FC t CZ : Assists 
in preventing unauthorized vehicle and personnel entry in and adjacent 
to US Any installations and structures in the CZ. Provides additional 
security guard and personnel restrainment force when required. Conducts 
Physical Security Surveys and Inspections. Maintains criminal investi¬ 
gation files for review and use during the conduct of RSIs. Assists in 
preventing overt acts of sabotage by having mobile and foot Military 
Police patrols. 

rrn • ipfcrimlnal Investigations Det achment , Corozal. CZ: Provides infor- 
mationof intelligence interest uncovered during criminal Investigations. \ 
Maintains files of all investigations conducted which are available for 
use during the conduct of PSIs or for intelligence purposes. -I 

h.f/'internal Security Offi ce. Canal Zone Governme n t , Ba lboa Hei g hts, CZ : 
Maintains files which are available for review during the conduct of PSIs 
or for intelligence purposes. Within the constraints of DA policies, pro¬ 
vides Information regarding intelligence matters of mutual benefit on U-» 
P anaman ian, Central and South Americans as a local security agency. 

* (i i\mn1 eration and Naturalization Service (IN ), District Court House^- 
Ancon.uZ: Provides information regarding citizenship status on US natu¬ 
ralized "citizens who are DOD-affiliated and of intelligence interest or 
the subjects of PSIs. Provides possible threat information of interest 
uncovered during normal IN functions. — 

6 . (U) THREAT : See Tab F which is classified SECRET-NO FOREIGN DISSEMI¬ 

NATION- 


7 . (u) COMMANDER'S EVALUATION : The 193d Infantry Brigade (Canal Zone) 

advised that the current support rendered by the CZFO, 902d MI GP, is 
considered adequate in maintaining a good security posture for the Brigade. 
Should a problem arise which falls within the purview of the Internal 
Counterintelligence Program, or any other security support operation, a 
request for that service will be initiated. 

g/uW CONCLUSIONS AND RECOMMENDATION : To gather the information 
necessary to make a reconaendation, a complete review of the files of 
the BCG, DINTEL, and DOPT was made. It was determined that there was 
no evidence of any security problems which could not be corrected by 
routine Cl support- The review did not disclose any trends which might 
lead to weakening of the security posture. Based on information and 
facts already atated, and the feelings of the commander that his security 
posture is adequate, it is felt that at the present time, an 1CIP opera¬ 
tion is neither warranted nor justified. It is recommended that an 1CIP 
operation not be instituted at this time. 
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US ARMY SECURITY AGENCY DETACHMENT SOUTHERN COMMAND 
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AND 

408TH ARMY SECURITY AGENCY DETACHMENT 


1. j&T GENERAL : The US Army Security Agency Detachment Southern Com¬ 
mand (USASADSC), which includes the 408th ASA Detachment is a subordinate 
unit of the US Army Security Agency, Arlington Hall, Virginia, and is a 
tenant unit in support of the 193d Infantry Brigade (Canal Zone). USASADSC 
has its Headquarters in Building 220, Fort Clayton (FC), CZ. Due to the 
extreme sensitivity of its mission, the USASADSC is considered a CRITICAL 
SENSITIVE activity. 


2. (U) HISTORY : Headquarters, US Army Security Agency.Southern Conanand 

was established in the Canal Zone in June 1949. The headquarters was 
located in Building 220, FC, CZ, with an operational site located at 
Chiva Chiva, CZ. On 31 March 1971, it was redesignated USASADSC, and 
the site at Chiva Chiva was closed. All operational functions were con¬ 
solidated in Building 220. With the redesignation, the 408th ASA Detach¬ 
ment was formed to enable the headquarters to assume its increased tactical 


MISSIONS : 

a. USASADSC; The USASADSC operates as the senior USASA element in 
Latin America for command and control purposes. Conducts liaison between 
local forces and USASA elements in the CZ and higher USASA Headquarters. 
Operates and maintains a CBITICGMM terminal station, and coordinates 
and furnishes advice and assistance to US Military Forces in the CZ on 
capabilities and limitations of EW and SIG1NT. Evaluates supported com¬ 
mand intelligence requirements in terms of USASA mission capabilities, 
and maintains a continuous estimate of the cryptologic situation. 




b. 408th ASA Pet : The 408th ASA Det- provides a separate US Army 
Brigade with direct communications intelligence (COMINT) during contin¬ 
gency situations and issues intelligence information reports to SSO, 
Panama. Provides, within the limits of its capabilities, COMINT infor¬ 
mation to an ASA Battalion, Group, or Theater Headquarters in support 
of the national intelligence effort. 


4. (F0U0) SECURITY HISTORY/PRESENT SECURITY POSTURE : The USASADSC 

and its subordinate unit, the 408th ASA Det, are administratively and 
operationally located in Building 220, FC, CZ. Counterintelligence 
Services support is primarily the responsibility of the Technical Services 
Activity (TSA), US Army Intelligence Agency (DSAINTA), Fort Meade, Mary¬ 
land. Locally, the Canal Zone Field Office, (CZF0), 902d Military Intel¬ 
ligence Group (MI GP) furnishes routine investigative support and emergency 
technical support. The last Cl Inspection/Technical Service was conducted 
during December 1974 by TSA and disclosed no major security problems. A 
check of local files and those of USASADSC did not indicate any weakness 
in their security posture, or trends which could lead to security weak¬ 
nesses. It was found that US AS ADS {L ?■ £ ■■■ $ h eck, and upgrade the 
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Integrity of their security program. There have been ho acts of espionage, 
sabotage or subversion detected' in the unit's history. 

5. (c) SECURITY SUPPORT ACTIVITIES :, There are several US military and 

civilian activities in the C2 that render direct or indirect intelligence 
and Cl support, external physical security support, security assistance, 
and police services to the OSASADSO. These support activities augment the 
internal security procedures of the Agency and assist it in accomplishing 
its mission. The units or activities which provide direct or indirect 
support to the Agency are as follows: 

a/b &ZFO. 902d MI GP. Fort Amador (FA). CZ : Conducts Personnel Security 
Investigations (PSI) in the CZ. Provides CZ based surveillance and counter- 
surveillance support operations. Provides Security Assistance services in 
support of the USASAD’s mission. Conducts Cl surveys, inspections, technical 
surveys and inspections, SAEDA lectures, penetration inspections, and Cl 
related advice and assistance in support of the Agency's security objectives. 

h fi)t7Qth Military Intelliaence Group, EA, CZ : Provides intelligence 
operations and services to detect treason, sedition and disaffection and to 
detect, prevent and neutralize espionage, subversion and sabotage directed 
against the US Army, its personnel and installations in the CZ. Conducts 
Cl operations and collects intelligence through conduct of HUMINT operations. 

ciL &aval Intelligence Service. FA, CZ : Provides information of intel¬ 
ligence^^^T^r^nteresT^nTocal - hMtilTTctivities and potential threats._„ 


ligencfe and Cl interest on local - hostile activities and potential threats._„ 

d/u bffice of Special Investigations. US Air Force, Howard Air Force 
Base. CZ: Provides intelligence and Cl information regarding hostile organ! 
zations and their activities as well as threat information of interest. 

eij jWovost Marshal Office. 193d Infantry BriRade, FC, CZ : Assists in 
preventing unauthorized vehicle and personnel entry in and adjacent to US 
Army installations and structures in the CZ. Provides additional security 
guard and personnel restrainment force when required. Conducts Physical 
Security Surveys and Inspections. Maintains criminal investigation files 
for review and use during the conduct of PSIs. Assists in preventing 
overt acts of sabotage by having mobile and foot Military Police patrols. 


(Tflf investigations Detachment. Corozal, CZ : Provides infor¬ 

mation of intelligence interest uncovered during criminal investigations. 
Maintains files of all investigations conducted which are available for 
r-uae during the conduct of PSIs or for intelligence purposes. 

hJU- Vnternal Security Office. Canal Zone Government, Balboa Heights, CZ : 
Maintains files which are available for review during the conduct of PSIs 
or for Intelligence purposes. Within the constraints of DA policies, pro¬ 
vides information regarding intelligence matters of mutual benefit on US, 
Panamanian, Central and South Americans.as a local security agency. 


a 


Regraded UNCLASSIFIED on 

3 C&o-bl 

by USAINSCOM FOI/PA 
Auth para 4-102, DOD 5200-1R 




COis i FiOENRH ftL 


h. (^ Imnigration and Naturalization Service (IS), District Court House, 
Ancon, CZ : Provides information regarding citizenship status on US natu¬ 
ralized citizens who are DOD-affiliated and of intelligence interest or 
the subjects of PSIs. Provides possible threat information of interest 
uncovered during normal IN functions. 

i. United States Army Security Agency, Arlington Hall Station. 

Arlington, VA : Cl and technical Security support is provided USASADSC 
by scheduled visits from its higher headquarters in Arlington, Virginia. 

j. TSA, USAINTA, Foirt Meade. Maryland : Provides technical and oounter- 
intelligence services to field activities of ASA by programming and scheduling 
inspections worldwide. Responding to field elements In semi-critical case, 

to Insure proper security measures are being complied with, in order to main¬ 
tain field elements in a high state of operational readiness. 

6. (U) THREAT : See Tab F which is classified SECRET-NO FOREIGN DISSEMI¬ 
NATION. 

7. (U) COMMANDER*S EVALUATION : The Commander, USASADSC, advised that 
the Cl support received from TSA, the CZFO, 902d MI GP, and his own in¬ 
ternal security personnel is considered adequate in maintaining a good 
security posture. In the event a problem develops which falls within 
the purview of the Internal Counterintelligence Program or any other 
security support operation, a request for assistance would be submitted 
through his Headquarters. 

CONCLUSIONS AND RECOMMENDATION : A detailed search of the security 
files of USASADSC, to include the 408th ASA Det, failed to disclose any 
weakness in their security posture or Indicate a trend in that direction. 

Past Cl services by TSA indicated some minor deficiencies, but those had 
been corrected shortly after the service was completed. Due to the extreme 
sensitivity of the unit, the Commander maintains a constant check of his 
unites security program. This program is felt to be adequate. The main 
threats, as pointed out In paragraph 6 above, are external rather than in¬ 
ternal in nature, and are targeted against by the entire intelligence 
community in the CZ. In evaluating the ICIP program, the Commander asked 
for guidance from his Headquarters in the US. The guidance he: received 
agreed with his determination, that he had no desire for an ICIP opera¬ 
tion at the present time. Based on the facts presented above, it is 
believed that an ICIP operation is presently neither warranted nor justi¬ 
fied, and it is reconanended that an ICIP operation not be instituted in 
the USASADSC at this time. 
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UNITED STATES ARMY COURIER STATION - PANAMA 




1. <&{ GENERAL : The United States Army Courier Station - Panama 

(USAdS-P) is a subordinate activity of the Office of the Adjutant Gen¬ 
eral, Washington, D.C., with its office located at the Air Freight 
Terminal, Howard Air Force Base (HAFB), Canal Zone (CZ). This activity 
consists of only two individuals, one officer and one NCO. Because of 
the activity’s continuous mission of handling extremely sensitive Depart¬ 
ments of State and Defense documents and material, it falls in the 
CRITICAL SENSITIVE category. 


2. (U) HISTORY : On 15 January 1966, the United States Army Courier 

Service was organized under the jurisdiction of the Office of the Adjutant 
General, Washington D.C. At that time, the United States Army Courier 
Transfer Station, United States Army Forces Southern Command (USARSO), 

Fort Amador, CZ, vaB disestablished and the USACS-P created and located 
at HAFB, where it hes been to present. 


3. pB^T MISSION : The mission of the USACS-P is the secure and expedient 
transportation of material authorized protected handling by courier; to 
provide facilities for receiving, safeguarding, processing, delivering, and 
dispatching such material; to provide transportation facilities for TOP 
SECRET and CRYPTOGRAPHIC material to US Forces in the Panama Canal Zone, 
the Panama Canal Company, Federal Aviation Agency, Oceanographic Repre¬ 
sentative, njrS .2 . Embassy - Panama, ships or units of the North Atlantic 
Treaty Organization, the Southeast Asia Treaty Organization, and the US 
State Department. 

A. SECURITY HISTORY/PRESENT SECURITY POSTURE : The Air Freight Ter¬ 

minal, HAFB, where USACS-P Is located is a one-story concrete block office 
and warehouse structure used for the storage, maintenance and administra¬ 
tion of in-transit freight and related material. USACS-P has a steel- 
feinforced concrete vault facility which meets the physical security 
requirements for storage of TOP SECRET material. An initial Cl Survey 
was conducted on 28 April 1966, with recommended security requirements 
subsequently implemented. USACS-P's most recent Cl inspection was con¬ 
ducted on 13 April 1973, with no major deviations from recommended 
requirements recorded. A search of the activity's files failed to reveal 
any history of security violations. There is no reason to believe USACS-P 
personnel have been involved in any security infractions. There are no 
reasons to believe the security objectives of USACS-P are not being met. 
USACS-P is scheduled for a routine Cl inspection In 1975 by its parent 
organization. Headquarters, Armed Forces Courier Service (AFCS), Washing¬ 
ton D.C., 2031A. 


5 .- ($ SECURITY SUPPORT ACTIVITIES : There are several US military and 
civilian activities in:the CZ that render direct or Indirect intelligence 

,y 'S/vT 
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and Cl support, external physical security support, security assistance, 
and policTservices to the USACS-P. These support activities augment 
the internal security procedures of the USACS-P and assist it in accom¬ 
plishing its mission. The units or activities which provide direct or 
Indirect support to the USACS-P are as follows: 

ai UWl 7™* Pield Office (CZFO), 9 02d HI GP, Fort Amador ^ 
Conducts Personnel Security Investigations (PS1) in the CZ. Prov ^^ f 
based surveillance and counter-surveillance support operations. Provides 
stcurit^sis^nce services in support of the USACS-P mission. Conducts 
C^surveys 6 inspections, technical surveys and inspections, SAEDA lectures, 
penetration inspections, and Cl related advice and assistance in support 
of the USACS-P security objectives. 

. Tnrj»ilicence GrouD. FA, CZ: Provides intelligence 

■, P „»To‘:r.d M i^ r e .;o^ac t jm . r a 

to detect, prevent end neutralize espionage, subversion snd sabotage 
directed against the US Army, Its personnel and installations in th - 
tond^t. Cl operations snd collects Intelligence tbrongh conduct of HUM1BT 
operations. 


r ^United States Army Security r iTi T 

lort S^Tlic l^CZ: Provides -dvlceandasslstance on capabilities 


(USASA) Detachment-USSOUTHCOM^ 


gfii ^IItions of ~ EW : and SIGINT. Evaluates intelligence requirements 

USASA mission capabilities and maintains a continous estimate 
of Che local CRYPTOLOGICAL situation. Provides COMLNT during contingency 
situations. 

■,(ny,v, a i Tut-el licence Service, FA, CZ : Provides information of in “ 1 “ 
ligence^nd^cTinterest on local hosTIlTIctivities and potential threats. w 

Of Soecial Investig ations, US Air Force t _ Hovard Air Force 
ci- Provides intelligence and Cl information regarding hostile 
o rgan izations nnd their activities as veil ns threat information of interest 

fijWvost Marshal Of fice, 193d In fant ry Brigade, FC t CZ: Assists^ 
in preventing unauthorized vehicle and personnel entry:in“j f^? nt t0 
US Army installations and structures in the CZ. Provides additional 
security guard and personnel restrainoent force when required. Conducts 
Physical S^urity Surveys and Inspections. Maintains criminal investiga- 
Sons files for review and use during the conduct 

preventing overt acts of sabotage by having mobile and foot Military 
.Police patrols. 

Investigations Petechpent, Cotozsl, CZ= Provides lnfof^ 
—tilS Intelligence Interest uucovered during criminal Investigations. 
HalntalDB files of .11 Investigations conducted -hich ere eveileble for _ 
use during the conduct of PSls or for intelligence purposes. _^ 
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h. Internal Security Office, Canal Zone Government, Balboa Heights, CZ : 
Maintains files which are available for review during the conduct of PSls or 
for intelligence purposes. Within the constraints of DA policies, provides 
information regarding intelligence matters of mutual benefit on US, Panamanian 
Central and South Americans as a local security agency. 

i. Immigration and Naturalization Service (IN), District Court House, 
Ancon. CZ ; Provides information regarding citizenship status on US natu¬ 
ralised citizens who are DOD-affiliated and of intelligence interest or 
the subjects of PSIs. Provides possible threat information of interest 
uncovered during normal IS functions. 

J. Headquarters. Armed Forces Courier Service, Washington. D.C.: Pro¬ 
vides Cl services and support in forms of surveys, inspections, and visits. 
Provides intelligence and security information and guidance through direc¬ 
tives, regulations, and staff visits. Coordinates with local commands for 
additional Cl and security support when required. Provides assistance in 
matters of security as a higher headquarters. 

6. (U) THREAT : See Tab F which is classified SECRET-NO FOREIGN DISSEMI¬ 
NATION 

7. (U) COMMANDER'S EVALUATION : The Commander,USACS-P, advised that 
USACS-P consists of only two persons and that the present counterintelli¬ 
gence services provided USACS-P are adequate and meets his security re¬ 
quirements. USACS-P does not desire additional Cl support at this time. 

6. (FOUO) CONCLUSIONS AND RECOMMENDATION : An examination of security 
and administrative files failed to disclose information that USACS-P's 
security posture was anything but sound and secure. In addition, security 
checks provided by Headquarters (HQ), AFCS, revealed that USACS-P was per¬ 
forming its mission, to include maintaining a good security posture, in 
an outstanding manner. An in-depth study of the local hostile threat and 
the mission of USACS-P conducted with the Commander, USACS-P, failed to 
indicate that an on-going or potential internal security threat exists. 

There are no reasons to believe that the normal Cl support and service 
provided USACS-P by HQS, AFCS, in conjunction with local Intelligence and 
security agencies, CZ, is not adequate coverage to identify and neutralize 
any Cl threat to USACS-P. In view of the existing Cl coverage of the 
USACS-P, and that there are only two persons 
Cl support is not recomnended for USACS-P at 
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J-2/3 DIRECTORATES' WARNING AND OPERATIONS CENTER 


1. (^W GENERAL : The J-2/3 Directorates' Warning and Operations Center 
(J-2/3 DWOC) is a subordinate joint activity of the.J-2 and J-3 Directo¬ 
rates , Dnited States Southern Command (USSOUTHCOM), Quarry Heights (QH) , 
Canal Zone (CZ). The J-2/3 DWOC is housed in Building 81, "The Tunnel", 
a building that is tunneled into a hillside in QH, and is a combined 
service activity manned by DS Army, Navy, and Air Force personnel. Be¬ 
cause of its conmunication capabilities and functions within USSOUTHCOM, 
and its support to the JCS, the J-2/3 DWOC is considered a CRITICAL 
SENSITIVE facility. 

2. (U) HISTORY : Caribbean Command, a Unified Command under the JCS, 
had its genesis in the World War II Caribbean Defense Command which was 
organized in early 1942 and was composed of the Panama Canal and Puerto 
Rican Departments of the Army, the 10th and 15th Naval Districts of the 
Navy, the Trinidad Base Command, and the Panama Canal. The Caribbean 
Command was established at QH, CZ, on 1 November 1947, by authority of 
the JCS. The Component forces assigned to Caribbean Command consisted 
of the Army and Air Force elements of the Caribbean Defense Command and, 
with the exception of certain fleet facilities and bases, of the Navy's 
Caribbean Sea Frontier. On 6 June 1963, the Caribbean Command was re¬ 
designated USSOUTHCOM. 


3(u)fFew) 


a. J-2 Warning Center: The J-2 Warning Center supports the Direc¬ 
tor of Intelligence through the operation of the Warning Branch by pre¬ 
paring and disseminating current intelligence and warning indications 
and through the preparation of current and long range estimates, studies 
and assessments. Provides supervision and personnel for the J-2 element 
of the Battle Staff and the Emergency Relocation Sity (ERS) when activated. 

b. J-3 Operations Center: The J-3 Operations Center implements JCS 
emergency action procedures within USSOUTHCOM; prepares, coordinates, and 
disseminates USSOUTHCOM Emergency Action Procedures (EAP) in support of 
the JCS. In addition, prepares, coordinates, disseminates and implements 
USSOUTHCOM Control of Civil Disturbance Posture, USSOUTHCOM EAP, VOL III. 
Supervises the manning and operation of the emergency actions section of 
the Joint Operations Center and the ERS. Prepares, reviews, coordinates 
and supervises plans within the USSOUTHCOM conmand and control system to 
insure interface and capability with the Worldwide Military Command and 
Control Systems. 

4U J Jt - FOUO )-- SECURITY HISTORY/PRESENT SECURITY POSTURE : Building 81, the 
Tunnel, where the J-2/3 DWOC is located, is constructed of steel rein¬ 
forced concrete embedded in sub-strata rock in Ancon Hill, QH, CZ, with 
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the building extending through.the hill. The entrance to the tunnel is 
manned by armed guards and unauthorized access to it could result in 
exceptionally grave danger to the US. The J-2/3 DWOC is a highly sensi¬ 
tive operational activity and is the coordination nerve center of USSOUTH- 
COM. A Cl Security Survey was conducted on the tunnel in 16 June 1961, to 
determine the security measures necessary to limit or deny unauthorized 
access to it. Subsequent Cl inspections and Security Assistance Visits 
have been conducted to insure compliance with the procedures established 
in the Security Survey. There are no known on-going internal threats in 
the J-2/3 DWOC. 

SECURITY SUPPORT ACTIVITIES : There are several US military and 
civilian activities in the CZ that render direct or indirect intelligence 
and Cl support, external physical security support, security assistance, 
and police services to the J-2/3 DWOC. These support activities augment 
the Internal security procedures of the J-2/3 DWOC and assist it in accom¬ 
plishing its mission. The units or activities which provide direct or 
indirect support to the J-2/3 DWOC are as follows: 

a. Canal Zone Field Office (CZFO). 902d MI GP. Fort Amador (FA), CZ : 
Conducts Personnel Security Investigations (PSI) in the CZ. Provides CZ 
based surveillance and counter-surveillance support operations. Provides 
Security Assistance services in support of the J-2/3 DWOC mission. Con¬ 
ducts Cl surveys, inspections, technical surveys and inspections, SAEDA 
lectures, penetration inspections, and Cl related advice and assistance 
in support of the Group's security objectives. 

b. 470th Military Intelligence Group, FA, CZ : Provides intelligence 
operations and services to detect treason, sedition and disaffection and 
to detect, prevent and neutralize espionage, subversion and sabotage direc¬ 
ted against the US Army, its personnel and installations in the CZ. Con¬ 
ducts Cl operations and collects intelligence through conduct of HUMINT 
operations. 

c. United States Army Security Agency (USAS) Detachment-USSOUTHCOM, 
Fort Clayton <FC), CZ : Provides advice and assistance on capabilities 
and limitations of EW and SIGINT. Evaluates intelligence requirements 
in terms of USASA mission capabilities and maintains a continuous esti¬ 
mate of the local CRYPTOLOGICAL situation. Provides COMINT during con¬ 
tingency situations. 

d. Naval Intelligence Service, FA, CZ : Provides information of 

intelligence and Cl interest on local hostile activities and potential 
threats. ~ 


e. Office of Special Investigations, US Air Force, Howard Air Force 
Base, CZ : Provides intelligence and Cl Information regarding hostile orga¬ 
nizations and their activities as well as threat information of interest. 




ff g^rovost Harsh,i Office, 193d Infa ntry Brigade , F C ^ « Assists 
in printing unauthorized vehicle and personnel entry in and adjacent 
to US Army installations and structures in the CZ. Provides additional 
^rnritTLarf and personnel restraint force when required. Conduct 

preventing overt acts of sabotage by having mobile and foot Military 
Pol ice patrols. 

yj^sris stem ssssrs^r 1 * 1 , 

bi lWgl Security Office, Cgg. 


ooanian. Central and South Americans as a local security agency. 

i (t\ m1rr ^ _d Naturalization Service (IS), D istrict Court House^ 

Ancon Tc^Provides information regarding citizenship status on US netu- 
— 71 ——it- -ivons who are DOD-affiliated and of intelligence interest or 
£*Ti£ ."lSS£ PO. S ibl. threat i»f<™tlo„ of interest 
uncovered during normal IN functions. 

6. (0) THREAT: See Tab F which is clA8«ifl«d SECRET-BO F0RE1CH DISSEMI- 

NATION. 

T. ce »*wggs gi“gs 5» 

support presently bei g checks are adequate in maintaining a 

the internal ..entity progrMs problem develop vhich 

' 0 °?/hrc^ 5 ideted vithln the purvleu of the Internal Counterintelligence 
7t^» ot"Set eecutit, a’upport op. ret Ion, a fomal regueet fox 
assistance would be submitted. 

e rnsnitCTnuS AND RECOMMENDATION: After completing a review of 

CONCLUblUHa asu an nunc Mcurity aituation, it was determined 

zsrzi 

ttole utilized bypereonneloftbe^ctlvlclee^lt the Mtm - 

Cl eupportnov to ?h« DWOC et the preeent tto* 

to”.^.r »ir«t-«“ “tlflS. It 1. t.conoended thet an XCIP opera- 
tton not be'*lnetltuted to the J-2/3 WOC at thla ttoe. 
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.CS/NED) THREAT : A current assessment of the threat to the Canal Zone (CZ) 
is as follows; 




f. The ever-present controversy over Canal negotiations provides a 
hostile threat from dissatisfied US employed local nationals. Their dis¬ 
satisfaction might cause disaffection and subversion among US personnel 
sympathetic to the Panamanian cause. 
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2. Most of the personnel assigned to ASD are scientifically oriented, 

and it is this scientific orientation that has been considered the primary 
cause for an uncooperative and lackadaisical attitude toward security. 

This attitude, coupled with prevailing unfavorable opinions of intelligence 
personnel in general, results in an environment not suitable to a conven¬ 
tional ICIP operation. J \ 


A Sensitive Activity Vulnerability Estimate dated 5 February 1974, 
conducted at the US Arn^r Missile Command, surfaced a number of security 
shortcomings. Other investigative efforts at this facility have revealed 
alleged questionable suitability activities on the part of some individuals 
assigned to ASD- 

A review of the Sensitive Installation listing reveals that all 
activities at Redstone Arsenal (with the exception of the US Army Missile 
and Munitions Center and School) are considered "highly sensitive." A 
review of the Hostile Intelligence EEI maintained at CIAD revealed that 
information on missile technology continues to be a high priority Hostile 
Intelligence EEI. 
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DAMI-DOI-C 

SUBJECT: CANTER RIDE (U) 


5. It is recommended that the attached OPlan be approved. 





DAMI-DC'I-C (25 Feb 75) Ut Ind - 

SUBJECT: CASTER RIDE * •’* ; J 
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SUBJECT: CANTER RIDE (U) 


2 5 FEB 1975 


HQDA (DAMI-DOI-C) 
WASH DC 20310 


liU)^ Forward* 
Plan 0P-001-75-9< 


Forwarded for your review and approval is 902d MI Group Operation 

_ __ -001-75-902, subject: Internal Counterintelligence Program 

(ICIP) (U), (Project CANTER REDE (U)) (TAB A). 


2. (CfT 


bl 

___i This specialized counterintelligence support 

was requested by CG, USAMICOM, to enhance the security of the Directorate 
and determine the extent, if any, of hostile intelligence penetration of 
Redstone Arsenal. A feasibility study is at TAB B and provides additional 
detailed background information. 
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WILLIAM a. WOLrv 
Colonel, MI 
Commanding 
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DEPARTMENT OF THE ARMY 

headquarters, »ozd military intelligence group 

FORT MEADE. MARYLAND 207S5 

HIIA-GFB-AC(SP) OPERATION PLAN DATE: 

SUBJECT: Internal Counterintelligence Program (iCIP) (u) 



REPORT NO: 0P-001-75-902 
PROJECT: CANTER RIDE (U) 


(U) REFERENCES: 


a. AR 380-13, Acquisition and Storage of Information Concerning Non- 
affiliated Persons and Organizations, 30 September 1974. 

b. U6AINTA Regulation 3^1-100-1, Counterintelligence Special Opera¬ 
tions, 8 February 1974. 

c. ' Memorandum, Redstone Resident Office, 902d MI Group, Subject: 

Request for Counterintelligence Special Operations, 23 September 1974. 

d. LTR, AM5MI-X, Headquarters, US Army Missile Command (lEAMICOM), 
Subject: Request for Special Counterintelligence Support, 30 September 1974. - 

e. Feasibility Study, MIIA-IA-O, Subject: CANTER RIDE Feasibility 
Study (U)i 12 November 1974- 

f. See Annex A (Doctrinal References for references relating to doc¬ 
trine, modus operandi and operational restrictions.) 


1. Jcf MISSION: 


a. Requirement: The 902d MI Group, with the assistance of the Composite 
Intelligence Activity (COMPIA), USAINTA, wil l develop and implement an Inte rnal 
Counterintelligence Program (ICIP) operation I bl | The 

operation is designed to provide special counterintelligence support to the 
Commanding General, IB Army Missile Com m and (USAMICOM), Redstone Arsenal (RA), 
Alabama, in response to reference d above. The 902d MI Group will be respon¬ 
sible for the planning, operational control and monitorship of the operation 
while COMPIA will provide for thej ] 
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OP-OOl-75-902 . 

SUBJECT: Internal Counterintelligence Program (iCIP) 


__| Further information pertaining to the target is con¬ 
tained at Annex I ('Parget Information)* 

b. Objective : 

(l) To enhance the security of the directorate by identifying those 
activities, practices and personnel employed vithin the target area which 
have been, and nay continue to be, involved in the existent security 
weaknesses affecting the security of classified defense information vithin 
USAMRDEL. Further information pertaining to existent security weaknesses 
Of the target area is contained at Annex J (Security Weaknesses). 

(2) Tb determine the extent, if any, of Hostile Intelligence Service 
(Hois) penetration of Redstone Arsenal. Any information pertaining to this 
subject developed by the operation will be expeditiously passed to the 
appropriate office of the "US Army Intelligence Agency for possible exploita¬ 
tion under the provisions of AR 38l-*+7* 

c. Base of Operation : Redstone Arsenal, AL 

d. Each individual and source involved in the conduct or control of the 
operation.will be briefed on current policies and constraints pertaining to 
counterintelligence operations and activities as they concern persons and 
organizations not affiliated with the Department of Defense. 

e. The scope of the operation will not be expanded to cover off-post 
targets not affiliated with the Department of Defense without prior approval 
IAW provisions of Appendix B, AR 381-13* dated 3° September 197*+* Acquisition 
and Storage of Information Concerning Uonaffiliated Persons and Organizations. 

2. (C) PERSONNEL : 

a. Agent Personnel: [See Annex B (Agent Personnel))| 

bl 

_ / 

b. US Army MI Personnel: [See Annex C (Knovledgeability List)] 

(1) Case Officer: A "Great Skills” member of the Military Intelligence 
Officer Excepted Career Program (MIOCP) utilized under the provisions of 

AR 6lk-H5, dated 1 November 197*+, is required. 

(2) Alternate Case Officer: Commander, Redstone RO, 902d MI Group. 
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OP-OOl-75-902 

SUBJECT: Internal Counterintelligence Program (lCIP)(u) 

3- (C) COVER AMD DOCUMENTATION: [See Annex D (Cover and Documentation)} 
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op-ooi-75'902 

SUBJECT: Internal Counterintelligence Program (lCIP){u) 



5 4>W COMMUNICATIONS: 


a. This OPlan provides for the use of personal meetings, US Postal 
Service and telephonic contacts to effect necessary communications. The 
communications system viil be designed to assure a continuous and secure 
means for the transmission of information and will provide for a primary 
alternate and emergency channel as follovs: 




JWM 

op-ooi- 75-902 

SUBJECT: Internal Counterintelligence Program (lCIP)(u) 

(1) Primary: Used for normal requirements. 

(2) Alternate: Used to'prevent overloading of the primary system or 
in the event that the primary channel cannot he used. 

( 3 ) Emergency: Used only in such instances 'which require the urgent 
transmission of information when the primary or alternate systems will not 
suffice. 

b. Details of the communications systems are contained in Annex E 
(Communications) to this OPlan. 

TRAINING: The source will he trained Jointly hy the 902d MI 
Group and COMPIA in the skills necessary to accomplish his assigned tasks 
In a secure and effective manner. Source training will be continuous and 
will he dictated by the experience and background of the source and the 
operational situation within the target area. Specific minimal training 
requirements to include the provisions of AR 3^0-13 and standard Essential 
Elements of Information (EEl) are contained in Annex F (Training) to this 
OPlan. 



ceases, he shows indications of insecure practices which could compromise 
the operation, he Is no longer amenable to control, or the operation is 
terminated. Circumstances under which termination is effected will 
determine whether termination is with or without prejudice. Hie terms 
"with or without prejudice" do not indicate the manner in which the source 
will he terminated, hut rather whether or not the source would be considered 
for use in future operations of this nature. Circumstances under which 
termination is effected are outlined in Annex H (Termination) to this OPlan. 

b. Commitments : Hie only commitments to be made to the source will be 
assurance of personal security and reimbursement for expenses incurred at 
the direction of the c/0- At termination a severance statement will be 
obtained from the source in the appropriate format and will include a 
provision that the source has no further claim. 

c. Knowledgeability : [ bl 
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0P-001-75-902 

SUBJECT: Internal Counterintelligence Program (ldP)(u) 
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COORDINATION AND LIAISON: 


a. Coordination between Headquarters, 902d MI Group; the Atlanta Field 
Office; Redstone Resident Office; COMPIA, USAINTA and appropriate personnel 
at RA hae been established and will be maintained on a continuing basis. 


b. Coordination and liaison between COMPIA and DA personnel assignments 
branches has been established to ensure the identification and procurement 
of a suitable agent for utilisation In the operation. 


c. Coordination with additional personnel at RA may be determined 
to be necessary in the accomplishment of the operation. Consideration is 
presently being made to the possible briefing of the Chief, COMPACT, RA, 
to ensure proper assignment of the agent. However, as the operation will 
be conducted tinder strict "close-hold" rules, the briefing of additional 
personnel at RA will be accomplished only when deemed absolutely necessary, 
and upon the approval of the 902d MI Group Commander. 

10 fiW Reports: 

a. Source administration, operational reports and periodic status 
reports will be submitted in accordance with reference b. 

b. Appropriate U3ANIC0M representatives will be informed of the 
information gleaned from the operation as it is developed. 

ANNEXES: 

A - Doctrinal References 
B - Agent Personnel 
C - Knowledgeability List 
D - Cover and Documentation 
B - Communications 
F * Training 

G - Finance and Logistics 
H - Termination Plan 
I - Target Information 
J - Security W eaknesses 
K bl [ Plan 
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Annex A (Doctrinal References) to OPlan OP-OOl-75-902 

(£) References contained in this Annex are those which affect the .adminis- 
''tration and conduct of the operation, as.opposed to those which establish 
the requirements for the operation and are listed under R£?rPSi;C33 in the 
beading of this OPlan. 

1. Defense Intelligence Agency Manual (DIAM) 58 - 11 , Vol II. 

2. Field Manual (FM) 30-17, Counterintelligence Operations, January 1972. 

3. FM 30-17A, Counterintelligence Special Operations, February 1973. 

4. Army Regulation (AR) 38l-l4l, Provisions for Administration, 

’vision. Control and Use of Intelligence Contingency Funds (U), 22 i.cv-rber 
1965 with changes 1 through 4. 

5- AR 6l4-115, Assignments, Details and Transfers - Military Intelligence 
Officer Excepted Career Program (u), 1 November 1974. 

6. U5AMTA Regulation 38 I-I, Provisions for Administration, Supervision, 
Control and Use of Intelligence Contingency Funds (u), 20 August 197 ;i - 

7- USAINTA*Regulation 38 I-IOO, Counterintelligence Activities and Pro¬ 
cedures, 13 February 1974. 

8. 902d MI Group OPlan QUIZ TAIX (U). 

9. LTR, AGAM-P(M), ACSI, DSCI, Subject: Availability of Special Counter¬ 
intelligence Support, dated 17 September 1965, and Chapter 5> Subject: 

bl I (p) to AR 381-102 (S), Subject 

Intelligence Cover and Operational Support Activities (U), November 1974. 
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Annex C (Knovledgeability List) to OFlan 0P-001-75-902 
1. US Army Missile Command; 

a. MO Vincent H. Ellis, Commanding General 

b. COL Arthur 0. Lange, Jr., Chief of Staff 

c. Dr John L. McDaniel, Director, USAMRDEL 

d. COL R. A. Axelson, Deputy Director, USAMRDEL 

$026. MI Group: (Additional personnel of the 902d MI Group will he "briefed 
erf the operation only upon the approval of the Group Commander). 

a. COL Albert N. Stubblebine III, Commander 

b. LTC Dale L. Hartig, Deputy Commander 

c. LTC Alton R. Westrick, Operations Officer 

d. HAJ Hugh W. Fitzpatrick, Jr., Asst Operations Officer 

e. CW4 Edward P. Clark, Special Investigations Desk 
T. CW2 Benjamin U. Struchen, Special Operations Desk 

g. CPT Rodney J. Sollenberger, CDR, Atlanta Field Office 
b. CPT Bobby E. Gipson, CDR, Redstone Arsenal Resident Office 
3* Case Officer Personnel: 

a. Primary: (to be determined) 

b. Alternate: CPT Bobby E. Gipson 
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APPENDIX I to ANNEX C f OriAN OP 001-74-902 BATE: 29 January 1975 

PROJECT NAME: CANTER PJDE CJ) \ 

SUBJECT: Knowledgeability List 


1. The following personnel have full knowledge of the operation: 
a. 902d MI Group Personnel 

: . (1) OV4 William Johnson, Chief, Liaison Branch, Pentagon Counterintelli¬ 

gence Force. 

(2) SGT Dave Horn, Liaison Branch, Pentagon Counterintelligence Force. 
t>. USAINTA Personnel 

(1) COL William S. Wolf, CPR. * - 

(2) COL Hasscl L. Parker, BCDR. 

(3) OOL William T. Singleton, Chief, Cl Div. Z' 

(4) LTC Donald B. Grimes, Chief, Special Ops Br. 

(5) James Hession, GS-13, Chief, Intel Div. 

(6) Gordon Huff, GS-15, Exec Asst to Chief, CCMPIA. 

(7) Les Hime, GS-12, Civ Adv to Chief, Special Ops Br. 

(8) Rocco Melo, GS-13, Civ Adv to Chief, Special Ops Br. 

(9) ,MAJ Joseph S. Kieffer, Chief, CCMPIA. 

... (10) CPT Lawrence A, Edell, Chief, Svcs Sec, CCMPIA. 

(11) CPT Richard A. Govoni, Chief, Ops Sec, CCMPIA. 

’ (12) 1LT James A. Holliday, Svcs Sec, CCMPIA. 

(13) CW 2 Mellberth Bowling, Alternate Project Officer, (XMPIA. 

(14) on John McNulla, Ops Sec, CCMPIA. 

* (IS) WD1 Donald J. Rander, Project Officer, CCMPIA. 









APPENDIX I to ANNEX C, 0P1AN OP 001-74-902 *• .29 January 1975 

(16) Dolores J. Crounse*, GS*5, Admin Sec, CCMPIA. 

(12) Judy C. Howard, GS-5, AJnin Sec, CCMPIA. 

i 

as) SFC James D. Blessing, Admin Sec, CCMPIA. 

} ! (19) SFC Robert J. Snyder, Ops Sep, CC?-!PIA. 

ji (20) SSG William R. Quinton, Svcs See, CQPIA’ 
j . '- (21) SP5 Douglas B. Miller, Svcs Sec, CCMPIA. 

| c. Other MI Personnel 

4 . - * 

. OC Ralph JV. Ochs, Assignments Officer, MI Br, ODD, MILPERCEN. 

. 2, .The following personnel have limited knowledge of the operation: 


( 2 ) 
. (3) 

(4) 
b. 
0) 
( 2 ) 

(3) 

(4) 
; ( 5 ) 

( 6 ) 

( 7 ) 


USAINTA Personnel 

Autmer Ackley, Jr., GS-12, [~b1 Officer. ^ 

CTT Noel Jones, Special Cps Br'. 

CW3 Robert J. Finch, USAASD. 

CW2 Paul B. Maison, USAASD* ' 

Other Personnel 

COL Ransom Barber, Chief, MI Br, OPD, MILPERCEN. 

CAPTDonald B. Polatty, USN, Dir, Personnel 5 Administration Div, ENA. 
LTC C. P. Joiner, Jr., CDR, 901st MI Det./ 

LTC Floyd rf. Cox, Jr., Chief, Admin Services Div, ENA. 

MAJ David A. Harrison, Chief, Mil Pers Div, ENA. 

CPT Doneld Hoi-,ell. Chief, Mail & Records Br, ENA. 

CW3 Darrell Graf, Assignments Officer, AG Br, OPD, ' * 
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APPENDIX'I to ANNEX C, OPLAN 0? 001-74-902 29 January 1975 

: (8) CW3 Qiarles B, Decker, Deputy Chief, US Amy Staff Officer Personnel 

Div t TAG. 

(9 ) sGM Edward J. Doucette, Jr., US Army Staff Officer Personnel Div, 

TAG. 

' . (10) Larry C. Pule, F$A0, Fort Myer, VA. 

", -j; (ll) LTC C. F. Fry, U5AINTA Liaison officer .to the Army Material Command. 

' Inclosure . 

Security Oaths • * ■ 
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.Annex H (Termination Plan) to OPlan OP-001-75-902 



The source nay be terminated with or without prejudice,'which 
,-ipdicates a recommendation, for future utilization only. 

*■’ -V 

. ’ . ' a. A source may be terminated with prejudice for any of the following 
reasons: 

(1) Control by Ho IS. 

(2) Complete ineptitude. 

(?) Unwillingness to accept direction or guidance from the c/o, or 
continuous disregard for security instructions. 

, W Compromise as a result of his own actions, in violation of the 
C/O's instructions. 

(5) Deliberate distortion or fabrication of information- 

(6) Habitual lav violation. 

( 7 ) Inability to give satisfactory explanations for long absences or 
Buspiclous actions. 

b. A source may be terrain ated without prejudice for any of the 
following reasons: 

■ (l) Compromise through no fault of his own. 

(2) lose of placement and/or access. 

(3) Desire of the source to terminate for non-operational reasons. 

(4) Deterioration of health of the source to a degree that be cannot 
continue his efforts. 

( 5 ) Recruitment of other assets who have better placement and/or access 

(6) Termination of the operation. 


■ . *•> sts ■ 
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lex I (Target Information) to OPlac QP-001-75-902 


lA Tpj The initial specific target of the operation is the Optical 
Guidance Technology Office (OGTO), vhich is an office within the Advanced 
Sensor Directorate (ASD) located in Building 5400, a restricted area located 
on Redstone Arsenal (RA). Mr J. Ducote is the director of OGTO and Mr W. J. 
Linberg is the director of ASD* Neither of these persons ic aware of the 
operation* ASD is one of several directorates under the US Army Missile 
Research, Development and Engineering laboratory (USAMRDEL) which Is 
responsible for developing concepts for new missiles. Dr J. McDaniel, 
Director USAMRD2L, and COL R. A. Axelson, Deputy Director USAMRDEL, have 
been briefed on the operation* USAMRDEL is, in turn, one of nine directo¬ 
rates which are collectively responsible for the developing, testing and 
procurement of missiles for the US Army Missile Command (USAHICOM). The CG, 
U6AMIC0M, Major General Vincent H. Ellis and the CofS, COL Arthur G. Iange Jr. 
are aware of the operation. 

2. (U) Further Information pertaining to RA, USAMICOM, Huntsville and a 

map of RA are provided in Appendices to this Annex. 
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U.S. Army Missile Commanil (MICOM) 

175.'Arms' Missile and Munillens Center ar.J School (MMCS) 

U.S. Army Medical Department Activity (MEDDAQ 
Ballistic Missile Defense SysLar.::; Command (LIMDSC0M) 

U-S. Army Engineer Division. Huntsville 

Ballistic Missile Defense Advanced Technology Center (BMDATC) 
Redstone Readiness Group 


1 . Redstone Arsenal is a combination of two U.S. Amy a—cnals established in IW1. for the production of artillery shells. Today il is ~1 

nerve eer.tr.r of die Army’* ir.is»:I.-: nr 1 . rocket programs. 

The 38.658 peres nrrrr desigr.stcJ !i:» center of research and development activities for rockets and related items in October. ll-i 
Recruitment of tculmical and profe r .s:cn?l personnel be;.-*- in January. 1919. and a Research and Development Division was Estab’dile 
the next month. • 

Redstone Arrenal was declared mi .-.rtlve installation by the Department of the Army on June 1.194'}. Sofnc of the Army's rsexet exp — 
win had be.;n v caking at Ft. Rif*s. Texas u-are moved to Redstone in April. 1950. This included the team of scientists and ccjbe*!: 
headed by Dr. V.'trniier von l!.*an. 

• Six fcsjor Army a.'cJcies are now located on Redstone end in neighboring Huntsville. H ised on tire arsenal are the U.S. Army Misr. 

'Command and tho U.S. Army Mi-rift* and Munitions t‘enter and School. The George G Marshall Space Flight Centrr of the Siitz. 
Aeronautics tad Space Administra’.:»: is also sited nr thr. arsenal as well as a government-owned, conUactor-operatg.-i facility engaged: 

* locket propellent research and manr.irdm — the Huntsville Division of Thiokol Chemical Corporation. 

* r- In nearby Huntsville are the Army's Sxtiistic Missile Defense Systems Cooimand ami Pallistic Missile Defense Advanced Techacl?: 

) ’Center, The U.S. Army Engineer J'i\;«:-tn. HuiiUville. awl tha Redstone Readiness Group. 

: The arsenal'* land atm. includes -hme minor mountains, 94 miles of tsilroads. more than 330 miles of roads end mere rhji 7.V. 

£._ f buildings. Tfccre is n jet length airfi'1.1 and modern cs:v> docks on the Tennessee River, the arsenal’s southern boundary. Army builil;; 

[ cod equipment at PeJsiane are vakj-i at more than 3330 million. 

> f Anavhn.Kcof20.00il vehicles p;.'S though Rcd>lci.r;''t gates each day. In an average month, some a,000 transient visitors ere fcadg^- 

j through the rorst.ol facilities to ric or tour or.v nr more of the government agmeirs on the instdllutii'n. 

j The arsenal Lji a daily government <erf contMilur •.vnrk.ing population of about 25.CCD. Although r,o civilians live or. the arsenal. ~z 

than 1.C09 military families reside in rci.vnment quarters. Approximately 1,500 children cf military personnel residing on the insUilitir 
1 attend schools in Huntsville. 

Civilian employ ees working for the U-partmer.? cf the .Army at Redstone and In Huntsville number about iQ.noo. Approximately 4 C* 
•soldiers are assigned to the vano-» Army commar.ris and agencies. The total Array payroll at Redstone and in Huntsville exceeds 51 

ITT* Hi rm 

Nearly S'i billion was spent lest yv.tr by the Army at Redstone and in Huntsville. About 85 percent of tic amount went to Aaerlc. 
industry, prjnupafly through cccr-cA to companie s tor missile system research, development and production. 
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•aei-iijut;-'.-:* at Re.!.--'.-::'-: -Til .’r.s jV, 
'runs Ine installation. 

Sr ICOM is responsible for and 

" rodto and the supp.’rti.vj :.T : uipcser.l 
required (o field th-_:n n: tv*:-i:on systems. 
The command's mission i:: Jiv.’cs: 
RKirth. development. e::r : i ocrir.3- 
testing. procurement, pro:..:* lion and 
loonies support of cp.-'etjuT.rd missile 
ar.d rocket systems. 

Acitv-'itrJ in lGCC. M£f X At c^r.binci th? 
facilities. personnel ■:r ra-.v.sens of 
several p.c iecesso; A* ••/ ‘-r.jjitizjticni 
• width, d! the same tc ht.vc dir-sdeJ 

the Army's expanding si ! r md rcckct 
adiiltins at Reds tor.- Arretial for ir.orc 
(ban 25 y-vrs. 

Its pr-r-iocessow F.rWf.? ’Iso o 113 : 1 nrsl 
gmeratlon missile ar.d ;tsystems and 
tnjce'inVjor caalrij'itrrrfs in the late 
to isrly Angrier,1. r pace 
«xpl<:. : ati.>n efforts — i.-.ri.'J::; the 
‘lacnchij:^ ot our fir£» v.r.- ; -.::f;c earth 
•atrilitc. N’ASA’s m :;r;a v -hido 
develsj-numt organ/,..:; Marshall 

. Spat e niyht Center, a;- -.xt! at 
tradstons. v.a» aaitaio: ir. '•••■vi from a 
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'drfejuard [ 

ABM ry-vV 
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This is an excerpt from Redstone Arre 
dated 1974, an unofficial guide publie 
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Annex J (Security Weaknesses) to OPlan OP-QOl-75-902 

Colonel Arthur G. Lange, Jr., Chief of Staff, 03 Ansy Missile 
Command (USAMICCM) has requested a counterintelligence operation be 
initiated vithin IBAMICOM to ensure the security of that command with 
emphasis on security of classified defense information. Hie chain of 
event, list of persons involved, and allegations which fostered the 
request are as follows: 

a. Chain of Events: 

(l) On 14 May 1974, a SECRET document entitled "Vuneratility Assessment 
of Army Electro Optical Missile Systems (U)", copy 7* dated 7 December 1973* 
t-tfas determined to he missing and has not been found. Compromise was not 
considered remote. 


(2) On 16 May 1974, a CONFIDENTIAL document entitled "Internal Technical 
Note RE72-35, Digital Simulation of the Texas Instrument's Cannon Launched 
Guided Projectile (u)", dated 24 October 1972, was found in a desk drawer of 
Mr | b6 ~L a member of OGTO. The document was found in the desk during 

an after-hours check for SECRET material referred to in para la(l) above. 

The classification markings had been ex cised from the document. During the 
investigation for this incident, | b6 ~| admitted in his sworn statement that 
he had found another CONFIDENTIAL document in his desk on 12 June 1974. 


(3) During the week of 20 September 1974 another SECRET document entitled 
"Laser counterceasures/counter counter measures (u)”, Progress Report, Pitman 
Dunn Laboratory, Frankfort Arsenal, was found to be missing Jind could not 
he accounte d for. The investigation is ongoing and it is anticipated that 
1 b6 [ will be considered responsible and may receive a letter of reprimand 

and/or a day's loss of pay. 

b. Personnel within OGTO and ASD who may be of counterintelligence interest 
include the following: 

(l) 1 b6 [ / GS15* Supervisor, OGTO. 


- ( 2 ) r~b6— 

(3) f~b6~ 

(4) I be 
(?) | b6 

(6) | b6 

(7) I b6 
. (3). 1 b6 

(9) 1 b6 


^j, GS12, Physicist, formerly assigned OGTO, 
I , GSl4, Aerospace Engineer, OGTO. 
l neet [~b6 \ GS4, Typist. 

[ , GSl4, Engineer, OGTO. 

\ GS15, Physicist, OGTO. 

GS12 (formerly 1LT), Engineer, OGTO. 

], Nee: | b6 \ GS5, Clerk, OGTO. 

I, GS11> Electronics Technician, OGTO. 
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Annex J (Security Weaknesses) to OPlan 0P-001- 75-902 

* c. During an investigation into the loss of documents listed above,^ 
certain allegations vsre cade which reflected adversely on persons assi^ed 
to 0GT0, ASD and OSAI-HCOM. In general, the allegations are as follows: 

/, \ PhS- 1 and I h 6 I tad a romance although each was 


(1) jbg | and I b 6 | tad a romance 

■axried. 

( 2 ) [“b6 [conducted herself in a manner to suggest thatishe was 

"available" or as a practical joke by fitting in [ HZH H 811(1 -—^ lap 

during office meetings. 

fTe ] vas so mad that he claimed he would "kiU n [b 6 _ | 

t&. "screwing his girl" in reference to | b6 ] > 

ft) |“b 6 [believesrb 6 ^placed CONFIDENTIAL documents iijj> 6 ~ 

desk because of jealousy. 

•. ( 5 ) |“b 6 ]alleges there is a meeting place for sexual activities 

by | b 6 | and other members of the office. 

( 6 ) Pornographic films shown in this meeting place during office . 


f 7 )-[-b 6 |and | b 6 ”)took two secretaries to this meeting place during 

. .lunch. 

( 8 ) Office calls and contacts with a Marge Cleveland, now deceased, who 
vas called '^Bucking Bronco". 


, >*-(9) Homosexual tendencies by | b 6 ~| * 

(10) | b 6 | intoxicated on the Job. 

01) Z b 0 [ used to place persons under obligation.. 

• ( 12 -) 1 b6 1 and [ b6 1 procur ing secretaries for sex. 

„(13) S omeone p laced sugar in the gas tank of [ b6 ~| 's truck and damaged 
the motor. | b6 | alleges that it vas | b6 [ • 

2. (u) Further information to include sworn statements are on file at 

Headquarters, 902d MI Croup, and COMPIA, USAINTA. 






ANNEX K to OPLAN 001-74-902 


PROJECT NAME: CANTER RIDE (U) 


DATE: 29 January 1975 
PROJECT NUMBER: IA-74-001 


1 . (U) AinWORITY/REFERENCE: 

OP LAN OP 001-74-902, dtd 21 Nov 74, Subject: Special Counterintelligenc 
Support, and references cited therein, 

2. BACKGROUND/OBJECTIVES: 


bl 


3. JO] CONCEPT OF OPERATION: 


CLASSIFIED BY COD US.Vt~A ^ 
EXEMPT FROM GEf&RAt 









MIIA-IA-0 


12 November 1974 



SUBJECT: CANTER RIDE Feasibility Study GO 


1. (U) References : 



0 


a. Letter, Redstone Resident Office, Redstone Arsenal, Alabama, 902d 
Military Intelligence Group, MIIA-GPR-RS, dated 23 September 1974, Subject: 
Request for Counterintelligence Special Operation (U), with inclosures. 

b. Letter, Headquarters, US Army Missile Command, Redstone Arsenal, 
Redstone, Alabama, AMSMI-X, dated 30 September 1974, Subject: Request for 
Special Counterintelligence Support (U), with 1st indorsement. Headquarters, 

902d Military Intelligence Group, Fort Meade, Maryland* dated 9 October 1974, 

c. Discussions between representatives of the 902d Military Intelligence 
Group and the Composite Intelligence Activity (COMPIA), on 27 September and 

4 October 1974. 

d. Chapter 5, AR 381-102 (S). 

2. Section I, Purpose of Study . During the period 16 to 17 October 1974, - 

COMPIA Project Officers, Mr. Mellberth Bowling and Mr. Donald J. Rander, visit¬ 
ed the Redstone Resident Office, 902d MI Group, Redstone Arsena l, Huntsville , 
Alabama, for the purpose of compiling the necessary information[ “I 

I bl 1 

_| into the Optical Guidance Technology Office (OGTO). Advanced 

Sensors Directorate (ASD), US Army Missile Research, Development and Engineer¬ 
ing Laboratory (USAMRDEL), US Army Missile Command (USAMICOM), Redstone 
Arsenal, Alabama. In addition, the study was conducted to determine the 
feasibil ity of providing assistance to the Commander, USAMICOM, through the 
use of a j V. \ to improve the security posture of the Command. 



r 
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SUBJECT: CANTER RIDE Feasibility Study (U) 



a. USAMICOM, a subordinate command of the US Army Materiel Command (AMC) 
is conmanded by Major General Vincent H. Ellis, and has been classified as a 
"Highly Sensitive" Class II Installation by the Department of Army. In 
addition to the requisite Table of Organization and Equipment, logistical, 

| and administrative support elements, USAMICOM consists of various US Army 

Missile Systems project offices, a contingent of missile systems Liaison Offices 
■ with foreign allied military forces to include Senior Staff Technical Repre- 

! sentatives stationed at CONUS and OCONUS installations, a complement of special 

I activities, such as the US Army Metrology and Calibration Center and the 

Missile Intelligence Agency, and six sensitive Directorates, three of which 
are considered "critically sensitive" by USAMICOM. This category applies to 
the USAMRDEL, the Directorate for Procurement and Development (DPP), the 
Directorate for Product Assurance (DPA), and the Missile Intelligence Agency 
(MIA). The mission of these Directorates is directly related to the crucial 
phases of- research and development of all current and future missile systems 
in the US Army and to the contracting to appropriate firms for production. 

The Advanced Sensors Directorate (ASD) of the USAMRDEL is of specific interest | 
to this study as indicated in references listed in^paragraph 1, above. i 

b. USAMICOM has a significantly large number of civilian employees and 
assigned military personnel, who by the nature of their duties, require access 

to critically classified defense information and material. Suitability chort- t 
coinings such as drug and alcohol abuse, possible homosexuality and immoral 
activity, and excessive indebtedness, all of which have been alleged against 
USAMRDEL personnel, serve to create a fertile field for Hostile Intelligence 
(HoIS) offensive intelligence operations against the Command. The human 
element of USAMICCW, therefore, must be considered particularly vulnerable 
to the security of the Command. The desirability of advanced knowledge of 
the US Army missile systems must be considered lucrative to HoIS. By obtain¬ 
ing this type of information, the efficiency of these systems in a future 
battlefield environment could be impaired and thereby adversely affect the 
national defense of the United States. In a Sensitive Activity Vulnerability 
Estimate [SAVE), dated 5 February 1974, conducted at USAMICOM, a number of 
violations and shortcomings were noted in the above critical directorates. 

A synopsis of the SAVE and other incidents which have occurred in USAMRDEL 
subsequent to the SAVE, follows: 
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MIIA-IA-0 

SUBJECT: CANTER RIDE Feasibility Study (U) 


12 November 1974 


(1) In MIA, SECRET material was discovered in containers which also 
contained unclassified material. SECRET documents were also stored in un¬ 
authorized security containers. Accountability for classified documents in 
MIA is maintained on Automatic Data Processing (ADP) equipment which is also 
used extensively for routine office functions. This practice has been 
continued despite the fact that the classified document custodians are not 
properly trained in ADP security procedures. 

( 2 ) Most document custodians are not knowledgeable of the provisions 
of DoD Regulation 5200.1-R or AR 380-5 and other AMC and USAMICOM security 
regulations. 

(3) Personnel of USAMICOM are not receiving proper security indoctrina¬ 
tion instructions in accordance with applicable regulations. There is a 
general lack of security consciousness throughout the Command, but is especially 
evident amongst the civilian, scientific-oriented personnel, who refuse to 
properly wear and display their security badges or assist in sound security 
practices and procedures. 

(4) Conference rooms utilized to discuss classified information are not 
properly secured and maintained. No record of Cl Technical inspections for 
sensitive areas and conference rooms was available. 

(5) There is an inadequate number of qualified Security Support Special¬ 
ists assigned to USAMICOM. USAMRDEL shares such a/support officer with three 
other Directorates or project offices. 

(6) Classified Document Custodian duties within USAMRDEL are normally 
assigned as an "extra duty". This practice fosters resentment of the responr 
sibility on the part of personnel assigned the task. This has resulted in 
poor administration of the control of classified documents, a factor which 
significantly contributed to the loss of seven SECRET documents in USAMRDEL.- 
In each case, it was determined that the fault was an administrative error 
on the part of the custodian. Subsequent to the above incidents, on 14 May 
and 20 September 1974, two more classified documents were discovered missing 
from 0GT0, the office within USAMRDEL referenced in la, above. The 14 May 
violation was discovered during a non-duty hours check. In this instance, 

a CONFIDENTIAL document was found in a desk. The classified markings had 
been removed. The 20 September incident occurred after a 100% inv entory 
and resulted in a reprimand and possible loss of one day's pay for | b 6 | 

| b 6 ] GS-15, upon whom the responsibility for the loss was fixed. 
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MIIA-IA-0 

SUBJECT: CANTER RIDE Feasibility Study (U) 


12 November 1974 



(7) Uncleared personnel have access to Building 5400, a RESTRICTED AREA, 
which houses in part USAMRDEL and in particular, the Advanced Sensors 
Directorate and OGTO. The Building’s Cafeteria employees do not have secur¬ 
ity clearances yet they have entrance badges. These badges do not identify 
the bearer since they have neither the picture nor the name of the individual. 
No roster is maintained of these personnel. 

Singularly, the above infractions and violations do not justify the use of 
a SCOPI asset. Collectively, however, these security problem:; constitute a 
serious threat to the security of the Command as similar situations exist in 
most of the other critically sensitive Directorates. In addition to the above 
security problems, the Request for Special Cl Support, reference in lb, above, 
outlines a serious suitability problem which allegedly involves the entire 
office staff of OGTO. 

s[uW Analysis . 

a. Based upon the Findings as outlined above, a SCOPI is believed to be 
the most advantageous investigative tool to assist the requestor Command 
because the local Military Intelligence personnel are highly visible in the 
area and do not have at their disposal the resources necessary to provide the 
Commander of USAMICOM indepth Cl support. The RRO has two enlisted agent 
personnel*and one MI Officer present for duty. This office conducts 36 Cl 
Inspections and Checks of USAMICOM and the US Army Munitions School and Center 
units annually. The inspected elements have an aggregate of over 100,000 
SECRET documents and approximately three linear mines of CONFIDENTIAL material. 
About 350 classified document custodians routinely maintain these documents. 

In addition to being tasked to conduct SAVE studies, the RRO is tasked with 
normal liaison contact, suitability investigations, incident investigations, 
occasional PSI investigations, and security indoctrination briefings when time 
permits. Even though these accumulative services benefit the Commander in 
terms of Cl Support, RRO personnel have noted that corrective follow-up actions 
concerning reported infractions have proven to be of a temporary nature. This 
has been evidenced by the recurrence of similar violations and infractions dur¬ 
ing a short period of time following the conduct of Cl services. The local 
Cl effort has been hampered by the existence of a large number of uncoopera¬ 
tive and apathetic scientifically oriented personnel in the Command. The 
attitude of these personnel toward sound security practices and procedures can 
only be described as uncooperative and lackadaisical. It is therefore 
considered highly unlikely for the RRO to be successful in conducting an IC1P 
operation in the area. Additionally, past intelligence related investigations 
concerning USAMICOM personnel has fostered an unfavorable attitude toward 
intelligence personnel in general. The following details the procedures 
through which personnel are acquired in U3AMRDEL. 
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12 November 1974 


b. There are 162 civilian personnel assigned to the Advanced Sensors 

Directorate. The director is Mr. William J. Lindberg, GS-1S. Seven of these 
civilians normally perform duties in the Optical Guidance Technology Office, 
which is the specific target area of the requ ested support i ts outlined in 
above references, under the supervision of Mr. | b6 J GS-15. The 

General Schedule rating of the Directorate's employees range from GS-1 to 
GS-16. The majority of ASD personnel perform duties related to research 

and development which are highly technical in nature. When deemed necessary, 
all personnel of USAMRDEL are subject to being required to perform functions 
in other Directorates and Offices to fulfill specific project requirements. 
However, in instances wherein additional manpower must be procured from 
resources outside of USAMICOM, the request for Personnel Action (SF Form 52) 
may be initiated by the respective office supervisor or the Director of the 
Directorate concerned. The request must be staffed through the appropriate 
chain of command within the Directorate to the Civilian Personnel Office (CPO), 
USAMICOM. The request is then reviewed by the CPO Technical Services Branch, 
where it is recorded in the Personnel Control Roster. Following this action, 
the request must be reviewed by the CPO Position/Pay Management Branch, where 
it is closely reviewed to determine the correctness of the pay grade and job 
description. From that Branch, the request is forwarded to the Recruiting 
and Placement Branch for recruitment action. In any event, positions are 
normally filled from personnel listed on the DoD Stopper List, local RIF 
lists, internal promotion, lateral transfer or direct hire. 

c. Requisitions for military and civilian personnel for assignment to 
USAMICOM are unique in terms of routine requisition assignments in other 
commands of the US Army. All assignments to USAMICOM are dictated on the 
basis of current and future project requirements which fluctuate according 
to the mission, necessity, and special qualifications of desired personnel. 

This system is known as Project REFLEX. It provides authority to fill 
temporary or permanent positions for the duration of a specific project at 
the completion of which the individual may be reassigned or shifted to another 
office within USAMICOM. 

d. There are only three authorized military positions within the Advanced 
Sensors Directorate. One of these positions is a LTC, MOS 2157 (Research 

and Development Coordinator), located at White Sands Missile Range, New 
Mexico. The remaining two, a 2LT, MOS 7302 (Physicist) and a CPT, MOS 7601 
(Electrical Engineer) are assigned to Redstone Arsenal. These positions are 
currently filled. Requisitions for US Army personnel assigned to ASD or the 
USAMRDEL are submitted by the Consolidation of Military Personnel Activities 
(COMPACT), USAMICOM to AMC on a Projected Requisition Authority (PRA). The 
need for personnel is determined by COMPACT, who subtracts or adds gains and 
losses using current personnel strength figures which are compared with the 
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SUBJECT: CANTER RIDE Feasibility Study CU) 

PRA account. Should it be determined that a shortage of personnel exists, 
COMPACT may then submit the requisition to AMC who, in turn, submits the 
request to DA. Personnel can be assigned either directly to the USAMRDEL, 
or to COMPACT on DA orders for further assignment within the Command. 

e. As a minimum, a SECRET security clearance is required for all 
civilian and military personnel assigned to USAMRDEL. Upon arrival of 
military personnel in the Command, the Clearance and Intelligence Branch, 
Internal Security Division, COMPACT reviews the individual's 201 file. 

Medical and Dental Records. This is a routine procedure conducted to 
determine the person's eligibility for a security clearance. The individual 
must fill out a locator card, a request for security clearance statement, 
and a local office personnel data card. COMPACT determines the degree of 
clearance required, based on the sensitivity of the position to which the 
individual is to be assigned. If a valid DA Form 873 (Certificate of Clear¬ 
ance and Security Determination) is in the individual's file, and no derogatory 
information is revealed in the files review, a SECRET clearance is normally 
granted. Should the file not contain a valid 873 form, appropriate action 

is initiated for verification of security clearance data through USAIRR. 
Although contrary to routine procedures, the USAIRR Dossier may be requested 
for review. 

f. Due to the highly technical nature of the civilian pos itions within 

ASD it is not considered feasible to j b1 l into any of 

these positions. Because the three authorized military positions within ASD 
are currently filled, an a lternate military position must be considered for 

I bi \ The viability of utilizing a SCOPI asset in ASD 

under the guise of a Classified Document Control Officer (CDCO) appears 
highly favorable since the Command plans to centralize the classified docu¬ 
ment control unit within ASD and acquire a properly trained classified docu¬ 
ment custodian to maintain the documents. This position has Command sanction 
as it would serve to decrease the recurrent difficulties experienced by the 
Command in the control of classified material and would be widely accepted 
by ASD personnel because of their dislike f or performing the extra duties as 
a CDCO. Through the use of Project REFLEX,j ' 
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(2) Marital Status: Unmarried. 


(3) Race: Caucasian. 

(4) Ethnic background: Preferably bom in.the Southern region of the 
United States. 

(5) 1 bl \ 

W I M ' 

(7) Rank: WO, CW2 or CW3. 


(81 Training and experience: \ 

bl 


|_ \ As most of the local 

personnel are Caucasian and from the Southern region of the United States, 
these characteristics are deemed beneficial to mission accomplishment. 
Operational control of the SCOPI will be executed by the 902d MI Group, who 
will be responsible for writing the Operations Plan. A Cl Inspection of ASD 
is currently in progress by the RRO, 902d MI Group. Significant findings 
will be reported to COMPIA if deemed relevant to the proposed requested 
Special Cl Support. 

6 . Conclusions . In view of the collective security shortcomings noted 

in the Command, the highly sensitive nature of the mission of the Command, 


52 + 







I 



MIIA-IA-0 12 November 1974 
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and the severely limited options available to local MI activity in the area. 


bl 


7. OQY Recommendation./ *^ ~ \ 


richard a; GOVONI ■ 

CPT, MI 

Chief, Operations Section, COMPIA 
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mCUJOJJH THRU: VICE CHIEF OF tTAFT, illtD STATES ARMY 

MDfiKAimM rati raom aanm or the army 

SVBJRCTi Internal CounterintelItgence Progrma (ICIP) (U) 


1. (0) This is la response to your HsnorsndisB on 17 January 197? to 

ths Vico Chlsf of Staff In regard to subjoct and servos As the Quarterly 
ICIP Report for the 2d Quarter, FY 2975. 

On 2 October 1974, 1 directed e review of the entire ICIF pro- 
gras with a view towards the el Ins 1 net Ion of those no longer considered 
of sufficient norIt to warrant retention. The criteria used in evalu¬ 
ating each ICIP operation was: <a) The sensitivity of the instelletlon/ 
activity is such that soma type of special counterintelligence support 
is requlrsd or (b) Thors is s known threat ef sufficient magnitude to 
the lnstelletion/ectlvlty to warrant s need for some type of special 
counterintelligence eupport end (c) The Information desired cannot be 
obtained except through the use of confidential sources. 

(vx 

3. H D Based on this review and considering your 17 January guidance, 

I directed the termination of 12 ICIP operations at the following head¬ 
quarters: 

a. Hq, US Army Communication* Command, Port Huaehuca, Arisons 
(CANAL ROPE). 

b. Dugway Proving Ground, Utah (CANARY STONE). 

c. US Arwy Air Defense Center, Fort Bliss, Texas (CANTINA ARCH). 

4. IfeatllLa Army Depot Activity, lenalston, Oregon (CANYON ROSTER). 

e. US Army Nobility Equipment Research and Development Canter, 

Fort Belvoir, Virginia (CENTAtt SALE). 


Regraded CC-hrlDSNTIAI-rhen 
Separated froa CLASSIFIED 
Inclcsures — 

REGRACED UNCLASSIFIED 
ON ^ '5 /Cfl, 

BY COR USAINSCOM FOI/PO- 
AUTH PARA 1-603 DoD €200. 


r-eff-r:’ 



DAMI-ZA 


* "c.* T^:.r. ‘111* 

L* CN__.JLlJ2.ec.2005_ 






DANI -ZA 

SUBJECT t Internal Counterintelligence Program (ICIF) (U) 

f. Hq, US Array Electronic* Cown*nd, Fort Monmouth, New Jersey 
(CENTRAL TAXI). 

g. US Army Management Systems Support Agency, The Pentagon, 
Washington, DC (CENTURY SQUAD). 

h. US Army Electronics Proving Ground, Fort Huaehuca, Arizona 
(GONDOLA FLAC). 

i. Aberdeen Proving Ground, Aberdeen, Meryland (GONDOLA STAR). 

J. Defenat Language Institute East Coast, tfeshington Navy Yard, 
Washington, DC (LANYARD MOOD). 

k. Picatinny Arsenal, Armament Command, Dover, New Jersey 
(LEND TONE). 

l. US Army War Collage, Carlisle Barracks, Pennsylvania (LENIENT 
CLOUD). 

4. (U) The remaining seven ICIPs ere worthy of retention as they mee 

your criteria. Reviews of these seven operations Are attached at Incl 
Reviews of the 12 to be terminated are at Incl 2, 


HAROLD R. AARON 
Major General, C-S 
ACofS for Intelligence 


Jf«-0 : 


it 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE UNDER SECRETARY 
WASHINGTON. D C. 20310 


17 January 1973 


MEMORANDUM FOR: 


VICE CHIEF OF STAFF, 



2 , 1 ' 


SUBJECT: Internal Counterintelligence Program (ICIP) 


I have received and reviewed the latest quarterly report of ICIP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. Judging from this 
report, the program has grown considerably and includes installations 
that I did not appreciate were considered sensitive. A cursory review 
of the data presented suggests that in more than half the cases, r.o 
useful information was obtained. 

It would appear to me appropriate to review thu. results of this 
experiment to date in order to establish that the program is in rat: 
of such a value that it should be continued in the future. 

1 would therefore appreciate a detailed report documenting all of 
the benefits, information, etc., that have been obtained through this 
program over the last two years. It would also be helpful to have a 
statement for each listed installation of the sensitive character o: 
the mission that necessitates an ICIP operation. Finally, I would 
appreciate an indication of your subjective judgment as to how many 
of the issues that arose from these ICIP efforts would not have otrn 
wise come to our attention. 

Inclosure Herman R. Staudt 

Memo, 29 Nov 74, Under Secretary of the Army 

Subj: ICIP Operations 


RE-GRADED FOR OFFICIAL USE ONLY 
WHEN SEPARATED FROM 
CLASSIFIED INCLOSUEES 
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DEPARTMENT OF THE ARMY 

OFFICE OF THE CHIEF OF STAFF 
WASHINGTON. D.C 20310 




-,v( 


R: UND: ^ 


MEMORANDUM FOR: UNDfR*^SECRETARY OF THE ARMY 
SUBJECT: Internal Counterintelligence Program (ICIP) Operations T 


1. (U) Reference is made to memorandum, Under Secretary of the Av 

datad £L February 1972, subject as above. 


During the third quarter of CY 1 974, the ICTP at Edccwoo'i 
Arse’nal Maryland (CANAL LOOP) was combined with the Aberdeen i'rov:: 
Ground JC1P (GONDOLA STAR). The nickname GONDOLA STAR was ■' 


Ground JG 


3.v^T With the subsidence of anti-milltary activity at For 
Washington and in the absence of a specific on-post threat, t 
mandinp General, 9th Infantry Division requested that the for 
ICIP (CENTAUR RACE) be terminated. This ICIFwas inactivate-: 
74. During the same time frame, LENS HOLDER, a new ICIP devo 
White Sands Missile Range was approved on 7 Aug 74. With the 
tat ion of this ICIP, the total number of active ICIP operatic 
close of the quarter was 19. Brief status reports are atta" 1 - 

4 \ After briefing you on 2:> Soptemper 1 

program, the Assistant Chief of Staff for ]nt 
viev:ed and revalidated each on-going operatic 
revalidated on an annual basis hereafter. Ad 
initiated a systematic review of all source dossiers to in 
sources possess sufficient maturity and stability to t-nai 1 
function efficiently and effectively in ICIP operations. 


4 on the s t a 
licence per=' 
Each opera! 
t i oral 1 , Vr ' 


1 Inc! 

as (CONFIDENTIAL) 


Classified bv_DAMI_ 

I XTNPT FROM GENERAL DFCLASSTlf ATiOri 
S'T'FOULE OF EXECUTIVE ORDER 11652 

EXEMPTION CATEGORY,_ 2_ 

DECLASSIFY ON _ _3 1_ D§ ££m b£ r_ 2004 


WiVnEK T. Kia W 1 ;:. • : . 

General, United S: 
Vice Chief of Staff 


REGRADED UNCLASSIFIED 
ON SEP -8-1997 
BY CDR USAINSCOM FOI/PO 
- , AUTH PARA 1-603 DoD *200.1-R 

t) L 




MAJ Ebersole/'-' 


L 








WASHINGTON. 





11 January 197 


MEMORANDUM FOR: VICE CHIEF OF STAFF, U. S^AgJfT VC. ; 
SUBJECT: Internal Counterintelligence Program (ICIP)" 


F, -2,\ 


I have received and reviewed the latest quarterly report of ICIP 
operations during 1974 as requested. In 1972 the Under Secretary 
authorized a trial run of this subject program. Judging from this ^ 
report, the program has grown considerably and includes installations, 
that I did not appreciate were considered sensitive A cursory review 
of the data presented suggests that in more than half the cases, no j 
useful information was obtained. 

It would appear to me appropriate to review the results of this 
experiment to date in order to establish that the program is in fact 
of such a value that it should be continued in the future. 

I would therefore appreciate a detailed report documentingall «f" 
the benefits, information, etc., that have been obtained through this 
program over the last two years. It would also be helpful to have a 
statement for each listed installation of the sensitive character of 
the mission that necessitates an ICIP operation. Finally, I would ,, 
appreciate an indication of your subjective judgment as to how many 
of the issues that arose from these ICIP efforts would not have other¬ 
wise come to our attention. 


1 




Inclosure 

Memo, 29 Nov 74 


Hetman R. Staudt 
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SUBJECT: INTERNAL COUNTERINTELLIGENCE PROGRAM (ICIP) (U) 

A. HBG 1691 TOPIC 021525Z Apr 76. 

B. HBG 0072 TOPIC 061755 Jan 76. 

C. AEAGB-CI (SO) OPLAN 1-75, 5 May 75, with 5th Ind, ACSI, DA, 

25 Feb 76 (ICIP CARELESS TOKEN (U))* 

The impact of Executive Order 11905 on Counterintelligence 
Operations and the Army General Counsel's interpretation of the EO 
by memorandum dated 5 Mar 76, has temporarily delayed implementa¬ 
tion of DA policy on the Internal Counterintelligence Program 
(ICIP). The OACSI and USAINTA staffs are currently preparing 
recommendations for the ACSI to consider whether any or all of the 
various ICIP projects should be continued. 
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(Contains a summary of information obtained in the opera¬ 
tion which should not exceed two pages. Content varies by prpject, 
but numbers and types of incidents/occurrences reported by soureeB 
such as poor security practices, suitability of personnel, suspi¬ 
cious activities and other Cl indications are normally included. 
Names of individuals are not included unless particularly signifi¬ 
cant.) 

E. Operational Status: (Source lead development, results 
of briefings to supported commanders, anticipated or past changes 
in the operation, etc). 

4. (U) A copy of the summary as rewritten by this office and 

approved by the ACSI will be returned to you for future guidance. 
XGDS-2 31 Dec 2006, AR 381-47. 
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ibjict : xmuAL coinrmxiTiLLzexacs fbocaak (icm (0) 

A. DC 1691 tone 02152SL Apr 76. 

B. DC 007? TOPIC 061755 Jen 76. 

C. AIAC8-CI (SO) Of LA*' 1-75, 5 May 75, with 3th Ind, ACS1, DA, 

25 feb 76 (ICIP CASBLISS TOO* (0)). 

i.V& Tb* lap set of Executive Order 11905 on Counterintelligence 
Operation* and the Aray General Counaal’» Interpretation of the B0 
by eeaorandua dated 5 Mar 76, has tmaporarily delayed implementa¬ 
tion of DA policy or the Internal Comtvterintellicence Program 
(ICIP). The OACSI and QSADITA acafft are currently preparing 
men—ad at tens for the ACSI to ccwolder whether any or all of the 
TtrloM ICIP project* ahouU ho co ntln ao d . 


ILT. HaeadU, LTC(F), DUtI-DOH/>A159 

J. U HKI85 HI, COL, CS/W*1-MB/5607A 


REGRADED UNCLASSIFIED 
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53? 



02 of 03 

Of tb* oftTitloM eitsd 1* t »bm, **ly CARELESS 
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prsfrs*. tof « fwwrtM tbs ACfl's fit this 1C». Ws 

mmem sttb tbs wimm ssprsssW l* i*f » tbst CAttlML FLXfln 00 
mi CURB tUOff (I) srs tefwttlw Cl syrt tl — < sblcb m not 

K tbs icipi of tbs ICIP. 

Isqssst you prorlSs a lussrry of tbs ICI? CARELESS TOKKh 
(f) fsr tbs asst ICIP qosrtsrly rsport by 2C Apr H it tbs follov- 
ti| fsrast; 

CARELESS TOKEr, (SCSI Revslidstlor, 25 Fsb 76) 

A. UOCATICK;: 

R. COWIDEKTIAL SOURCE UTILUATIOJ: (KOHBEF OF 
SOURCES USED) 

C. IKFOBMATIOE OBTAINED Oft REPORTED 01' «0t;-AFFILIATED 
CIVILIANS: (MOOtALLT H JO«E") 

D. USKTUL IKTOSWIIOE OSTAIM&D; 


( 1 ) 

<2) KC 
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(Contain* a ih «7 Of informtLot obtained in tb* opara- 
tUt eblab abould not airaail two ft**. C fctMt wl* by project. 
bmt wM-f m4 typ« of iaclteata/occurranem n p orfd by mw»m 
M ch aa poor itwr lty praetixaa, **ilability of poriwnil, **api- 
ciM* attlvitiM Bad ©tkar C2 indication# an ancaaily iacldoi. 
Iim of ladtefteaf* mn aat lac luted ml*** part Lee Ur ly *Unifi- 
«»t.) 

K. Oparatlenal Statu*: (Source load dav*lopaant, raault* 
Of briafin** to support**! c o — tudrs , anticipated or pa*t cbaogft* 

In tht optritlK, ate). 

4. (V) A copy of tba rtauary ** ravrittan by tbi* office and 

approved by the ACSI will b# t*turned to you for future guidance. 
XBD&-2 31 Dae 2006, AS 381-47. 
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D‘HI-DOH <10 Jun 75) 

SUBJECT: Internal Counterintelligence Progr-ro (ICIP) (U) 

I.D', Office of Ch« iCofS for Intelligence, Washington, DC 20310 


TO: Coaeranrtar, US * ray Europe and Seventh ‘ray, 'TIM: DCS for Xntelligen 
, TO Wev York 09403 


1.* The Operation* Plan for ICIP C‘EEUSS TOOK (U) In support of 

&ets%fea«at H, US ‘nay Security Agency, Field Station, ‘ugeburft, FBG 1* 
approved. 


2. (U) -* indicated in earlier correspondence, a Memorandum to the 

Under Secretary of the 'ray la prepared quarterly by the Office of the 
‘eelatffot Chief of Staff for Intelligence, D ; Staff vhlch includes ■ 
brief summary of each ongoing ICIP. Field input i« re ueated by the 
13th of the month folloving the end of the quarter. * copy of the 
previous quarterly report Is attached as an added enclosure to this 
correspondence. 


2 Inc 1 

'dded 1 Inc 1 
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Matt it ,*ffKi~tl 7 Jatm3.J t> i W . K i fr 


1. (U) Background : 

— Para 3, DAMI-DOH ltr, 8 June 76 (TAB B) and USAINTA reply, MIIA-SO-SA ltr, 
25 Jun 76 (TAB Ch . 


2. Discussli 

(vu 

— Cdr, 902d MI Group reviewed ICIP, GONDOLA STAB and requested termination 

effective 30 June 76. 

*%' Confidential sources used in GONDOLA STAR terminated. 


o (U) Supported commanders, Edgewood Arsenal/Aberdeen Proving, briefed and 
concurred in termination. Commanders will be supported by 902d MI Group under DSCCP. 


— yJfBL Cdr, 525th MI Group reviewed CANVAS TAX (Sierra Army Depot), LENS HOLDER 
(White Sands Missile Range), and LENTILE MONKEY (Defense Language Institute) to 
determine possible termination and/or replacement with a program similar to DSCCP. 

VL Cdr, 525th recommends termination CANVAS TAX and LENS HOLDER effective 
on 31 Aug 76. A DSCCP will be established for Sierra Army Depot and White Sands 
Missile Range by them. 

— Present techniques used by LENTIL MONKEY best suited to provide required 
support to Defense Language Institute. LENTIL MONKEY continues to be productive. 

LENTIL MONKEY revalidated effective 1 July 76. 

3. (U) Recommendation : That ltr (TAB A) t o USAINTA be approved and signed. 
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1 < JC/L 


DAMI-DOH 

SOUBCTi Internal Counterintelligence Program (ICTP) (0) 


Commander 

0t Army Intelligence Agency 

AfTTJ: MIlLA-tO 

Port Mead®, MD 20755 


1. References: 

a. Letter, MIIA-SO-SA, OSAINTA, dated 25 June 1976, subject as abov . 

b. Letter, DAKI-DOH, dated H June 1976, subject as above. 

2. Your recomraeedat ion. reference a, paragraph -<, to torairatr ICIP, GONDOLA 
STAR (U), effective 30 June 1976, is approved. 

3. Your recoraciF.ridatiOi., reffror.ee a, paragraph 6, to terminate ICIP, CANVAS 
TAN (U) and LENS HOLDER (U) effective 31 August 1376, is approved. 

ICIP, LENTIL MONKEY (U) i.s revalidated effective- 1 July l r 76. 


•'r. h ,bh: 


JOHN' A. S’.: ,V. ,'c 

Eri-f2d;?r Csf,Sf« s . CS 
Acting ACuiS f:r !■ ;v=;~-.. 
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Contained in USAINTA's 3d Quarter, FY 1976, ICIP Operations Report, 11 May 76, 
was recommendation to terminate three operations; CANINE PLATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Telecommunications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

— USAINTA recommendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive Cl program. 


— After a thorough review of the ICIP report on these operations, it is deter¬ 
mined that they can be terminated with no adverse affect on the installations served, 

IrulAiCototU CmaurrdJL. 

— Increased overt liaison with additional security support will be provided the 
installations by the 902d MI Group. 902d Ml Gp Pamphlet No. 381-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) (TAB C) 
outlines overt liaison procedures without employing confidential sources. 

— ICIP Reports on CANINE PLATE (U), CENSUS TIME (U) and CENTAVO KID (U) are 
attached at TAB B. 

— With the termination of these ICIP's, there remain/ four active CONUS ICIP 

operations. * 

— Ltr to USAINTA at TAB A r furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP's to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 June 
1976. 

(Cenlimt* on plain howft. 




















/ 

\ 



SSS? Internal CounterintelUeence Pro 8 r.. (ICIP) (0) 

3 . (U) ..Marion : That Ur JA^A *. approved by the ACSI and 


signed 


« E6 ^» SSiFSE ° 





8 JLm 'i37$ 

DAMI-DOB 

SUBJECT* Internal Counterintelligence Program (ZCIP) (U) 


Commander 

US Army Intelligence Agency 

ATT A": MUA-SO 

Fore Meade, Maryland 20755 


1. (U) Reference, 3d Quarter, FT 1976, ICIP Operations Report, 

wherein you recoanenddd termination of three 1CIP operation*. 


2 .<W 


ICIP Operations, CANIKS PLATE (C), CENSUS TIKE (U), end 
CENTAVO KID (U) are formally terminated as recommended. 


3. (U) Request that a full review of the remaining four active COKUS 

ICI? operations be conducted to determine the need for their continuance 
or dlacectinuance, and the results, with your recommendations, be forwarded 
to this office HUT 2# June 76. 
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ICIP REPORT 



CANINE PLATE: 
l. Location: 


I April 1975 to 31 March 1976 
(OACSI Revalidation - 4 Feb 75) 
Seneca Army Depot (SAD), Romulus,'NY'- 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE PLATE was first approved by OACSI, 

DA, for implementation on 18 Sep 73. During the reporting period 400 
manhours were expended in the ICIP. However, there were no reports 
submitted, no funds expended, neither TDY nor ICF. There were no confi¬ 
dential sources utilized, only conventional sources. ■ f 


e. Comments: The installation's mission remains the same, a supply 
depot for missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical ar.d sensitive installation; therefore, 
remains as a potential target for HOIS. However, there was no information 
reported to indicate the presence of any overt threat to the installation. 
The MI Group has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation. 


f. Recommendation: That the ICIP CANINE PLATE be terminated but that 
increased overt liaison with additional security support be provided the 
installation commander. 


^GRADED unclassified 

□M SEP -5 ,^97 

RY CDR USA1NSCOM FOl/PO 
AUTH PARA 1-603 DoD £200.1-R 



L'S/iz/y/r.. 
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ICIP REPORT 



$ 


CENSUS TIME: 


1 April 1975 to 31 March 1976 
(Ox\CSI Revalidation - 4 Feb 75) 


a. Location: Pentagon Telecommunications Center (PTC), US Array 
Communications Command (USACC), The Pentagon, Washington, DC. 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans¬ 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola¬ 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTCf 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct and activities. 


(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide atteirtpt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch. PTC, pending results of the investiga¬ 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied or. loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter¬ 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica¬ 
tion. The decision was made not to revoke the NCC's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist. 


(3) Adverse suitability information was reported on two additional 
NCOS assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second .NCO 
after a night of heavy drinking began hitting his wife when she tried 
to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC commander 
counselled the NCO on his drinking, and marital problems and assigned 
him duties where he has no access to classified information. 




e::..- - 
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(4) During the course of an investigation of an enlisted WAC 
member of PTC who was owny-without-leave (KAV.’OL Investigation), it was 
discovered that the CTD was also investigating her for theft and 
trafficking in drugs. 'Hie HI representative and CID agents coordinated 
their mutual investigations. PTC has suspended the WAC 1 s access to 
classified material pending completion of the investigation. 

d. Operational Status: 

(1) CENSUS TIME was first approved by OACSI, DA, for implementation 
on 5 Feb 74. 

(2) During the period of 1 April 1975 to 31 March 1976, 726 
manhours were expended, no TDY nor ICF funds were used. The operation 
produced seven information reports. One confidential source was used 
during the period but was terminated during the latter part of the period. 

e. Comments: The PTC operations include an extremely high volume 
of multimedia ultra sensitive compartmented classified traffic processed' 
at the highest level of the military establishment command group being 
served, and includes the cryptographic operation, maintenance and logis¬ 
tical mission and support rendered to the JCS, the NMCC, departments and 
executive agencies of the government allied embassies, and the United 
Nations Building ir> New York. The installation remains as a potential 
target for HOIS; • however, there was no information reported to indicate 
the presence of any overt threat to the installation. The MI Group has 
been conducting a thorough review of the ICIP to determine? the advisability 
of terminating the operation and implementing an overt direct support 
comprehensive counterintelligence program. In view of the above the 
continuation of an ICIP is not warranted at this time. 

f. Recommendation: That the ICIP CENSUS TIME be terminated and an 
increased overt liaison with additional direct security support be pro¬ 
vided the installation commander. 


REGRADED^CUSSinEO 

BY CDR USAINSCOMFOl/PO 

AUTH PARA 1-603 DoD 6200.1 





ICIP REPORT 


1 April 1975 to 31 March 1976 

CENTAVO KID: (OACSI Revalidation - 4 Feb 75) ^ 

i. Location: Harry Diamond Laboratories, (HDL)"V'Adelphia, ND 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 ■ 
31 Mar 76: 


(1) Information was received that a First Secretary at the- USSR 
Embassy, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec¬ 
tronics Engineers, INC., a professional society for engineers which 
was held in the auditorium of HDL. The subject matter presented during 
the meeting was unclassified. At a second meeting of the society the f - 
Soviet Embassy official was denied entry. A report of the incidents 
were provided to the FBI and the Commander, HDL, made a determination 
that the society could no longer hold meetings at HDL in order to pre¬ 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft fLew over the 
test site, Woodbridge Research Facility (WR?), HDL, where a series of 
tests on foreign equipment under the Range Emory program was in progress. 

In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being investigated in coordi¬ 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoral activities by 
members of the HDL Security Office and a group at the Van Ness Avenue 
Facility, HDL. The employee claimed that she was being followed by 
members of the HDL Security Office. After investigating the employee’s 
story, the Commander, HDL, believed that she was suffering from psychiatric 
problems and would have her visit a psychiatrist for a complete evaluation. 

(4) Suitability information concerning an employee of the Woodbridge 
Research Facility (WRF) a branch of HDL located in V.'oodbridge, VA, involved 
a problem of alcohol abuse. After counseling, the employee participated 

in a rehabilitation program. 
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(5) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknesses which were corrected 
by the supported command. As a result of the test a number of security 
guards were transferred and guard procedures were changed. In addition 
a new magnetic coded badge was approved for purchase in FY 77. As- a 
follow-up implementation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army .Intelligence Corps School, Fort Huachuca, k'Z. 

d. Operational Status 

(1) During the reporting period SSO manhours were exnended, IS in¬ 
formation reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 

(2) No TDY or ICF funds were expended. f . 

e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
supported commander was briefed on the implementation of the operation 
cn 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the L'S Army. Some of the more sensi¬ 
tive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead 

and missile systems to determine their ability to withstand nuclear 
weapons radiation; develop fuses for use with nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Mir.jtemen and Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL. However, the amount 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP, 

(4) The MI Croup is reviewing the ICIP with a view cf terminating 
the program and instead implementing an overt direct support counter¬ 
intelligence program. 

f. Recommendation: That the ICIP CENTAVO KID be terminated and 
an overt direct support counterintelligence program be implemented. 
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i&m 


I 


pcii^es^^^the^c^ductjo^^t^rurfce, multi-discipline counter in tel- 
Groulp's area of “operation. 


t-jffife^Commander, i 902d-MI Group, has .the responsibility to notify 
V^-ccSn^dSrs^of ’Aray installations and units in the group's area of operation 

(1) Any situation or condition exists that poses a threat to the 
internal..security of that Army element. 

>- . • ^ 

V C2) 'Any situation exists that might adversely affect ,the,,(xmmiAnder ’ s 
:capabil'ity to perform his mission. . . 

So e$5fc£>£? - 

(3) Information indicates a probable employement of military resources 
to counter a threat to the installation. .iteSg"'" 

In order to acquire information of situations or conditions that may pose a 
threat to the supported commander, -field elements must aggressively seek it - 
_._and.not wait_for it to be reported through norma] sequence of events. This - 
is particularly essential for those units/installations declared to be crit¬ 
ical sensitive. • **■ . 



m 




.. . - • •—.*»' rsvt -• - 

b. The DSCCP is one of a .series^pf^graduatedyintensity, counterintelli- 
i gence program^ designed to provide tihe{proper coverage based'on the'-sepirity 

-vulnerabili^of a ; {^^icj 4 ^Vi^^l'^tiLon.^. tH: In_r 9 lationship to-oUjef^gradu- '' 

ated counter^teiligenc« -^ograi^^ iist^^n^^^TOA^Regn^tipn ^381-100 ,x#$ mr 
-^ 3 ^~" Dsc ^'-- w ptdd,--in^'ertaih^instahces, ^ejwe^s%"-mearis^of identifying- -the 

S ' ri f^|ox- intq^^-;such^as ; .SVAs^>r,:SAVEs, or,,pother in-*. zMp 

stance^'imay iserwTas^'f^llc^.up^tqpport subse^iant tc^such intensified r ! 

t include^a ; 

discipline approachiwith- provisions^that^the :infqrmation gathered., be report- 
. e<3 eJ^dit^ousiy fespoMlble' i? tjOTTOU^er^" 'The program systematically M£i3*V 




program systematically 

focuses on providing threat information on the most critical area within 
the target 'installation in order to provide the required information to the 
supported ^ " &m S BY-.COR 
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■y •v7rv%;.(2)’ -their ;ai®a-after approval by 

^i^port^^copnaiidiars. 

r ^ P: ^' -’13)4Ite^gnating tEe DSSA"'forT^idi DSCCP operation, providing follow 
■„£ ••’•_■. i-iup' Suppor^V^a^varr^gii^; forf jDS^t'^^rance .lahd -aocess to .comp artmented 

f >*» pj^j^orpetian^asi -'' 

'/VDSCCP 
\ operation. ah^fHeguJ^i^Pt ^va^ epj^^mqfeal^agT^iaent^. ^_ _— _^~ 

\... . ';. ~: (5i: ';Establi'sh procedure&p^^~contximi ty of the program 

c ifdur£ngt«b6ehcesJo£jt^7l)S^-^Wten}^ss^l.e, > an alternate DSSA will be 

‘S s •*-J^'-’ *' **' •' * . - ■ 

s .‘v ” 

y a. * ; (ti) The designation of installations or Army elements as can- 
'•ifeySf^’didates =fbr^tbe -DSCCP. will be a coordinated action between the Field 

Cra*MU»flijjvand the supported commander. In same cases, the action 
fffe ••^ji dibee ti«J oy the_4Snp(up. Commander or USAINTA following a request for 

r. special counterintelligence support from a major commander. Regardless 
;7C^ v V v of a^origin^ of tht^ reg^gst, DSCCP operations - will always be.conducted,,:, 
f'l^^-^wit-JT^Se^fulT consent = and^knowiedge of the supported commander. 

ftA, 

b. \.y^ The selection of installations to be considered lor the 
DSCCP must be discriminatory and based on a genuine need man¬ 

power intensive service in order to avoid over-commitment jifL assets. 

The target installation must be one that is on the ACSI Sensitive 
Installation and Unit List (SIUL). and one. that is a potential- or actual 
target of hostile intelligence services. It is recognized that some 
field offices and resident offices have numerous sensitive installa- 

_ _ tions in their area, .many.^of_which.may,be_categorized- as critical.— • - 

Therefore., it is essential that each^FQ/Rp.maintain a listing of these 
installations in ‘order^bf-priority. In determining the order of .priori 
ty ity, factors'such^as T ^ t ssign^sensi^yit.y,_ i e^ impact, of OTDpgraDiise^on^TI^-; 
it the security of thet^tek^'s£ates',^ etc.' /’nrillall-Kayeto7^7 analyzed 
f" ■ and a-value judgement mustfbe'made''based upoiiactual knowledge of the_ v 
l ; ' local.^cpaditions^Vas tojyhich ~instaijatlpn l»Bi-ar ; greater need* f<^: ; :%>ecial 

': support . ^^e'-Iteteilatipos Reading'theriist ^wip.^get -ifirst caii^ideration 

, ^ , v .„- to -.the Groi^Ji^coBftander 
;%• ^ItwJcocihi^oyal^ 1^ E ^st^i|al^iohiCX!(m-.i,i: 

“Z? xof mi ssici^ >:_ sSi&itivijti^ ^^^fe^>^^nteCTVi|^7’wfegnai^ac!bc>f8 'ISiit*' 
.. may pose a VJ tSreat to f 'thielinsi^lla^^.^Vulner'^bilitiesa-to human -sources-. 
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ecKcaunications intercept, overhead and grou..w £»hoto-jrc; hy, an:3 o her appro¬ 
priate technical/scientific factors will be included $f known, This info.'- 
mat.ion will bs extracted from. the target analyses (Par-.; 7a) or fee--, Die 
SVA if one has been completed. The concept rust addrm-s actio.:'-, Vo be 
taken to detect and counter these threats- 

d. (U) Occasional expenditures of ICF in support of this preyr.-r- is 
authorized and v/ill be processed in compliwith the provisions ot 
361-141 and USAUJTA Regulation 381-1. Recurring expenditures will be 
poin.ee: by a formal reguest for authority if ;.-uch e:: ; 'i Lures are antici¬ 
pated. 

e. (U) The conduct of investigations of and 5 : tor age of lion 

concerning persons and organisations 1 : 0 1 a fill i t,_d wit:! rh- Dtpa *t* *nt 
of uefep.se arc prohibited unless enu-k^riz-.-c under the provisions vf A A 




GUIDDLIaES: 


Vie actions listed below are considered to Lv minimum essential I'o 
.i rrp.lt.:: lenLatior.- of this proqrai’. n.ia are not to be consider ,\I a s _11 
oar'sing. They should be modi fied as appropriate to in-.r-t situation 
mods peculiar to the supported* is:stdilution. Ctnavoo sense a;i 
will likely dictate additional or supplementary means to be employ 
ordne to successfully attain the objective. 


a. (U) Conduct a target analysis of the unit/install:;t-. 
tii'y, in order of priority, the ros: critical and vul nerablo ai 
multi-discipline threats to which th-y arc exposed. Refer on.-;? v;il 
L'-.r.d? to the following: USA IUTA Security Support bulleti ns, "ahk'E.l. 
V.ulc, completed SVA/SAVD Reports, Cl Survey and Inspection Reports 
Crii:.3 Statistics and Incident Reports, and Conir.unicav.ioi.r Security 
v hen available and applicable, liie original copy of the analysis 
maintained at the FO/RO level. Appropriate data will b;- extracted 
included in the initial Quarterly Progress Report. The analysis 
bo reviewed and updated periodically in subsequent Quarterly I’rogi.s 
Reports. 



b- (U) Assign a mature, experienced MI Special Agent as a 
Support Special Agent (DS£A) to provide all-source direct support, 
supported commander or his designated representative.. Tin. Dibit 1,1 
cerr.e intimately knowledgeable of the supported comma ad' s mission, 
tiojss, security status and vulnerabilities. As the piogi.rn will 
overt in nature, the DSSA will be known as the primary U.D.MRTA 
contact to all within the supported uni ts/.i.nstalJ.aLions. The PSS 
require a TOR SECRET clearance and an SI/SAG special access. 


REGRADED UNCUSS,f, ed 



ti', 

l:." 


] J 





22 April 1976 


902d Ml Group Pamphlet 
No. 381-3 




The task of the DSSA is to develop a sufficient number 
of sources of information to provide the best possible coverage to'the 
unit/installation and personnel of the element to detect security vul- 
-nerabilities, and make sound'recommendations for their reduction and/or 
elimination. The DSSA should work closely with the security manager to 
i/coordinate appropriate matters and to avoid duplication of effort. How¬ 
ever, care .^should be taken hot to delicate or usurp functions and re- 
zmr -sponsibilitijas rightfully assigned to the security manager-~ 

i-{fj 5-fiuman sourcesVof information will include Conventional Sources 

Contacts as described in 

■... -^nfidential Human Sources will not be utilized. 

■ s> - the provisions of the Privacy-Act of 

The association between the DSSA and 
LiaisoiTContacts will not normally be classifiea. 


■^'-^(^nvemtional -Soiucdes or X. 


.-(2) Maximum use will also be made of Documentary and Technical/ 
Materiel Sources to include, but not be limited to, SATRAN Messages, 
Department of the Army intelligence publications and/or bulletins; 
USAINTA Security Support Bulletins and "THREAT” Manuals; SAVE/SVA re¬ 
ports; Military Police Reports, and Serious Incident Reports. Special 
attention should be paid to message traffic concerning alerts, advisor¬ 
ies or warnings concerning events or situations affecting the supported 


A contact card file will be maintained at the supporting 
office to identify conventional sources and liaison contacts. This file 
will be integrated into the existing contact card file already established 
for use in the routine mission of the FO/RD. It must be readily available 
for DSSA personnel at all times. Individual cards will be annotated 
when the contact is in support of a specific DSCCP operation. LACs will 
be conducted on casual sources with the results reflected in the contact 
card file. 


e. (*£<**. Consideration should be given to conducting a system¬ 
atic review of the dossiers of personnel occupying key and sensitive 
positions to insure that all such personnel have been properly cleared 
and to determine if unresolved security matters exist. This issue will 
be discussed with the supported commander if such a review is deemed 
necessary, the DSSA should recommend that the commander undertake the 
action. -If-the commander requests that the review be.conducted by the 
DSSA, then the matter will be referred to group headquarters where re¬ 
solution; will be made in conjunction with the appropriate USAINTA staff 
elements. The DSSA may assist the supported command in the review of 
dossiers but may not take any investigative action to resolve issues.' 

..He will advise the 'supported command to submit requests to USAINTA when¬ 
ever investigative action is indicated. 





reported to the- supported commander or his designated representatives 
a timely end complete manner. The information may be reported pier liy 
by Agent Report format, or by Summary of Information (SOI) fomat, 
appropriate. While most items of information fill be passed on an 
oral basis only, there may be certain instances when the commander v.i 
desire written repor.s from the DSSA to be later attached as backup 
information to his Request, for Investigation, In those instances, hy 
containing the adverse allegation may be passed when the full cons.-nt 
the sources of the information has been obtained. However, when a 
source of information desires confidentiality, to protect the source, 
the DSSA can then pass in the information only on an oral basis cr by 
SOI format. Regardless of the manner in which, the information war-, 
passed to the supported command, a report of the information provided 
the supported command will be suimt-arized in the Quarterly Progress 
Report to this headquarters with an indication of the actions trk-r. n 
the supported command (sue Para 73» below) . 


b- 


(2) (U) Other: Information of counterintelligence interest tn 

the intelligence- cor-mnnity or other agencies will be reported in a_->r- 
drt<v:e with established procedures utilising normal reporting vehicli'S 
such as oral reports, Agent Reports., Spot Reports or Summaries of 
Information as appropriate. Information reports will be classified 
according to their content. Such reports will indicate when and to '.uy-' 
tip information was passed and what action the command has taken or 
plans to take. Subject blocks, special warning notices and Privacy Act 
caveats, etc., will be those utilized in established inve-stigetire¬ 
act ivity procedures. (AR 381-20 and USA I 1--TA Reg 331-10U) . 


(3) (U) When fragmentary information of counterintelligence in¬ 

terest is initially surfaced, the DSSA will attempt to determine -..'“.ether 
or not the information is credible prior to reporting it to the supports; 
Commander. Preliminary checks may be made only to the extent authorised 
in para 3-6, U5AINTA Reg 380-100. Should this prove to be insufficient 
to establish the credibility of the information, the DSSA will then 
refer the natter to group headquarters for coordination with L'SAIKTA. 
Credible information concerning a member of the supported command should 
be used to support a formal Request for Investigation to USAIKTA. 


(4) \ ffps The supported commander or his designated representative- 
will be orally briefed on all iteraj of threat information concerning his 
command, or be provided written reports a;; appropriate. Examples of Uh ■ 
types of threat information include satellite overflights, Soviet !>b:>v 
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country coinercial overflights, communications intercept capabilities/ 
vulnerabilities from air, ground or water, personnel security vulner¬ 
abilities and others as listed below. Depending upon the sour:.-.' of the 
information and its previous distribution within the intelligence cV..:.- 
ir,unity, the information nay be passed laterally or to higher echelon.-. in 
accordance with established reporting requirements. All information 
gleaned from the operation will be briefly summarised in the Quarterly 
Progress Report. 

g. (U) A list of EEI villi be developed by the DSGA in ord-r to 
focus specialized coverage on the specific requirements of the Ioc=l 
situation and the supported commander. Examples of idl are attached at 
APPENDIX B. It should be noted that the EEI contain items of specific 
interest to the supported commander and other items that pert.-rli to lead 

-material for use by tlie US Army intelligence community. A copy of the 
developed EEI list wilJ be attached to the initial Quarterly Progress 
Report. 

h. (U) A Quarterly Status Report in the format contained at 
APPENDIX C will be submit ted to Group Headquarters no later thv: 10 
working days following each calendar quarter. The first repor'; v.;il be 
due after the completion of the first full quarter of operation after 
initiation. The report should reflect tlie I'rsvelopmenhs and pro.;resa o' 
the operation, problems encountered, information obtained during the 
reporting period, future fictions contemplated and lesions 1 o-:; i*-*d or 
recommendations as appropriate. 

8. (U) Reducing Vulnerabilities: Once a security weakness c; huzard 
has been identified, the DSSA then Jins tlie responsibility to make sound 
recommendations for corrective actions to be taken by the supported 
commander to reduce or eliminate then. In malting these recommendations, 
the DSS.A must use good judgement based upon his background and experi¬ 
ence, cost verses absolute security, knowledge of similar instances, 
common sense, and an intimate knowledge of those technical and/oif 
specialized security services and/or investigations available to the 
supported commander from other U3AIRTA elements. Each correct:.re action 
must be viable, made on its own merit, be practical and be within the 
capability of the supported cornu and. U3AINTA Security Support Bulletins 
contain excellent examples of "quick-fix" solutions. In those iv.ru 
instances when corrective actions cannot be accomplished due to cost 
restrictions or limited resources available to the command, the com:.':!ri¬ 
der must be made aware of, and accept the possible security rirk(s) 
involved. 

vw) 

9. tO It is visualized that situations, incidents or conditions may 
be uncovered which could have serious deleterious effect on the security 
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APMIKDIX 8 TO t>02 D_Kj_C ^'’P PAM PH LET 

REFERUi-Cb'S 

1. Army Peculations: 

a. AU 18-7, Army Intonation and Data Syr.teiss, Data Vrot' a:--:.;.: 
Installation Kanagfci&c-nt, Procedures, and Standards. 

b. AI< 130-13, the Army Physical Seen city prog r 

c. AR 340-21, Office Management, The Army Privacy Prograta 

a. AR 380-5, Security, Department of the Army Sup;' lerent to iK>.) 
5200.l-R (DODISPR). 

e. l/f AR 330 -10, Dapnrtruant of the Army Policy for Disc ).-■■ ove of 
Military Information to Foreign Governments (U) - 

f. AR 380-13, Security, Ac-yuisition and Storac- of 3r.f-rr-;V • on 
concerning Ron-Af filiated Pot .sons and Organ! nations. 

g. AR 380-150, Access to and Dissemination of R',;t-.ict- d Dai a. 

h. (S) AR 301-3, Signals Intelligence (STCIST) (0). 

i. AR 3B1-11, Military Intelligence, Threat Analysis. 

j. AR 381-12, Subversion ai.c; Espionage- Directed Against OS A; my 
e.nd Deliberate Security Violations (Short Title: SAMOA) . 

A. AR 381-12-1, Processing of SAMOA Incidents (! : ) . 

l. (of AR 381-14, Counterintelligence - Technic?.! Serve! 1 lance 
Counterr.aels u r o s (U) . 

m. (pf AR 381-15, Military Intelligence, Domestic Exploi t-.tio.u 
Program CD) 

n. AR 331-20, Military Intelligence, US Army Counterintelligence 
(Cl) Activities. 

o. AP. 381-141, Military Intelligence, Provisions for Acri. ; - 
istration, Supervision, Control and use of Intelligence Contingent"/ Pi.ri'ls 
(ICF) (U) 

5b3 


/ai 










USAIKTA Security Support Prograts 
USAIKTA Security Support Program 


Mesial 


g. USAIKTA Security Support Program. Computer So 

h. USAIKTA Daily Operational P.eports (as apnlir. 


i. USAIKTA Supplement .to AP. 380-5, 

6. 902d HI Group Publications: 

a. (/?) 902d MI Group Pamphlet 380-2, Security, 

Reports (U). 

b. 902d Ml Group Daily Operational Reports (as 
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ELEMENTS OF INFOXMAT3 


(KEI) 


tall a 


In devising L'E'I applicable to the suppo 
.lation, each one of the multi-discipline threats must be 
conjunction with the mission and situation of the particu 
The actual or potential vulnerabilities thereby con: 
effecting the supported installation. Since each 1: 
own sx>ecific situation, it is imperative that the V. 
with a representative of the supported installation in order 
at an EEI listing tailored to the specific needs of the corma: 
references listed at APPENDIX A provide background informatio: 
guidance in devising LEI. Many of the areas covered by these 
which heretofore have boon of little concern to the Special 
now essential elements of knowledge to the OSSA if he is to s 
accomplish his mission under the DSCCP concept. This is part 
necessary in the areas of SIG1KT, PUOTIHT, OPSFC and Co.:.. uL 
Listed below are sample ELI for encli category. Th'.-.c EK'J era 
are only a partial listing provided as an aid in developing a 
peculiar to the supported command. Some cf the lie: 5 may no! 
to every DSFA but are included as nuclei for possible develop' 
or related ideas. The final ELI list prepared by the DSSA p- 
the source or sources that can provide the required info-:; - v.i • 


ELI 
a its 
close]- 


•r-fully 

rly 

rity. 


the source or sources that can ; 

fUl 

2. \J& liuMINT: The following 


y/fff HUMINT| The following element s are those normally afcv.vibu 
collection or exploitation by human intolligrsnc:.: sources. Tl - .inf 
will usually be obtained by various HUF.INT sources, personal obr.er 
by the DSSA and liaison contacts: 


a. HOIS subscriptions or regular aeguisition of local and post 
newspapers and periodicals. Sources: LEG contacts and USAIKTA. 

b. Deliberate compromise of classified information or unauthor¬ 
ized release of military information to rsprc-sontnfives of foreign 
governments (ARs 330-5, 330-10, 383-12 and 383-12-1) 

c. Public information releases and local newspaper articles 
revealing unclassified but useful (to HOIS) information regarding 
the command. 


d. Theft, suspected theft, or unauthorized reproduction of 
classified documents and or material. 


e. Reported or suspected blackmail or coercion of individuals 
employed within the supported command. 
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| t. Actual or attempted .physical breaches of restricted area 

t perimeter security, external or internal. 


g. Early detection of persons whose activities and/or character 

• weaknesses-may render them vulnerable to hostile intelligence exploit¬ 
ation. Suitability factors may include: 

(1) Excessive indebtedness'or recurring financial difficulties. 

- (2)^ Unexplained[.affluence. 

M3) .^OJnduct rendering the individual vulnerable to pressure, such 
v-v-^-as homosexual, criminal or immoral acts. 

(4) ’Excessive use of alcoholic beverages or improper use of drugs 
or -narcotics. 

(5) Mental or emotional instability or history thereof. 

(6) Those who attempt to commit suicide. 

(7) Drastic changes in behavior to indicate possible unexplained 
pressures being brought to bear. 

h. Personnel who regularly and voluntarily work during non-duty 
hours when unobserved access to classified data is possible. 


i. Sudden unexplained or inadequately explained absences from 

work. 

j. Membership in, or association with members of organizations 
constituting a local threat against the US Army as defined in AR 380-13. 

k. Unsolicited correspondence from individuals, organizations or 
addressees known to be a threat to the US Army. 

l. Allegations or denunciations of espionage or sabotage on the 
sensitive installation personnel. 

PHOTINT: This pertains to intelligence obtained by means of 
photography, mainly through HOIS satellites or HOIS commercial aircraft. 
Also include! must be threats posed by hand-held cameras operated from 
low-flying private aircraft and ground-level photography conducted from 
areas outside the perimeter of the installation. Photography from sea¬ 
borne platforms should be considered at installations located near 
international waters. Sources of information for this type of data are 
documentary sources such as SATRAN messages, schedules of tests, opera¬ 
tions and troop movements, as well as results of liaison contacts and 
personal observations. Some sample EEI are as follows: 

REGARDED UNCLASSIFIED 
ON SEP 5 1997_ 

BY CDR USAINSCOM FOI/PO 
Auth Para 1-603 DoD 5200.tR 



"C OI 



1m 

- ml 

C| 

,-cf 



J 

:.yj 




a. following activities during periods- of schedu.lec: overflights by 
HOIS satellites and commercial aircraft: 

(1) Largo and significant training exorcises. 

(2) Testing of equipment and/or techniques in th_- open. 

(3) Uncanouflaged new or sensitive equipment. 

(4) other significant movements and activities. 

(5) Con centre tion of transportation equipment, i.<-. r irons: -rts, 

etc. 

b. Build up of major item stockpiles in the open. 

c. Gradual build up of facilities at a test site. 

d. Kepented violation of air restricted zones by qjS!>r.ercinl/:.'. iv-at* 
planes. 

c. Appearance of private aircraft during classified, or signer J ecu: 1 ' 
tosts/demonstrations. 

f. Placing, operating or testing of new, significant or classified; 
equipment in areas exposed to the public. 

g. Sudden appearance of camera-carrying "tourists" in the vicinity, 
coinciding with the scheduling of new, unusual and/or classified activity. 

h. Unobstructed windows and apertures in areas where c.l f led 
matters are handled, permitting observation and photography from uncontrolled 


i. Foreign vessels, particularly from Last Bloc Conntrios, appear¬ 
ing off-coast of installations near international waters. 


4. ^535? SIGINT: Signal intelligence is derived from the intercept e;.d 
ana ^T s; *- 5 °f consuuni cat ions, COMINT, and from communications electromagnetic 
radiations, ELIKT. HOIS SIGINT collection against US facilities is 
accomplished from air-borne, sea-borne;, and land-based platforms. HOIS 
capabilities in this field are described in the USMNTA Threat .Manual and 
additional information as to specific threat to the supported .installation 
may be found in reports of SVAs and SAVEs and/or requested from UP.MHTA. 

The field of SIGINT is a very complex and specialized one. fj&iqua;e 
protection of a command/installation from HOIS SIGINT collection require.. 
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tr»ci application of Signal Security (SIGSSC) which jnulu-.lt-:-'. Co::. .-:n<: 
Security (COP.SHC) , and Electronic: Security (ELSEC). COPEiC -.ensure 
&;•■■■ >1 •>'cd to tele- cotrciuu ications systems and hat four cerspo runts; cry;, 
security, physical security, transmission security ana (--rucio:, a: 
LLSEC pertains to protective measures applied to e3ectio.tjon.jt.if x. 
of r.on-corr-.unications equipment and systems to prevent tno jnkercc; 
a-i?Ivs.is or exploitation of those radiations by forcin'.- Intel U'J-.'-n. 
DSEL must. become sufficiently familiar with the ab'-vr subject:; in c 
recognise vulnerabilities, and know when to recommend a request fo: 
assistance. References lh, 1, p, q, r, s, and 5d and e* in ARFENDi: 
provide additional information. Furthermore, the DSSA murt work ci 
with the staff element having responsiblity for SIGSEC of the supp: 
installation. The ESI selected will be the type that can be fulfi. 
by human sources, preferably located in communicatjon/el-.-crronics 
areas. Some EE I common to SIGINT are located in para lc, .-.r.-pondj x 
EH 530-1. Other sample ESI follow: 

a. Conducting tests on new or sensitive radars and other non 
c-cr-vnunication embitters within range of land based, air-bin::- or s-- 
HOIS ELJMT platforms. 

b. Installing and operating electrically operated, jn^ormati- 
processing equipment which handles classified information without 
application of compromising emanations control measures. 


c. Fear telephone security to include: 

(1) Discussion of classified matters over 
telephone systems. 


Autnvon 


(2) Dissuasions of upcoming events which can provide tipoffs 
classified activities. 


of double talk in reference to classified 


4) Readir.g/ouotir.g verb 


rtions of classified 


OTHER EE I: The following items are of interest to the- l T F 
intelligence community and will be forwarded to this headquarters 
Agent Report format for appropriate action. A statement in '.gents 
will indicate if and how the information has been reported throngj, 
appropriate channels. As the information will be passed to IJS'.IN".' 
possible exploitation bt the Special Operations Detachment or the 
of Operations as appropriate, the Agent Reports will be classified 
CONFIDENTIAL-NO FOREIGN DI5SEM. Normally this information is not 
to the local commander other than to insure that other proper repo: 


regraded unclassified 
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procedure", are being followed by the command. 

a. Identification and extent of foreign contacts of military and 
DOD civilian personnel, with emphasis on Soviet bloc countries, 

b. Intended foreign travel of military or DDD civilian person:;--1 
to Soviet bloc countries or attendance at corral or official functions 
at which Soviet bloc countries are present. 

c. Foreign business or professional connections arid the ertent 
thereof of military and DOD civilian personnel and their families, with 
emphasis on Soviet bloc countries. 

d. Solicitation by foreign national or organic-:, ti one of persona 1 
or official information through official or unofficial channels. 

e. Invitations by non-US Government organizations or inch-viduals 
to members of the supported command to Participate in conferences or 
symposia or to submit papers for publications in profession: 1 jcvrna 1 r 
on activities related to their government employment. 
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DSCCP OUARTERLY PROGRESS REPORT 

1. (U) IUEfFTIFV: {Mars* of 902d 1:1 Group Field lllcitt-i'ht pruvidn y support. 

2. (u) SUI’POKIED COM'AK-'J: (The activity lies) receiving the support 
major command(s) involved.) 

3. ( ) TARGET APAIYSI.S: (In the initial report suircarrito the results 
o' target analyses conducted for all activities, installations, or 
separate elements designated and included in the program, by or<3jr of 
priority of support. Subordinate elements large enough to be designated 
sub-targets will be listed in subparagraphs. In subsequent reports, 
indicate only changes as they occur.) 

4. { ) OUaP.TT.PXY PKIKFIFC- OF SUPPORTED COMFAKD 

a. circuitstances: In brief narrative fort, cit.- CiiLols) , icem-i ..i e 
of all persons present, and subjects discussed and results of t..;.- biici.iiK 

b. Recapitulat io n of O perat ional Prog ress Dui-.iVi._t ho Fo riod: Ir. 
many subparagraphs as may be required, cite significant, da-.-c.lo: men;..- 

. pertain to duvelqttenl of the program, inproveticnts .in target cover. 

:1 any operational readjustment:, made during the period. In citing 
' cific it ef.n; of intcrc.r.t, identity earn by making reft • • u) Ji, 
•propriate reports mad-.- during the* repo: tins period vaier. coivtc.-uve.: 

c. Sig nificant C ounterin tellig en ce I n formation D eveloped ; In as 
.ny subparagraphs as may Ik.- required, cite iu-.u.-i i tier# of personalities, 
c intents, or groups discussed with reference to the report previously 
ibmitfed. 

( ) IKi-pRRtTlp:: SU EMl 'iThPi. 

a. To the local otc.-man-dor and actions ip.iplemeurc-.* o?. t-.d.--n a 


result: 

Sicb |ect Ty pe Information Developed 

b. To the intelligence community; 

Subject Typ e I nformation Pavelo ped 

6. ( ) CO: i'-’EKTS • REMARKS AND P.KCOi-Eib-iDAT TORS: 


Acti on Taleii Dat e o f A 


In 


this paragraph, indicate any general remarks or indications of special 
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Also indicated the- extent with which the cont;under or hi 
hi.-: cooperated with the Fo/P.O *:.d/or this group- mi 3 a:.y 
which could serve to improve the D5CCP support to too c; 
problem areas have been encountered, findings end rc-comr 
v.-i i.i. be provided. Lessons learned should be includes ti 
planning ar.d iirpO.er.untatjon of other operations. A etch 
entered as to whether any in.'o.-T..otio:i concerning non-nf: 
c ivilians or organizations was reported (A!< 3B0-13) . 3 
reference specific report or attach copy. Utilise uubp; 
ert.dain or amplify information or data reported. 

: Classify each paragraph according to its content 
distribution of this repor t, care must be tc:kon to inso: 
contents of the report do rot reveal S3/S/.0 sr-eu* •'Of', 
cf this would bo to include the Statement "three items 
information, reference meuu.'.<ics___» snd__ 

..eased to the supported co'cTi-nri. Appropriate actio, 
without revealing the Cl/SAO information contained wit.': 
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MIIA-SO-SA JljliZO W6 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 


HQDA (DAMI-DOH/Miss Brannan) 

wash dc 20310 


1. (U) References: 


a. Letter, MIIA-SO-SA, USAINTA, subject: 
Counterintelligence Program {ICIP) Operations 


Report of Internal 
(U), 11 May 76. 


b. Letter, DAMI-DOH, subject as above, 8 Jun 76 . 




Recommendations concerning the current four active ICIP 


operations are submitted in compliance with paragraph 3, reference lb. 


3. W' The 902d MI Group requested that its sole remaining ICIP at 
Aberdeen Proving Ground, GONDOLA STAR (U) be terminated effective 
30 June 1976. Confidential sources utilized in the ICIP have been 
terminated. Supported commanders at Edgewood Arsenal and Aberdeen 
Proving Ground were briefed on the termination of the ICIP and the 
concept of direct, overt, all-source counterintelligence support 
■which the 902a will provide under the Direct Support Comprehensive 
Counterintelligence Program (DSCCP). 


(u) Recommend that GONDOLA STAR be terminated effective 30 
Jun^ 1976. 

5. The 5P5th MI Group reviewed each of its three active ICIPS, 

CANVAS TAX (Sierra Army Depot), LENS HOLDER (White Sands Missile 
Range), and LENTIL MONKEY (Defense Language Institute) for considera¬ 
tion of possible replacement with a program similar to the DSCCP of 
the 902d MI Group. As a result of this review the CDR, 525th MI Group 
believes that a program similar to the DSCCP can be established which 
would provide requisite support to Sierra Army Depot, CA and White 
Sands Missile Range, NM, which will permit termination of ICIPS at 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 20755 


SUBJECT: Internal Counterintelligence Program (ICIP) (U) 


Juiv z d 1976 


HQPA (DAMI-DOH/Miss Brannan) 
WASH DC 20310 


1. (U) References: 

a. Letter 3 HTIA-SO-SA, USAINIA, subject: Report of Internal 
Counterintelligence Program (ICIP) Operations (U), 11 Kay 76 . 


2 . 


Letter, DAKE-DOH, subject as above, 8 Jun 76 . 


2- Recommendations concerning the current fYur active ICIP 

operations are submitted in compliance with paragraph 3, reference lb. 
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3 , ’^@9 The 902d HI Group requested that its sole remaining ICIP a- 
Aberdeen Proving Ground, GOKDOLA STAR (u) be terminated effective 
30 June 1976. Confidential sources utilized in the ICIP have been 
terminated. Supported commanders at Edgewood Arsenal and Aberdeen 
Proving Ground were briefed on the termination of the ICI? and the 
concept of direct, overt, all-source counterintelligence support 
which the 902d will provide under the Direct Support Comprehensive 
Counterintelligence Program (DSCCP). 

4. (U) Recommend that GOKDOLA STAR be terminated effective 30 
JunJ* 1976. 


5The 525th MI Group reviewed each of its three active JCIPS, 
CANVAS TAX (Sierra Army Depot), LENS HOLDER (White Sands Missile 
Range), and LENTIL MONKEY (Defense Language Institute) for considera¬ 
tion of possible replacement with a program similar to the DSCCP of 
the 902d MI Group. As a result of this review the CDR, 525th MI Group 
believes that a program similar to the DSCCP can be established which 
would provide requisite support to Sierra Army Depot, CA and White 
Sands Missile Range, NM, which will peradt termination of ICIPS at 
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miia.-sosa 

SUBJECT: 


Internal Counterintelligence Prograjn (ICIP) 


( 0 ) 


those locations. Because of the transitory nature of the military 
community and the makeup of the civilian community at DLI, the present 
techniques used in ICIP LENTIL MONKEY are believed best suited to 
provide the necessary support to the commander. LENTIL MONKEY has 
been very productive under existing operational concepts and should 
continue to provide significant developments in the future. 

6. Vu^f The 525th MI Group recommends that, h&sed on the above , 

CANTOS TAX and LENS HOLDER be terminated on 31 Aug 76 at which time 
a substitute support program will become effective. The 525th M 
Group further recommends that, based on the above and the yearly 
analysis submitted with reference la, LENTIL MONKEY be revalidated 
and permitted to remain in effect. 

7, (u) USAINTA concurs in the recommendations of the 525th MI Group. 







A^ .r.r^rrrT^ 


Br snnan/DAM I-DOH/ 


K 


TO [JV*w», 

MB AarcnL-«*iH-ZA 




BeepanBe to DAMI-2A question, 
■Why so Much IDT for Cantor 
Ride?" 


The Oowoaoder, 9®d MI Group made the decision 
that the Project Control Officer (the individual who 
handles the sources) for Canter Ride be located at 
93 9CCd MI Group at Fort Meade, Maryland, and not 
at Redstone Arsenal. 

2. Ihe Operations Plan for Canter Ride specifically 
specified funding for the Project Control Officer 

to be located at Fort Meade, Maryland. The OPLAM 
was appr o ved at this level* 

3. The Goeetfinder's decision undoubtedly baeed on 
sensitivity of certain activities of earoloyees at 
MIOOM. 


CDL teOSS 
Chief, DAMI-DOH 
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terlv ICIP Report. 
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1. (U) Background ; On 8 Feb 72, the Under Secretary of the Army requested that the 
VCSA provide a quarterly report on all ICIP operations. On 1 Apr 76, the Under 
Secretary of the Army requested, "On next quarter's review, please provide an analysis 
(of each ICIP for the past year) to include statistics." (TAB B) . 


4 m 

2. ym- Discussion : 


-- During the 3d Quarter two ICIP's were terminated, CANTER RIDE at Redstone 
Arsenal and CANARY EFFORT at Fort Ritchie. USAINTA will continue to provide overt 
Cl support to these installations. 

— At close of 3d Quarter, seven ICIP's were active. Summaries of each ICIP, 
plus the two which were terminated, attached as Inrlosnrp 1. TA R A. 

-- In compliance with the Under Secretary's request, an analysis of each ICIP for 
the past year is attached as Inclosure 2. TAB A . Attached as Tnclosnrr 3. TAR A. are 
the statistics for the ICIP's referred to in Inclosure 2 . 

— USAINTA recommended in May 76 that three more ICIP's be terminated; CANINE 

PLATE (U) at Seneca Army Depot, CENSUS TIME (U) at Pentagon Telecommunications Center, 
and CENTAVO KID (U) at Harrv Diamond Laboratories. Formal ACSI tennlnation is ibeing 
handled by separate action f\*is**i*ii*i 4 -Orvr bt Tc 

--Information Memorandum at J^U^A transmits summaries of ICIP operations through 
the VCSA to the Under Secretary of the Army for third quarter FY 76. 

3. (U) Recommendation : That the Information Memorandum at TAB A b e approved and 

signed by the ACSI. ^ * 

uyUj Sr* -frJ CjtwIiA' Wjk/ - 




























-“DEPARTMENT OF THE ARMY 

OFFICE OF THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE 
WASHINGTON. O.C. 20310 



MEMORANDUM THRU; VICE CHIEF OF STAFF, US ARMY 
FOR: UNDER SECRETARY OF THE ARMY 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) — 
INFORMATION MEMORANDUM 


1.During the 3d Quarter, January-February-March 1976, t:wo of 
the ton-going ICIP operations, CANTER RIDE at Redstone Arsenal,, Alabama, 
and CANARY EFFORT at Fort Ritchie, Maryland, were terminated effective 
31 March 1976. Although these operations were terminated, the United 
States Intelligence Agency will continue to provide overt counter¬ 
intelligence support to the sensitive ele'ments at Redstone Arsenal and 
Fort Ritchie. 




2, The total number of active ICIP operations at the close of the 
3d Quarter was seven. Summaries for each of these operations, plus the 
two which were terminated, are attached as Inclosure 1. 


m. 


3. Wf. The Under Secretary of the Army commented on our 1 April 1976, 

2d Quarter ICIP Information Memorandum that an analysis of each ICIP 
operation for the past year, to include statistics, be provided with 
this quarterly review. In compliance with this requirement, an analysis 
of each ICIP operation has been made for the past year and is attached 
as Inclosure 2. Also, attached as Inclosure 3, are the statistics for 
the ICIP operations referred to in Inclosure 2. These statistics provide 
a recapitulation of pertinent production, costs and manhours for these 
operations. 

# After reviewing the 2d Quarter ICIP Report, I have directed that 
three more operations be terminated: CANINE PLATE (U) at Seneca Army 
Depot, Romulus, New York; CENSUS TIME (U) at Pentagon Telecommunications 
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DAMI-DOH 

SUBJECT: 



Internal Counterintelligence Program (ICIP) (U) — 
INFORMATION MEMORANDUM 


Center; and CENTAVO KID (U) at the Harry Diamond Laboratories, Adelphi, 
Maryland. Overt counterintelligence support will continue to be provided 
these installations by elements of the appropriate Military Intelligence 
units. Before the end of June 76, the four remaining cases will be reviewed 
again for retention. 


5. Our goal is to assist the Army commander in improving the 

operations security (OPSEC) posture of his installation through the use 
of the complete spectrum of counterintelligence services. I am expanding 
the use of overt counterintelligence services and want to use the ICIP 
very selectively to ferret out espionage activities of hostile intelli¬ 
gence services. 


HAROLD R. A^r3N 
Major Gentra). 33 
ACofs for lni=.ce 



3 Incl 
as (C) 



Miss Brannan/53501 
Typed by: G, Rivera 
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CANARY EFFORT: (OACSI Revalidation - 4 Feb 75) 

a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three 

c. Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: 

(1) On 15 January 1976, the Project Liaison Officer (PLO)-,, as a result 
of a liaison visit with the Baltimore Division of the Federal Bureau of 
Investigation obtained data on the presence of Sino-Soviet Bloc personnel 
travelling within the environs of the target areas and information on 
those Sino-Soviet Bloc personnel residing temporarily in the environs of 
the target area. 

(2) On 28 January 1976 a member of the 572d Military Police Co, 

Ft Ritchie, was approached by an unidentified individual at Hagerstown 
Junior College, Hagerstown, MD, who claimed to be employed at Site R. 

The individual described Site R in general terms, but made no attempt 
to elicit information from the soldier. Investigative efforts failed 
to identify the individual. All available information was provided the 
Hagerstown Resident Office of the FBI. A USAINTA investigation of the 
incident is continuing. 

(3) On 28 January 1976, an unidentified individual approached a 
soldier assigned to the US Army Communications Command East Coast Tele¬ 
communications Center (USACCECTC) and requested a tour of that facility. 

The individual appeared interested in the antenna configuration of 
Satellite Communications/Direct Communication Links (SATCOM/DSL). The 
request for the tour was denied. All available information was provided 
the Hagerstown Resident Office of the FBI. USAINTA investigation of the 
incident is continuing. 

(4) During the reporting period information was developed on a 
Non-Appropriated Fund (NAF) employee who is a bartender employed at the 
Ft Ritchie NCO Club, The bartender allegedly told the patrons that she 
was in the employ of both "Military Intelligence" and the’CIA." An 
investigation is being conducted by USAINTA. 


(5) On 18 March 1976, a US Army NCO assigned sensitive duties in 
the Alternate National Military Command Center (ANMCC) volunteered 
information concerning his entering into correspondence with an agency 
of the East German Government. The NCO, who has been researching his 
family history for the last six years, was attempting to obtain a record 
of the military service of his great-great grandfather in the period 
circa 1810. In the course of an inquiry to the Federal Republic of 
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Germany (FRG) Ambassador in Washington and the FRG Government, he was 
advised to contact the German Historical Central Archives in East 
Germany. The NCO volunteered the information to make it a matter of 
official record. He was given a SAEDA briefing under the provisions of 
AR 381-12 with special emphasis on reporting procedures. The NCO will 
inform Army Intelligence should he be contacted by any East Germany Agency 
and will provide copies of any correspondence he receives. At present the 
exploitation opportunities are unknown, pending any East German Intelli¬ 
gence Service overture. The Chief, ANMCC was briefed on the incident. 

e. Operational Status: 

(1) Ih February 1976, the 902d MI Group selected Operation CANARY 
EFFORT for termination. Supported commanders were briefed on the termination 
in conjunction with the scheduled quarterly briefings. All confidential 
sources used in this ICIP have been terminated. The effective termination 
date for CANARY EFFORT is 31 March 1976. 

(2) During the quarter, the PLO presented 21 SAEDA/Threat:/Security 
Awareness briefings to personnel assignedto supported activities at 
Fort Detrick and Fort Ritchie. 

(3) The PLO presented the Quarterly Progress Briefing to LTC Dale 
S. Cockle, CDR, USACC ECTC, on 30 March 1976. 

(4) The PLO, on 1 April 1976, presented the Quarterly Progress 
Briefing to COL John S, Eberle, CDR, US Army Communications Command 
(USACC) Site R. 

(5) On 5 April 1976, the PLO gave the Quarterly Progress Briefing 

to the supported command, HQ, 7th Signal Command and Fort Ritchie, with the 
following officials present: COL Harold G. deMoya, CDR, Ft Ritchie; COL 
John J. Plosay, Jr., Deputy CDR, Ft Ritchie and Mr. Joseph J. Carroll, 

Acting Assistant Chief of Staff, Intelligence and Security, 7th Signal 
Cosgmand and Ft Ritchie. 
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► CANINE PLATE (OACSI Revalidation - A Feb 75) 
Location: Seneca Army Depot (SAD), Romulus, NY 

Confidential Source Utilization: None 
Information Obtained or Reported on Non-Affiliated 


Civilians: 


None 


d. Useful Information Obtained: None 

e. Operational Status: 

Five conventional sources are contacted on a recurring basis by the 
Project Liaison Officer (PLO) in this operation; one of these plans 
retirement in July 1976. One newly contacted official source is m a 
position to assist in spotting potential new sources. No threat infor¬ 
mation was surfaced during this quarter. On 5 March 1976 the PLO pro¬ 
vided the Quarterly Briefing to LTC Earl Hain, Acting Depot.Commander. 
LTC Hain was designated by COL Alden Cox, CDR, SAD, to receive the 
briefing during the absence of COL Cox 
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a. Location: US Army Missile Command (USAMICOM), Redstone 
Arsenal, AL. 


b. Confidential Source Utilization: One 

c. Information Obtained or Repotted on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status; 

On 18 February 1976, COL Hassel Parker, CDR, 90£d MI Group, with 
the Project Liaison Officer (PLO) in attendance, provided a special 
briefing on this operation to MG Turnmeyer, CDR, USAMICOM. COL Lange, 
USAMICOM Chief of Staff, was also present during the briefing. As a 
result of the briefing, it was agreed by the participants that since the 
operation had accomplished its objective it should be terminated and the 
insert source should be extracted to reduce the risk of compromise. The 
CDR, USAMICOM expressed his deep appreciation for tine information provided 
by the operation and concurred with the suggested termination. The source 
used in this operation has been debriefed and reassigned. The effective 
termination date for CANTER RIDE is 31 March 1976. 
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4. yt) CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 

a. Location: Sierra Army Depot (SIAD), Herlong, CA 

b. Confidential Source Utilization: Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status: 

(1) The two confidential sources are providing coverage of the 
Priority I activities of SIAD which are Exclusion Areas I and II. Two 
conventional sources and one casual source cover the Priority II activi¬ 
ties which are the staff and security organizations of the Depot. One 
individual assigned to the Special Weapons Section, Exclusion Area II 

is under assessment as a potential source. 

(2) The Quarterly Progress Report fot the 2d Quarter, FY 76, which 
had been postponed at the request of the CDR, SIAD, was presented by 
the Project Liaison Officer (PLO) on 13 Feb 76 to the following SIAD 
officials: COL Robert Hawlk, CDR, SIAD; LTC Robert Render, Deputy CDR; 
MAJ Robert Folster, Security Officer; CPT Wayne Heringer, Intelligence 
Officer and Mr. Anthony Tornabene, Assistant Intelligence Officer. The 
following personnel from the 525th MI Group also attended the briefing: 
COL Donald Bradbury, CDR; LTC Arthur McQueen, Operations Officer, and 
MAJ Trevor Bissey, CDR, San Francisco Field Office. 

(3) ICIP Sources have been tasked to report any significant counter¬ 
intelligence EEI or indicators of hostile intelligence activity impacting 
on Operation Rocking Force (U), a special weapons project presently in 
progress at SIAD. 

(4) The Quarterly Progress Briefing for the 3d Quarter, IY 76, will 
be presented by the PLO on or about 30 April 1976 to the SIAD officials 
listed in paragraph 4e(2), above. 













5. {C>* CENSUS TIME; (OACSI Revalidation - 4 Feb 75) 

a. Location; Pentagon Telecommunications Center (PTC), US Army 
Coamunications Command (USACC), The Pentagon, Washington, DC 


b. Confidential Source Utilization; -None 


c. Information Obtained or Reported i 
None 


i Non-Affiliated Civilians: 


d. Useful Information Obtained: 

(1) The Limited Investigation reported in the last quarter on the 
PTC NCO who had attempted suicide and allegedly had involved himself in 
financial troubles, drugs, and homosexuality was completed and referred 
to PTC for adjudication. The decision was made not to revoke the NCO's 
security clearance since he left the service on 9 April 1976 and will 
Tint- h «. allowed to re-enlist. 

(2) During the course of an investigation of an enlisted WAC member 

of PTC who had a SECRET security clearance and who was Absent-Without-Leave, 
was discovered that Criminal Investigation Command (CID), Ft Meyer was also 
investigating her for theft and trafficking in drugs. The Project Liaison 
Officer (PLO) and CID agents coordinated their mutual investigations. Drug 
charges are pending the results of laboratory tests of substances purchased 
j from the WAC by CID informants. PTC has suspended the WAC’s access to 
l classified material pending completion of the investigation. ^ 

(3) The PLO arranged with appropriate 902d MI Group elements to 
present formal SAEDA briefings to all PTC personnel, including the PTC 
elements in the Hoffman and Forrestal Buildings. This project is scheduled 
for completion in the next quarter. 

e. Operational Status: 

(1) The Hoffman Telecommunications Center has been brought under 
coverage of this ICIP, as requested by COL Donald E. Clark, PTC Commander, 
in the previous quarter. 

(2) On 24 March 1976, the PLO presented the Quarterly Progress Briefing 
to COL Clark, CDR, PTC. CW2 Leonard Gross, Alternate PLO, was also present 
at the briefing. 
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CENTAVO KID: 


(OACSI Revalidation - 4 Feb 75) 


a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD 

b. Confidential Source Utilization: None 

c. Information Obtained or Reported on Non-Af filiated Civilians: 

None 

d. Useful Information Obtained: 

(1) As a follow-up implementation of "Lessons ILearned" in the 
courtesy penetration test conducted at HDL* s Adelphi Facility in the 
previous quarter, the Project Liaison Officer (PLO) and the HDL Security 
Officer prepared and delivered a series of lectures and classes to the 
HDL Guard Force on the penetration test. The Guard Force is operating 
under new instructions designed to thwart attempted penetrations. A 
new HDL Badge and Pass System, utilizing a magnetic coded badge and a 
computer control device, will be started in raid-1976. 

(2) The PLO delivered lectures on the penetration test conducted 
at HDL to the faculty and students of the^Counterinttelligence Dept, 

US Army Intelligence Corps School, Fort Huachuca, AZ, on 20 and 21 
January 1976. 

(3) The PLO, assisted by other 902d MI Group pwarsonnel conducted 
several technical inspections at HDL. The PLO provided advice and 
assistance at several design meetings concerning new buildings at HDL. 

(4) Other security advice was provided by the PLO to the Woodbridge 
Research Facility (WRF), Woodbridge, VA, and the Gaithersburg Test Site 
(GTS), Gaithersburg, MD. The PLO assisted in devising Operational 
Security techniques at these sites, the only HDL facilities at which 
outdoor testing takes place. 

e. Operational Status: 

On 16 March 1976, the PLO presented the Quarterly Briefing to MAJ 
Kenneth F. Keller, Executive Officer, HDL, and Mr. James F. Yeick, 
Security Officer, HDL. 
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a. 

Arsenal, 


GONDOLA STAR: (OACSI Revalidation - 11 Jul 75) 

Location: Aberdeen Proving Ground (APG), and Edgewood 
, Aberdeen, MD 

Confidential Source Utilization: Eight 

Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: 

A confidential source identified an individual in the Biomedical 
Laboratory, Edgewood Arsenal, as an alien enlistee. Project personnel 
briefed the appropriate security personnel and a background investiga¬ 
tion, to include a polygraph examination, was initiated. The investi¬ 
gation had not been concluded at the close of the quarter. 

e. Operational Status: 

(1) On 23 March 1976, the PLO presented the Quarterly Progress 
Report to COL Alvin D. Ungerleider, CDR, APG, on those activities 
pertaining to the Aberdeen area. Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG, was present also. 

(2) On 25 March 1976, the PLO presented the Quarterly Progress 
Report on Edgewood Arsenal activities to COL Kenneth L. Stahl, CDR, 
Edgewood Arsenal, with CPT Vincent J. Falconio, Chief, Security Office, 
Edgewood Arsenal, also present. 











a. Location: White Sands Missile Range CWSMR), NM 

b. Confidential Source Utilization: Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 


d. Useful Information Obtained: 

(1) A confidential source reported that unknown persons had attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(TRASANA). On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been permitted to enter the 
TRASANA Compound. These incidents were reported immediately to the 
Security Officer, TRASANA. An investigation by TRASANA security 
personnel disclosed that there was no substance to the 11 January report 
and the person in the second incident of 12 January was identified and 
found to be a legitimate entrant into the facility. The incidents did 
serve to illustrate the security awareness of the source and the 
personnel involved. 

(2) A source surfaced information on 4 February 1976 that two 
enlisted soldiers at TRASANA were engaged in drug trafficking, but in 
separate individual operations. Local on-post investigation resulted 
in apprehension of one of the individuals. All available information 
on the second individual was reported to the Sixth Region, US Army 
Criminal Investigation (CID) Command for appropriate action. 

(3) A confidential source reported in March 1976 in three reports 
that such devices as radios, tape recorders, and "pocket" digital calcu¬ 
lators were being brought into a TRASANA Exclusion Area by personnel 
having access to the area. These devices reportedly could affect the 
computers used in the area, some of which have classified data in storage. 
The" Activity Security Officer has been briefed on these alleged practices 
and ICIP project personnel have been tasked to provide follow-up reports 
on action taken by the supported command. The information contained in 
the reports has been provided to the Counterintelligence Services and 
SAVE Team elements, at USAINTA as a matter of interest. 

e. Operational Status: 

(1) The two confidential sources provide coverage of TRASANA and 
the US Army Electronics Command, Office of Missile Electronics Warfare 
(OMEW), WSMR. One individual assigned to the US Army Missile Test and 
Evaluation Directorate is under assessment as a potential source. 


REGRADED UNCLASSIFIED 
0N SEP -5*1997 
BYCDR U&MNSCOM FOI/PO 
AUTH PARA 1 -603 DoD §200.1 



Classified n 

EXEMPT ROM GEr/VL —j 

SCHEDULE C? EXECUTIVE CC.DET 11C52 

EXEMPTION CATEGORY__ 

DECLASSIFY ON_ 








(2) The Quarterly Progress Briefing, postponed at the request of 
MG 0. L. Tobiason, CDR, WSMR, will be presented during the next quarter. 





J 



a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA 

b. Confidential Source Utilization: Eight 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 

(1) • The female instructor in the Czechoslovakian Language Depart¬ 
ment reported in the last quarter as preparing to resign her position 
and return to Czechoslovakia now is reportedly having serious health 
problems. It is unknown if her health will cause a change in her 
original plans, and the FBI to date has not indicated whether or not 
that agency has a continued interest in the instructor or her spouse. 

(2) A Polish Language Department instructor plans to visit his 
mother and a brother in Warsaw in mid-1976, a confidential source has 
learned. The instructor has submitted no formal request to DLI for the 
trip yet. The instructor’s activities are monitored as a matter of 
intelligence interest because of his and his brother’s travels. His 
brother, a medical doctor has visited in the US and Canada frequently 
over the last 20 years and was once detained by US Customs a;t the 
Canadian border for attempting to smuggle Communist propaganda into the 
US. During a 1974 visit to the US, the instructor’s brother visited 
DLI, attended Polish Language Department functions, talked with and 
photograhed the students. USAINTA is monitoring the instructor's activities. 

(3) A Czech language instructor is continuing his efforts to obtain 
the release of his children from Czechoslovakia. A confidential source 
surfaced the most recent information that the Czech Government has in¬ 
formed the instructor he could get his children out of the country if he 
pays the Czech Government $66,000. ($6,000 for the cost of his time in a 
Czech prison and $60,000 as an educational tax on his and his wife's edu¬ 
cation.) Source did not have further information on this particular as¬ 
pect, but reported that in mid-February 1976 the instructor gave many of 
the DLI Czech students a list of newly published books in the Czech 
language. The books are distributed by a Canadian firm, "Sixty Eight 
Publishers," Box 695 Station A, Toronto, Ontario M5W 1G2 Canada. The 
instructor told his classes that the Czech military had officially changed 
their method of counting for example, using "21" instead of ”1 and 20.” 
Insignificant in itself, this last item indicates that the instructor is 
maintaining ties with Czechoslovakian officials. USAINTA is monitoring 
the instructor's activities. 
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(4) Information developed from official sources during the 
period disclosed that an instructor of the Russian Language Depart¬ 
ment (RLD) apparently is suffering from mental problems. The instructor 
has written letters to a California senator, a nationally syndicated 
columnist, and the FBI, alleging that he is under surveillance of 
Soviet and US intelligence constantly and that his life is in danger. 

The Commander, USAINTA, provided a summary report on the instructor to 
the ACSI. The instructor later sent a telegram to the President of the 
United States. Both the FBI and the Secret Service have made inquiries 
into the matter. On 23 March 1976, the Commandant, DLI, took administra¬ 
tive action directing the instructor to undergo psychiatric evaluation. 
The instructor refused initially and was administratively suspended 
from teaching. At. the end of the quarter, the instructor agreed to 
the examination and final disposition of the matter is pending. 

e. Operational Status: 

(1) As a result of the RLD incident described in d(4), above, the 
DLI Commandant has directed that the Civilian Personnel Office and 
Security Office screen records of faculty members for indications of 
mental problems. Once identified, action will be taken to obtain treat¬ 
ment for the individuals concerned. 

(2) Eight confidential sources were utilized during the quarter; 
three sources were terminated due to graduation. Four new confidential 
sources were recruited, including one Technical Language Assistant (TLA). 
Fifteen individuals are under assessment as possible sources, including 
one Instructor and one TLA. In addition to the confidential sources, 
there are 16 conventional sources providing coverage of seven language 
departments and the DLI Staff. 

(3) On 29 March 1976, the PLO presented the Quarterly Briefing to 
COL Samuel L. Stapleton, Commandant, DLI. Also present at the briefing 
were COL Donald K. Bradbury, CDR, 525th MI Group; MAJ Trevor Bissey, CDR, 
San Francisco Field Office, 525th MI Group; CPT Brendon A. Xiques, SAIC, 

Ft Ord Resident Office, 525th MI Group; and Mr. James Green, Asst Security 
Officer, DLI. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 
Jfij CANARY EFFORTS (OACSI Revalidation - A Feb 75) 


a. Location: Fort Ritchie, MD 

b. Information Obtained Off-Post and/or Reported on Non-Atfiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 April 75 - 
31 March 76: 


(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 86 employees 
at Fort Ritchie, all of whom had security clearances and access to one 
of the sensitive activities supported. The suitability information 
included the entire spectrum in this category - alcohol and drug abuse, 
moral improprieties and mental instability. In these instances investi¬ 
gative action was taken to refute or substantiate the allegations or the 
individuals were removed from access to classified Information. About 
50% of the cases reported involved some degree of drug abuse; these were 
referred to the Criminal Investigation Command (CID) for action. 


(2) Two separate reports were received concerning suspected Soviet 
Intelligence presence and interest in the activities of the supported 
installation. Details of these reports were provided the FBI in May 1975. 

In one instance an individual resembling a known KGB agent paid an unusual 
amount of attention to shipment of sensitive cargo to Fort Ritchie; in the 
second instance an individual assigned to Fort Ritchie reported that a 
second person whom he had met claimed to be in contact with the Rmr-ipt-g _ 

in Hagerstown, MD. i, bl Per FBI 

| bl Per FBI ] —----— -— 

(3) An ICIP source reported a possible compromise occurred when 
the Telecommunications Directorate, Site R, was tasked to prepare a 
special test tape containing test messages which could be used for coding 
and to devise compatibility between two computer systems. The test tape, 
though it consisted only of innocuous, unclassified messages, also con¬ 
tained fragments of sensitive, highly classified messages which had been 
picked up from residual magnetism on the reels of the equipment when the 
messages were recorded. This latter condition was not discovered until 
processing to make the systems compatible took place, after the tape had 
lain unsecured, in open storage, for about six weeks. A command investi¬ 
gation of the incident followed and a determination was made that apparently 
a compromise had not occurred, but as a result of the incident, changed 
security*-procedures were put into effect for the handling and storage of 
computer tapes, reels, and discs. 
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(4) Two possible SAEDA approaches to soldiers stationed at Fort 
Ritchie in January 1976 are currently under investigation by USAINTA 
and the FBI. Reports of a Fort Ritchie NCO Club bartender professing 
to be employed by the "CIA" and "military intelligence" are currently 
being investigated by USAINTA. 

(5) In March 1976, an Army NCO assigned sensitive duties at Fort 
Ritchie volunteered that he had contacted by letter aen agency of the 
East German Government. The NCO desired to make the matter of the 
contact part of official records in the event he shouild be later con¬ 
tacted by any agency or person from East Germany. Thiough the NCO's 
action was part of his research of his family history and ostensibly 
is an overt', sincere effort on his part, the East German Intelligence 
Services (EGIS) often take such opportunities to make intelligence 
approaches, especially if the US soldier-target has special clearances 
and access to sensitive information. The NCO is underr instructions to 
report any responses to his letter. 

d. Operational Status: 

(1) CANARY EFFORT was first approved for implementation by OACSI, 

DA, on 11 June 1965. 

(2) Operation CANARY EFFORT to be terminated effective 31 March 76. 
Supported commanders were briefed on the termination action during the 
quarter ending 31 Mar 76. All confidential sources used in the ICIP have 
been terminated. 



(4) The Operation yielded 69 information reports and 116 other 
reports which were chiefly verbal reports provided to the supported 
comn^nders. 

e. Comments: The ICIP at Fort Ritchie clearly has been a productive 
operation at a critically sensitive installation. Information obtained 
as a result of the ICIP and acted upon by the ccmmancLers concerned has 
served to strengthen the security of the installation. The 902d MI 
Gruop will continue to provide counterintelligence support to the installa¬ 
tion under an overt comprehensive counterintelligence support program. 




ICIP REPORT 



CANINE PLATE: 


1 April 1975 to 31 March 1976 
(OACSI Revalidation - 4 Feb 75) 


a. Location: Seneca Army Depot (SAD), Romulus, NY 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE PLATE was first approved by OACSI, DA, 
for implementation on 18 Sep 73. Five conventional sources are contacted 
on a recurring basis by the Project Liaison Officer (PLO). One official 
sources is in a position to assist in spotting potential new sources. During 
the last year, the PLO expended a total of 400 manhours in the program. No 
funds were expended. No information of counterintelligence significance was 
surfaced in this period. Only conventional sources "have been utilized in this 
operation. 

e. Comments: The installation's mission remaims the same, a supply 
depot for missile and artillery weapons systems with, a nuclear capability. 

The Depot is considered a critically sensitive installation and a potential 
target for HOIS. However, there was no information reported to indicate 
the presence of any overt threat to the installation. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 
CANTER RIDE: (OACSI Approval - 4 Mar 75) 

US Army Missile Command (USAMICOM), Redstone 


a. Location: 
ArBenal. AL 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


C. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) An inserted covert confidential source was employed in this 
operation to attempt to learn the existing situation in the Optical 
Guidance Technology Office (OGTO), Advanced Sensors Directorate, 

USAMICOM, when reports received in 1974 alleged that lax security 
practices had led to loss and possible compromise of classified informa¬ 
tion and that several employees were engaging in sax orgies in offices 
during the day. In Sep 74, the CG, USAMICOM, condracted a Command 
Investigation as a result of these reports under tine, provisions of Army 
Regulation 15-6. As a result of that investigation!, the CG, USAMICOM, 
requested that an ICIP operation be conducted in OGTO. The Source, 
once in place, had to rely chiefly upon elicitatiom to obtain his infor¬ 
mation because of his covert status, but during the period, did succeed 
in surfacing adverse suitability information on a civilian physicist 
with access to sensitive, SECRET information which indicated that he was 
probably the catalyst for the sexually-oriented activities of the OGTO 
employees. The employee, apparently obsessed with sex, had numerous 
extra-marital relations during the last five years - The Commander, 
USAMICOM, was provided a summary of information on the employee for 
appropriate command action. The employee transferred to another office 

in USAMICOM, which apparently broke up the clique amd Source could uncover 
no new evidence of continuing activities among the remaining employees. 

(2) In addition to the above, the Source provided substantial 
information on security weaknesses in the supported command to include 
poor housekeeping practices, lack of control of reproduction facilities, 
lack of proper control of area access, lax security attitudes, and 
possible compromise of security badges through continued losses by indi¬ 
viduals. Source provided such security weakness amd hazard details to 
the Project Case Officer who relayed it to overt ME project personnel 

at Redstone. The Project Liaison Officer provided these reports to the 
USAMICOM Commanding General and appropriate security personnel who have 
taken actions to remedy the security weaknesses. 
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dj^bp erational Status: 

(l)^t^ANTER RIDE was first approved by OACSI, DA, for implementation 
on 4 Mar 75. 




] 


(3) (U-?he operation yielded one Summary of Information and several 
oral reports on security weaknesses. 

(4) ^8 the result of an 18 Feb 76 briefing presented to the 
USAMICOM Commanding General, the MI Group conducting the Operation, 

the project personnel, and the supported commander concurred in findings 
that the Operation had accomplished its original objective and should 
therefore be terminated. The CG, USAMICOM, declared that the operation 
was a success. The insert Source used in the operation has been with¬ 
drawn and reassigned. The CDR, USAINTA, and the ACSil verbally approved 
the termination of CANTER RIDE on 20 and 23 Feb 76, respectively with an 
effective date of 31 Mar 76. 


e.(y)uomments: Counterintelligence support contimues to be provided 
by elements of the MI Group stationed at USAMICOM. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 

Jte 5 CANVAS TAX: (OACSI Revalidation - '4 Feb 75) 

j a. Location: Sierra Array Depot (SIAD), US Army Materiel Development 

i and Readiness Command (DARCOM) Herlong, CA 

b. Information Obtained Off-Post and/or Reported on Non-A]:fi liated 
Civilians:' None 

c. Significant Information Obtained During the Period 1 April 1975 

: to 31 March 1976: 

| (1) Reports alleged the use of illegal drugs by military personnel 

! at SIAD. However, no details were available. 

(2) Information was reported that an’exclusion area personal identi¬ 
fication badge was missing and that an inquiry failed to find or determine 
how the badge was lost. As a result of the missing badge incident, new 

i identification badges were issued. 

(3) An enlisted man assigned to SIAD was charged with malicious 

j damage of a generator at SIAD and his security clearance was revoked by 

j the Commander, SIAD. 

J d. Operational Status: 

j (1) During the reporting period 616 manhours were expended and 14 

j Agent Reports were submitted. 

_ (2) T DY funds totalling $29.35 were expended;I bl I 

i I K-1 I 1 - 1 


(3) At the end of the reporting period two confidential sources were 
being used. 

e. . Comments: 

(1) This ICIP was administratively implemented in April 1974. 
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(2) The mission of the Sierra Array Depot (SIAD) is the operation of 
the Depot for the receipt* storage* issue, maintenance * and disposal of 
missile and artillery weapons with a nuclear capability. Included in the 
items handled by SIAD are ammunition, special weapons materials* propellants, 
explosive components of guided missiles, supplies, petroleum and chemical 
supplies, fire control test and measuring equipment, and other special 
weapons with a nuclear capability. SIAD’ also maintains a capability for 
systems modification in support of the joint AEC/DOB test firing programs. 

(3) Sierra Army Depot is the major storage area for special weapons 
in the western part of the US. The special weapons that formerly were 
located at the Safeguard anti-Ballistic Missile Site and Savanna Army 
Depot are how at SIAD, which elevates it to one of the most important 
special weapons repositories in the US. The Depot located in a re¬ 
mote area and its contents make it not only of interest to hostile 
intelligence, but also a target of terrorist groups who are involved in 
nuclear theft and blackmail. 

(4) The Department of Army Sensitive Installation and Unit List, 

January 1976, lists SIAD as "Critically Sensitive (CS)." 

(5) A large portion of the work force is in exclusion areas so access 
to them on a daily basis is severely restricted for project personnel. 

Coverage of these areas by confidential sources thus; becomes necessary for 
effective Cl coverage. A 20 Sep 75 report of the Ninclear Defense Agency 
entitled "Adversary View and Support - Nuclear Weapam Site Security; 

Adversary Capabilities," in assessing terrorist groups tactics employed 

to acquire a nuclear device and options available, cites the method most 
likely to succeed as one in which a member of the regular work force has been 
approached, recruited and is on the terrorist groups payroll. The detection 
of this type of activity among members of a work force in an exclusion area 
is greatly enhanced by employing a confidential source program. At the close 
of the reporting period, two confidential sources were being utilized in the 
operation to cover the Priority I Exclusion Area. A third individual is under 
assessment as a potential confidential source. 

(6) Hostile intelligence services have high priority collection objectives 
pertaining to such activities as those conducted at SIAD. 

(7) The SIAD, as outlined briefly in subpara (5) and (6), above, 
appears highly vulnerable to a double threat, that posed by the in¬ 
creasingly active terrorist groups who operate on a global scale and the 
ever present threat of HOIS penetration. The ICIP Ls necessary as an 
additional means to provide "early warnings" to assist the Commander in 
formulating necessary plans and taking proper action to protect the 
sensitive and highly-destructive special weapons stored at this location. 
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(8) At the most recent Quarterly Briefing on 13 Feb 76, the SIAD 
Commander indicated that he was pleased with the type of support: being 
provided and requested continuation of the ICIP. 
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ICIP REPORT 



1 April 1975 to 31 March 1976 
(OACSI Revalidation - 4 Feb 75) 


a. Location: Pentagon Telecommunications Center (PTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC. 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 


(1) An ICIP source reported that a PTC civilian employee was trans¬ 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola¬ 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct and activities. 


(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga¬ 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter¬ 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica¬ 
tion. The decision was made not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist. 

(3) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of heavy drinking began hitting his wife when she tried 

to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC commander 
counselled the NCO on his drinking and marital problems and assigned 
him duties where he has no access to classified information. 
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(4) During the course of an Investigative of an enlisted WAG member 
of PTC who was absent-vithout-leave (KAWOL Investigation), it was discovered 
that the C1D was also investigating her for theft and trafficking in drugs. 
The MI representative and CID agents coordinated their mutual investigations 
PTC has suspended the WAC’s access to classified material pending completion 
of- the investigation. * „_ 


d. Operational Status: 


(1) CENSUS TIME i 
t 5 Feb 74. 


first approved by QACSI, DA, for implementation 


(2) During the period of 1 April 1975 to 31 March 1976, 726 manhours 
were expended, no TDY or ICF funds were used. The operation produced 
seven information reports. One confidential source was used during the 
period but was terminated during the latter part of the period. 


e. Comments: The PTC operations include an extremely high volume 
of ultra sensitive classified traffic processed at the highest level, 
and includes the cryptographic support rendered to the JCS, the NMCC, 
departments and executive agencies of the government’, allied embassies, 
and the United Nations Building in New York. The PTC remains a potential 
target for HOIS; however, there is no information reported to indicate 
the presence of any identified threat to the installation. 
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ICIP REPORT 




1 April 1975 to 31 March 1976 
CENTAVO KID: {OACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories, (HDL3 , Adelphia, MD 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secretary at the USSR 
Embassy, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec¬ 
tronics Engineers, INC., a professional society for engineers which 
was held in the auditorium of HDL. The subject matter presented during 
the meeting was unclassified. At a second meeting of the society the 
Soviet Embassy official was denied entry.. A report of the incidents 
were provided to the FBI and the Commander, HDL, matSe a determination 
that the society could no longer hold meetings at HD>L in order to pre¬ 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbridge Research Facility (WRF), HDL, where a series of 
tests on foreign equipment under the Range Emory program was in progress. 

In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being investigated in coordi¬ 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoral activities by 
members of the HDL Security Office and a group at thie Van Ness Avenue 
Facility, HDL. The employee claimed that she was being followed by 
members of the HDL Security Office. After investigating the employee's 
story, the Commander, HDL, believed that she was suffering from psychiatric 
problems and would have her visit a psychiatrist for* a complete evaluation. 

(4) Suitability information concerning an employee of the Woodbridge 
Research Facility (WRF) a branch of HDL located in Woodbridge, VA, involved 
a problem of alcohol abuse. After counseling, the employee participated 

in a rehabilitation program. 
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(5) From 7 October to 6 November 75* a courtesy penetration test of 
HDL's Adelphi Facility was conducted. The penetrations were successful 
and revealed several security weaknesses which were corrected by the 
supported command. As a result of the test a number of security guards 
were transferred and guard procedures were changed. In addition a new 
magnetic coded badge was approved for purchase in FY 77. As a follow-up 
implementation of "Lessons Learned" in the penetration test the IC1P 
Project Liaison Officer (PLO) and theHDL Security Officer prepared and 
delivered a series of lectures and classes to the HDI. guard force on the 
penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army Intelligence Center and School, Fort Huachuca, AI5. 

d. Operational Status: 

(1) During the reporting period 880 manhours were expended, 18 
information reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 

(2) No TDY or | bl j were expended. 

e. Comments 

(1) 1CIP CENTAVO KID was approved by OACSI, DA, 18 Oct 12 and the 
supported commander was briefed on the implementation of the operation 
on 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the US Army. Some of the more sensi¬ 
tive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead and 
missile systems to determine their ability to withstand nuclear weapons 
radiation; develop fuses for use with nuclear warheads and conducts develop¬ 
ment and testing of radiation hardened systems for Minutemen and Poseidon 
Missiles. 

(3) The installation remains a potential target for hostile intelligence 
services. 
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1 April 1975 to 31 March 1976 




yt) GONDOLA STAR: (OACSI Revalidation - 16 Jan 76) 

a. Location: Aberdeen Proving Ground (APG) and Edgewood Arsenal 
(EA), Aberdeen, MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 


(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 13 employees 

at Aberdeen Proving Ground/Edgewood Arsenal. The suitability information 
included alcohol and drug abuse, moral improprieties, fraudulent claim 
on a TDY voucher and mental instability. .Action was taken to substantiate 
or refute the reported allegations. 

(2) Sources reported four instances of alien enlistees who were 
assigned to the sensitive installations. The Installation Intelligence 
Officer (110) was aware of the status of the four, that they did not 
have security clearances and had no access to classified information. 

(3) Sources reported three instances of foreign travel during the 
period. One of these DOD affiliated employees who traveled tc the USSR 
after attending a scientific conference in Finland is being contacted by 

US Intelligence. In another instance, a DOD civilian employee visited Poland 
and Czechoslovakia for about one month in June-July 1975. The employee and 
his spouse allegedly visited relatives in both countries. The employee has 
been debriefed by USA1NTA. Source reported that the employee plans to travel 
to these countries again in 1976. In another instance, husband and wife DOD 
employees took a Smithsonian Institution-sponsored tour to Moscow and 
Leningrad. The husband has been debriefed by USAINTA and the wife will be 
debriefed at her convenience. Source reported that the couple planned to 
take another trip to Russia in 1976. 

(4) Sources reported several instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Germany was assigned on an exchange 
program to work until Sep 76. A report of a civilian DOD employee at 
Edgewood Arsenal with some unexplained periods of tune in his background 
prompted^a request for a Limited Investigation from the supported command. 
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(5) Sources reported two instances of Swedish citizens visiting 
the installations. It was determined that the one visit had been fully 
coordinated with the proper officials. In the second instance, it was 
determined that the visit had not been properly coordinated but that 
steps had been taken to insure the visitors would not be given access 
to classified information until guidance was provided by higher head¬ 
quarters. 

(6) Sources reported numerous instances of security weaknesses or 

poor security practices. These included unattended offices in which security 
containers were left open, a CONFIDENTIAL document left unsecured over a three 
day weekend, poorly controlled access to a classified scientific conference, 
movement of an office into a building in which no technical survey had been 
conducted prior to the move, typewriter ribbons and carbon papers not being 
disposed of as classified waste, and high-ranking civilian employee bringing 
his eight year old son into a controlled access area where a classified 
test was being conducted and remaining overnight. 

d. Operational Status: 

(1) GONDOLA STAR was first approved By OACSI, DA for implementation on 
21 May 1965. On 18 Feb 75, the ACSI directed the termination of 12 ICIPS, 
including GONDOLA STAR, by 31 Mar 75. After reviewing correspondence 
initiated by the Commander, Aberdeen Proving Ground, which recommended 
that the ICIP GONDOLA STAR be continued, the ACSI reinstated the operation 
for a period of six months on 11 Jul 75, subject to a review after the six 
months elapsed. On 16 Jan 76, the ACSI approved continuation of the ICIP 
as an ongoing operation. The following statistics are for the period 11 Jul 
75 to 31 Mar 76: 

(a) During the reporting period 2,223 manhours were expended and 84 
written information reports and 16 oral reports were submitted. | bl | 

bl 1 no TDY funds were expended. 

(b) At the end of the reporting period eight confidential sources 
were being used in the operation. 

e. Comments: The ICIP has been a productive operation at a critically 
sensitive installation. Information obtained as a result of the ICIP and 
acted upon by the commanders concerned has served to strengthen the security 
of the installation. The 902d MI Group is conducting a comprehensive review 
of this operation for possible replacement of the operation by an overt 
counterintelligence support program. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 
fje) LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 

a. Location: White Sands Missile Range (WSMR), NM 

b. Information Obtained Off-Posi and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 

(1) Several reports from confidential sources during the period 
Indicated that employees in the TRADOC Systems Analysis Activity (TRASANA) 
and the Army Missile Test and Evaluation Directorate (ARMTED) were 
following poor security practices in daily activities and not adhering 

to security regulations for safeguarding sensitive classified information. 
These security hazards included leaving security containers open and 
unattended for periods during the day, failing to complete security 
forms affixed to classified material containers, leaving classified 
material in work boxes after duty hours, and laxity on the part of 
security guards during night shifts. Security Officers of both TRASANA 
and ARMTED after being provided reports on these weaknesses briefed all 
their employees on requirements of WSMR Regulation 380-5 (Security 
Regulation) and reoriented all guard personnel on their security 
obligations. 

(2) A confidential source reported that a US Army Officer assigned 
to the Office of Missile Electronics Warfare (OMEW) was misappropriating 
computer parts and electronic equipment which he was taking home to build 
his own computer. A summary of available information was provided the 

US Army Criminal Investigation Division Command for investigation by that 
agency. The same confidential source reported on 4 Feb 76 that two en¬ 
listed soldiers in sensitive positions in TRASANA were engaged in drug 
trafficking, but in separate operations. Local on-post investigation by 
the White Sands Missile Range Provost Marshal resulted in apprehension of 
one of the individuals. Information on the second soldier, allegedly 
involved In large-scale drug transactions and with criminal contacts, was 
reported to the Sixth Region, US Army Criminal Investigation Division 
Command for appropriate investigation. 


(3) A confidential source reported that unknown persons had attempted 
on 11 Jan 76 to penetrate TRASANA, which is an Exclusion Area. On 
12 Jan 76, the source reported an unidentified individual claiming to be 
a colonel had been permitted to enter the TRASANA Compound without the 
required identification. Investigations by the TRASANA security personnel 
disclosed that there was no substance to the 11 January report and the 
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person in the 12 January incident was identified and found to be a 
legitimate entrant into the facility. The incident did serve to 
illustrate the security awareness of the source and the personnel 
involved. 

(4) A confidential source reported in March 1976 in three reports 
that devices, such as radios, tape recorders, and ’’pocket" digital 
calculators were being brought into a TRASANA Exclusion Area by 
personnel having access to the area. Many of the computers used in the 
area have classified information storage and the above-named devices 
allegedly can affect the computers' operations. The appropriate 
Security Officer has been appraised of these practices. ICIP project 
personnel have been tasked to provide follow-up reports on actions 
taken by 'the supported command. The information has also been provided 
as a matter of interest to the Counterintelligence Services and SAVE 
Team elements at USAINTA. 

d. Operational Status: 

(1) LENS HOLDER was first approved by the ACSI, DA, for implementa¬ 
tion on 16 Sep 74. 

(2) Two confidential sources provide coverage of the two principle 
supported activities, TRASANA and OMEW. An additional individual in the 
ARMTED is being assessed as a potential source. 

(3) During the reportin g period, 1,053 manhours were expended, fbl | 

bl | there were no TDY outlays. The operation 

produced 36 written information reports and 24 memorandums and oral 
reports. 


e. Comments: 

(1) The mission of the White Sands Missile Range has remained un¬ 
changed since the inauguration of the ICIP and the previous OACSI revali- 
detion on 4 Feb 75. The mission of WSMR is to evaluate the Safeguard 
Missile System missile vulnerability studies, missile control systems, 
and perform pre-production tests and analyses of missile systems. The 
mission of WSMR makes it a prime target of hostile intelligence. Activi¬ 
ties at WSMR which have Priority I requirements for support are TRASANA, 
OMEW, ARMTED, the National Range Operations Directorate, and the US Army 
Safeguard Systems Evaluation Agency. These elements develop electronic 
countermeasures techniques to nullify vulnerabilities discovered in 
missile systems, conduct pre-production tests of rocket and guided missile 
systems, operate a nuclear effects facility and operate National Range 
Facilities for tests conducted at WSMR. 



(2) The operation to date has proven to have value as an adjunct 
to the installation security program. The isolation of the installa¬ 
tion, dispersion of many of its facilities, and the extent and nature 
of its computer facilities and missile testing ranges present a lucra¬ 
tive target for hostile intelligence service (HOIS) penetration. USMR's 
proximity to the US-Mexican border renders it vulnerable to HOIS 
operations based in a foreign country. Admittedly, the operation to 
date has not surfaced hard evidence of HOIS presence or penetration, 
but the scope of the threat must be recognized. Details of activities 
conducted at the site are of current interest to HOIS. The tw’o-pronged 
capability'of the IC1P, that is, extensive use of overt sources of all 
types, plus the covert effort exemplified by the confidential sources, 
appears to be necessary coverage at this time with uhe best potential 
for detection and discovery of HOIS activities. 




ICIP REPORT 



LENTII- MONKEY: 


1 April 1975 to 31 March 1976 
(OACSI Revalidation - 4 Feb 75) 


a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr.75 to 

31 Mar 76: 

(1) A source in the Chinese-Mandarin Language Department furnished 
information concerning a temporary instructor of that department who 
closely questioned her students about their knowledge of their future 
duties and assignments. She frequently expressed her displeasure in 
the task of teaching Chinese to students which would enable them to 
"conduct spying activities" directed at the People's Republic of China 
(PRC). The instructor also displayed a “rebellious and uncooperative 
attitude toward necessary DLI administrative requirements. Born in 
Canton, China, she was a British citizen and no evidence of & pre¬ 
employment investigation could be found. DLI refused to renew her con¬ 
tract when it expired in Sep 75 and she departed DLI in that month. 


(2) A Confidential Source reported information on an instructor of 
the German Language Department who travelled to East Germany in mid-1975 
without notification or permission from DLI authorities. Upon completion 
of the travel, the instructor was admonished officially and informed that 
any future violation of the DLI regulations on foreign travel would re¬ 
sult In temporary suspension. 


(3) A visitor to the Russian Language Department in May 75 requested 
copies of training material used in the Russian Dept, claiming that he 
wanted It to use for language training in his reserve unit. The visitor 
was given two unclassified training exercises. Subsequent investigation 
identified the visitor and established that he was a former graduate of 
Russian at DLI, and additionally, that he was a bona fide member of a 
California-based Army Reserve unit. The incident, although not of a major 
significance as proven by the later investigation, did serve to underscore 
a need for better visitor control at DLI. The Director, DLI, placed 
special emphasis on this and the need for all personnel to be alert for 
unauthorized visitors and proper procedures for handling them. New visi¬ 
tor requirements and restrictions were published and distributed through¬ 
out DLI. 
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(4) An instructor in the Hungarian Language Department travelled 
to Hungary in Sep 75 with a stated purpose of visiting relatives. A 
review of the instructor's file revealed extensive foreign travel in 
• Europe since 1971 and frequent contact with relatives and other persons 

f in Hungary. File checks and inquiries of other agencies failed to re¬ 

veal any substantial derogatory information concerning the instructor, 
but the potential hostage situation is evident in the continuing con¬ 
tacts. Monitoring of the instructor's activities continues. 

i (5) An ICIP source reported that an instructor in the Russian 

] Language Department allegedly is a former member of the Soviet Army's 

1 equivalent to the US Army Security Agency who while in the Soviet Army 

received special training in English. This instructor left the USSR 
in Apr 74 and was hired at DLI in Oct 74. A coworker of the instructor 
left the Soviet Union in Apr 75 and was also hired as an instructor at 
DLI in Jul 75. Both of the instructors taught together at the Leningrad 
Herzen Pedagogical Institute in Leningrad in the late 1960s and early 
1970s. The sequence of these events illustrate how quickly these indi¬ 
viduals are able to secure employment after leaving the USSR, employment 
in which they are placed in extremely close contact with US intelligence 
personnel. Monitoring of the activities of these individuals continues. 

(6) Two instructors in the Bulgarian Language Department who are 
man and wife were accused by fellow faculty members at DLI of being 
communists because of the unexplained details of their emigration to 
the West and the manner in which they left Bulgaria. The allegations 
led to charges and countercharges; full details of the incident were 
provided the FBI. The wife remains at DLI as an instructor, but as of 
the close of the reporting period on 31 Mar 76, the husband was employed 
elsewhere and no longer DOD-affiliated. 

(7) A DLI employee of the Hebrew Project at DLI also created 
considerable internal dissension and bickering within the Hebrew Depart¬ 
ment when he maintained close contact with the Israeli Consulate in San 
Francisco. This caused associates to become suspicious of his motives 
qnd high level contacts. The employee, an alien with an impressive 
background, including possible intelligence activities, later applied 
for employment with the National Security Agency (NSA), which has been 
provided all information available to USAINTA. 

(8) A confidential source reported that a Czechoslovakian Language 

Department (CLD) instructor was planning to withdraw her retirement fund 
money and return to Czechoslovakia with her two sons, allegedly to live 
there. | ~~ ~ 

[“ bl Per FBI 
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_J At the close of the reporting period possible health 


problems appeared as a deterrent to the wife's orig 
definite decisions^irj this rj^ard pr^jinknown. 


(9) A second CLD instructor has disclosed to several sources over 
the last two years his continuing efforts to obtain the release of his 
children from Czechoslovakia- The Czech Government recently informed 
the instructor that he could obtain the release of his children if he 
pays the -Czech Government $66,000 as reimbursement for the cost of the 
time the instructor spent in a Czech prison and an education tax on the 
education acquired in Czechoslovakia by the instructor and his wife. 

The instructor disclosed that the Czech military had changed its method 
of counting. The reports indicate that the instructor is maintaining 
close, continuing ties with Czech Government officials and that a hostage 
situation with his children exists. Monitoring of his activities 
continues. 


(10) Monitoring also continues on activities of a Polish Language 
Department (PLD) instructor who plans to visit his mother and a brother 
in Warsaw in mid-1976. The instructor has not applied formally to DLI 
for approval for the leave and the trip. The instructor frequently 

has travelled in the past to Europe. His brother, a medical doctor also 
travels extensively, and has been in the US and Canada often during the 
last 20 years. During a 1974 visit to the US, the instructor's brother 
visited DLI, attended PLD functions at DLI, talked with the US Army 
students at length and photographed many of the students in attendance. 

US Customs once detained the instructor's brother at the-Canadian border 
for attempting to smuggle Communist propaganda into the US; US Customs 
confiscated the propaganda. 

(11) An instructor in the Russian Language Department apparently is 
suffering from mental problems. The instructor has written to a 
California US Senator, a nationally syndicated columnist, and the FBI, 
alleging that he is constantly under surveillance by the Soviet KGB and 
US intelligence and further, that his life is in danger. The instructor 
also has sent a telegram to the President of the United States. Both 
the FBI and the Secret Service have made inquiries into the matter and 
conducted local investigations of the instructor. On 23 Mar 76, the 

DLI Commandant directed the instructor to undergo psychiatric evaluation. 
Initially, the instructor refused and was suspended from his duties 
administratively. At the end of the reporting period the instructor 
agreed to the examination. The results and final disposition are pending. 
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d. Operational Status: 

(1) LENTIL MONKEY was first approved by ACSI, DA, for implementation 
on 11 September 1967. 

_ (2) During the reporting pe riod. 4,603 manhours were expended. 

[ bl | there were no TDY outlays. 

(3) Production consisted of 360 written information reports and 
220 Memorandums and oral reports. 

(4) Eight confidential sources were active in the ICIP at the close 
Of the period and additional coverage of language departments and 
administrative sections of DLI was obtained by 16 conventional sources. 

e. Comments: 

(1) The mission of DLI is to train DOD intelligence and communica¬ 
tions security specialists in every major foreign language. Military 
attaches, employees of the CIA and FBI, as well as other federal agencies, 
are also trained at DLI, making it an extremely enticing target for 
hostile intelligence service operatives.- The majority of the faculty 

of DLI have foreign backgrounds, some have only recently arrived from 
Communist Bloc countries and rapidly achieved employment in an installa¬ 
tion where most of the students are in intelligence or destined for 
intelligence assignments upon graduation. Many of these instructors 
are in hostage situations by virtue of close, livimg relatives in the 
ComBloc countries with whom they maintain written contact and closer, 

If less frequent, personal contact. In maintaining contact with these 
ComBloc countries for any reason whatsoever, intelligence agencies of 
those countries in all likelihood have identified tfhe instructors’ 
place of employment and may have contacted them under one guise or 
another. 

(2) In addition to extensivfand frequent contacts with the govern¬ 
ments of HoIS, many instructors who probably are completely imbued with 
the American way of life and are now US citizens or who intend to become 
citizens, nevertheless are vulnerable targets. The instructors acquire 
personal acquaintances among many intelligence personnel and, in the 
course of teaching and associating with the military in year-long 
classes, learn of the students’ future assignments and do iri some 
Instances correspond with DLI alumnae after graduation. This unique 
characteristic of conditions at DLI serves to make the Institute an 
even more attractive target for HoIS approaches, 

(3) As shown by statistics in paragraph d(2), and d(3), above, 

ICIP LENTIL MONKEY is the most productive of all tlae presently active 
ICIPS with a total of 360 written reports. Though 4,603 manhour s were 
expended In the project, the actual cash outlay of| bl |for the 



year, the lowest cost figure for any of the active ICIPS. 
the cost-yield ratio alone, this operation is an extremely 
economical effort. 
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During the past quarter; six of the currently active Internal 
Counterintelligence Program (ICIP) operations provided information on 
incidents involving personnel suitability and conditions reflecting 
poor security practices or weaknesses. Reports of these relatively 
minor conditions were furnished the commanders of the supported commands 
who took immediate corrective action. 

2, (U) The total number of active ICIP operations remains at nine. 

Summaries of activity in these operations during the last quarter are 
inclosed. 
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HAROLD R. AARON 
Major General. GS 
ACofs for Intelligence 


Noted by the Under Secretary of the Army 
with comment: "On next quarter's review, 
please provide an analysis (of each ICIP 
for the past year) to include statis^-i^s 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE. MARYLAND 20755 


MAY 1 11976 


Report of Internal Counterintelligence Program (IC1P) 
Operations (U) 


HQDA (DAMI-DOH/COL HAENDLE) 
WASH DC 20310 


the 3d Quarter, FY 1976, two of the on-going ICIP 
terminated effective 31 March 1976, CANTER RIDE at 
Redstone Arsenal, AL, and CANARY EFFORT at Fort Ritchie, MD. The 
Commander, USAINTA, and the ACSI verbally approved termination actions 
on 20 and 23 February 1976, and separate correspondence requesting 
formal termination was submitted to ACSI, DA, on 8 April 1976. The 
total number of active ICIP operations at the close of the 3d Quarter 
was seven. Summaries for each of these seven operations, plus the two 
which were terminated, are attached as TAB A, which is the quarterly 
report for the period ending 31 Mar 76. 

2. The former Project Liaison Officers (PLO) of the two terminated 
ICIPS, CANARY EFFORT and CANTER RIDE, are continuing to provide counter¬ 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie. These activities now receive comprehensive assistance 
through an overt, all-source, multi-discipline effort named the Direct 
Support Comprehensive Counterintelligence Program (DSCCP). A review of 
ICIP Operations CANINE PLATE, CENTAVO KID, and CENSUS TIME is currently 
being conducted to determine which of these operations should be con- 
ver^p t^ to the DSCCP concept. 

3. Through a comment on the DAMI-DOH Information Memorandum to the 
Under Secretary of the Army, subject: ICIP Program, dated 1 April 1976, 
the Under Secretary indicated that an analysis of each ICIP operation for 
the past year was to be provided with the next quarterly review. In 
compliance with those instructions, an analysis of each ICIP operation 
was made for the period 1 April 1975 to 31 March 1976, As a result of 
these analyses, five ICIPS (TAB B) are recommended for termination; four 
ICIPS (TAB C) are recommended for retention. At TAB D are statistics 
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fox each of the 1CIP operations which are referred to in individual 
reviews. These statistics provide a recapitulation of pertinent 
costs, manhours, and production for the nine ICIP operations covered 
in this analysis. 

5. (U) Recommend approval of termination and retention actions in 

TABS B and C. 
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as Special Assistant (OPS) 
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SUBJECT: Report of Internal Counterintelligence Program (ICIP) 
Operations (U) 


HQDA (DAMI-DOH/COL RAENDLE) 
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During the 3d Quarter, FY 1976, two of the on-going ICIP 
operations were terminated effective 31 March 1976, CANTER RIDE at 
Redstone Arsenal, AL, and CANARY EFFORT at Fort Ritchie, HD. The 
Comander, USAINTA, and the ACSI verbally approved termination actions 
on 20 and 23 February 1976, and separate correspondence requesting 
formal termination was submitted to ACSI, DA, on 8 April 1976. The 
total number of active ICIP operations at the close of the 3d Quarter 
was seven. Summaries for each of these seven operations, plus the two 
which were terminated, are attached as TAB A, which is the quarterly 
report for the period ending 31 Mar 76. 
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2. The former Project Liaison Officers (PLO) of the two terminated 

ICIPS\ CANARY EFFORT and CANTER RIDE, are continuing to provide counter¬ 
intelligence support to the sensitive elements at Redstone Arsenal and 
Fort Ritchie. These activities now receive comprehensive assistance 
through an overt, all-source, multi-discipline effort named the Direct 
Support Comprehensive Counterintelligence Program (DSCCP), A review of 
ICIP Operations CANINE PLATE, CENTAVO KID, and CENSUS TIME is currently 
being conducted to determine which of these operations should be con¬ 
verged to the DSCCP concept. 


3. ^5) Through s cement on the DAMI-DOH Information Memorandum to the 
Under Secretary of the Army, subject: ICIP Program, dated 1 April 1976, 
the Under Secretary indicated that an analyels of each ICIP operation for 
the paet jeer was to be provided with the next quarterly review. In 
compliance with those instructions, an analysis of each ICIP operation 
was made for the period 1 April 1975 to 31 Merch 1976. As a result of 
these analyses, five ICIPS (TAB B) are recemended for termination; four 
ICIPS (TAB C) are recommended for retention. At TAB D are statistics 
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MILft-SO-SA nrTD-\ 

SUBJECT: Report of Internal Counterintelligence Program 

Operations (U) 

for each of the ICIP operation* which ere referred to in individual 
reviews. Hies* statistics provide a recapitulation of pertinent 
eosts. manhours, and production for the nine ICIP operation* covered 
In thia analysis. 


(o) Kecoiesecd approval of termination and retention action* in 
TABS B end C. 





(1) On 15 January 1976, the PLO, as a result of a liaison visit 
with the Baltimore Division of the Federal Bureau of Investigation 
obtained data on the presence of Sino-Soviet Bloc personnel travelling 
within the environs of the target areas and information on those Sino- 
Soviet bloc personnel residing temporarily in the environs of the 
target area. 

(2) On 28 January 1976 a member of the 572d Military Police Co, 

Ft Ritchie, was approached by an unidentified individual at Hagerstown 
Junior College, Hagerstown, MD, who claimed to be employed at: Site R. 

The individual described Site R in general terms, but made no attempt 
to elicit information from the soldier. Investigative efforts failed 
to identify the individual. All available information was provided the 
Hagerstown Resident Office of the FBI. A USAINTA investigation of the 
incident is continuing. 

(3) On 28 January 1976, an unidentified individual approached a 
soldier assigned to the US Army Communications Command East Coast Tele¬ 
communications Center (USACCECTC) and requested a tour of that facility. 
The individual appeared interested in the antenna configuration of 
Satellite Communications/Direct Communication Links (SATCOM/DSL). The 
request for the tour was refused; the soldier reported the incident. 

All available information was provided the Hagerstown Resident Office of 
the FBI. USAINTA investigation of the incident is continuing. 

(4) During the reporting period information was developed on a 
Non-Appropriated Fund (NAF) employee who is a bartender.employed at the 
Ft Ritchie^NCO Club. The bartender allegedly claimed to patrons that 
she was 'in the employ of both "Military Intelligence" and the "CIA." 

An investigation is being conducted by USAINTA. 


(5) On 13 March 1976, a US Army NCO assigned sensitive duties in 
the Alternate National Military Command Center (ANMCC) volunteered 
information concerning his entering into correspondence with an agency 
of the East German Government. The NCO, who has been researching his 
family history for the last six years, was attempting to obtain a record 
of the military service of his great-great grandfather in the period 
circa 1810. In the course of an inquiry to the Federal Republic of 
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Germany (FRG) Ambassador in Washington and the FRG Government, he was 
advised to contact the German Historical Central Archives in East 
Germany. The NCO volunteered the information so it could be made a 
matter of official record in the event he should be contacted in any 
fashion by East Germany in the future. The Chief, ANMCC, was provided 
information on the above. The NCO was given a SAEDA briefing under 
the provisions of AR 381-12 with special emphasis on reporting proce¬ 
dures. The NCO will provide Array Intelligence with copies of any 
correspondence he receives in this regard. At present the opportunity 
for further exploitation appears minimal. 

e. Operational Status: 

(1) In February 1976, the 902d MI Group selected Operation CANARY 
EFFORT to be terminated and replaced by a Direct Support Comprehensive 
Counterintelligence Program (DSCCP) which is being developed by the 
902d MI Group. Supported commanders were briefed on the termination in 
conjunction with the scheduled quarterly briefings as described below. 

All confidential sources used in this ICIP have been terminated. The 
CDR, USAINTA, and the ACSI indicated verbal approval of the termination 
on 20 and 23 February 1976, respectively. The effective termination date 
for CANARY EFFORT is 31 March 1976. 

(2) During the quarter, the PLO presented 21 SAEDA/Threat/Security 
Awareness briefings to personnel assigned to supported activities at 
Fort Detrick and Fort Ritchie. 

(3) The PLO presented the Quarterly Progress Briefing to LTC Dale 
S. Cockle, CDR, USACC ECTC, on 30 March 1976. 

(4) The PLO, on 1 April 1976, presented the Quarterly Progress 
Briefing to COL John S. Eberle, CDR, US Army Communications Command 
(USACC) Site R. 

(5) On 5 April 1976, the PLO gave the Quarterly Progress Briefing 

to the supported command, HQ, 7th Signal Command and Ft Ritchie, with the 
following officials present: COL Harold G. deMoya, CDR, Ft Ritchie; COL 
John J. Plosay, Jr., Deputy CDR, Ft Ritchie and Mr. Joseph J. Carroll, 
Acting Assistant Chief of Staff, Intelligence and Security, 7th Signal 
Command and Ft Ritchie. 
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2. CANINE PLATE (OACSI Revalidation - 4 Feb 75) 

a. Location: Seneca Army Depot (SAD), Romulus, NY 
Confidential Source Utilization: None 

Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: None 


e. Operational Status: 

Five conventional sources are contacted on a recurring basis by the 
Project Liaison Officer (PLO) in this operation; one of these plans 
retirement in July 1976. One newly contacted official source is in a 
position to assist in spotting potential nev? sources, ho tnreat in.or- 
mation was surfaced during this quarter. On 5 March 1976 the PLO pro¬ 
vided the Quarterly Briefing to LTC Earl Main, Acting Depot Commander. 
LTC Kain was designated by COL Alden Cox, CDR, SAD, to receive the 
briefing during the absence of COL Cox 
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CANTER RIDE: (OACSI Approval - 4 Mar 75) 


a. Location: US Array Missile Command (USAMICOM), Redstone 
Arsenal, AL 


b. Confidential Source Utilization: One 

c. Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: None 

e. Operational Status: 

On 18 February 1976, COL Hassel Parker, CDR, 902d MI Group, with 
the Project Liaison Officer (PLO) in attendance, provided a sp€:cial 
briefing on this operation to MG Turnmeyer, CDR, USAMICOM. COL Lange, 
USAMICOM Chief of Staff, was also present during the briefing. As a 
result of the briefing, it was agreed by the participants that since the 
operation had accomplished its objective it should be terminated and the 
insert source should be extracted to reduce the risk of compromise. MG 
Turnmeyer expressed his deep appreciation for the Information provided 
by the operation and concurred with the suggested termination. The 
source used in this operation has been reassigned and will be debriefed 
subsequent to his 8 April 1976 reporting date. The CDR, USAINTA, and 
the ACSI, DA indicated verbal approval of the termination on 20 February 
and 23 February 1976, respectively. The effective termination date for 
CANTER RIDE is 31 March 1976. 









b. Confidential Source Utilization: Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: None 

e. Operational Status: 

(1) The two confidential sources are providing coverage cf the 
Priority I activities of SIAD which are Exclusion Areas I and II. Two 
conventional sources and one casual source cover the Priority II activi¬ 
ties which are the staff and security organizations of the Depot. One 
individual assigned to the Special Weapons Section, Exclusion Area II 

is under assessment as a potential source. 

(2) The Quarterly Progress Report for the 2d Quarter, FY 76, which 
had been postponed at the request of the CDR, SIAD, was presented by 
the PLO on 13 Feb 76 to the following SIAD officials: COL Robert Hawlk, 
CDR, SIAD; LTC Robert Render, Deputy CDR; MAJ Robert Folster, Security 
Officer; CPT Wayne Heringer, Intelligence Officer and Mr. Anthony 
Tornabene, Assistant Intelligence Officer. The following personnel from 
the 525th MI Group also attended the briefing: COL Donald Bradbury, CDR; 
LTC Arthur McQueen, Operations Officer, and MAJ Trevor Bissey, CDR, San 
Francisco Field Office. 

(3) ICIP Sources have been tasked to report any significant counter¬ 
intelligence EEI or indicators of hostile intelligence activity impacting 
on Operation Rocking Force (U), a special weapons project presently in 
progress at SIAD. 

(4) The Quarterly Progress Briefing for the 3d Quarter, FY 76, will 
be presented by the PLO on or about 30 April 1976 to the SIAD officials 
listed in paragraph 5e(2), above. 







5. (C) CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon Telecommunications Center (PTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC 

b. Confidential Source Utilisation: None 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 

d. Useful Information Obtained: 


(1) The Limited Investigation reported in the last quarter on the 
PTC NCO who had attempted suicide and allegedly had involved himself in 
financial troubles, drugs, and homosexuality was completed and referred 
to PTC for adjudication. The decision was made not to revoke the NCO s 
security clearance since he left the service on 9 April 1976 and will 
no t be allowed to re-enlist. 

(2) During the course of an investigation of an enlisted WAC member 
of PTC with a SECRET security clearance who was Absent-Without-Leave, it 
was discovered that CID, Ft Meyer was also investigating her for theft 

and trafficking in drugs. The Project Liaison Officer 

agents coordinated their mutual investigations. Drug ehatges are pending 
the results of laboratory tests of substances purchased from the WAC by 
CID informants. PTC has suspended the WAC’s access to classified material 
pending completion of the investigation. __ 

(3) The PLO arranged with appropriate 902d MI Group elements to 
©resent formal SAEDA briefings to all PTC personnel, Including the PTC 
elements in the Hoffman and Forxestal Buildings. This project is 
scheduled for completion in the next quarter. 


e. Operational Status: 


( 1 ) 

coverage 


The Hoffman Telecommunications 
of this ICIP, as requested by 


Center has been brought under 
COL Donald E. Clark, PTC Commander, 


in the previous quarter. 


f2) On 24 March 1976, the PLO presented the Quarterly Progess 
Briefing to COL Clark, CDR, PTC, CW2 Leonard Gross, Alternate PLO, 
also present at the briefing. 
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6.\(cy CENTAVO KID: 


(OACSI Revalidation - 4 Feb 75) 


a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD 

b. Confidential Source Utilization: None 

c. Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: 

(1) As a follow-up implementation of "Lessons Learned” in the 
courtesy penetration test conducted at HDL's Adelphi Facility in the 
previous quarter, the Project Liaison Officer (PLO) and the HDL Security 
Officer prepared and delivered a series of lectures and classes to the 
HDL Guard Force on the penetration test. The Guard Force is operating 
under new instructions designed to thwart attempted penetrations. A 
new HDL Badge and Pass System, utilizing a magnetic coded badge and a 
computer control device, will be started in mid-1976. 

(2) The PLO delivered lectures on the penetration test conducted 
at HDL to the faculty and students of the Counterintelligence Dept, 

US Army Intelligence Corps School, Fort Huachuca, AZ, on 20 ar.d 21 
January 1976. 

(3) The PLO, assisted by other 902d MI Group personnel conducted 
several technical inspections at HDL. The PLO provided advice and 
assistance at several design meetings concerning new buildings at HDL. 

(A) Other security advice was provided by the PLO to the Woodbridge 
Research Facility (WRF), Woodbridge, VA, and the Gaithersburg Test Site 
(GTS), Gaithersburg, MD. The PLO assisted in devising Operational 
Security techniques at these sites, the only HDL facilities at which 
outdoor testing takes place. HDL requested to be placed on distribution 
for the SATRAN II system but had not received any output from the system 
as of the close of the reporting period. 

e. Operational Status: 

On 16 March 1976, the PLO presented the Quarterly Briefing to MAJ 
Kenneth F. Keller, Executive Officer, HDL, and Mr. James F. Yeick, 
Security Officer, HDL. 
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8. ^pt) LENS HOLDER: (OACSI Revalidation - 4 Feb 75) 

a. Location: White Sands Missile Range (WSMR), NM 

b. Confidential Source Utilization: Two 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None 


d. Useful Information Obtained: 

(1) A confidential source reported that unknown persons had attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(TRASANA). On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been permitted to enter the 
TRASANA Compound. These incidents were reported immediately to the 
Security Officer, TRASANA. An investigation by TRASANA security 
personnel disclosed that there was no substance to the 11 January report 
and the person in the second incident of 12 January was identified and 
found to be a legitimate entrant into the facility. The incidents did 
serve to illustrate the security awareness of the source and the 
personnel involved. 

(2) A source surfaced information on 4 February 1976 that two 
enlisted soldiers at TRASANA were engaged in drug trafficking, but in 
separate individual operations. Local on-post investigation resulted 
in apprehension of one of the individuals. All available information 
on the second individual was reported to the Sixth Region, US Army 
Criminal Investigation Division Command for appropriate action. 

(3) A confidential source reported in March 1976 in three reports 
that such devices as radios, tape recorders, and "pocket" digital calcu¬ 
lators were being brought into a TRASANA Exclusion Area by personnel 
having access to the area. These devices reportedly could affect the 
computers used in the area, some of which have classified data in storage. 
The Activity Security Officer has been briefed on these alleged practices 
and ICIF project personnel have been tasked to provide follow-up reports 
on action taken by the supported command. The information contained in 
the reports has been provided to the Counterintelligence Services and 
SAVE Team elements at USAINTA as a matter of interest. 


e. Operational Status: 


(1) The two confidential sources provide coverage of TRASANA and 
the US Army Electronics Command, Office of Missile Electronics Warfare 
(OMEW), WSMR. One individual assigned to the US Army Missile Test and 
Evaluation Directorate is under assessment as a potential source. 


C2) The Quarterly Progress Briefing, postponed at the request of 
MG 0. L. Tobiason, CDR, WSMR, will be presented during the next quarter. 
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if GONDOLA STAR: {OACSI Revalidation - 11 Jul 75) 

Location: Aberdeen Proving Ground (APG), and Edge- 

1, Aberdeen, MD 

Confidential Source Utilization: Eight 
Information Obtained or Reported on Non-Affiliated 


Useful Information Obtained: 

confidential source identified an individual in the 
iC orv, Edgewood Arsenal, as an alien enlistee. Proje 
; d the appropriate security personnel and a backgroun 
to include a polygraph examination, was initiated. 

■. had not been concluded at the close of the quarter. 

. Operational Status: 

1) On 23 March 1976, the PLO presented the Quarterl;- 
c to COL Alvin D. Ungerleider, CDR, APG, on those ac, 
ir.ing to the Aberdeen area. Mr. Harry A. Mancha, Ins 
licence Officer, APG, was present also. 











LENS HOLDER: (OACSI Revalidation - h Feb 75) 

Location: White Sands Missile Range (VSMR), NM 
Confidential Source Utilization: Two 

Information Obtained or Reported on Non-Affiliated Civilians: 


d. Useful Information Obtained: 


(1) A confidential source reported that unknown persons ha’d attempted 
on 11 January 1976 to penetrate the TRADOC Systems Analysis Activity 
(IRASANA). On 12 January 1976, it was reported that an unidentified 
individual claiming to be a colonel had been permitted to enter the 

IRASANA Compound. These incidents were reported immediately to the 
Security Officer, TRASANA. An investigation by TRASANA security 
personnel disclosed that there was no substance to the 11 January report 
and the person in the second incident of 12 January was identified and 
found to be a legitimate entrant into the facility. The incidents did 
serve to illustrate the security awareness of the source and the 
personnel involved. 

(2) A source surfaced information on 4 February 1976 that two 
enlisted soldiers at TRASANA were engaged in drug trafficking, but in 
separate individual operations. Local on-posc investigation resulted 
in apprehension of one of the individuals. All available information 
on the second individual was reported to the Sixth R.egion, US Army 
Criminal Investigation Division Command for appropriate action. 

(3) A confidential source reported in March 1976 in three reports 
that such devices as radios, tape recorders, and "pocket" digital calcu¬ 
lators ware being brought into a TRASANA Exclusion Area by personnel 
having access to the area. These devices reportedly could affect the 
computers used in the area, some of which have classified data in storage. 
The Activity Security Officer has been briefed on these alleged practices 
and ICIF project personnel have been tasked to provide follow-up reports 
or. action taken by the supported command. The information contained in 
the reports has been provided to the Counterintelligence Services and 
SAVE Team elements at USAINTA as a matter of interest. 


e. Operational Status: 

(1) The two confidential sources provide coverage of TRASANA and 
the US Army Electronics Command, Office of Missile Electronics Warfare 
(ONE'.-.'), V.’SMR. One individual assigned to the l'S Army Missile Test mu 
Evaluation Directorate is under assessment as a potential source. 


(2) The Quarterly Progress Briefing, postponed at the request of 
MC 0. L. Tobiason, CDR, V.'SMR, will be presented during the next quarter. 
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LENTIL MONKEY: (OACS1 Invalidation - A Feb 75) 

adJgLocation: Defense Language Institute (DL1), Presidio of 
Monterey, CA 

b^JL^Confidential Source Utilization: Eight 

c.f^Ynformation Obtained or Deported or. Mon-Affiliated Civilians: 
None \ ‘ 


d. Useful Information Obtained: 

(l^^The female instructor in the Czechoslovakian La 
ment reported in the last quarter as preparing to resign 
and return to Czechoslovakia now is reportedly having sc 


Referred 


(2 )|u)a Polish Language Department instructor plane ;c visit 
mother and a brother ir. V.'arsav: in mid-1976, a confidential sovre 
learned. The instructor has sulmitted no formal request to Dll 
trip yet. The instructor's activities are monitored as a matter 
intelligence interest because of his and his brother's travels, 
brother, a medical doctor has visited in the US and Canada frecu 
over the last 20 years and was ovicc detained by US Customs at tn 
Canadian border for attempting to smuggle Communist propaganda i 
US. During a 1974 visit to the US, the instructor’s brother vis 
DLI, attended Polish Language Department functions, talked with 
photograhed the students. USAINTA is monitoring the instructor' 

(3jU-ft Czech language instructor is continuing his efforts t 
the release of his children from Czechoslovakia. A confidential 
surfaced the most recent information that the Czech Government h 
formed the instructor he could get his children out of the count 
pays the Czech Government $66,000. ($6,000 for the cost of his t 
Czech prison and $60,000 as an educational tan on his and his. v:i 
cation.) Source did not have further information on this partic 
pect, but reported that in mid-February 1976 the instructor gave 
the DLI Czech students a list of newly published books in the Cz 
language. The books are distributed by a Canadian firm, "Sixty 
Publishers," Box 695 Station A, Toronto, Ontario M5W 1G2 Canada, 
instructor told his classes that the Czech military had official 
their method of counting for example, using "21" instead of "1 ai 
Insignificant in itself, this last item indicates that the instr 
maintaining ties with Czechoslovakian officials. USATN1A is non 


the instructor's activities. /%, y°A, 
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(4) Information developed from official sources during the 
period disclosed that an instructor of the Russian Language Depart- 
raent (RLD) apparently is suffering from mental problems. The instructor 
has written letters to a California senator, a nationally syndicated 
columnist, and the FBI, alleging that he is under surveillance of 
Soviet and US intelligence constantly and that his life is in danger. 

The Co~_T.ander, USAINTA, provided a summary report on the instructor to 
the ACSI. The instructor later sent a telegram to the President of the 
United States. Both the FBI and the Secret Service have made inquiries 
into the matter. On 23 March 1976, the Commandant, DLI, took administra¬ 
tive action directing the instructor to undergo psychiatric evaluation. 

The instructor refused initially and was administratively suspended 
from teaching. At the end of the quarter, the instructor agreed to 
the examination and final disposition of the matter is pending, 

e. Operational Status: 

(1) As a result of the RLD incident described in d(4), above, the 
DLI Commandant has directed that the Civilian Personnel Office and 
Security Office screen records of faculty members for indications of 
mental problems. Once identified, action will be taken to obtain treat¬ 
ment for the individuals concerned. 

(2> Fight confidential sources were utilized during the quarter; 
three sources were terminated due tc graduation. Four new confidential 
sources '..•ere recruited, including one Technical Language Assistant (TLA). 
Fifteen individuals are under assessment as possible sources, including 
one instructor and one TLA. In addition tc the confidential sources, 
there are 16 conventional sources providing coverage of seven language 
■departments and the DLI staff. 

(3) On 29 March 1976, the PLO presented the Quarterly Briefing to 
COL Samuel L. Stapleton, Commandant, DLI. Also present at the briefing 
were COL Donald X. Bradbury, lDB, 525th MI Group; MAJ Trevor 3i?se.y, CDR, 
San Francisco Field Office, 525th MI Group; CPT Brer-don A. Kiquss, SAIC, 

Ft o.ri Resident Office, 525th MI Group; and Mr. Jat.es Green, Asst Security 
Offirsr, DLI. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 
CANARY EFFORT: (OACSI Revalidation - 4 Feb 75) 

a. Location: Fort Ritchie, MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 86 employees 
at Fort Ritchie, all of whom had security clearances and access to one 
of the sensitive activities supported. The suitability information 
included the entire spectrum in this category - alcohol and drug abuse, 
moral improprieties and mental instability. In these Instances investi¬ 
gative action was taken to refute or substantiate the allegations or the 
individuals were removed from access to classified information. About 
50% of the cases reported involved some degree of drug abuse; these were 
referred to the Criminal Investigation Division for action. 

(2) Two separate reports were received concerning suspected Soviet 
Intelligence presence and interest in the activities of the supported 
installation. Details of these reports were provided the FBI in May 1975 
In one instance an individual resembling a known KGB agent paid an unusual 
amount of attention to shipment of sensitive cargo to Fort Ritchie; in the 
second instance an individual assigned to Fort Ritchie reported that a 
second person whom he had met claimed to be in contact with the Soviets 

in Hagerstown, MD. As of 31 Mar 76, the FBI investigations of the reports 
were inconclusive. 

(3) An ICIP source reported a possible compromise occurred when 
the Telecommunications Directorate, Site R, was tasked to prepare a 
special test tape containing test messages which could be used for coding 
and to devise compatibility between two computer systems. The test tape, 
though it consisted only of innocuous, unclassified messages, also con¬ 
tained fragments of sensitive, highly classified messages which had been 
picked up from residual magnetism on the reels of the equipment when the 
messages were recorded. This latter condition was not discovered until 
processing to make the systems compatible took place, after the tape had 
lain unsecured, in open storage, for about six weeks. A command investi¬ 
gation of the incident followed and a determination was made that 
apparently a compromise had not occurred, hut as a result of the incident, 
changed security procedures were put into effect for the handling and 
storage of computer tapes, reels, and discs. 
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(4jf£yTwo possible SAEDA approaches to soldiers stationed at Fort 
Ritchie-in January 1976 are currently under investigation by USAINTA 
and the FBI. Reports of a Fort Ritchie NCO Club bartender professing 
to be employed by the ’’CIA" and "military intelligence" are currently 
being investigated by USAINTA. 

(5)^In March 1976, an Army NCO assigned sensitive duties at Fort 
Ritchie volunteered that he had contacted by letter an agency of the 
East German Government. The NCO desired to make the matter o:: the 
contact part of official records in the event he should be later con¬ 
tacted by any agency or person from East Germany. Though the NCO's 
action was part of his research of his family history and ostensibly 
is an overt, sincere effort on his part, the East German Intelligence 
Services (EGIS) often take such opportunities to make intelligence 
approaches, especially if the US soldier-target has special clearances 
and access to sensitive information. The NCO is under instructions to 
report any responses to his letter. 


dUf^Operational Status: 


dl 

DA, on 


QCANARY EFFORT was first approved for implementation by OACSI, 
.1 June 1965. 


(2jfU)ln Feb 76, the 902d MI Group selected Operation CANARY EFFORT 
to be terminated and replaced by an overt, direct support counterintelli¬ 
gence program. Supported commanders were briefed on the termination 
action during the quarter ending 31 Mar 76. All confidential sources 
used in the ICIP have been terminated. The CDR, USAINTA, and the ACS1 
verbally approved the termination on 20 and 23 Feb 76, respectively. 


_ OiriDuring the reporting pe riod,|_ bl _ 

1 bl | $80.00 in TDY and travel, and '3,2o5 

manhours were expended. 


(4JmThe Operation yielded 69 information reports and 11(5 other 
reports which were chiefly verbal reports provided to the supported 
commanders. 


e/[ljComments: The ICIP at Fort Ritchie clearly has been a productive 
operation at a critically sensitive installation. Information obtained 
as a result of the ICIP and acted upon by the commanders concerned has 
served to strengthen the security of the installation. The ?02d MI 
Group believes that effective counterintelligence support to the installa¬ 
tion can be continued under an overt comprehensive counterintelligence 
support program, which replaced the present ICIP effective 31 Mar 76. 


fO 


Recommendation: 


None. 



ICIP REPORT 


1 April 1975 to 31 March 1976 

CANINE PLATE: (OACSI Revalidation - A Feb 75) 

a^jOjLocation: Seneca Army Depot (SAD), Romulus, NY 

b ^Conformation Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


cyLijSignificant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

^J^joperational Status: CANINE PLATE was first approved by OACSI, 
DA, for implementation on 18 Sep 73. During the reporting period 400 
manhours were expended in the ICIP. However, there were no reports 
submitted, no funds expended, neither TDY nor | bl | There were no confi¬ 
dential sources utilized, only conventional sources. 


eJUjcomments: The installation’s mission remains the same, a supply 
depot for missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical and sensitive installation; therefore, 
remains as a potential target for HOIS. However, there was nc information 
reported to indicate the presence of any overt threat to the installation. 
The MI Group has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation. 

f{^Recommendation: That the ICIP CANINE PLATE be terminated but that 
increased overt liaison with additional security support be provided the 
installation commander. 
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ICir REPORT 


UR CENTER RIDE: 

a.' Location: 
Arsenal, AL 


1 April 1975 to 31 March 1976 
(OACSI Approval - 4 Mar 75) 

US Army Missile Command (USAMICOM), Redstone 


b. Information Obtained Off-Post and/or Reported on Mon-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 


(1) An inserted covert confidential source was employed in this 
operation to attempt to learn the existing situation in the Optical 
Guidance Technology Office (OGTO), Advanced Sensors Directorate, 

USAMICOM, when reports received in .1974 alleged that lax security 
practices had led to loss and possible compromise of classified informa¬ 
tion and that several employees were engaging in sex orgies in offices 
during the day. In Sep 74, the CG, USAMICOM, conducted a Command 
Investigation as a result of these reports under the provisions of Army 
Regulation 15-6. As a result of that investigation, the. CG, USAMICOM, 
requested that an ICir operation be conducted in OGTO. The Source, 
once in place, had to rely chiefly upon elicitation to obtain his infor¬ 
mation because of his covert status, but during the period, did succeed 
in surfacing adverse suitability Information on a civilian physicist 
with access to sensitive, SECRET information which indicated that he was 
probably the catalyst for the sexuf.lLy-orier.ted activities of the OGTO 
employees. The employee, apparently obsessed with sex, had numerous 
extra-marital relations during the last five years. The Commander, 
USAMICOM, was provided a summary of information on the employee for 
appropriate command action. The employee transferred to another office 
in USAMICOM, which apparently broke up the clique and Source could uncover 
no new evidence of continuing activities among the remaining employees. 


(2) In addition to the above, the Source provided substantial 
information on security weaknesses in the supported command to include 
poor housekeeping practices, lack of control of reproduction facilities, 
lack of proper control of area access, lax security attitudes, and 
possible compromise of security badges through continued losses by indi¬ 
viduals. Source provided such security weakness and hazard details to 
the Project Case Officer who relayed it to overt MI project personnel 
at Redstone. The Project Liaison Officer provided these reports to the 
USAMICOM Commanding General and appropriate security pcvsonrel who have 
taken actions to remedy the security weaknesses. 
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d. Operational Status: 


(1) CANTER RIDE was first approved by OACSI, DA, for implementation 
on 4 Mar 75. 

(2) During the period. $1.315 in TDY and travel expenses were 

incurred j bl . .ft 

total of 697 manhours were expended in the operation. 

(3) The operation yielded one Summary of Information and several 
oral reports on security weaknesses. 

(4) As the result of an 18 Feb 76 briefing presented to the 
USAMICOM Commanding General, the MI Group conducting the Operation, 

the project persbnnel, and the supported commander concurred in findings 
that the Operation had accomplished its original objective and should 
therefore be terminated. The CG, USAMICOM, declared that the operation 
was a success. The insert Source used in the operation has been with¬ 
drawn and reassigned. The CDR, USAINTA, and the ACSI verbally approved 
the termination of CANTER RIDE on 20 and 23 Feb 76, respectively. 

e. Comments: Counterintelligence support continues to be provided 
by elements of the MI Group stationed at USAMICOM. 

f. Recommendation: None. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 
J&f CANVAS TAX: (OACSI Revalidation - 4 Feb 75) 

a. Location: Sierra Army Depot (SIAD), US Army Materiel Command, 
Herlong, CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) Reports alleged the use of illegal drugs by military personnel 
at SIAD. However, no details were available. 

(2) Information was reported that an exclusion area personal identi¬ 
fication badge was missing and that an inquiry failed to find or determine 
how the badge was lost. As a result of the missing badge incident, new 
identification badges were issued. 

(3) An enlisted man assigned to SIAD was charged with malicious 
damage of a generator at SIAD and his security clearance was revoked by 
the Commander, SIAD. 

d. Operational Status: 

(1) During the reporting period 616 manhours were expended and 14 
Agent Reports were submitted. 

(2) TDY funds totalling $29.35 were expended; there were no | bl | 
expenses. 

(3) At the end of the reporting period two confidential sources were 
being used. 

e. Comments: 


(1) This ICIP was administratively implemented in April 1974. 


(2) The mission of the Sierra Army Depot (SIAD) is the operation of 
the Depot for the receipt, storage, issue, maintenance, and disposal of 
missile and artillery weapons with a nuclear capability. Included in the 
items handled by SIAD are ammunition, special weapons materials, propellants, 
explosive components of guided missiles, supplies, petroleum and chemical 
supplies, fire control test and measuring equipment, and other special 
weapons with a nuclear capability. SIAD also maintains a capability for 
systems modification in support of the joint AEC/DOD test firing programs. 
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(3) Sierra Army Depot is the major storage area for special weapons 
in the western part of the US. The special weapons that formerly were 
located at the Safeguard anti-Ballistic Missile Site and Savanna Army 
Depot are now at SIAD, which elevates it to one of the most important 
special weapons repositories in the US. The Depot is located in a re¬ 
mote area and its contents make it not only of interest to hostile 
intelligence, but also a target of terrorist groups who are involved 

in nuclear theft and blackmail. 

(4) The Department of Amy Sensitive Installation and Unit List, 
January 1976, lists SIAD as "Critically Sensitive (CS)." 

(5) A large portion of the work force is in exclusion areas so access 
to them on a daily basis is severely restricted for project personnel. 
Coverage of these areas by confidential sources thus becomes necessary 
for effective Cl coverage. A 20 Sep 75 report of the Nuclear Defense 
Agency entitled "Adversary View and Support - Nuclear Weapon Site 
Security; Adversary Capabilities," in assessing terrorist groups tac¬ 
tics employed to acquire a nuclear device and options available, cites 
the method most likely to succeed as one in which a member of the regular 
work force has been approached, recruited and is on the terrorist groups 
payroll. The detection of this type of activity among members of a work 
force in an exclusion area is greatly enhanced by employing a confidential 
source program. At the close of the reporting period, two confidential 
sources were being utilized in the operation to cover the Priority I 
Exclusion Area. A third individual is under assessment as a potential 
confidential source. 

(6) Hostile intelligence services have high priority collection 
objectives pertaining to such activities as those conducted at SIAD. 

(7) The SIAD, as outlined briefly in subpara (5) and (6), above, 
appears highly vulnerable to a double threat, that posed by the in¬ 
creasingly active terrorist groups who operate on a global scale and the 
ever present threat of HoIS penetration. The ICTP is necessary as an 
additional means to provide "early warnings" to assist the Commander in 
formulating necessary plans and taking proper action to protect the sen¬ 
sitive and highly-destructive special weapons stored at this location, 

(8) At the most recent Quarterly Briefing on 13 Feb 76, the SIAD 
Commander indicated that he was pleased with the type of support being 
provided and requested continuation of the ICIP. 

f. Recommendation: In view of the above, recommend that ICIP 
CANVAS TAX be continued. 
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ICIP REPORT 


y 

if) CENSUS TIME: 


1 April 1975 to 31 March 1976 
(OACSI Revalidation - 4 Feb 75) 


a. Location: Pentagon Telecommunications Center (PTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC, 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans¬ 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola¬ 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga¬ 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter¬ 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica¬ 
tion. The decision was made not to revoke the NCO’s security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist. 


(3) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of heavy' drinking began hitting his wife when she tried 
to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC commander 
counselled the NCO on his drinking, and marital problems and assigned 
him duties where he has no access to classified information. 


regraded unclassified 
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(4) During the course of an investigation of an enlisted WAC \ 

member of PTC who was away-vithout-leave (KAWOL Investigation), it was 1 
discovered that the CID was also Investigating her for theft and \ 

trafficking in drugs. The MI representative and CID agents coordinated 
their mutual investigations. PTC has suspended the WAC's access to I 

_classified material pending completion of the investigation. - , 1 

d. Operational Status: 

(1) CENSUS TIME was first approved by OACSI, DA, for implementation 
on 5 Feb 74. 


(2) During the period of 1 Ap ril 1 975 to 31 March 1976, 726 
manhours were expended, no TDY nor | bl | funds were u6ed. The operation 
produced seven information reports. One confidential source was used 
during the period but was terminated during the latter part of the period. 

e. Comments: The PTC operations include an extremely high volume 
of multimedia ultra sensitive compartmented classified traffic processed 
at the highest level of the military establishment command group being 
served, and includes the cryptographic operation, maintenance and logis¬ 
tical mission and support rendered to the JCS, the NMCC, departments and 
executive agencies of the government allied embassies, and the United 
Nations Building in New York. The installation remains as a potential 
target for HOIS; however, there was no information reported to indicate 
the presence of any overt threat to the Installation. The Ml Group has 
been conducting a thorough review of the ICIP to determine the advisability 
of terminating the operation and implementing an overt direct support 
comprehensive counterintelligence program. In view of the above the 
continuation of an ICIP is not warranted at this time. 

f. Recommendation: That the ICIP CENSUS TIME be terminated and an 
increased overt liaison with additional direct security support be pro¬ 
vided the installation commander. 
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ICIP REPORT 




1 April 1975 to 31 March 1976 


(jfi CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories, (HDL), Adelphia, MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 

Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secretary at tie USSR 
Embassy, Washington, DC had visited KDL on two occasions.. On one 
occasion he attended a meeting of tne Institute ot Eleetucal a..d El^ 
tronics Engineers, INC,, a professional society for engineers wnic ^ 
was held in the auditorium of HDL. The subject matter presence cur. g 
the meeting was unclassified. At a second meeting of the society tne 
Soviet Embassy official was denied entry. A report of the incidents 
were provided to the FBI and the Commander, HDL, mac* a ceter.,in,.-ion 
that the society could no longer hold meetings at noL in order ,o pre¬ 
clude any potential security threat. 



test 

In both instances the aircraft 

for about 5-7 minutes. The overflights are being 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoral, activities by 

members of the HDL Security Office and a group at tne -.an .%ess Avenue 
Facility, HDL. The employee claimed that she was being . olloue >’ ( 

members of the HDL Security Office. After investigating toe.^F-oyee s 
storv the Commander, HDL, believed that she was sutfermg fio- p-^nia. ic 
problems and would have her visit a psychiatrist for a complete eva.ua,ion. 

(4) Suitability information concerning an employee of the Woodtriage 
Research Facility (WRF) a branch of HDL located in Woodbnagr,, U, ime vd 
a problem of alcohol abuse. After counseling, the employee- part:c,p :.cd 

in a rehabilitation program. 
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(5) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknesses which were corrected 
by the supported command. As a result of the test a number of security 
guards were transferred and guard procedures were changed. In addition 
a new magnetic coded badge was approved for purchase in FY 77. As a 
follow-up implementation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army Intelligence Corps School, Fort Huachuca, AZ. 


d. Operational Status 

(1) During the reporting period 880 manhours were expended, 18 in¬ 
formation reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 

(2) No TDY or |bl [ funds were expended. 

e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
Supported commander was briefed on the implementation of the operation 
on 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the US Army. Some of the more sensi¬ 
tive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead 

and missile systems to determine their ability to withstand nuclear 
weapons radiation; develop fuses for use with nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Minutemen and Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL. However, the amount 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI Group is reviewing the ICIP with a view of terminating 
the program and instead implementing an overt direct support counter¬ 
intelligence program. 


f. Recommendation: That the ICIP CENTAVO KID be terminated and 
an overt direct support counterintelligence program be implemented. 


ICIP REPORT 
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GONDOLA STAR: 


Location: 
(EA), Aberdeen, MD 


1 April 1975 to 31 March 1976 
(OACSI Revalidation - 16 Jan 76) 

Aberdeen Proving Ground (APG) and Edgewood Arsenal 


b. Information Obtained Off-Post and/or Reported ob Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 


(1) Confidential and conventional sources employed in the operation 
surfaced information on adverse suitability pertaining to 13 employees 

at Aberdeen Proving Ground/Edgewood Arsenal. The suitability information 
included alcohol and drug abuse, moral improprieties, fraudulent claim 
on a TDY voucher and mental instability. Action was taken to substantiate 
or refute the reported allegations. 

(2) Sources reported four instances of alien enlistees who were 
assigned to the sensitive installations. The Installation Intelligence 
Officer (110) was aware of the status of the four, that they did not 
have security clearances and had no access to classified information. 


(3) Sources reported three instances of foreign travel during the 
period. One of these individuals who traveled to the USSR after attend¬ 
ing a scientific conference in Finland is being exploited as a DOMEX 
lead. In another instance, a civilian employee visited Poland and 
Czechoslovakia for about one month in June-July 1975. The employee and 
his spouse allegedly visited relatives in both countries. The employee 
has been debriefed by USAINTA. Source reported that the employee plans 
to travel to these countries again in 1976. In another instance, husband 
and wife DOD employees took a Smithsonian Institution-sponsored tour to 
Moscow and Leningrad. The husband has been debriefed by USAINTA and the 
wife will be debriefed at her convenience. Source reported that the 
couple planned to take another trip to Russia in 1976. 

(A) Sources reported several instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance 
a citizen of the Federal Republic of Germany was assigned on an exchange 
program to work until Sep 76. A report of a civilian DOD at Edgewood 
Arsenal with some unexplained periods of time in his background prompted 
a request for a Limited Investigation from the supported command. 
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(5) Sources reported two instances of Swedish citizens visiting 
the installations. It was determined that the one visit had been 
fully coordinated with the proper officials. In the second instance, 
it was determined that the visit had not been properly coordinated 
but that steps had been taken to insure the visitors would not. be 
given access to classified information until guidance was provided 
by higher headquarters. 

(6) Sources reported numerous instances of security weaknesses 

or poor security practices. These included unattended offices in which 
security containers were left open, a CONFIDENTIAL document left un¬ 
secured over a three day weekend, poorly controlled access to a 
classified scientific conference, movement of an office into a building 
in which no technical survey had been conducted prior to the move, 
typewriter ribbons and carbon papers not being disposed of as classified 
waste, and a high-ranking civilian employee bringing his eight: year old 
son into a controlled access area where a classified test was being 
conducted and remaining overnight. 

d. Operational Status: 

(1) GONDOLA STAR was first approved by OACSI, DA for implementation 
on 21 May 1965. On 18 Feb 75, the ACSI directed the termination of 12 
ICIPS, including GONDOLA STAR, by 31 Mar 75. After reviewing corre¬ 
spondence initiated by the Commander, Aberdeen Proving Ground., which 
recommended that the ICIP GONDOLA STAR be continued, the ACSI reinstated 
the operation for a period of six months on 11 Jul 75, subject: to a re¬ 
view after the six months elapsed. On 16 Jan 76, the ACSI approved con¬ 
tinuation of the ICIP as an ongoing operation. The following statistics 
are for the period 11 Jul 75 to 31 Mar 76: 

(2) During the reporting period 2,223 manhours were expended and 84 
written information reports and 16 oral reports were submitted. The 
operation cost $700 in 1CF, no TDY funds were expended. 

(3) At the end of the reporting period eight confidential sources 
were being used in the operation. 

e. Comments: The ICIP has been a productive operation at a 
critically sensitive installation. Information obtained as a result of 
the ICIP and acted upon by the commanders concerned has served to 
strengthen the security of the installation. The 902d MI Group is con¬ 
ducting a comprehensive review of this operation for possible replace¬ 
ment of the operation by an overt counterintelligence support program. 

f. Recommendation: Recommend that ICIP GONDOLA STAR be continued 
pending completion of the 902d MI Group review. 
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ICIP REPORT 


r 1 April 1975 to 31 March 1976 

LEMS HOLDER: (0ACS1 Revalidation - 4 Feb 75) 


a. Location: White Sands Missile Range (WSMR), NM 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 

Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 
31 Mar 76: 


(1) Several reports from confidential sources during the period 
indicated that employees in the TRADOC Systems Analysis Activity (TRASANA.) 
and the Army Missile Test and Evaluation Directorate (ARMTED) were 
following poor security practices in daily activities and not adhering 
to security regulations for safeguarding sensitive classified info-mation. 
These security hazards included leaving security containers open and 
unattended for periods during the day, failing to complete security 
forms affixed to classified material containers, leaving classified 
material in work boxes after duty hours, and laxity on the part of 
security guards during night shifts. Security Officers of both TEASANA 
and ARMTED after being provided reports on these weaknesses briefed all 
their employees on requirements of WSMR Regulation 330-5 (Security 
Regulation) and reoriented all guard personnel on their security 
obligations. 

(?) A confidential source reported that a US Army Officer assigned 
to the Office of Missile Electronics Warfare (CME'-') was misappropriating 
computer parts and electronic equipment which he was taking home to build 
his own computer. A summary of available information was provided the 
if5 -Army Criminal Investigation Division Command for investigation by that 
agency. The same confidential source reported on 4 Feb 76 that two en¬ 
listed soldiers in sensitive positions in TRASAMA wore engaged Ln drug 
trafficking, but in separate operations. Local on—post investigation by 
the White Sands Missile Range Provost Marshal resulted In apprehension of 
one of the individuals. Information on the second soldier, allegedly 
involved in large-scale drug transactions and -with criminal contacts, was 
reported to the Sixth Region, US Army Criminal Investigation Division 
Command for appropriate investigation. 


(3) A confidential source reported that unknown persons h 
on 11 Jan 76 to penetrate TRASANA, which is an Exclusion Area. 
12 Jan 76, the source reported an unidentified individual clai 
a colonel had been permitted to enter the TRASAXA Compound wit 
required identification. Investigations by the TRASAXA sccuri 
disclosed thot there was- no substance to the LI January report 
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person in the 12 January incident was identified and found to be a 
legitimate entrant into the facility. The incident did serve to 
illustrate the security awareness of the source and the personnel 
involved. 

(A) A confidential source reported in March 1976 in three reports 
that devices, such as radios, tape recorders, and "pocket" digital 
calculators were being brought into a TRASANA Exclusion Area by 
personnel having access to the area. Many of the computers used in the 
area have classified information storage and the above-named devices 
allegedly can affect the computers' operations. The appropriate 
Security Officer has been appraised of these practices. ICIP project 
personnel have been tasked to provide follow-up reports on actions 
taken by the supported command. The information has also been provided 
as a matter of interest to the Counterintelligence Services and SAVE 
Team elements at USAINTA. 

d. Operational Status: 

(1) LENS HOLDER was first approved by the ACSI, DA, for implementa¬ 
tion on 16 Sep 74. 

(2) Two confidential sources provide coverage of the two principle 
supported activities, TRASANA and OMEW. An additional individual in the 
ARMTED is being assessed as a potential source. 

(3) During the reporting period, 1,053 manhours were expended. The 

operation cost | bl | there were no TDY outlays. The operation 

produced 36 written information reports and 24 memorandums and oral 
reports. 

e. Conmcn t s: 


(1) The mission of the White Sands Missile Range has remained un¬ 
changed since the inauguration of the ICIP and the previous OACSI revali¬ 
dation on 4 I'eb 75. The mission of WSMR is to evaluate the Safeguard 
Missile System missile vulnerability studies, missile control systems, 
and perform pre-production tests and analyses of missile systems. The 
mission of WSMR makes it a prime target of hostile intelligence. Activi¬ 
ties at WSMR which have Priority I requirements for support: are TRASANA, 
OMEN, ARMTED, the National Range Operations Directorate, and the US Army 
Safeguard Systems Evaluation Agency. These elements develop electronic 
countermeasures techniques to nullify vulnerabilities discovered in 
missile systems, conduct p.re-production tests of rocket and guided missile 
systems, operate a nuclear effects facility and operate National Range 
Facilities for tests conducted at WSMR. 





(2) The operation to date has proven to have value as an adjunct 
to the installation security program. The isolation of the installa¬ 
tion, disperson of many of its facilities, and the extent and nature 
of its computer facilities and missile testing ranges present a lucra¬ 
tive target for hostile intelligence service (HoIS) penetration. USMR’s 
proximity to the OS-Mexican border renders it vulnerable to HoIS 
operations based in a foreign country. Admittedly, the operation to 
date has not surfaced hard evidence of HoIS presence or penetration, 
but the scope of the threat must be recognized. Details of activities 
conducted at the site are of current interest to HoIS. The tuo-pronged 
capability of the ICIP, that is, extensive use of overt sources of all 
types, plus the covert effort exemplified by the confidential sources, 
appears to be a necessary coverage at this time with the best potential 
for detection and discovery of HoIS activities. 

f. Recommendation: Based on the above, recommend that ICIP LENS 
HOLDER be continued. 




T.CIP REPORT 





1 April 1975 to 31 March 1976 
(OACSI Revalidation - 4 Feb 75), 


a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 


c. Significant Information Obtained During Period 1 Apr 75 to 
31 Mar 76: 


(1) A source in the Chinese-Mandarin Language Department furnished 
information concerning a temporary instructor of that department who 
closely questioned her students about their knowledge of their future 
duties and assignments. She frequently expressed her displeasure in 
the task of teaching Chinese to students which, would enable the- to 
"conduct spying activities" directed at the People's Republic of China 
(PRC). The instructor also displayed a rebellious and uncooperative 
attitude toward necessary DLI administrative requirements. Born in 
Canton, China, she was a British citizen and no evidence of a pre- 
employment investigation could be-found. DLI refused to renew her con¬ 
tract when it expired in Sep 75 and she departed DLI in that month. 

(2) A Confidential Source reported information on an instructor of 
the German Language Department who travelled to East Germany in mid-1975 
without notification or permission from DLI authorities. Upon completion 
of the travel, the instructor was admonished officially and informed that 
any future violation of the DLI regulations on foreign travel would re¬ 
sult in temporary suspension. 


(3) A visitor to the Russian Language Department in May 75 requested 
copies of training material used in the Russian Dept, claiming that he 
wanted it to use for language training in his reserve unit. The visitor 
was given two unclassified training exercises. Subsequent investigation 
identified the visitor and established that he was a former graduate of 
Russian at DLI, and additionally, that lie was a bona fide member of a 
California-based Army Reserve unit. The incident, although not of a major 
significance as proven by the later investigation, did serve to underscore 
a need for better visitor control at DLI. The Director, DLT, placed 
special emphasis on this and the need for all personnel to be alert for 
unauthorized visiters and proper procedures for handling them. New visi¬ 


tor requirements and restrictions were published and 
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(4) An instructor in the Hungarian Language Departnent travelled 
to Hungary in Sep 75 with a stated purpose of visiting relatives. A 
review of the instructor's file revealed extensive foreign travel in 
Europe since 1971 and frequent contact with relatives and other persons 
in Hungary. File checks and inquiries of other agencies failed to re¬ 
veal any substantial derogatory information concerning the instructor, 
but the potential hostage situation is evident in the continuing con¬ 
tacts. Monitoring of the instructor’s activities continues. 


(5) An ICIP source reported that an instructor in the Russian 
Language Department allegedly is a former member of the Soviet Army's 
equivalent to the US Army Security Agency who while in the Soviet Array 
received special training in English. This instructor left the USSR 
in Apr 74 and was hired at DLI in Oct 74. A coworker of the instructor 
left the Soviet Union in Apr 75 and was also hired as an instructor at 
DLI in Jul 75. Both of the instructors taught together at the Leningrad 
Herzen Pedagogical Institute in Leningrad in the late 1960s and early 
1970s. The sequence of these events illustrate how quickly these indi¬ 
viduals are able to secure employment after leaving the USSR, employment 
in which they are placed in extremely close contact with US intelligence 
personnel. Monitoring of the activities of these individuals continues. 


(6) Two instructors in the Bulgarian Language Department who are 
man and wife were accused by fellow faculty members at DLI of being 
communists because of the unexplained details of their emigration to 
the ’.lest and the manner in which they left Bulgaria. The allegations 
led to charges and countercharges; full details of the incident were 
provided the FBI. The wife remains at DLI as an instructor, but as of 
the close of the reporting period on 31 ’far 76, the husband was employed 
elsewhere and no longer DOD-affiliated. 

(7) A DLI employee of the Hebrew Project at DLI also created 
considerable internal dissension and bickering within the Hebrew Depart¬ 
ment when he maintained close contact with the Israeli Consulate in San 
Francisco. This caused associates to become suspicious of his motives 
and high level contacts. The employee, an alien with an impressive 
background, including possible intelligence activities, later applied 
for employment with the National Security Agency (NSA), which has been 
provided all information available to USAINTA. 


(S) A confidential source reported that a Czechoslovakian 
Department (CLD) instructor was planning to withdraw her retire 
money and return to Czechoslovakia with her tv. T o sons, all egedly 
there .1 ~ " 
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(9) A second CLD instructor has disclosed to several sources over 
the last two years his continuing efforts to obtain the release of his 
children from Czechoslovakia. The Czech Government recently informed 
the instructor that he could obtain the release of his children if he 
pays the Czech Government $66,000 as reimbursement for the cost of the 
time the instructor spent in a Czech prison and an education tax on the 
education acquired in Czechoslovakia by the instructor and his wife. 

The instructor disclosed that the Czech military had changed its method 
of counting. The reports indicate that the instructor is maintaining 
close, continuing ties with Czech Government officials and that a hostage 
situation with his children exists. Monitoring of his activities 
continues. 

(10) Monitoring also continues on activities of a Polish Language 
Department (PLD) instructor who plans to visit his mother ar.d a brother 
in L’arsaw in mid-1976. The instructor has not applied formally to DLI 
for approval for the leave and the trip. The instructor frequently 

has travelled in the past to Europe. His brother, a medical doctor also 
travels extensively, and has been in the US and Canada often during the 
last 20 years. During a 1974 visit to the US, the instructor's brother 
visited DLI, attended PLD functions at DLI, talked with the US Army 
students at length and photographed many of the students in attendance. 

US Customs once detained the instructor's brother at the Canadian border 
for attempting to smuggle Communist propaganda into the US; US Customs 
confiscated the propaganda. 

(11) An instructor in the Russian Language Department apparently is 
suffering from mental problems. The instructor has written to a 
California US Senator, a nationally syndicated columnist, and the FBI, 
alleging that he is constantly under surveillance by the Soviet KGB and 
US intelligence and further, that his life is in danger. The instructor 
also has sent a telegram to the President of the United States. Both 
the FBI and the Secret Service have made inquiries into the matter and 
conducted local investigations of the instructor. On 23 Mar 76, the 

DLI Commandant directed the instructor to undergo psychiatric evaluation. 
Initially, the instructor refused and was suspended from his duties 
administratively. At the end of the reporting period the instructor 
agreed to the examination. The results and final disposition ere r aiding. 
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d. Operational Status: 

(1) LENTIL MONKEY was first approved by ACSI, DA, for implementation 
on 11 September 1967. 

_ (2) During the reporting per iod, 4,603 manhours were expended. 

j bl | there were no TDY outlays. 

(3) Production consisted of 360 written information reports and 
220 Memorandums and oral reports. 

(4) Eight confidential sources were active in the ICIP at the close 
of the period and additional coverage of language departments and 
administrative sections of DLI was obtained by 16 conventional sources. 

e. Comments: 

(1) The mission of DLI is to train DOD intelligence and communica¬ 
tions security specialists in every major foreign language. Military 
attaches, employees of the CIA and FBI, as well as other federal agencies, 
are also trained at DLI, making it an extremely enticing target for 
hostile intelligence service operatives. The majority of the faculty 

of DLI have foreign backgrounds, some have only recently arrived from 
Communist Bloc countries and rapidly achieved employment in an installa¬ 
tion v.’here most of the students are in intelligence or destined for 
intelligence assignments upon graduation. Many of these instructors 
are in hostage situations by virtue of close, .living relatives in the 
ComBloc countries with whom they maintain written contact and closer, 
if less frequent, personal contact.. In maintaining contact with these 
ComBloc countries for any reason whatsoever, intelligence agencies of 
those countries in all likelihood have identified the instructors' 
place of employment and may have contacted them under one guise or 
another. 

(2) In addition to extensiv^and frequent contacts with the govern¬ 
ments of HoIS, many instructors who probably are completely imbued with 
the American way of life and are now US citizens or who intend to became 
citizens, nevertheless are vulnerable targets. The instructors acquire 
personal acquaintances among many intelligence personnel and, in the 
course of teaching and associating with the military in year-long 
classes, learn of the students' future assignments and do in some 
instances correspond with DLI alumnae after graduation. This unique 
characteristic of conditions at DLI serves to make the Institute an 
even more attractive target for HoIS approaches. 

(3) As shown by statistics in paragraph d(2), and d(3), above, 

ICIP LENTIL MONKEY is the most productive of all the presently active 
ICIPS with a total of 360 written reports. Though 4,603 manhours were 
expended in the project, the actual cash outlay of ICE was $372 for the 








year, the lowest cost figure for any of the active ICIFb. 
the cost-yield ratio alone, this operation is an extremely 
economical effort. 

f. Recommendation: In view of the above recommend tha 
LENTIL MONKEY be retained. 
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— Contained in USAINTA's 3d Quarter, FY 1976, ICIP Operations Report, 11 Hay 76, 
was recommendation to terminate three operations: CANINE PIATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Telecommunications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

— USAINIA recoranendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive Cl program. 


— After a thorough review of the ICIP report on these operations, it is deter¬ 
mined that they can be terminated with no adverse affect on the installations served. 

— Increased overt liaison with additional security support will be provided the 

installation^by the 902d HI Group. 902d MI Gp Pamphlet No. 381-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) (TAB C) 
outlines overt liaison procedures without employing confidential sources. " 

— ICIP Reports on CANINE PLATE (U), CENSUS TIME (U) and CENTAVO KID (U) are 
attached at TAB B. 

— With the termination of these ICIP's, there remain^ four active CONUS ICIP 

operations. ' 

Ltr to USAINTA at TAB A , , furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP's to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 June 
1976. 
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SUBJECT: Internal Counterintalligance Program (ICIP) (U) 


CMBUrf#r 

OS Amy Intelligence Agency 

ATT*: MtlA-SO 

Port Suit, kUrylsod 20753 
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1. (0) teference, M Quarter, FT 197e, ICIP Operations Report, 

wherein you rscoan Md termination of three ICIP operations. 


2. \BT ICIP operations, CAKINE PLATE (0), CEKSUS TIME 0?), and 
CCMHVD KID (0) ere formally terminated as recommended. 


2. (0) Request that a full review of the remaining four active COhl'o 

ICIP operations be conducted to determine the need for their continuanct 
or discontinuance, and the results, with your recommendation®, be forwarded 
to this office HU if June 76. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 
CANINE PLATE: (OACSI Revalidation - 4 Feb 75) 

a. Location: Seneca Army Depot (SAD), Romulus, NT-. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 

Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE PLATE was first approved by OACSI, 

DA, for implementation on 18 Sep 73. During the reporting period 400 
manhours were expended in the ICIP. However, ther e were no reports 
submitted, no funds expended, neither TDY nor |bl | There were no confi¬ 
dential sources utilized, only conventional sources. 

e. Comments: The installation's mission remains the same, a supply 
depot for missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical and sensitive installation; therefore, 
remains as a potential target for HOIS. However, there was no information 
reported to indicate the presence of any overt threat to the installation. 
The MI Group has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation. 

f. Recommendation: That the ICIP CANINE PLATE be terminated but that 
increased overt liaison with additional security support be provided the 
installation commander. 
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ICIP REPORT 
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1 April 1975 to 31 March 1976 


yz) CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon Telecommunications Center fPTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans¬ 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola¬ 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct and activities. 

(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga¬ 
tion. The investigation revealed that the NCO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter¬ 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC for adjudica¬ 
tion. The decision was made not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist. 

(3) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a night of heavy drinking began hitting his wife when she tried 

to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC commander 
counselled the NCO on his drinking, and marital problems and assigned 
him duties where he has no access to classified information. 
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| ''”(4)1 During the course of an investigation of an enlisted WAC 

memEtrof PTC who was away-without-leave (KAWOL Investigation), it was 
discovered that the CID was also investigating her for theft and 
trafficking in drugs. The MI repr esentative and CID agents coordinated 
£|^rmutnia]^ has suspended the WAC’s access to 

^^fiiassltied material pendingcompletion of the investigation. 
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d. Operational Status: 

(1) CENSUS TIME was first approved by OACSI, DA, for implementation 
on 5 Feb 74. 

(2) During the period of 1 April 1975 to 31 March 1976, 726 

manhours were expended, no TDY nor | 51 ^ere used. The operation 

produced seven information reports. une confidential source was used 
during the period but was terminated during the latter part of the period, 

e. Comments: The PTC operations include an extremely high volume 
of multimedia ultra sensitive compartmented classified traffic processed 
at the highest level of the military establishment command group being 
served, and includes the cryptographic operation, maintenance and logis¬ 
tical mission and support rendered to the JCS, the NMCC, departments and 
executive agencies of the government allied embassies, and the United 
Nations Building in New York. The installation remains as a potential 
target for HOIS; however, there was no information reported to indicate 
the presence of any overt threat to the installation. The MI Group has 
been conducting a thorough review of the ICIP to determine the advisability 
of terminating the operation and implementing an overt direct support 
comprehensive counterintelligence program. In view of the above the 
continuation of an ICIP is not warranted at this time. 


f. Recommendation: That the ICIP CENSUS TIME be terminated and an 
increased overt liaison with additional direct security support be pro¬ 
vided the installation commander. 
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ICIP REPORT 


1 April 1975 to 31 March 1976 
(pf CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories, (HDL), Adelphia, MD 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secretary at the USSR 
Embassy, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and Elec¬ 
tronics Engineers, INC., a professional society for engineers which 
was held in the auditorium of HDL. The subject matter presented during 
the meeting was unclassified. At a second meeting of the society the 
Soviet Embassy official was denied entry. A report of the incidents 
were provided to the FBI and the Commander, HDL, made a determination 
that the society could no longer hold meetings at HDL in order to pre¬ 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft flew over the 
test site, Woodbridge Research Facility (WRF), HDL, inhere a series of 
tests on foreign equipment under the Range Emory program was in progress. 
In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being investigated in coordi¬ 
nation with the FBI. 


(3) An employee, HDL, made allegations of immoral activities by 
members of the HDL Security Office and a group at the Van Ness Avenue 
Facility, HDL. The employee claimed that she was being followed by 
members of the HDL Security Office. After investigating the employee’s 
story, the Commander, HDL, believed that she was suffering from psychiatric 
problems and would have her visit a psychiatrist for a complete evaluation. 

(4) Suitability information concerning an employee of the Woodbridge 
Research Facility (WRF) a branch of HDL located in Woodbridge, VA, involved 
a problem of alcohol abuse. After counseling, the employee participated 

in a rehabilitation program. 
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(5) A courtesy penetration test of HDL's Adelphi Facility was 
conducted and revealed several security weaknesses which were corrected 
by the supported command. As a result of the test a number of security 
guards were transferred and guard procedures were changed. In addition 
a new magnetic coded badge was approved for purchase in FY 77. As a 
follow-up implementation of "Lessons Learned" in the penetration test the 
ICIP Project Liaison Officer (PLO) and the HDL Security Officer prepared 
and delivered a series of lectures and classes to the HDL guard force on 
the penetration test. Additionally, the PLO delivered lectures on the 
penetration test to the faculty and students of the Counterintelligence 
Dept, US Army Intelligence Corps School, Fort Huachuca, AZ. 

d. Operational Status 

(1) During the reporting period 880 manhours were expended, 18 in¬ 
formation reports were submitted and 41 memorandums were prepared and 
provided to the supported commander. 

(2) No TDY or | bl | were expended. 

e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
supported commander was briefed on the implementation of the operation 
on 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research and 
development activities in support of the US Army. Some of the more sensi¬ 
tive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead 

and missile systems to determine their ability to withstand nuclear 
weapons radiation; develop fuses for use with nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Minuternen and Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL. However, the amount 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI Group is reviewing the ICIP with a view of terminating 
the program and instead implementing an overt direct support counter¬ 
intelligence program. 

f. Recommendation: That the ICIP CENTAVO KID be terminated and 
an overt direct support counterintelligence program be .implemented. 
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— Contained in USAINTA's 3d Quarter, FY 1976, ICIP Operations Report, 11 May 76, 
was recommendation to terminate three operations: CANINE PLATE (U) at Seneca Army 
Depot; CENSUS TIME (U) at Pentagon Telecommunications Center and CENTAVO KID (U) at 
Harry Diamond Laboratories. 

— USAINTA recommendation based on 902d MI Group review of ICIP's to determine 
advisability to terminate these ICIP's and replace them by an overt direct support 
comprehensive Cl program. 


— After a thorough review of the ICIP report on these operations, it is deter¬ 
mined that they can be terminated with no adverse affect on the installations served. 

e.**4Cvrr*A. 

-- Increased overt liaison with additional security support will be provided the 
installations by the 902d MI Group. 902d MI Gp Pamphlet No. 381-3, dated 22 Apr 76, 
outlines the Direct Support Comprehensive Counterintelligence Program (DSCCP) iTAB C) 
outlines overt liaison procedures without employing confidential sources. 

— ICIP Reports on CANINE PLATE (U), CENSUS TIME (U) and CENTAVO KID (U) are 
attached at TAB B. 

— With the termination of these ICIP's, there remain/ four active CONUS ICIP 

operations. * 

— Ltr to USAINTA at JEAB_A, furnishes formal termination of these ICIP's and 
instructs USAINTA to conduct review of the remaining four ICIP’s to determine need 
for continuance, and to forward results and recommendations to this office NLT 21 June 
1976. 
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DAKI-DOB 

SUBJECT: IoMrn.1 Count.rint.Ulg.ne. Frog™ ««»> <»> 


CoonAnder 

OS Army Intelligence Ag*»ey 

ATTK: KI 1 A-S 0 

Fprt Meade, Maryland 20755 


l fin Reference, 3d Quarter, FY 1976, ICI? Operations Report, ' , . 

i.r£i ™^i^d t.rolnotloa of three ICIP op.rntions. 

j ML, KIP operations ( CAKIKE PLATE (U) . CEKSDS TIKE (B), «nJ 
Cs?*£aV 0 KID (0) are formally terminated as recommende . 

, fnl Request that a full review of the remaining four active COKUS 
to this office ::u 2| June 76. 
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TCIP REPORT 

1 April 1975 to 31 March 1976 
stfO) CANTNE PLATE: (OACSI Revalidation - 4 Feb 75) 

a. Location: Seneca Amy Depot (SAD), Romulus, 'NY-, 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 

Civilians: None 

c. Significant Information Obcained During Period 1 Apr 75 to 31 
Mar 76: There was no significant information obtained during the period 
and there were no indications of any overt threat to the installation. 

d. Operational Status: CANINE PLATE was first approved by OACSI, 

DA, for implementation on IS Sep 73. During the reporting period 400 
manhours were expended in the ICIP. However, there were no reports 
submitted, no funds expended, neither TDY nor ] bl | There were no confi¬ 
dential sources utilised, only conventional sources. 

e. Cements: The installation's mission remains the same, a supply 
depot for missile and artillery weapons systems with a nuclear capability. 
The Depot is considered a critical ar.d sensitive installation; therefore, 
remains as a potential target for HOIS. However, there was no information 
reported to indicate the presence of any overt threat to the installation. 
The 'll C-rcup has been conducting a thorough review of the ICIP to determine 
the advisability of terminating the operation, 

f. Recotmendaticn: That the ICIP CANINE PLATE be terminated but that 
increased overt liaison with additional security support be provided the 
installation commander. 






ICIP REPORT 


^ 1 April 1975 to 31 March 1976 

(£) CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon Telecommunications Centejr (PTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC. 

b. Information Obtained Off-Post and/or Reported on Non-Affiliated 
Civilians: None 

c. Significant Information Obtained During the Period 1 April 1975 
to 31 March 1976: 

(1) An ICIP source reported that a PTC civilian employee was trans¬ 
ferred from the coding and decoding section because he had coded an 
obscene message that was to be sent to an overseas user. Additionally, 
the ICIP source provided information concerning possible security viola¬ 
tions involving the employee. Because of the employee's questionable 
suitability characteristics and conduct he was assigned to a job in PTC' 
requiring minimum contact with classified information. Supervisors will 
continue to monitor his conduct, and activities. 

(2) An Army NCO assigned to PTC attempted to commit suicide by 
slashing his wrists. As a result of the information gained concerning 
the suicide attempt a Limited Investigation was initiated. The NCO was 
assigned to the Logistics Branch, PTC, pending results of the investiga¬ 
tion. The investigation revealed that the ECO has a large number of 
outstanding debts, has lied on loan applications, and had ordered a 
1976 automobile which cost in excess of five thousand dollars. Inter- 
views concerning the NCO revealed alleged drug usage and homosexuality. 
The Limited Investigation was completed and referred to PTC lor adjudica¬ 
tion. The decision was made not to revoke the NCO's security clearance 
since he left the service on 9 April 1976 and will not be allowed to 
re-enlist, 

(3) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO 
after a r.ight of heavy drinking began hitting his wife when she tried 

to arouse him after he had "passed out." The wife filed assault charges 
with the Military Police but withdrew them later. The PTC commander 
counselled the NCO on his dr.inking. and marital problems and assigned 
him duties where he has no access to classified information. 
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(4) l ouring the course of an investigation of an enlisted VAC 
['“momfer'of PTC who was away-vithout-leave (KAVOL Investigation), it was 
I discovered that the CID was also investigating her for theft and 


| trafficking in drugs. The Mj 
^eheir mutual investigations^ . 

^lassifieamater7aT'^en3T?IJ J cotnplotion of the investigation 


esentative and CID agents coordinaj 
PTC has suspended the VAC's access to 


d. Operational Status: 

(1) CENSUS TIME was first approved by OACSI, DA, for implementation 
on 5 Feb 74. 

(2) During the period of 1 Ap ril 1975 to 31 March 1976, 726 

manhours were expended, no YDY nor | bl [ were used. The operation 

produced seven information reports. One confidential source was used 
during the period but was terminated during the latter part of the period. 

e. Comments: The PTC operations include an extremely high volume 
of multimedia ultra sensitive conpartmented classified traffic processed* 
at the highest level of the military establishment command greup being 
served, and includes the cryptographic operation, maintenance and logis¬ 
tical mission and support rendered to the JCS, the NTICC, departments and 
executive agencies of the government allied embassies, and the United 
Nations Building in New York. The installation remains as a potential 
target for HOIS; however, there was no information reported to indicate 
the presence of any overt threat to the installation. The MI Croup has 
been conducting a thorough review of the ICIP to determine the advisability 
ef terminating the operation and implementing an overt direct support 
comprehensive counterintelligence program. In view of the above the 
continuation of an ICIP is not warranted at this tine. 


f. Recommendation: That the ICIP CENSUS TIME be terminated and an 
increased overt liaison with additional direct security support be pro¬ 
vided the installation commander. 
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1 April 1975 to 31 March 1976 
’) CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

Location: Harry Diamond Laboratories, (HDL»Adelphia, MD 


b. Information Obtained Off-Post and/or Reported on Non-Affiliated 

Civilians: None 

c. Significant Information Obtained During Period 1 Apr 75 - 
31 Mar 76: 

(1) Information was received that a First Secretary at the USSR 
Embassv, Washington, DC had visited HDL on two occasions. On one 
occasion he attended a meeting of the Institute of Electrical and elec¬ 
tronics Engineers, INC., a professional society tor engineers which _ 
was held in the auditorium of HDL. The subject matter presented aurmg 
the meeting was unclassified. At a second meeting of the society the < • 
Soviet Embassy official was denied entry. A report of the incidents 
were provided to the FBI and the Commander, HDL, made a cetermination 
that the society could no longer hold meetings at HDL m order to pre¬ 
clude any potential security threat. 

(2) On two occasions an unidentified light aircraft ile« °' /c - r the 
test site, Voodbridge Research Facility (WRF), HDL, where a series of 
tests on foreign equipment under the Range Emory program was m progress. 

In both instances the aircraft circled over the Range Emory test cite 
for about 5-7 minutes. The overflights are being investigated in coordi¬ 
nation with the FBI. 

(3) An employee, HDL, made allegations of immoral activities by 
members of the HDL Security Office and a group at the Var. Ness Avenue 
Facilitv, HDL. The employee claimed that she was being to*lowed oy ^ 
members'of the HDL Security Office. After investigating the employee s 
storv, the Commander, HDL, believed that she was suffering crom psychiatric 
problems and would have her visit a psychiatrist for a complete evaluation. 


Noodbridge 

VA, 


(4) Suitability information concerning an employee of the Wo, 

Research Facility (WRF) a branch of HDL located in Voodbridge, \A, involved 
a problem of alcohol abuse. After counseling, the employee participated 
in a rehabilitation program. 
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1 (5) A courtesy penetration test of IIDL's Adelplii Facility was 

conducted and revealed several security weaknesses which were corrected 
> by the supported command. As a result of the test a number of security 

i guards were transferred and guard procedures were changed. In addition 

a new magnetic coded badge was approved for purchase in FY 77, As a 
■ follow—up implementation of "Lessons Learned" in the penetration test the 

! ICIP Project Liaison Officer (PLO) and the 11DL Security Officer prepared 

and delivered a series of lectures and classes to the HDL guard force on 
che penetration test. Additionally, the PLO delivered lectures on the 
I penetration test to the faculty and students of the Counterintelligence 

• Dept, US Army Intelligence Corps School,- Fort Huachuca, AZ. 

\ 

} d. Operational Status 

I 

(1) During the reporting period 880 manhours were expended, 13 in¬ 
formation reports were submitted and 41 memorandums tv’ere prepared and 
provided to the supported commander. 

(2) ”o TDY or | bl [ were expended. , . 

e. Comments 

(1) ICIP CENTAVO KID was approved by OACSI, DA, 18 Oct 73 and the 
supported commander was briefed on the implementation of the operation 
on 12 November 1973. 

(2) The mission of the HDL includes critical sensitive research am 
development activities in support of the US Army. Some of the mere seni 
rive activities include research into the hardening of communications 
equipment against nuclear weapons radiation; tests of nuclear warhead 
and missile systems to determine their ability to withstand nuclear 
.-.-eapons radiation; develop fuses for use with nuclear warheads and 
conducts development and testing of radiation hardened systems for 
Nir.utamer, and Poseidon Missiles. 

(3) The installation remains a potential target for HOIS and the 
hostile intelligence service have an interest in the research and 
development activities of the type conducted at HDL. However, the amoui 
of significant information surfaced by the ICIP does not warrant the 
expenditure of manhours at this time to continue the ICIP. 

(4) The MI Group is reviewing the ICIP with a view of terminating 
the program and instead implementing an overt direct support counter¬ 
intelligence program. 


f. Recommendation: That the ICIP CENTAVO KID be terminated and 
m overt direct support counterintelligence program be implemented. 
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Background : 

-- Since 1970, Project FILMAN has provided support to USASA Field Station Berlin 
(USASAFSB). FIIMAN was designed to use sources from the local work ::orce and personnel 
located in establishments frequented by the work force. Problems encountered from 
peripheral nature of sources and their difficulty in becoming accepted into USASA 
circles. S $e TAB B . 

-- Cdr, 766th MID proposed an Aggressive Defensive Source Acquisition Program 
(ADSAP) support arrangement for USASAFSB which would provide more direct source access 
and control of source coverage. 

-- In August 1975, Cdr USASAFSB and DCSSEC, HQ USASA concurred in proposal. In 
September 1975, ACSI, DA and DCSI, USAREUR briefed and supported concept. In October 
1975, Cdr, USASA concurred in cancellation of FILMAN and initiation of ADSAP, (See 
TAB C l Subsequently, concept discarded in favor of subject ICIP. 

-- By ltr 28 April 1976, DCSI, USAREUR forwarded subject ICIP for ACSI approval. 
jm Discussion : 

— Purpose of subject ICIP is to collect significant Cl information through use of 
overt liaison contacts, casual sources and confidential recruited sources assigned to 
USASAFSB. Sources will be specifically targeted against Hostile Intelligence Services 
(HOIS) activities directed toward USASA and against security vulnerabilities of USASA 
personnel. 

-- On 14 May 1976, DCSSEC, HQ USASA, reviewed subject ICIP and concurred in OPLAN. 
The DCSSEC recommended deletion of coordination with Cdr, USASA Europe (Para 2b(4)(c), 
"in view of realignment of functions and need for,compartmentation, coordination 
reflected in para 4e(2) is sufficient." (TAB A) 
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AZUMI-BCS 

SUBJECT: Project Pflaao C°) 


Cccr-nnnder 
USASAFSB 
ATTN: 3-2 
APQ 097^2 


_ '1. (u) Tile purpose of this proposed action Is to provide increased, 

and Improved counterintelligence support to the US Army Security 
Agency Field Station, Berlin (USASAFSB). 

iwe) In 1970. a cooperations plan va3 submitted by Berlin Field 
Station, 66th id Group, to correspond vltb the activation of the 
USASAFSB site known as "Teufelsbcrg 0 . The operations plan was 


jtfufctoituVg^ force. ,l^aL_varJt-f<»rco^ 

Arffc^catui^tcr^fectively-in*erht*‘* 1 i 
jpfcweito. 3gn rce, recruitoetrt-^fci^a^were-coneeT i trtit ed 1 tm ~ l ti ai v iduAl js 

jigntfi seA At. Initially through coordination -with 

the S-2, USASAFSB, a list of establishments frequented hy USASA7SB 
personnel was prepared and attempts were made to introduce sources 
Into some of the establishments. We presently have^ 

ja g toottadaJtei gu BseAesfej^i _ 

However, to date these sources have provided 3 
■ jewel iW’T aieai&teftnaft. 
acAfiaga .notJto.JUSASAF SB. In approximately -withdrew 

T i ea m lsJ 1111 |i mi 1i s f m ini m n n fl , ft irr n n ~ 7 1 1111 1 ITi l" 

. fhn ^flb-lfT-Emr T b 1 1 prl i nnrj / ' afft lgTOy*TrWrt» 

fi nd . thfi . r, fll l ffimlty 

■JtfaAoooafaag^oaeiPtad lata ASA fita&Eft. 


F=-~ 

f=r, 


W 


■m 

‘i-^% 

rx> 

o 


tn knit ASA 

S£urc£g 


In short, ]>nr ,| r v '‘"~' 1 » 


CLASSIFIED BY; Cdr, 66th MI Group 
EXEMPT FROM GDS 0? EQ 11652 
EXEMPTI03 CATEGORY 2 
DECLASSIFY 03: Botiflcation by Originator 


ftiCL* I 


^grade du , CUss[F|ed 

AU^Sf^PO.PO 

tfL- 03DoD S200.,. r 

CONnDEfrfflB g L _- 



-—~ 


AEtftI—BC2 "x 

SUBJECT; Project Filaaa (° / 


1 9 SEP 1975 


3. X propose that the £ ili*an p r o je c t fe c-caB ec llc *, that penal scion 

he granted to recruit ASA personnel vithin USASAFSB, and ahat-the-A^gres- 

Oitv B n f rniUTT-PTrrr* A—jr < aMeott .. . f*flS AP-)-be-UBC<i-eB-the vehicle 

tfi j — iviOe— O«feoe*ye ■eattBfccroapfco aago support Oer -tfSASAFSB^ A "brief 
description of AD5AP and general ADSAP ESI Is attached as Inclosure. 

This vould enhance Cl coverage of USASAFSB by providing more flexibility 
vithin the framework of one source program*, access to the target area* 
and target personalities, a'wider range of operations for sources, and 
core streamlined administrative procedures for the management of sources. 
Current Filcan sources will be converted to the ADSA? program. Sources 
will be preferably recruited vithin the target activity to provide infor-~ 
nation on personalities and activities. Additional sources vill bo 
recruited on the periphery or outside of the target sites in order to 
enhance overall Cl coverage. Once it has been determined vhere a 
possible shortfall of information occurs, a concerted effort vill be 
' made to obtain sources vho can provide that information. Indiscrim- 
leant selection and recruitment of sources vill be avoided and emphasis 
vill be placed on a prospective source’s ability to fulfill the require¬ 
ments levied on him. 766th MID vill provide the S-2, USAS APS 3 vith the 
desired qualifications for personnel to be utilised in the program «r>a 
he will be requested to screen present personnel assigned to hi 3 unit 
to determine those best qualified for recruitment. ADSA? vill not 
supplant the S-2, USASAFS3 program of internal informants, but vill 
augment his present activities. A target analysis vill be prepared 
by this Detachment in coordination vith the S-2, USASAFSB. Isfoca&ttoB 
aalely-of^-e.-auit abdlity nature*, vill^ba.report ed ft-. t.h« S-2, 

All other information vill be reported in accordance vith 
reporting requirements, as outlined in LOI 6-TD, 66th MI Croup. 

fe. Preliminary discussions, conducted in'August 1975, vith tho 

Commander, USASAFSB, the Deputy Chief of Staff, Security, US ASA Head¬ 
quarters, Arlington Hall, Virginia, and the Commander, 66th MX Croup, 
dudinated a favorable response to the above proposal. 

5A This Detachment request* your comments, recommendations.' and 

approval of the above proposal. 


1 Incl 

crBNO £ °c 0 ^ afOUP 0 ', «■ . 


ALLTff C. HOULTBf 
LTC, m 
Commanding. 


2 





AGGRESSIVE DEFENSIVE SOURCE ACQUISITION PROGRAM (ADS*?) 


ADSAP concerns itself vith tvo categories of hinan sources as defined 
by 66th MI Group LOI Number 6-TD. These tvo source categories are Conven¬ 
tional and Confidential. The ADSAP is a Cl threat information collection 
program and sources recruited under this program should not be recruited 
for coverage of a specific CE target. Sources are recruited vithin and 
on the periphery of sensitive installations and activities by combining 
both active and passive measures to counter the information collection 
capability of hostile intelligence services (HoIS) operating against U3 
Forces. The passive measures axe designed to protect defense information 
from unauthorized disclosure or compromise, vhlle the aggressive measure* 
are designed to obtain information vhlch vill lead to the detection and 
neutralization of Eol-S efforts directed against US Force*. 

General' ADSAP ESI* 

a. Detection of suspicious activities, undue inquisitiveness or 
obvious lack, of good security practices .on the part of or involving U3 
Forces personnel. 

b. Identification of US Forces personnel who closely and continually 
associate vith foreign nationals having connections vith Koviet Bloc 
countries. 

c. Identification of US forces personnel vho make unauthorized or 
frequent authorized travel to Soviet Bloc countries. 

d. Identification of US Forces personnel vho have continued contact 
vith local national personnel. 

e. Detection of disaffected personnel. 


f. Identification of US Forces personnel vhoae activities and/or 
character weaknesses either individually or in a combination constitute 
a clear and significant threat to US Forces in that they have rendered 
the US Forces connected personnel susceptible to exploitation by BoIS. 
Susceptibility to HoIS exploitation because of adverse suitability fac¬ 
tors should be coupled vith at least one of the foregoing indicators of 
possible HoIS interest. Specific suitability factors which could render 
US Forces personnel vulnerable to HoIS exploitation would be excessive 
indebtedness or recurring financial difficulties; unexplained affluence; 
conduct such as criminal, immoral or homosexual acts which could render 
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the individual susceptible to pressure; current and pact Rental and emotional 
instability; unusual work habits that do not conform to the daily pattern of 
fellow employees, sudden unexplained chances in working or social habits; 
sexual misconduct; infidelity; marital problems; trading on the intertonal 
routes or otherwise utilising linguistic capabilities with Soviet or other 
bloc personnel In unauthorized situations. 



IAEB-I 


7 Otf ^75 


SUBJECT: Aggressive Defensive So arc* Acquisition Progrta (ADSAP) (U) 


Coenander 

US A ray Security Agency 
ATTN i DCS S SC 
Arlington Hall Station 
Arlington, Virginia 22212 


l. N W A 


Attached in a copy of a lattar racelved on 19 Bapteaber 1975 
froa Cocsaander, 766th Hilitary In t eHigma ce Datachaaat* 66 th KI Group, 
entitled "Project nLKAN". The latter la aolf explanatory but can be 
euaaariaed as follow: Counterintelligence support to USA3A7C Berlin 
has keen conducted since 1970 under the proriaicm* of ITLK4£» Although 
TIUUH was satisfactory in concept, it suffered froa a lack of precise 
i^rt definition, particularly in source acquisition and reporting. 


:w: 


Cdr, 766 th KID, proposes as ADSAP support arrange sent which 
would prorido »ora direct source access to USaHA personnel and direct 
control of source coTorag* of actual or potential expionape approaches. 
Cdr, USASAFS Barlin concur^c in the concept and desires to icpleneat 
the pro^-raa. COL Holden was briefed on the progrc* during hie visit 
to Berlin in August 1975 sad concurred in the proposal, til Aaron* 

DA ACS I, and KG Dillard* USARHJB DCSI* were also briefed in Septeaber 
supported the concept. 


JVTpy Request your concurrence in cancellation of Project FILXAH 
and adaption of the ADSAP by USASAPS Berlin/? 66 th BID. Appropriate 
safeguards will be maintained with regard to withdrawal of 03ASA 
eourcts should hostile intelligence interest focus on a U£A£A soldier. 
Koquest a reply as soon aa possible so ve can begin negotiating a 
new kecorendua of Understanding with 66 th JCX Croup. 

FOR THE C0KKAKDK2: 


Asst Adjutaift.r. .T " iFf’FirVnc 




GEBALD J. HEDUH 


t i 
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DEPARTMENT' OF THE ARf ' 

UNITED STATES ARMY SECURITY ACL -T 
ARLINGTON HALL STATION 
ARLINGTON, VIRGINIA ZZZIk 


2 0 OCT 1975 


SUBJECT: Aggressive Defensive Source Acquisition Program (ADSAP) (U) 


Commander 

USASA Field Station, Berlin 
APO New York 09742 


1. (U) Reference IAEB-I Letter, dated 7 October 1975, Subject: 

Aggressive Defensive Source Acquisition Program (ADSAP) (U). 

I concur in cancellation of Project FILMAN and initiation of 
the Aggressive Defensive Source Acquisition Program by the 766th MID, 
66th MI Group. A copy of the completed Memorandum of Understanding 
will be provided to this HQ, ATTN: DCSSEC. 


WILLIAM IVROLYA 
Brigadier General, USA 
Commanding 
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iroval/disapproval to terminate ODCSI, USAREUR ICIP CARELESS TOKEN (U) ._ 


ML {OmmrA'hriJfy IA. T Jfcrf *« rnKthtO, H U~Mr 

MkltWlWHI.) 

ground: 


-- ICIP CAREI£SS TOKEN approved by ACSI on 25 Feb 76. 

— ICIP designed to detect and counter vulnerability to espionage by USASA person¬ 
nel assigned to Det N, USASA Field Station, Augsburg, (USASAFSA) FRG. 


— On 5 April 76, CDR 511th MI Bn recommended that ICIP be terminated,On 9 Apr 76, 
ODCSI, USAREUR, and on 14 May 76 DCSSEC HQUSASA concurred in recommendation to 
terminate. 

-- Rationale for termination? 

o Drawdown of USASA Det. Only seven USASA personnel now assigned to station. 

o .Drawdown precludes further expenditure of Cl assets and efforts required by 
CARELESS TOKEN. 

o NCOIC Det N appears completely competent to accomplish duties and control 
subordinates. 

o Regular contact between PIO and NCOIC, and occasional casual contact between 
PLO and USASA Det N personnel on an opportunity basis can accomplish goals of this 
ICIP. Pertinent info derived from such contacts would be reported promptly to S2, 
USASAFS Augsburg. 

-- 3d Ind (Red TAB A l informs ODCSI, USAREUR that ACSI, DA approves termination of 
CARELESS TOKEN. 
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DAMI-DOH 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 


3. (U) Recommendation: That 3d Ind (Red TAB A), be approved^ and signed DC* 

#*/■ 






DAMI-DOH (r‘ Apr 76) 3d Ind 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 2'] hi AY 1976 

HQDA, Office of thr Assistant Chief of Staff for Intelligence, Th< Pentagon, 
Washington, DC 20310 

TO : ComnflBder-in-Chlef, US Army Europe and Seventh Army, ATTN: AEAGB-CI (SO) , 
APO Hew York 09403 

Your recostoeodatton to terminate CARELESS TOKEN ie approved. 

FOR THE ASSISTANT CHIEF OF STAFF FOR INTELLIGENCE J 

(sgd) Merrill T. Kelly 

1 Inc I MERRILL T. KELLY 

nc Act;ng Director of Intelligence 

Operations 
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DEPARTMENT OF THE ARMY 

HEADQUARTER*. UNITED tTATEJ ABMY, EUBOPB and tiVENTH ABMT 
APO, 04403 

9 AFR 1976 

AEAGB-CI(SO) \ 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 


HQDA (DAMI-DOH) 
WASH DC 20310 


1. (U) References: 


a. Onerations' Plan, 66th MI Group, 5 May 1975, subject as 
above, w£th 5th Indorsement, DAMI-DOH, OACSI, DA, 25 February 
1976 

b. Letter, AfiAGB-CI (SO), USAREUR, 10 February 1976, sub¬ 
ject as above C0O. 

' \ y 

2. (U) AttachedMs the Quarterly Status Report pertaining to 

the ICIP CARELESS TOKEN for the period ending 1 April 1976. 


3. This office concurs in the recommendation by the 511th 
MI Battalion that this ICIP be terminated. The diminishing 
sensitivity of the target activity, and reduction In target per¬ 
sonnel would appear not to justify the futher expenditure of 
counterintelligence assets and efforts required by this ICIP. 
Consequently this office is directing initiation of formal co¬ 
ordination with US Army Security Agency (USASA), Field Station 
Augsburg for the purpose of terminating CARELESS TOKEN. 

4. (U) Request HQ, USASA be advised of USAREUR plans to 
terminate this ICIP. Comments in this regard by your office 
and HQ USASA would be appreciated. 

5. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 
AEAGB-CI(SO), HM 735^ (AUTOSEVOCOM 67^2). 

FOR THE DEPUTY CHIEF OF STAFF, 


— 1 Incl 
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DAMI-DOH (9 Apr 76) 1st Ind 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

DA, OACofS for Intelligence, ATTN: DAMI-DOH, Washington, DC 20310 [ftf 19 

TO: Commander, US Army Security Ageflcy, ATTN: DCSSEC, Arlington Hall 
i /£ tation * Arlington, VA 22212 


^Station, Arlin 
This offici 


iThis office concurs in the DCSI, USAREUR recommendation that the 
ICIP, CARELESS TOKEN, be terminated. § 

2. (U) Request your comments or concurrence. 





IASEC-S (9 Apr 76) 2nd Ind 

SUBJECT: Internal Counterintelligence ProgTa* (ICIP) (U) 


Headquarters, US Amy Security Agency, ATTN: DCSSEC, Arlington Hall 
Station, Arlington, Virginia 22212 

TO: HQDA, QAQBfS for Intelligence, ATTN: DAtG-OOH, Washington, DC 20310 
BSA&A concurs in recoaaendatlon to terminate CARELESS TOKEN. 

WILLIAM B. HOLDEN 
OOL, as 
DCSSEC 
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DEPARTMENTS THE ARMY 
511IH MILITARY INttlUGENtf BATTALION 
66TH MILITARY INTELLIGENCE GROUP 
APO109696 


5 April 1976 


SUBJECT: CARELESS TOKEN (U) \ 

(Quarterly Status Report) -« 


Commander * 

66th Military Intelligence Group 

ATTN: AEUMI-T-CI (EXCLUSIVE FOR ICIP CONTROL OFFICER) 
APO 09108 | V7 -., ...... 


1. (U) References: \ j ! =. •_^ ...i. ; lL) 

a. OPLAN, 511th MI Battalion, AEUMI-N-CE, 1-75, 1 May 1975. 

b. AEAGB-CI(SO), DTG 151640Z Oul 75, ICIP. 

c. AEUMI-N-CE, B03130-061-76, 23 January 1976, CARELESS TOKEN (U). ; 

d. AEAGB-C I (SO), DTG 091510Z Mar 76, CARELESS TOKEN (U). ■; 

2. (U) This Quarterly Status Report ..is submitted in accordance with the' k. 
above references and covers the period 16 January - 1 April 1976. A one¬ 
time adjustment in reporting dates has' been made to allow the reporting 
period to coincide with each calendar^quarter. 


3. 


General: 


i 


c:: .. 


a. Company B, Forward Operations^ Battalion, terminated its oper¬ 
ational mission at 2400 hours, 7 February 1976. During the period following. 
Company B personnel were engaged in transporting the classified operational 
files and equipment from the site to Augsburg. All Company B assigned or 
attached personnel have departed the target area. Destruction of all but 
two of the former Company B operations-buildings is underway and is being 
performed by Facilities Engineers (FE) personnel from Regensburg and Graf- 
enwoehr. Both of the two remaining buildings are to be removed under the 
Regensburg FE supervision under the same contract that will provide for 
landscaping the northern end of the compound, and removal of the rock at the 
northwestern end that presently blocks a portion of the antenna scanning area. 
The dismounted communications vans were not sold at the site as previou^ 0 
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SUBJECT: CARELESS TOKEN (U) 


5 April 1976 


reported would be the case, but instead have been removed to the Property 
Disposal Facility at Nuernberg for disposition. 

b. Two members of Company B applied for European separations since 
November 1975, but it was not determined whether or not the applications 
had been apnrovpd- sinrp hnth npr ^nnnpl had been trans ferred to Augsbur g. 

SP51 b6 _1 MOS: 98G2LRU, DPOB: | b6 t in 

| b6 I was sche duled for discharge on 20 May 1975T She had a US 

fee passport l b6 1 issued 15 November 1973 in Boston, MA, and indicated 
her intent to remain in Europe for a 1 2 month period for tr avel purposes 

b6 I 


sps r 

in I b6 ~ 


| MOS: 98G2LRU, DPOB: | b6 


_^|was scheduled for discharge on 9 January 1976, but 

extended h is enlistment until 10 November 1976. He had a US fee passport 
| b6 ~1 issued 6 July 1973 at New Orleans, LA, a nd indicate d hi s inten t 
to remain in Germany for 12 months to. study. Both| b6 l and 1 b6 j 
were unmarried. 

USASAFS Augsburg (USASAFSA) 


c. On 10 February 1976, CW2 I b6 


arrived on TDY at the target a rea accompanied by one or two other personnel 
from the same station. ] b6 | is the Corrmunications Security Custodian for 
USASAFSA and he supervised the removal of cryptographic communications 
equipment and escorted it back to USASAFSA. He stayed at the Kolmerhof 
Hotel in Rimbach, opposite the Company B administrative area. On 12 Feb¬ 
ruary 1976 he departed Rimbach and returned to Augsburg. On 12 February, 
the manager of the Kolmerhof Hotel contacted Company B to advise that an 
American guest had entered a room at the hotel on the night of 11-12 February. 
The guest was apparently extremely intoxicated, had become ill, and had 
vomited in large amounts all over the room, causing damage to carpets, furnitur 
and bedding; evidence also indicated that the guest had urinated on the floor 
of the room. The manager presented a bill for DM 100 (approximately $40.00) 
and asked that it be passed on to the guest. The guest was determined to 
have been | b6 | and he readily admitted having caused the damage and sub¬ 
sequently paid the bill. 

d. Additional information concerning the physical plant at the target 
was obtained as follows: 

(1) Sewage service is provided by the firm Franz Lederer, St Sebastian 
Platz 1, Brueck (UQ0458). Water service is provided by the firm Hans Lober, . 
Rauschstrasse, Nuernberg vorm Wald (UQ1069). The water is delivered by truck. 
The Comptroller Office, Seventh Army Training Center (SATC), Grafenwoehr 
advised that funds had been allotted to connect the target to the sewer and 
water systems of the adjacent Frencly'Bundeswehr compound. The construction 
of those lines will be completed by July 1976 and will replace the septic and 
holding tanks now in use. Agency checks are being conducted on the above- 
mentioned firms. 


610 


AEUMI-N-CE 

SUBJECT: CARELESS TOKEN (U) 


5 April 1976 


(2) OBAG {the Upper Bavaria Power Company) has declared the main 
power cable serving the target, the French/Bundeswehr compound and the 
nearby Bundespost {German postal system) TV.relay tower to be inadequate. 
OBAG intends to lay a new power cable parallel to the present one, and 
has asked each using agency to contribute to the costs, on a pro-rata 
basis. As the situation now stands, loss of outside power would auto¬ 
matically put the LfV generator into operation. That generator is capable 
of supplying full electric power to both the operational and living areas 
of the target for a maximum of 206 hours. After that time, the generator 
must be shut down for refueling, oil and maintenance. 

{3) The SATC Military Community Fire Marshal recently inspected 
the target and indicated that some water must be made available for 
emergency fire use. The Neukirchen-Heilig Blut (UQ525S) Volunteer Fire 
Department indicated it had a 40-minute reaction time. The projected 
hookup to the French/Bundeswehr compound water system should make sufficient 
water available. 


e. Due to the staggered schedules of target personnel, they had de¬ 
cided against hiring a cook and will prepare their own meals as a community 
effort. Inquiries at the local Labor Office revealed an estimated monthly 
salary for a cook would amount to about DM 1300 and this had a major impact 
on their decision, 

4 ityr Operational Matters: 

a. Information provided in the previous Quarterly Status Report is 
corrected/clarified as follows: There will be no SI area at the target. 

The highest access/classification will be Secret/Crypto. A request for a 
technical inspection had been submitted through ASA channels several months 
previously, which was not known by target personnel. The entire area, 
including the common room, will be subjected to a technical inspection prior 
to 21 May 1976. 

b. Reference paragraph 4c of relerence c: 1 b6 [ closed the 

Hoherbogen Restaurant in late February 1976 and moved to the Augsburg area. 
Since his departu re, the restaurant has remained closed. The entire file 
concerning | b6 [ will be prepared for.transfer to Specia l Operat ions Detach¬ 
ment, 66th Military Intelligence Group for monitoring of| b6|activities 
in the Augsburg area. , 

^ : 
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b6 


3 owner of ’’T ina's Bar” in Furth-im-Wald (UQ4364), also 


. * rui tn- nii-wd ia also 

intepnedto move to Augsburg. | b6 [ reported ly was a girl friend of several 
of the Company B senior enlisted personnel. | b6 I claimed to have enouqh 
money to purchase or lease any type of establishment in the Augsb urg area 
that she chose. Agency checks will be conducted concerning I b6 land the 
information will be passed to Special Operations Detachment uThe moves 
to Augsburg. 

d. Target members have the following privately-owned vehicles: 

License Number Type Owner 


KS-8739 

JA-9692 

KH-8553 

JT-8306 


1975 Chev van 
1964 VW sedan 
1970 Opel 
1967 Mercedes 


Additionally, SP5 Pack owns two motorcycles, neither of which is registered 
at the present time. He intends to register one of them and to store the 
other for shipment to CONUS when he is discharged in August 1976. SP4 

I P-g_—J 1 ! buying a car from one of the civilian contractors in Auqsburo 

and will pick it up soon. a a 


e. Target members have had contact with three Americans in the area 
at least two of whom are former Company B members. Barbara LNU was dis- 
charged in early 1976, is living in Koetzting (UQ4349) and is enqaqed to a 
German citi z en .—A_c|ieck of recent Company B rosters identified SPaHiR I 

. . . JKOS: 98G2LRU and SP41-b6- - t hqs- 

SBGiLCX as two possible individuals involved. SP4 | be l of the target unit 
has been in contact with the American owner of "Fulsome's Club" in Koetzting 
. A ^ eri “ n * Possibly formerly stationed at the site, but not yet 

identified, allegedly works in Cham (UQ3054). 


(uK* 


Source Activity: 

a. B58,786 has departed the target area for reassignment. 

b. PLO liaison contacts have revealed the following information con¬ 
cerning target personalities: 


A Y umrZ msC0M PO,/p o 
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(1) SFC l b6 l is a dedicated NCO who appears to know his job. He 
attended nearly three months of specialized training in the LFV system 
and related activities and is very knowledgeable of the mechanics involved 
in operation of the system. His assessment of i ndividua l members of the 
team coincides with the observations of th e PLO. 1 b6 I appears to enjoy a 
spirit of mutual cooperation with the PLO. I b6 l advised the PLO that he 
has had very little trouble with the six personnel under his supervision, 
but the personalities of the six are beginning to emerge and he wished 

he had more indications of leadership qualities (i.e., willingness to 
accept responsibilities) from them. 

(2) SP5 l b6 | nominally assistant NCOIC, is a quiet follower. He 

does his job, keeps his room very neatly, but is very non-assertive. 

(3) SP5 Pack is probably the most responsible of the team, has an 
excellent personality, gets along well with everyone, and appears satisfied 
with his job and his hobby of motorcycles. His easy-going responsibility is 
attributed to his background; he is married and has one child. Prior to 
entering the Army, he had a good job in civilian life, and he knows how to 
work and to get along with others. 

(4) SP4 l b6 ~l is a divorcee whose former wife is assigned to an ASA 
unit in West Berlin. He is a good worker but likes to enjoy himself after 
work. He has earned the respect of other team members because of his ability 
to separate work from play. 

(5) SP4 | b6 ~ | is an unknown quantity, but he has not caused any 
problems and he works well with others. 

(6} SP4 [ b6 | is an extrovert who enj oys being t he center of 
attention. He does not get along well with SP4 | b6 | 

(7) SP4| b6 [ is an introvert and the complete opposite of | b6 
I b6 I has an acid personality and only tolerates having others 

around him. He does not like his present assignment and has submitted two 
requests to be returned to Augsburg. He appears to be able to sit in a 
room full of people an d no one w ill notice he is there. PLO assessment of 
I b6 \ and | b6 l are that they are typical ASA "kids 11 , 

intelligent, not particularly gregarious, and sarcastic as long as they 
can get away with it. 




BYUSj 

AtUiiPa** 


5 


AEUMI-N-CE 

SUBJECT: CARELESS TOKEN (U) 


5 April 1976 


c. No problems of a security nature have arisen during the reporting 
period. There have been no indications of Hostile Intelligence targetting 
against target personnel during the reporting period. A vehicle from the 
Soviet Military Liaison Mission-Frankfurt was active in the target area on 
6 March 1976. Four sightings were reported during a two hours period; 
three were non-PRA sightings and one was a shallow penetration of PRA #13 
near Hoherbogen. One of the sightings was reported by Company B personnel. 



a. In amplification of previous generalized comments concerning the 
continued viability of the operation at the target, it is recommended that 
this operation be terminated at its present location. Whether or not the 
operation should be moved to another location where more sensitive ASA 
operations are being conducted is beyond the purview of a recommendation 
by this Battalion. The recommendation to terminate the operation at its 
present location was discussed informally with the S2, USASAFSA on 18 
March 1976 and was received with no serious objection. Rationale for the 
recommendation is as follows: 

(1) With the departure of Company B personnel from the target area* 
a total of seven personnel remain. The operations now being performed 
are far less sensitive and involve activity that is essentially automatic. 

LFV team members are essentially mechanics. It is less likely that a 
hostile intelligence service will devote the same priority as they did 
previously to exploit target personnel. Any confidential source recruited 
to cover the target "from within" would result in one individual watching 
the other six. It is not believed that a confidential source relationship 
with SFC Helus would be desirable nor appropriate; an effective liaison 
relationship with the PLO should be able to achieve the same results. 
Recruitment of another member of the team and targetting h im agai nst team 
members would necessarily include that source reporting on ) b6 ~1 activities. 
With the close working relationship of all team members, this type of acti¬ 
vity c ould we ll lead to a gradual breakdown in the team effort and adversely 
affect |~b6 | leadership effectiveness, as it would provide for an unofficial 

complaint channel and allow team members to "gang up" on the NCOIC. rather 
than fill the goals of the operation as indicated in reference a. Any 
compromise at the target of such confidential source activities wo uld 
probably lead to a complete breakdown in effective liaison between |b6 l and 
the PLO. 


regraded unclassified 
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(2) SFC | b6 | appears to be completely competent to do his job and ; 
to control his subordinates. His apparent leadership and management tech¬ 
niques, his insights into the various personalities of team personnel and ' 
his indicated awareness of potential problem areas all indicate that the 

PLO should b e able to accomplish the poals of the plan through regular 
liaison with ] b6 | and occasional casual contact with other target personnel 
on an opportunity basis. 

(3) The time and expense required to conduct confidential source 
operations to achieve the goals of thf operation do not appear to be 
justified for the reasons stated abov$. It is believed the same results 
can be achieved through aggressive and effective liaison. 

(4) Termination of the QPLAN (reference a) presupposes that nothing r 

would change outwardly regarding the PLO’s relationship to the target; he . _ 
would still visit as often as before, he would conduct himself in the same 
manner and he would continue to submit detailed reports on the results of 
each liaison visit. Any information obtained as a result of liaison that 
indicated a threat to the target or its personnel, or character or person¬ 
ality weaknesses of target personnel would be reported to the S2, USASAFSA' : 
without delay and coordination would be effected for appropriate investigative 
action. : 

'.-i'V ’■ i 

b- As an alternate proposal. If the recommendation in paragraph 6a 
is not favorably considered, recommend that the OPLAN remain in effect, 
but that it be changed to limit contact with target personnel to liaison, * f' 
that further consideration to the recruitment of confidential sources be 1 r: „ 
dropped, and that Quarterly Status Reports continue to be submitted. 


Tel: NBG Mil (2621)-7165/Foss 
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DAHI-DOR (9 Apr 76) let Ind 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

DA, OACofS for Intelligence* ATTN: DAMI-DOU, Washington, DC 2031C 

TO: rn—miller. OS Army Security Agency, ATTH: DCSSEC, Arlington Hall 
Station, Arlington, VA 22212 

lVaTyBjk This office coneura in the DCSI, USAEEUE recoonendation that the 
ICIP^CASSLSSS TOKEN, be terminated. 

2. (0) Request your coaeenta or concurrence. 

POE THE DIRECTOR OP INTELLIGENCE OPERATIONS: 


KARL V. HA.t^nyr 

£olonel, GS, 

1 Incl *JOHK L. HEISS HIT 

dc (C) Colonel, GS 

Chief, HDMINT Division 





approval of ACSI 
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AEAGB-CI(SO) 

SUBJECT* Internal Counterintelligence Program (ICIP) (U) 


HQDA (DAMI-DOH) 
WASH DC 20310 


1. (U) References: 

a. Operations:Plan, 66th MI Group, 5 May 1975, subject as 
above, with 5th Indorsement, DAMI-DOH, OACSI, DA, 25 February 
1976 

b. Letter, AEAGB-CI(SO), USAREUR, 10 February 1976, sub¬ 
ject as above 

2. (U) Attached is the Quarterly Status Report pertaining to 
the ICIP CARELESS TOKEN for the period ending 1 April 1976. 

3. This office concurs in the recommendatIon by the 511th 
MI Battalion that this ICIP be terminated. The diminishing 
sensitivity of the target activity, and reduction In target per¬ 
sonnel would appear not to Justify the futher expenditure of 
counterintelligence assets and efforts required by this ICIP. 
Consequently this office is directing Initiation of formal co¬ 
ordination with US Army Security Agency (USASA), Field Station 
Augsburg for the purpose of terminating CARELESS TOKEN. 

4. (U) Request HQ, USASA be advised of USAREUR plans to 
terminate this ICIP. Comments in this regard by your office 
and HQ USASA would be appreciated. 

5. (u) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 
AEAGB—CI(SO), HM 7354 (AUTOSEVOCOM 6742). 

FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: V’’ 


1 Incl 
as 

L'Y 

r >: y c-:: 1 cSiF!Cat:On 

. ; lk o>- z::cz.'.n'w-.} :iu-32 

; X ..._j 

y . *TfXcv/u 


A. J. IADEROSA 
Colonel, OS 

Chief, Counterintelligence 
Division 
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E TM ^I OF THE ARMY 
531TB MILITARY INTELUGEWCE BAT1AU0N 
66TH MILITARY INTEL LKSEHCE GROUP 
ARC 09696 


aeumi-n-ce 

B03T30-328-76 

SUBJECT: CARELESS TOKEN (U) 

(Quarterly Status Report) 


Commander 

Mi „ litar y Intelligence Group 
APO'091 oI UMI ~ T " =CI (EXCLUSIVE F0R ICIP CONTROL OFFICER) 


I- (U) References: 

a. OPLAN, 511th MI Battalion, ^EUMI-N-CE, 1-75, 1 May 1976. 

b. AEAGB-CI(SO), DTG 151640Z Jul 75, ICIP. 

c. AEUMI-N-CE, B03130-061-76, 23 January 1976, CARELESS TOKEN (U). 

d. AEAGB-CI(SO), DTG 09I510Z Mar 76, CARELESS TOKEN (U). 

above references and'Covers t the R SSfM ;i T6 S JaniM ted i ? * ccordance with the 
time adjustment in reporting date's Jin \ Apri1 1976 * A one- 

penod to coincide with each.calendar quarter d6 t0 * l0W the reportin 9 

3 * General : 


ational mission at 2400 hours?7Febbary^e 0n * te ™ lnated its oper- 
Company B personnel were engaged in transoorJL the Feriod Allowing, 

f;! esand equipment from the site o 2 L \ V $1 operational 
attached personnel have departedthe V°T pany 8 assi 9 ned or . 
two of the former Company B operations huiLfnnc'- DesEruct i°" of all but 
performed by Facilities Engineers?FFl nUl" 9 ? J S underwa ^ a " d is being 
enwoehr. Both of the two remaining luil frorn Re 9 ensbur 9 and Graf- 
Regensburg FE supervision bui ' dln 9S ar e to be removed under the 

landscape £ c— that ProvidffoJ 

north„es tern end that presently blocK portion ° f the rock at 

The dismounted communications vans .1 ZTttTs %%%£*■ 
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reported would be the case, but instead have been removed to the Property 
Disposal Facility at Nuernberg for disposition. 

b. Two members of Company B applied for European separations since 
November 1975, but it was not determined whether or not the applications 
had been approved, since both pers onnel had been transferr e d_^tg,_Aujisburg. 

SP51 b6 1 MOS: 98G2LRU, DPOB: 1 b6 j in 

| b6 1 was scheduled for discharge on 20 May 1976. She had a US 

fee passport ! b6 I issued 15 November 1973 in Boston, MA, and indicated 
her intent to remain in Europe for a 1 2 month period for travel purposes. 

SP 5I b6 j MOS: 98G2LRU, DPOB: I b6 | 

in| b6 |was scheduled for discharge on 9 January 1976, but 

extended his enlistment until 10 November 1976. He had a US fee passport 
1 b6 1 issued 6 July 1973 at New Orleans, LA, a nd indicate d h is inten t 
to remain in Germany for 12 months to study. Both l b6 | and | b6 ~| 
were unmarried. 

c. On 10 February 1976, CW2 | b6 | USASAFS Augsburg (USASAFSA) 

arrived on TDY at the t arget a rea accompanied by one or two other personnel 
from the same station. 1 b6 [ is th£ Communications Security Custodian for 
USASAFSA and he supervised the removal of cryptographic communications 
equipment and escorted it back to USASAFSA. He stayed at the Kolmerhof 
Hotel in Rimbach, opposite the Company B administrative area. On 12 Feb¬ 
ruary 1976 he departed Rimbach and returned to Augsburg. On 12 February, 
the manager of the Kolmerhof Hotel contacted Company B to advise that an 
American guest had entered a room at the hotel on the night of 11-12 February. 
The guest was. apparently extremely intoxicated, had become ill, and had 
vomited in large amounts all over the room, causing damage to carpets, furniture 
and bedding; evidence also indicate^ that the guest had urinated on the floor 

of the room. The manager presented a bill for DM 100 (approximately $40.00) 
and asked that it be passed on to the guest. The guest was determined to 
have been | b6 | and he readily admitted having caused the damage and sub¬ 
sequently paid the bill. 

d. Additional information concerning the physical plant at the target 
was obtained as follows: 

(1) Sewage service is provided by the firm Franz Lederer, St Sebastian 
Platz 1, Brueck (UQ0458). Water service is provided by the firm Hans Lober, 
Rauschstrasse, Nuernberg vorm Wald (UQ1069). The water is delivered by truck. 
The Comptroller Office, Seventh Army Training Center (SATC), Grafenwoehr 
advised that funds had been allotted to connect the target to the sewer and 
water systems of the adjacent Frencly Bundeswehr compound. The construction 
of those lines will be completed by July 1976 and will replace the septic and 
holding tanks now in use. Agency checks are being conducted on the above- 
mentioned firms. 

REGARDED UNCLASSIFIED 
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(2) OBAG (the Upper Bavaria Power Company) has declared the main 
power cable serving the target, the French/Bundeswehr compound and the 
nearby Bunde'spost (German postal system) TV relay tower to be inadnquat.c. 
OBAG intends to lay a new power cable-parallei to the present one, and 
has asked each using agency to contribute to the costs, or. a pro-rate 
basis. As the situation now stands, loss of outside power would auto¬ 
matically put the LfV generator into operation. That generator is capable 
of supplying full electric power to both the operational and living areas 
of the target for a maximum of 206 hours. After that time, the generator 
must be shut down for refueling, oil and maintenance. 

(3) The SATC Military Community Fire Marshal recently inspected 
the target and indicated that some water must be made available for 
emergency fire use. The Neukirchen-Heilig Blut (UQ5258) Volunteer Fire 
Department indicated it had a 40-minute reaction time. The projected 
hookup to the French/Bundeswehr compound water system should make sufficient 
water available. 

e. Due to the staggered schedules of target personnel, they had de¬ 
cided against hiring a cook and will prepare their own meals as a community 
effort. Inquiries at the local Labor Office revealed an estimated monthly 
salary for a cook would amount to about DM 1300 and this had a major impact 
on their decision. 

4. 1C), Operational Matters: 1 

V 7 

a. Information provided in the previous Quarterly Status Report is 
corrected/clarified as follows: There will be no SI area at the target. 

The highest access/classification will be Secret/Crypto. A request for a 
technical inspection had been submitted through ASA channels several months 
previously, which was not known by garget personnel. The entire area, 
including the common room, will be subjected to a technical inspection prior 
to 21 May 1976. 

b. Reference paragraph 4c of reference c: | b6 |closed the 

Hoherbogen Restaurant in late February 1976 and moved to the Augsburg area. 
Since his departu re, the restaurant has remained closed. The entire file 
concerning | b6 I will be prepared fcir transfer to Specia l Operat ions Detach¬ 
ment, 66th Military Intelligence Group for monitoring of| b6 (activities 
in the Augsburg area. 
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c. [ b6 | owner of "T ina's Bar 11 in Furth-im-Wala (UQ4364), also 
intended.to move to Augsburg. 1 b6 [ reported ly was a girl friend of several 
of the Company B senior enlisted personnel. | b6 [ claimed to have enough 
money to purchase or lease any type pf establishment in the Augsb urg area 
that she chose. Agency checks will jae conducted concerning ! b6 [ and the 
information will be passed to Special Operations Detachment if she moves 
to Augsburg. 


d. Target members have the following privately-owned vehicles: 


License Number 


lype 


KS-8739 

JA-9692 

KH-8553 

JT-8306 


1975 Chev van 
1964 VW 1 sedan 
1970 Opel 
1967 Mercedes 


b6 


Additionally, SP5 Pack owns two motorcycles, neither of which is registered 
at the present time. He intends to register one of them and to store the 
other for shipment to CONUS when he is discharged in August 1976. SP4 
1 b6 | is buying a car from one of the civilian contractors in Augsburg 
and will pick it up soon. 


, e. Target members have had contact with three Americans in the area, 
at least two of whom are former Company B members. Barbara LNU was dis¬ 
charged in early 1976, is living in Koetzting (UQ4349) and is engag ed to a 
German c it.i ?pn. A cupric of recent Company B rosters identified SP4 | ] 

b6 _JMOS: 98G2LRU and SP4 I b6 _ 

y:;(-iLLC.\ as two possible individuals .involved. SP4 1 b6 | of the target unit 
has been in contact with the American owner of "Fulsome's Club" in Koetztiny. 
A third American, possibly formerly stationed at the site, but not yet 
identified, allegedly works in Cham (UQ3054). 

s.'ty Source Activity: 

a. B58,786 has departed the target area for reassignment. 

b. PLO liaison contacts have revealed the following information con¬ 
cerning target personalities: ; 
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0) SFC. j b6 ( is a dedicated NCO who appears to know his job He 
attended nearly three months of specialized training in the LFV system 
and related activities and is very knowledgeable of the mechanics involved 
in operation of the system. . His assessment of in dividua l members of the 


team coincides with the observationstof the PLO. pbe I aooears to eninv * 
.spirit of mutual cooperation with the PLO. fb6 ladvised the PLO that he 
has had very little trouble with the six personnel under his supervision, 
but the personalities of the six are;beginning to emerge and he wished 
he had more indications of leadership qualities (i.e., willingness to 
accept responsibilities) from them. 

(2) SP5 | b6 j nominally assistant NCOIC-, is a quiet follower. He 

does his job, keeps his room very neatly, but is very non-assertive. 

(3) SP5 Pack is probably the most responsible of the team, has an 
with hi^ ?nh S ° n !! 1 h' y *k 9 !:J S a J 0n9 V elv ' with everyone, and appears satisfied 

, LfL h K S 0bby °/ ™*or<?yfcles. His easy-going responsibility i 
attributed to his background; he is married and has one child. Prior to 

tolrind t^Pt^i he ha l a ?P 0d job in civilian life, and he knows how to 
work and to get along with others. 


Prior to 
knows how to 


‘ Vi, d :rss 

to separate ^rk r ?rora t p?ay eSPeCt ° f f' tber te * ” berS because of his 
problems a^JelrJ’we?? bUt haS " 0t CauSed a "* 


SP u I b® _|i s an extrovert; who enjoys;-being the center of 
attention. He does not get along well with SP4 | b6 | 

(7) $P4 1 fl 6 * is . an intr °vert and the complete opposite of I b6 I 

a r l lnd him - bJ5* S an Personality and only tolerates having otWs~^ 

does not llke hls Present assignment and has submitted two 
S' I, 1 !, 1 ! returned to Augsburg.; He appeals to be abfe to ^ ln a 
full of People an d no one w ill police he is there. PLO assessment of 

I. , pt ? . -Iand[_b6_|are that they are typical ASA "kid^" > 

can'ge^away 9regar1ouS ’ and mastic as long as they ‘ 
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c. No problems of a security nature have arisen during the reporting 
period. There have been no indications of Hostile Intelligence targetting 
against target personnel during the reporting period. A vehicle from the 
Soviet Military Liaison Mission-Frankfurt was active in the target area on 
6 March 1976. Four sightings were reported during a two hours period; 
three were ndn-PRA sightings and one was a shallow penetration of PRA #13 
near Hoherbogen. One of the sightings was reported by Company B personnel. 



a. In amplification of previous generalized comments concerning the 
continued viability of the operation' at the target, it is recommended that 
this operation be terminated at its present location. Whether or not the 
operation should be moved to another location where more sensitive ASA 
operations are being conducted is beyond the purview of a recommendation 
by this Battalion. The recommendation to terminate the operation at its 
present location was discussed informally with the S2, USASAFSA on 18 
March 1976 and was received with no serious objection. Rationale for the 
recommendation is as follows: 

(1) With the departure of Company B personnel from tl*?- target area, 
a total of seven personnel remain. The operations now being performed 
are far less .sensitive and involve activity that is essentially automatic.... 
LFV team members are essentially mechanics. It is less likely that a 
hostile intelligence service will devote the same priority as they did 
previously to.exploit target personnel. Any confidential source recruited 
to cover the target "from within" wquld result in one individual watching 
the other six. It is not believed that a confidential source relationship 
with SFC Helus would be desirable nor appropriate; an effective liaison 
relationship with the PLO should be-able to achieve the same results. 
Recruitment of another member of the team and targetting h im again st team 
members would necessarily include that source reporting on 1 b6 ^ activities. 
With the close working relationshipjof all team members, this type of acti¬ 
vity could_ we 11 lead to a gradual breakdown in the team effort and adversely 
affect I b6 [ leadership effectiveness, as it would provide for an unofficial 
complaint channel and allow team members to "gang- up" on the NCOIC. rather 
than fill the goals of the operation as indicated in reference a. Any 
compromise at the target of such confidential source activities would 
probably lead to a complete breakdown in effective liaison between | b6 l and 
the PLO. 
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(2) SFC 1 b6 [ appears to be completely competent to do.his job and 
to control his subordinates. His apparent leadership and management tech¬ 
niques, his insights into the various personalities of team personnel and 
his indicated awareness of potential problem areas all indicate that the 
PLO should b e able to accomplish the .'goals of the plan through regular 
liaison with ] b6 [ and occasional casual contact with other target personnel 
on an opportunity basis. 

(3) The time and expense required to conduct confidential source 
operations to achieve the goals of the operation do not appear to be 
justified for the reasons stated above. It is believed the same results 
can he achieved through aggressive and effective liaison. 

(4) Termination of the OPLAN (reference a) presupposes that nothing 
would change outwardly regarding the.PLO 1 s relationship to the target; he 
would still visit as often as before, he would conduct himself in the same 
manner and he would continue to submit detailed reports on the results of 
each liaison visit. Any information obtained as a result of liaison that 
indicated a threat to the target or its personnel, or character or person¬ 
ality weaknesses of target personnel would be reported to the S2, USASAFSA 
without delay and coordination would be effected for appropriate investigati 
action. 

b. As an alternate proposal, if the recommendation in paragraph 6a 
is not favorably considered, recommend that the OPLAN remain in effect, 
but that it be changed to limit contact with target personnel to liaison, 
that further consideration to the recruitment of confidential sources be 
dropped, and that Quarterly Status Reports continue to be submitted. 


Tel: NBG Mil (2621)-7165/Foss 


, 4C< 

/; -v TADLO mj MASSABN T 
U LTC, Mr 

Commanding ' 


•/-? - . 


REGARDED UNCLASSIFIED 


BYCDR S USA?NS«*FfflW tl 
Auth Para 1 -603 DoD 5200.1 R 


704 ► 
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SUBJECT: Internal Counterintelligence Progra* (ICIr) lu) 

DA, OACofS for IntaUigenee, ATTH: DAK1-D®, Waahington, DC 20310 

tOx Coeeaader, US ktwy Parity Agency, ATTS: DCSSEC, Arlington Hall 
Station, Arlington, VA 22212 


n fy 

1 Tha attached Operation* Plan for an Internal Counterintelligence 

toJZ (ttff* tl- OS *r-T t^nu, i^ncy TUld 5utl» 

MtllB l* fnvudtd for rorioo ty tho Caoutot, OS Ar^y Sorority Agtory. 

2. (U) teqaaat eorrespoodenca be returned to thi» office after approval 

or eoaent by your coaeender. 

FOR TH* DIHECTOR Of IBTSUJCEHCE OPESATIOMS: 


1 Inel 
nc (C) 


KARL V. HAEN&kE 
^cJone!, CS, USA 

jamTL .HEISS III 
Colonel, CS 

Chief, HDHIFT Division 
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AEAGB-CI(SO) 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 


HQDA (D AMI-DO H) 
WASH DC 20310 


1. (U) References: 

a. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above (s ). 

fP 

b. Message, AEAQB-CI(SO), USAREUR, 061755Z January 1976, 
subject as above (S) (BOM). 


c. Message, DAMI-DOH, DA, 092117Z April 1976, subject as 
above (C) (BOM). 

2N The attached Operations Plan for an Internal Counter¬ 

intelligence Program (ICIP), In support of the US Army Security 
Agency Field Station Berlin (USASAFSB) 1 b furnished for ACSI 
review and approval. The ICIP is designed to supplant Project 
FILMAN, and external Cl support program, and to provide the Cdr, 
USASAFSB a more complete Cl program for Identifying and 
neutralizing the hostile intelligence threat to his activities 
and personnel. 

3Cdr, USASA, Arlington Hall, concurred In the proposed 
cancellation of Project FILMAN and initiation of an Aggressive 
Defensive Source Acquisition Program (ADSAP) (see inclosure 3 
to basic OPLAN). However, the ADSAP concept was subsequently 
discarded In favor of an ICIP. Consequently, recommend the 
attached OPLAN be coordinated with Cdr, USASA, Arlington Hall. 

4. (U) Recommend approval. 
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SUBJECT:^ Internal Counterintelligence Program (ICIP) 

5 (0) ODCSI, USAREUR, Action Officer is Mr David R, 

AEAGB-CI<SO), HM 7354 (AUTOSEVOCOM 6742). 


1 Incl 
as 


OLIVER W. DILLARD 
Major General, GS 
Deputy Chief of Staff, 
Intelligence 
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OPERATIONS PLAN 

SUBJECT: Internal Counterintelligence 
Program (ICIP) (U) 

REFERENCES: a. Letter, AEAGB-Cl(SO), 
dated 27 December 1974. Subject: Internal 

Counterinte 1 i iver• -i 'TCI?' vrit-h 

let Ini, Ail-.Ji-T-CE, 15 January 1975 

b. Group Regulation 381-10, 
Defensive Counterintelligence Sources, 
dated 4 February 1976. 

c. FM 30-17ACS^T Counter- 
intelligence Special Operations, February 

1973. 


DATE: 13 February '976 

OPLAN HO: OI- 76 (BCE) 3 LN 

PROJECT ?TC: 924131 


d. AR 381 - 12 , Subversion and 
Espionage Directed Against the US Army and 
Deliberate Security Violations, 18 October 
1974. 


e. Letter, IACG, dated 20 
October 1975* Subject: Aggressive Defen¬ 
sive Source Acquisition Program (ADSAP)(u). 



MISSIOIv . 


a. Requirement : To collect significant counterintelligence informa¬ 
tion through the utilization of overt liaison contacts (OLC). Casual 
Sources (CS) and Confidential Recruited Sources (CHS) assigned to the US 
Army Security Agency Field Station Berlin (USASAFS3), hereafter referred 
to as ASA. The Sources will be specifically targetted against Hostile 
Intelligence Services (Hois) activities directed tr.:-»ri ASA and ag:.:r.si 
the security vulneraoiliiies of ABA personnel. 


b. Objective : To provide responsible commanders and supervisors in 
ASA with a concentrated program designed to detect, eliminate or neutralists • 
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' ' Operations Pi an. 


(1) espionage, sabotage, subversion or deliberate security viola¬ 
tions against ASA or ASA personnel; 

(2) disloyalty, disaffection, and security weaknesses prevalent 
among personnel assigned to ASA: 

(3) individuals in sensitive positions who, by character weaknesses 
or personal conduct, render themselves vulnerable to coercion or black¬ 
mail by HolS, either while the individuals are in their present positions 
or when they are assigned later to another unit. 

c. Base of Operations: Berlin Field Office, 766th Ml Detachment, 

West Berlin. 

PERSONNEL , 

a. Source Personnel : Not yet selected. Spotting has started with 
the assistance of S-2, ASA, but no vetting or recruitment of Sources will 
be made prior to the approval of this OPLAN. To give adequate coverage of 
ASA, a minimum of 12 CS/CRS's will be required within ASA. The Sources 
must meet the following criteria: 

(1) Reasonable amount of intelligence and high degree of commqn sense 

(2) Above-average sense of loyalty to duty and country, and a strong 
dedication to duty assignment. 

(3) Trustworthy, reliable and discreet. 

(A) Ability to take directions. 

(5) Clean record, to include no character deficiencies. 

(6) DEROS not later than one year from recruitment. 

b. US Army Intelligence Personnel : 

(1) Project Liaison Officer (PLO) : The PLO will be responsible for 
OLCs and the spotting, assessing and recruitment of Sources at ASA. The 
QIC, CE/SAR Team, will be the PLO. 

(2) Project Control Officer (PCO) : The PCO will be responsible for 
the management and control of Sources in this operation. The 01C, CE 
Programs, will be the PCO. 

(3) Case Officers (CO) : Only Special Agents (S/A) assigned to the 
Berlin Field Office will initially be tasked to act as CD's. 
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(h) Other Supervision : 

(a) Supervision for the conduce and operating control of this op 
tlon will be vested in'the 01C, CE Section- 


vested in the Berlin rield Office Commander and Operations Officer. 

(c) The Director of Operations, Headquarters, 66th Ml Group, wi1 
be responsible for the operational cuntrol of this IC1P, will coordir 
all ICtP activities with the 1CIP Control Officer, ODCS1, USAREUR, ar 
with the Commander, USASA Europe, and will levy requirements on other 
subordinate counterintelligence (Cl) elements of the 66th Ml Group as 
appropriate. 


3. Jf?) COVER AND DOCUMENTATION : 


‘ifU/Ci EXECUTION. 


a. Background : The location and highly sensitive mission of ASA 
it of logical interest to HolS, particularly in this area to Soviet 


^OimBfT^TflALr 



Operations Plan, 




ide^tT/a - 


lntelliger.ce Services (SIS) and Intelligence Services of the German 
Democratic Republic, whose technical and personal access to ASA areas 
are facilitated by the geographical location of ASA which is completely 
surrounded by a Communist country. HolS can use some uncontrolled means 
of transportation to enter and leave the vicinities of ASA fnstallations. 
and can use any of several official East Bloc representations in the area 
as cover for their activities. Past investigations and Cl special opera¬ 
tions have confirmed HolS interest in ASA and in HolS' collection of data 
on ASA personnel, to include personalia, character traits and weaknesses, 
and possible motivating points. Headquarters, USASA, Arlington Hall, 
Virginia, has approved the use of ASA personnel In ICIP. 


b. Concept : 

(l) The cultivation and use of OLC's, and the spotting, assessing and 
recruitment of non-ASA personnel In the area will continue in effect and 
be expanded as necessary, without requiring prior approval under this 
OPLAN. 


(2) Upon approval of this OPLAN, coordination will be effected with 
S-2, ASA, for purposes of obtaining Leads and for facilitating screening 
of ASA personnel records- In addition, the PLO will develop other means 
of spotting and assessing Leads as described in paragraph 3a(2) above. 
PLO will also be the initial point of contact for those ICIP assets who 
have been transferred from another area to this area. 


c. Source Activities in the Target Area : Sources wil1 perform their 
formal military duties while covertly and discreetly attempting to answer 
the following EEl, both from on-duty and off-duty contacts and experiences: 


(1) Identification of ASA personnel who closely and continuously 
associate with foreign nationals having connections with Communist countries 


(2) Identification of ASA personnel -who perform authorized or un¬ 
authorized travel to Communist countries; 

(3) Detection of disaffected ASA personnel; 

[k) Detection of ASA personnel whose activities and/or character 
weaknesses render them vulnerable rc blackmail or HoiS exploitation: 

(5) Detection of ASA personnel whose activities are indicative of 
potential defection or desertion; 

(6) Detect ion of ASA personnel who have memberships in or associate 
with members of organizations, clubs, groups or other activities which 
pose actual or potential threats to the security of ASA. 


REGRADED UNCLASSIFIED ’ j, 71 -jf 

BY CDR uTmmh FOI/PO 

AUTH PARA 1-603 DoD §200.1-R--^Qj44 ^ ENftM r 





4 

1 

4 

4 

4 

\ 


Operations Plan, 

d. Security Considerations : 

(1) Individuals who are approached for recruitment who decline to 
function as Sources will be asked to sign security statements which 
clearly state that i* is unlawful to make any unaui-horized disclosure 
concerning the recruitment approach or the activities under this OPLAN. 

(2) Individuals who are approached for recruitment prior to their 
arrival at the ASA target area, and who decline to function as Sources, 
will be considered for assignment to some location other than the target 
area, if circumstances and military priorities permit. 

(3) No actual or potential Source will be made aware of the source 
relationship with any other individual in this program. 


- (4) All CRS's will be met under 

tarcet area; under conditions that w 
"tneOvertent disclosure of the source 


covert conditions, away from the 
Ill provide maximum security against 
relationship. 


j (5) Separate and plausible cover stories for status and for action 

i will be arranged with each CRS to provide a logical reason for regular 

; meetings between CRS and CO. 

! (6) Each CRS will be provided sufficient training in security and 

j meeting arrangements so as to minimize possibilities of compromise of 

the source relationship.. 

(7) In the event of compromise of a CRS and/or the nature of this 
operation, termination of the source will follow under such conditions 
as are warranted by the circumstances of the compromise. In the event 
of a compromise, denial of US Army Intelligence involvement will be 
achieved where plausible. 





(1) Operational information wh; be forwarded by Agent Report and/ 
or other appropriate reporting mean. to Headquarters, 66th Mi Group, 

ATTN: A: I'M I-T-CL 

(2) Suitability Information o. security information having an 
imnediate, significant impact on ih command will be brought to the 
attention of the Commander, USASAFSi. through his S-2. 

(3) Information pertaining to or identifying overt or covert 
"sc^rces will not normally be passed as individual items to ASA without 
th^ spec ifio approval of DCSI USAREUR, through Headquarters, 66th HI Group 

(1») Once this OPLAN has been approved and placed into operation, 
progress reports will be submitted every 60 days. 

(5) Periodic briefings to ASA can be accomplished through OLC's 
by the PLO. 


5. COMMUNICATIONS : 















! 


i 

i 
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Operations Plans, 


c. Estimates : See attached Financial Annex for an estimate of over¬ 
all expenses to be incurred by PLO, CO's and Sources. through the remair.de 
■76. and FT 77- 


8. («f TERMINATION : 


a. The duration of this PLAN will be for an indefinite period, or 
until such time that it is determined that the sensitivity of the target 
and/or the drawdown of assigned personnel at the target, no longer war¬ 
rant continuation of the operation. 


b. Termination of Sources will be in accordance with 66th MI Group 
Regulation 381-10. or other appropriate source directives. 



COORDINATION : 


a. The purpose and objective of this OPLAN as outlined in Mission 
above has been coordinated with the Commander, DSASAPSB. 


b. Preliminary coordination of the action which this OPLAN is to 
accomplish was initiated eb indicated in ANNEX 3 (coordination background). 

c. EEI developed in and derived from this operation will be reviewed 
at all levels for acquisition and retention criteria contained in AR 380- 
13. 
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rationale for the deletion of this page. 
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5 USC 552 (b)(1) 
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record for release. 


□ 


Information pertains solely to another individual with no 
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□ 

□ 


Information originated with another government agency. It has 
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Information originated with one or more government agencies. 
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information under their purview. Upon completion of our 
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ATJFEX 5 - COORDINATION BACKGROUND 

1. Cl support provided by the 766th HI Detachment to the US Army 

Security Agency Field Station, Berlin (USASAFSB) is in accordance with 
the provisions reflected in OPLAN titled project Filman. The proposal 
to improve Cl support provided to USASAFSB by cancellin~ protect Filman 
and replacing it with an existing Agrresolve Defensive Sour-e Acmir;-;-: 
Program (ABSAP) was presented to USASAFSB in a letter dated 1$ September 
1975 , copy of which is attached to this Annex as Inclosure 1. 


2V—USASAFSB forwarded to Headquarters, US Army Security Agency, 
Arlington Hall Station, the above referenced letter (inclosure 1) with 
a recommendation that project Hlraan be replaced with the 766th El De¬ 
tachment’s ADSAF. Copy of the USASAFSB letter is attached to this 
Annex as Inclosure 2. 


In a letter dated 20 October 1975 , the Commander of the US Army 
Security Agency concurred in the cancellation of project Filman and ini¬ 
tiation of the 766th MI Deta-'hment’s ADSAP program. A copy of the letter 
is attached to this Annex as Inclosure 3. 
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SUBJECT: Project f 
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1 9 SEP 13 


1 8 SEP 1975 


Cocaander 
USASAFSB 
ATTii: S-2 
APO 097^2 


_’l. (u) The purpose of this proposed action is to provide increased 

'and improved counterintelligence support to the U3 Army Security 
Agency Field Station, Berlin (USASAFSB). 

2.CfW In 1970, a Cl operations plan vaa submitted by Berlin Field 
Station, 66th MI Group, to correspond vith the activation of the 
USASAFSB site knovn a3 "Teufelsberg". The operations plan vas 
designed to provide counterintelligence support to the project 
through the utilization of sources, either among the local vork 
force or through personnel located in establishments frequented 
by the vork force. Because the local vork force vas too transient 
in nature to effectively insert a source before they completed vork 
on site, source recruitment efforts vere concentrated on individual# 
who associated vith ASA personnel at local entertainment establish¬ 
ments and at social functions. Initially through coordination vith 
the S—2," USASAFSB, a list of establishments frequented v -r USbTAFSS 
par sound vis prcrrrol ~d ntnuspts were made to introduce sources 
into some of the establishments. Vq presently have six sources 
under the Filman project vho have-provided United information. 
Sovever, to date these sources have provided routine information of 
lov level Cl significance, primarily of interest to US Amy Berlin 
Brigade and not to USASAFSB. In enprcxinctely 1973, USASA withdrew 
financial support of Ti'r.%A ar.d fiscal responsibility reverted to 
the 66th MI Group. The primary difficulty vith the Filman project 
has been the peripherlal nature of the sources and their difficulty 
in becoming accepted into ASA circles, since ASA personnel appear 
to associate in fairly close knit ASA circles. In short, peripheral 
sources have provided only peripheral leads* 
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AEUMI-BCS -v 

SUBJECT; Project Filnan (•-» / 


1 8 SEP 1373 


propose that the Filnan project ha cancelled, that permission 
"be gjjatnted to recruit ASA personnel vithin USASAF3B, and that the Aggrcs- 
olve Defensive Source Acquisition Progrcn (ADSAP) bo used as the vehirl-o 
to provide coiurowrospiorngo support to b'JASAFSB. A brief 

description of ADSA? and general AD3AP Edl is attached as Inclosure. 

This vould enhance Cl coverage of USASAFSB "by providing core flexibility 
vithin the framework of one source program, access to the target areas 
and target personalities, a wider range of operations for sources, and 
more streamlined administrative procedures for the management of sources* 
Current Flimn sources will be converted to the ADSAP program. Sources 
will be preferably recruited vithin the target activity to provide inf or-' 
mation on personalities and activities. Additional sources vill be 
recruited on the periphery or outside of the target sites in order to 
enhance overall Cl coverage. Once it has been determined vhcre a 
possible shortfall of information occurs, a concerted effort vill be 
'made to obtain sources vho con provide that information. Indiscrim- 
in&kt selection and recruitment of sources vill be avoided and emphasis 
vill be placed on a prospective source's ability to fulfill the require- 
- meats levied on him. 766 th KID - vill' provide the S-2, USASAFSB with the 
desired qualifications for personnel to be utilized in the program and 
he vill be requested to screen present personnel assigned to his unit 
to determine those best qualified for recruitment. ADSAP vill not 
supplant the S-2, USASAFSB program of internal informants, but vill 
augment his present activities. A target analysis vill be prepared 
by this Detachment in coordination with the S-2, USASAFSB. Information 
solely of a suitability nature, vill be reported directly to the S-2, 
USASAFSB, All other information vill be reported in accordance vlth 
reportingrequirements, as outlined in LOI 6-TD, 66th MI Group. 

HTW* Preliminary discussions, conducted in'August 1975, with the 
Coma&mder, USASAFSB, the Deputy Chief of Staff, Security, U3ASA Hc».d*» 
quarters, Arlington Sell, and the Commander, odwn HI Group, 

indicated a favorable response to the above proposal. 


pr This Detachment requests your comments, recommendations, and 
>val of the above proposal. 
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AGGRESSIVE DEFENSIVE SOURCE ACQUISITION PROGRAM (ALSAF) 


AD3A? concerns itself with two categories ef human sources as defined 
by c£th MI Group LOI Kunbor 6-T'D. Theaa tvo source categories are Ccuvsn- 

tionui and Confidential. Id® ALGA? is a Cl threat information collection 
program and sources recruited under this program should not bo recruited 
for coverage of a specific CE target. Sources are recruited vithia and 
on the periphery of sensitive installations and activities by combining 
both active and passive measures to counter the information collection 
capability of hostile intelligence services (Hois) operating against US 
Forces. The passive measures are designed to protect defense information 
from unauthorised disclosure or compromise, while the aggressive measures 
are designed to obtain information which will lead to the detection and 
neutralisation of EoXS efforts directed against US Forces. 

General ADSAP halt 

a. Detection of suspicious activities, undue inquisitiveness or 
obvious lack, of good security practices on the part of or involving US 
Forces personnel. ' \“ 


b. Identification of US Forces personnel who closely and continually 
associate with foreign nationals having connections with Soviet Bloc 
countries. 


c. Identification of US forces personnel who make unauthorised or 
frequent authorised travel to Soviet Bloc countries. 

d. Identification of US Forces personnel who have continued contaet 
with local national personnel. 

e. Detection of disaffected personnel. 

f. Identification of US Forces personnel whose activities and/or 
character weaknesses either individually or in a combination constitute 
a clear and significant threat to US Forces in that they have rendered 
the U3 Forces connected personnel susceptible to exploitation by EoIS. 
Susceptibility to EoIS exploitation because of adverse suitability fac¬ 
tors should be coupled with at least one of the foregoing indicators of 
possible KoIS interest. Specific suitability factors which could render 
US Forces personnel vulnerable to Hoi3 exploitation would be excessive 
indebtedness or recurring financial difficulties; unexplained affluence; 
conduct such as criminal, immoral or homosexual Acts which could render 
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the individual susceptible to pressure; current and pact mental and emotional 
instability; unurual work habits that do not conform'to the daily pattern of 
fellow employees, sudden unexplained changes in working or social habits; 
sexual ois conduct; ir.fidelity; marital problems; trading on the interzonal 

routes or oth-.rvit -• a-ruining linguistic capabilities with Soviet or otter 
bloc personnel in unauthoria ad situations. 
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Cosraander 

OS Anay Security Agency 
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Arlington Hell Station 
Arlington, Virginia 22212 


& 


1. Attached is a copy of a lefctsr raoftifed ©a 19 £j^teahor 1975 
froa CoMumder, 766th iliiitsry £v*iach«v?it, 66 th 151. Croay, 

entitled "Project flLiAH", lie latter hut C£x» b* 

sussasriaed as followsi Counters Salligo^-* /port to LiASATS Fsrlin 
has been conducted sines 1970 tii'w who vsM-*iai©-n# of FIISA*. Ait Lough 
FTIRAH was enticfaetoi-y in eonesps, it anffrrsd froa a lack of yrectae 
support definition, particularly in soore* acquisition and reporting* 

2> wA* Cdr, 766th KID, proposes ®a AISAP euyycrt arrsaraswat which 
would provide core diroct source «.cceaa to Ud/liA porncnnol and direct 
control of source coveregu of actual or po-ifcjstial esrpicrage sytroaciiea. 
Cdr, USAS APS Berlin concur^© in th$ eoace>t atsd desires to irAlcsent 
the progrua. COL Holden van briefod on thi» pro.'Tss tnrir .7 his visit 
to Berlin in August 1975 eud ccactirred in th.^ croporol. ?*3 A»r--, 

1975 and supported the concept* 

Bequest your concurrence ia caneoll'uirn ©f Project TILXAiT 
and adaption of the AIc?AP by tJS/nA/e Serlia/V s '-‘3tU Appropriate 

safeguards will be aetntoined with rr.^xrd to withdre^a! of ITS ASA 
sources should hontilr - h.i ^ • i/-** -» t r„Vi:4 collier* 

u r^-^Xy ao boon ua paseihla &o we can V.-^in negotiating a 
new Keaorendua of Understanding with 66th WL Sv^up. 

FOR the COKXAUDER: 



5 V ' ^ toiVfvi °J Arfy 
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o ' o 

DEPARTMENT OF THE ARMY 

UNITED STATES AR.VY SECURITY AGENCY 
ARLINGTON Y.I.L. STATION 
ARLINGTON, -^G?NIA 22212 


20 OCT 1975 


Aggressive Defers !•••:' Stnsrc j Acquisition Program (ADSAP) (U) 


Commander 

USASA Field Station, Berlin 
APO New York 09742 


1. CUD Reference IAEB-I Letter, dated 7 October 1975, Subject: 

Aggressive Defensive Source Acquisition Program (ADSAP) (U). 

2. Cw(Jy I concur in cancellation of Project FILMAN and initiation of 
the Aggressive Defensive Source Acquisition Program by the 766th MID, 

66th MI Group. A copy of the completed Memorandum of Understanding 
will be provided to this HQ, ATTN: DCSSEC. 

1 'r 


WILLIAM’ fj ROLYA 
' Brigadier General, USA 

Commanding 
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1. fCx Background : 

(v* 

V*. By ltr, 25 Feb 75 s 


of subject ICIP. 


hmchgrmmtd mmd +ctm* klttN #r wcwwm i Mi JMbrf 6* 


V*. By ltr, 25 Feb 75, subject: CANTER RIDE (U), CDR, USAINTA requested approval 
for ICIP OP IAN CANTER RIDE (U). The OP IAN provided for the insertion of an MI Warrant 
Officer in cover status into the Advance Sensors Directorate of the US Army Missile 
Conmand (USAMICOM), Redstone Arsenal, Alabama. This specialized Cl support was 
requested by CG, USAMICOM, to enhance the security of the Directorate and determine 
the extent, if any, of hostile intelligence penetration of Redstone Arsenal. The OPlAN 
was approved by the ACSI on 4 Mar 75. 

b. By 1st Ind, 8 Apr 76, subject as above, CDR, USAINTA advised that on 23 Feb 
76, the ACSI gave verbal approval for termination of subject ICIP. The CDR, USAINTA 
recoimnended formal termination approval. 


a. After a thorough review, it has been determined that subject ICIP has success¬ 
fully accomplished its objective. 

b. . Cl security support is being provided the USAMICOM by the 902il MI Gp by "Tin; 
902d MI Gp Redstone Resident Office, under the provisions of its Direct Support Compre¬ 
hensive Counterintelligence Program (DSCCR). 

c. This action furnished formal approval to CDR, USAINTA to terminate ICIP CANTER 
RIDE (U) 

3. (U) Recommendation : That the 2d Ind. (TAB A) b e approved and signed by the ACSI. 



M. S. BRANNAN/53501 



















MKI-DOB <2 Apr 76) 2d lad 

SUBJECT: teqwn*t for Twrmlootioo of ICIP Operation CANTER RIDE (IF) 

DA t OACofS for Intalllgeoca, ATTUt DAMI-DGH, Washington, DC 20310 s 1 l?> 
TO: Co— Iffir. OS krrn iRteUif—* A*—y. Fort »*«de, Maryland 20755 
ICIP OUBP use la fonaally taminafced u recoaoanded. 

FOR THE DIRECTOR OT TWElXlflEHCl OPERATIONS: 

M.:'. L.' Heiss (H 

JOHN L. miSS III 

Colonel, CS 

Chief, HOMINI Division 


Regraded unclassified 

ONggp _ 5 - 

US«SCOM FOi/PO 
AUTH PARA 1*603 DoD S200.1-R 




_d BOHnDPffiir 


MIIA-GPB-AC(SP) 2 April 1976 

SUBJECT: Request for Termination of IdP Operation CANTER RICE (U) 


Qr ^t y^ TX^ffl T 

U. S. Amy Intelligence Agency 

A3TN: MHA-SO 

Fort Meade, Maryland 20755 


AJ 


After a thorough review, it has been determined that ICIP 
Operation CANTER RIDE has successfully aoccnplished its objective. 

To oontirsae the operation utilizing SOQPI Source IC-B-083 would be an 
inproper utilization of an MI warrant officer, and would increase the 
potential for cccprcmise as long as the insert Source remains in the 
target area. 


2. On 18 February 1976, I visited Major General Tumaeyer, Ccnrander, 
U. S. Army Missile Ccmnand, Redstone Arsenal, Alabama. During the visit, 
Major General Turnmeyer requested a reoarmendaticn cxnoeming the continu¬ 
ation of tie operation. I indicated that there was no known indication 

of ocnprcmise, but in view of the above, reccmended that the operation 
be terminated and Source extracted as soon as the personnel system would 
permit. Major General Turnmeyer expressed his deep appreciation for the 
information previously provided through the operation, and while expressing 
his complete concurrence that the operation had successfully net its 
objective, readily agreed that it should be terminated at once and the 
Source be extracted. 

3. (§£r The above information was passed by ny staff to membejrs of the 
Support Detactment, ISAINTA, and LTC Grimes, Commander, Special Operations 
Detachment, USAINTA, an 19 February 1976. Brigadier General Tlxxtpsan, 
Ccmnander, USAINTA, was informed of the abcwe on 20 Feburary 1976 and 
Major General Aaron, ACSI, DA, on 23 February 1976. 

"On 23 and 27 February 1976, the 902d Ml Gr<xp requests USAINTA 
ice in the reassignment of Source IC-B-083. As a result of actions 
conpleted by the Support Detachment, USAINTA, Source is in receipt of 
reassignment orders with an expected PCS date of 8 April 1976. 


^CLASSIFIED 

-5 1997 


pt> 


5 1997 , 

1 N 803°dod°2oo > i- b ,cnu n ncMTifli! 


a. 


: '5\ i 


iriCATION 

11652 










Jfflt— 


MIIA-GPB-AC(SP) 2 toil 1976 

SUBJECT: Request for Termination of ICIP Operation CANIER RIDE (U) 

Carprebensive ccunterintell igenoe security support is also 
being provided to the U. S. Amy Missile Ccorand by the Redstone 
Resident Office, 902d MI Group, under the provisions of 902d MI Group 
Pamphlet 381-3, subject: Direct Support Ca^srehensive Counterintelligence 
Program (DSOCP) (U), to be published. The DSCCP, an all-source, rnulti- 
discipline threat concept which is being developed far use throughout 
the 9Q2d.Kt Group, will continue in support of the U. S. Amy Missile 
Conwand concurrent with the termination of the ICIP Operation. 

M 10 of the above, request formal approval of the termination 

oi ICIP Operation CANTER RIDE. 


liASSEL L. PARKER 
Colonel, MI 
Commanding 
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MIIA-SO-SA <2 Apr 76) 1st Ind (C) 

SUBJECT: Request for Termination of ICIP Operation CANTER RIDE (U) 

HEADQUARTERS, U. S. ARMY INTELLIGENCE AGENCY, Fort Meade, Maryland 
20755 


HQDA (DAMI-DOH/LTC HAENDLE), WASH DC 20310 


l«cWr A* Indicated by paragraph 2 of the basic letter, the 902d 
Ml Hilary Intelligence Group and the Connanding General of the US Army 
Missile Command determined In February 1976 that the primary objective 
of ICIP CANTER RIDE had bean accomplished end the operation should be 
terminated. On 20 February 1976 verbal approval of termination vae 
given by the CDR, USAINTA*- and by tha ACSI on 23 February 1976. 


2.V%*7 Counterintelligence security support Is being provided to the 
OS Army Missile Command by the 902d MI Group under its Direct Support 
Comprehensive Counterintelligence Program (DSCCP) as described In 
paragraph 5 of the basic letter. Arrangements have been made for the 
extraction and reassignment of the Insert source used In tills operation. 
Source will be debriefed and terminated subsequent to his 8 April 1976 
reporting date by the 902d MI Group, which la also his new unit of 
assignment. 


3. (B) Recommend formal approval of the termination of ICIP CANTER 

RIDE. 





veomo. (OamrA* Mt/fy At 

ckground: 


<•*4 Hart h m0tcUmtfy +* «S« 


a. Subject ICIP was established several years ago to support Amy organizations at 
Fort Ritchie, HD. 

b. In Sep 75, the reorganization and redesignation of the US Array Communications 
Command (USACC) - CONUS as the 7th Signal Command resulted- in a realignment of target 
areas of ICIP CANARY EFFORT (U), and increased coverage to the Telecommunications 
Directorate, the Alternate Joint Command Center (AJCC) the Alternate National Military 
Command Center (ANMCC), the Alternate National Command Center Support Directorate 
(ANMCCSD) and the East Coast Telecommunications Center (ECTC). Three sources and 

a Project Case Officer were used in this ICIP. 

c. By 1st Ind, 8 Apr 76, subject as above, CDR USAINTA advised that on 23 Feb 76, 
the ACSI gave verbal approval for termination of subject ICIP and recommended that 
subject IpIP be given formal termination approval. 


a. . ICIP CANARY EFFORT (U) was chosen by the CDR, 902d MI Group to be replaced by 
an overt comprehensive all-source, multi-discipline security support concept as defined 
in 902d MI Group Pamphlet 381-3, subject: Direct Support Comprehensive Counterintelli¬ 
gence Program, to be published, 

b. The ICIP sources previously supporting the operation were terminated without 
prejudice during Feb 76. The Great Skills Project Case Officer was released from 
duties bn 1 Mar 76. 

c. Supported commanders were briefed on CANARY EFFORT termination during Mar 76, 
and assured that this action in no way relieved the 902d MI Group of the responsi¬ 
bility for continued overt, all-source, multi-discipline support subsequent to 31 Mar76, 
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DAMI-DOH 

SUBJECT: Request for Termination of ICIP Operation CANARY EFFORT (U.) 

d. This action provides formal approval to CDR, USAINTA to terminate ICIP 
CANARY EFFORT (U). 

3. (u) Recommendation : That the 2d Ind, (TAB A) be approved and signed by the ACSI, 

DA. 


i 












MIIA-GPB-AC(SP) 


2 April 1976 


SUBJECT: Request for Termination of ICIP Operation CAMAKY EFFORT (U) 


Commander 

U. S. Army Intelligence Agency 

ATTN; MIIA-SO 

Fort Meade, Maryland 20755 


(U) References*. 


a. USAU'lTA Letter, MIIA-SO-SA, subject: diange in ICIP CA'LARV 
jJrTDRT Support (Li), dated 27 Jan 76, with 902n MI Orovr 1st Inti, 
RTLA-GPD-AC (SP), dated 29 Jan 76. 

b. ?02d i'l Group Letter, KELA-GPI?-AC{SP) , subject: Term-iiiation of 
ICIP Operation CAHARY EFFORT (U) , dated 3 ’larch 1976. 


As outlined in the above references, oooies of which have been 
prd/ided under separate cover, I "nave chosen ICIP Operation CAilARY EFFORT 
to bo replaced by an overt ca^crehensive all-source, nulti-discinline 
security support concept as defined in 902d MI Group Panpiilet 3S1-3, 
subject: Direct Support Comprehensive Counterintelligence Program, to be 
published. Toward tiiis end, confidential ICIP sources previously 
supporting the operation were terminated without prejudice during the 
month of February 1976. The Great Skills Ihroject Case Officer was 
released f ran duties in support of the operation on 1 March 1976. 


3 .^ 


3.V.' Tiie termination of the ICIP Operation was coordinated by icy 
staff with LTC Grimes, Ccrtmander, Special Operations Detachment, U&AETTA., 
on 19 February 1976. The oral approval of the termination wsis gained frcr. 
Brigadier General Thompson, Carmiander, USAINTA, and Major General Aaron, 
ACSI, DA, on 20 and 23 February 1976 respectively. Supported ccnranders 
were briefed on the termination of the operation during March 1976 in 
conjunction with the regularly scheduled quarterly ICIP briefings, and 
assured that this action in no way relieved the 902d MI Group of the 
responsibility for continuing overt, all-source, rnulti-discinline support 
subsequent to 31 March 1976. 


a0E D UNCLASSIFIED 


7jy 

mmr~ 




"Moom, 


MIXA - GPB - AC(SP) ^ April 1976 

SUBJECT: Request for Termination of ICIP Operation CANARY EFFORT (U) 


4. (U) In view of the above, request formal approval of the termination 

of Tr-TP Operation CANARY EFFCKT. 


BASSEL L. PARKER 
Colonel, MI 
Ccnnanding 
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MIIA-SO-SA (2 Apr 76) lat Ind Ififf 

SUBJECT: Request for Termination of ICIP Operation CANARY EFFORT (U) 

HEADQUARTERS, U. S. ASHY INTELLIGENCE AGENCY, Fort Meade, Maryland 

20755 

TO* Ht yft fBAMI-DOB/LTC HAEKDLE), HASH DC 20310 

1, (U) Infer ascee la and lb of basic letter are attached as llneloeures 

1 and 2, riapnctiwaly. 

l.^w^ As noted In paragraph 2 and 3 of basic letter, although ICIP 
Opefetlon CAHAJCT EFFORT was terminated effective 31 March 1976,, counter- 
In tellig ence support will continue to be provided under the concept* of 
the 902d Military Intelligence Group Direct Support Comprehensive 
Counterintelligence Program, to be published. Verbal approval of this 
termination was given by the CDR, UBAINTA, on 20 February 1976,, and the 
ACSI on 23 February 1976. 

,.tConfidential aources utilised In this ICIP have been terminated. 

A. (0) Recommend formal approval of the termination of ICIP CANARY 
EFFORT. 


WILLIAM I. JENNINGS 
Special Asalstant (OPS) 
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Internal Counterintelligence Program (ICIP) (U) 



To obtain approval of the quarterly ICIP report 


OBOMHnM KMt ■OCM tkt W>| l —4 l. 

ImMw —««« 7 

1. (U) BACKGROUND : On 8 Feb 72, the Under Secretary of the- Army requested that 
the VCSA provide a quarterly report on all ICIP operations. 

2. (U) DISCUSSION : 

a. During the past quarter there were no significant changes in number of 
operations or activities within operations. Reports of questionable suitability 
and security hazards were passed to the supported commands. 

b. Memorandum at TAB A transmits summaries of ICIP operations through the VCSA 
to the Under Secretary of the Army for second quarter FY 76. 

3. (U) RECOMMENDATION : That the Memorandum at TAB A be approved and signed by 
the ACSI. 



ACS1 FORM 2B, 13*^71 
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IBHWHWM THRO: PICE CH«r 0? STAFF, BUTTED STATES A IKY 
FOR: WMR SECRETARY OF THE ABflf 

SUBJECT: Internal Counterlate Lligence Program (ICIP) (D)— 
UrFOBMATlOK lOHORABOTM 




l ~yfiSb During the pest quarter, six of the currently active Internal 
Co ufiter intelligence Program (ICIP) operation* provided information on 
incidents involving personnel eultsbility *ftd conditions reflecting 
poor security practice* or weaknesses. Reports of these relatively 
oinor conditions were furnished the coorannders of the supported conm*nde 
who took inaaediate corrective action. 


2. (0) The total nuober of active ICIP operations remcine at nine. 

Sujaaaries of activity in these operations during the last quarter are 
inclosed. 


9 Incl 
as (C) 


regraded unclassified 
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MEMORANDUM THRU: 


TO CTED-S^A^ S—--; 


COL Jof \r($. TcdrJ. Free., SAUS 

SUBJECT: Internal Counterintelligence Program (ICXP) (U)-- 
INFORMATION MEMORANDUM 


1. VfcC^* During the past quarter; six of the currently active Internal 
Counterintelligence Program (ICIP) operations provided information on 
incidents involving personnel suitability and conditions reflecting 
poor security practices or weaknesses. Reports of these relatively 
minor conditions were furnished the commanders of the supported commands 
who took immediate corrective action. 

2. (U) The total number of active ICIP operations remains at: nine. 
Summaries of activity in these operations during the last quarter are 
inclosed. 


REGRADEDUNC^LA^SIFiEO 

BY CDR USA1NSGOM FOUPO 
AUTH PARA 1-603 DoD 6200.1 -R 
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HAROLD A.'*‘ON 
Major G-:-r.c-r'. .'5 
ACofsLor InieL^ence 


Noted 1 

yr with c . 

V please 


Noted by the Under Secretary of the Army 
with comment: "On next quarter's review, 
please provide an analysis (of each ICIP 
for the past year) to include statis 

f<±L siawnf'mSf 

s' /Colonel, GS 
C- J Executive 
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)«»01AIIDCkl THBJi VICE CHIEF OF STAFF, WITH) STATES AKKY 
fOftt tMBER SKSETAET OF THE A1KY 

SinJKTs let*nuil Counterlnte 11 igeace Program (IC1F) (U)-- 
ntFOMATlOM MHDRAKWM 


1. ^e J jr During the past quarter, air of the currently active Internal 
Counterlntelllgence Program (1CIP) operatIona provided information on 
lncldente involving personnel suitability and conditions reflecting 
poor security practice* or weaknesses. Report* of these relatively 
minor conditions were furnished the commanders of the supported commands 
who took immediate corrective action. 

2. (D) The total number of active ICIP operations remains at nine. 
Sussnarles of activity in thaae operations during the laat quarter are 
inclosed. 
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CANARY EFFORT: 


(QACSI Revalidation - 4 Feb 75) 


a. Location: Fort Ritchie, MD. 

b. Confidential Source Utilization: Three confidential sources. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

d. Useful Information Obtained: 


None. 


(1) During the reporting period, adverse suitability information 
(indebtedness, drug or alcohol abuse, moral improprieties and mental insta¬ 
bility) was reported concerning 17 individuals assigned sensitive duties. 
Monitoring continues; a limited investigation has been requested on one of 
the individuals. 

(2) This ICIP had previously identified alleged users of narcotics. 

As a result of an investigation conducted by USACIDC, 13 of these individuals 
were apprehended and charged with drug violations. Eleven of these 13 had 
security clearances and had access to the Alternate Joint Command Center. 

e. Operational Status: 

(1) On 18 December, the Project Liaison Officer (PLO) presented a 
Quarterly Progress Report to the Commander, US Army Communications Command 
(USACC). On 30 December 1975, the PLO presented the Quarterly Progress 
Report to the Commander, Fort Ritchie; Commander, USACC Site R Telecommuni¬ 
cations Center; and the Deputy ACSI&S, 7th Signal Command. All expressed 
appreciation and continued support for the ICIP. 

(2) At the request of the Director, Administrative Services, JCS, the 
portion of this operation in support of the Alternate National Military 
Command Center was terminated. 





a. Location: Seneca Army Depot (SAD), Romulus, NY. 


b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None. 

d. Useful Information Obtained: None. 

e. Operational Status: 

During the period, one conventional source was terminated due to his 
transfer from the area. One source is under consideration for recruitment. 

He is in the Maintenance Division, Directorate for Special Weapons (DSW). 

DSW is the primary SAD activity being supported by this ICIP. On 21 December 
1975, the PLO provided the Quarterly Briefing Report to COL Alden L. Cox, 

CDR, Seneca Army Depot. 
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3. ym CANTER RIDE: (OACSI Approval - 4 Mar 75) 

a. Location: US Army Missile Command (USAMICOM), Redstone Arsenal, AL. 

b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Adverse suitability information pertaining to a GS-12 civilian 
physicist with access tb Secret information who was assigned to the Optical 
Guidance Technology Office (OGTO), indicated that he probably was the 
catalyst for the sexually-oriented gatherings of OGTO employees which 
prompted a Sep 74 AR 15-6 investigation of OGTO personnel ordered by the 

CG, USAMICOM. As a result of that investigation, the present ICIP operation 
was initiated. The employee, who is apparently obsessed with sex has had 
numerous extra-marital liaisons during the last five years. He transferred 
to the Infrared Technology Office, Advanced Sensors Directorate,, a highly 
sensitive office, in Aug 74. The Source, who obtained information by 
elicitation, was successful in identifying him only in recent weeks. The 
employee's departure from OGTO apparently broke up the clique and Source 
could uncover no new evidence of such activities among remaining OGTO 
employees. Near the close of the reporting period, the employee applied 
for a position in Japan. The Commander, USAMICOM, was provided a summary 
of the information on the employee for appropriate command action. 

(2) Source identified an Army 1LT who was attempting to civilianize 
his duty position. The individual is a naturalized citizen who was born 
in Shanghai, China. His security clearance was based on a favorable 
NAC only. 

e. Operational Status: On 10 October 1975, the Commander, 902d MI 
Group and the Project Liaison Officer briefed MG George E. Turnmeyer, the 
newly assigned Commander, USAMICOM. MG Turnmeyer affirmed his approval of 
the operation. In a subsequent briefing on 10 November 1975, MG Turnmeyer 
was apprised of the information reported in sub-paragraph d(l) above. It 
was concluded that since the operation had provided the information initially 
sought, it is now necessary to refocus the effort to emphasize security 
matters rather than suitability problems. 


REGRADED UNCLASSIFIED 
ON SEP -5 

BY CDR USAINSCOM FOI/^O 
AUTH PARA 1-603 DoD S200.1-R 


7 # 





4. 




CANVAS TAX: 


(OACSI Revalidation - 4 Feb 75) 


a. Location: Sierra Army Depot (SIAD), US Army Materiel Command, 
Herlong, CA. 


b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None. 

d. Useful Information Obtained: None. 

e. Operational Status: 

One individual is under assessment for use as a confidential source. The 
quarterly progress report to SIAD officials was delayed until after the Christmas 
holidays. It is expected that the report will be presented sometime in January 
1976.* The Commander and staff officers knowledgeable of the ICIP continue 
to provide their support. 


*ftpr srxj-.TTTD /At Fan -ge , u jj&r ICiP z.e*&iT. 





5. JftT CENSUS TIME: (OACSI Revalidation - 4 Feb 75) 

a. Location: Pentagon Telecommunications Center (PTC), US Army 
Communications Command (USACC), The Pentagon, Washington, DC. 

b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None. 

d. Useful Information Obtained: 

(1) As a result of information gained concerning a suicide attempt 
by an Army NCO assigned to PTC a Limited Investigation was initiated. 

The investigation revealed that the NCO has a large number of outstanding 
debts, has lied on loan applications, and recently ordered a 1976 automobile 
which will cost in excess of five thousand dollars. Interviews concerning 
the NCO revealed alleged drug usage and homosexuality. USAINTA directed 
that the NCO be interviewed concerning the allegations against him. The 
NCO has been assigned to the Logistics Branch, PTC, pending results of the 
Limited Investigation. 

(2) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO was 
reassigned to another Branch within the command and his access to classi¬ 
fied information was suspended for 90 days pending resolution of adverse 
suitability information. The NCO after a night of heavy drinking at the 
Ft Meyer NCO Club, began hitting his wife when she tried to arouse him 
after he had "passed out." The wife filed assault charges with the Military 
Police and withdrew them later. The PTC Commander counselled the NCO on his 
drinking and marital problems and assigned him duties where he has no access 
to classified information. 

e. Operational Status: 

On 18 Dec 1975, the Project Liaison Officer (PLO), CENSUS TIME, presented 
the Quarterly Progress Briefing to COL Donald E. Clark, CDR, PTC. The PLO, 
CANARY EFFORT, was also present at the briefing. In a re-evaluation of the 
target priorities within PTC, COL Clark requested that the PTC element of 
the Army Operations Center and the Hoffman Telecommunications Center be 
covered by ICIP sources. Accordingly, the OPLAN for CENSUS TIME wiLl be 
changed to include these targets. 








('A' 

CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD. 

b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Suitability information concerning an employee of the Woodbridge 
Research Facility (WRF) , a branch of HDL located in Woodbridge, VA, involved 
a problem of alcohol abuse. After counseling, the employee is undergoing a 
rehabilitation program. 

(2) From 7 October to 6 November 1975, a courtesy penetration test of 
HDL 1 s Adelphi Facility was conducted. The penetrations succeeded in 
revealing several security weaknesses and the supported command has taken 
corrective actions to remedy them. A number of the Security Guards were 
transferred and guard procedures were changed. A new magnetic coded badge 
has been approved for purchase in FY 77. The PLO will also give a lecture 
to the HDL Guard Force on the penetration test and ways to foil attempted 
penetrations. 

e. Operational Status: 

On 3 December 1975, the PLO presented the Quarterly Progress Report to 
COL Thomas McGregor, CDR, HDL. Also present at the briefing were MAJ Kenneth F. 
Keller and Mr. James F. Yeick, Security Officer, HDL. 
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GONDOLA STAR: (OACSI Revalidation - 11 Jul 75) 

Location: Aberdeen Proving Ground (APG), Aberdeen, MD. 

Confidential Source Utilization: Eight. 

Information Obtained or Reported on Non-Affiliated Civilians: 
Useful Information Obtained, 


None. 


(1) Sources reported several instances of foreign contact by military 
and DOD civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Germany was assigned on an exchange 
program to work in the US Army Human Engineering Laboratory (HEL) until 
Sep 76. The source, who provided information on an employee's travel to 
Poland and Czechoslovakia in 1975, provided additional information on the 
employee's plans to travel to those countries again in 1976. A report 

of a civilian DOD employee at Edgewood Arsenal with some unexplained 
periods of time in his background prompted a request for a Limited Investi¬ 
gation from the supported command. 

(2) The source who reported on travel to the USSR in 1975 of a man and 
wife DOD employees of the supported activities at HEL and the US Array 
Materiel Systems Analysis Activity (USAMSAA) provided information on plans 
of the couple to take another tour to Russia in 1976. 

(3) Sources reported allegations of questionable suitability factors 
involving eight employees assigned to the supported command. These unsub¬ 
stantiated allegations consisted of five incidents of extramarital relations, 
one suggestion of other immoral conduct, one case of mental instability and 
one allegation of a fraudulent claim on a TDY voucher. Efforts are underway 
to substantiate or refute the reported allegations. 

(4) Sources reported five instances of security weaknesses or poor 
security practices. These five instances consisted of two unattended offices 
in which security containers were left open, a CONFIDENTIAL document left 
unsecured over a three day weekend, poorly controlled access to a classified 
scientific conference at USAMSAA, and movement of the Ground Warfare Division 
of USAMSAA into a building in which no technical survey had been conducted 
prior to the move. These were brought to the attention of the appropriate 
security officials in the supported activities and corrective actions were 
taken. 


e. Operational Status: 

(1) On 1 Dec 75, the PLO presented the initial ICIP briefing to MG 
Patrick W. Powers, CDR, US Army Test and Evaluation Command (TECOM), and 
COL William H. Tucker, Jr., Chief of Staff, TECOM. 


RACED UNCLASSIFIED 
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(2) On 18 Dec 75, the PLO gave the Quarterly Progress Briefing to 

COL Kenneth L. Stahl, CDR, Edgevood Arsenal, on those activities pertaining 
to the Edgewood Arsenal portion of the ICIP GONDOLA STAR. 

(3) On 19 Dec 75, the PLO presented a Quarterly Progress Report on those 
activities of the Aberdeen Proving Ground which are supported by the ICIP to 
COL Alvin D. Ungerleider, CDR, APG. Mr. Harry A. Mencke, Installation 
Intelligence Officer, APG, was also present at the briefing. 




Location; White Sands Missile Range (WSMR), NM. 


b. Confidential Source Dtilization: Two confidential sources were 
utilized during the reporting period. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None. 

d. Useful Information Obtained: None. 

e. Operational Status: 

One individual is under assessment as a confidential source in USA Missile 
Test and Evaluation Directorate, WSMR. On 2 December 1975 the Project 
Liaison Officer presented the Quarterly Progress Report to MG 0. L. Tobiason, 

CG, WSMR. The following personnel were also present at the briefing: LTC Charles 
I. Davis, Chief, Security Office, WSMR; CPT Marcel Hull, SAIC, Ft Bliss Resident 
Office, 525th Ml Gp; GS 13 William F. Arket, Chief, Intelligence Division, 

WSMR; and GS 13 Shigeru Tsubota, Deputy Operations Officer, 525th MI Gp, 

Presidio of Monterey, California. 
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LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 

Location: Defense Language Institute (DLI), Presidio of Monterey, CA. 
Confidential Source Utilization: Five confidential sources. 


c. Information Obtained or Reported on Non-Affilisted Civilians: None. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department who are man 
and wife, and who previously had been accused by other members of the 
Bulgarian Department of having contacts with the Bulgarian Intelligence 
Service have changed their status during the quarter. Details of their 
histories have been provided the Federal Bureau of Investigation. The 
husband has accepted a teaching position with the State Department and 
left DLI. The wife remained in DLI as an instructor. 


(2) An instructor of the Czechoslovakian Language Department reportedly 

is planning to resign from DLI in 1976, take her re tirement pay in a lump _ 

sum and return to Czechoslovakia with her two sons.) 

' bl Per FBI 

_|There are 

no indications that he intends to return to Czechoslovakia. Thisinformation 
has been passed to the FBI. 


(3) A DLI employee, presently involved with the Hebrew Project, is 
reported to be maintaining close contact with the Israeli Consulate in 
San Francisco. The employee, an alien with an impressive background, 
including possible intelligence activities, has also applied for employ¬ 
ment with the National Security Agency (NSA). Information presently known 
to Army Intelligence has been made available to NSA. 

e. Operational Status: 

(1) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. A total of 12 individuals are 
under assessment as possible new sources, including two Technical Language 
Assistants. In addition to the five confidential sources, there are 23 
confidential sources providing coverage of nine language departments and the . 
DLI staff. 
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(2) The PLO presented the Quarterly Progress Report on 16 Dec 75 to 
COL Samuel L. Stapleton, Commandant, DLI. Also attending the briefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. Xiques, 
SAIC, Ft Ord Resident Office, 525th MI Group; and Mr, James Green, Acting 
Security Officer, DLI. 
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DAMI-DOH 


MEMORANDUM THRU: VTG6-GHT&F-eF-STAFES-UNITED STATES--ARi«^- '• 

. NOTED |r J 3A £j, r ' 

FOR: 4SB s n R fl EC d ^ Bft RY Or THE Afcrf vjv Daie,A 

SUBJECT: Internal Counterintelligence Program (ICIP) (U)-- 

INFGRMATION MEMORANDUM 


1 AU-^>- During the past quarter; six of the currently active Internal 
Counterintelligence Program (ICIP) operations provided information on 
incidents involving perso'nnel suitability and conditions reflecting 
poor security practices or weaknesses. Reports of these relatively 
minor conditions were furnished the commanders of the supported normsnd 
who took immediate corrective action. 


2. (U) The total number of active ICIP operations remains 3t nine. 

Summaries of activity in these operations during the last quarter are 
inclosed. 


Kr.-' 




BY USAINSCOM FOSPA 
Avm Para 4-162 DQD 520& IR 
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Noted by the Under Secretary of the Ann 
with comment: "On next quarter's re vie 
please provide an analysis (of each ICI 
for the past year) to include statis yTo 


jCUir’A. TODD 
-’Colonel, GS ‘ 
Executive 
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REMARKS 
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Do NOT use this form as a RECORD of approvals, concurrences, 
disapprovals, clearances, and similar actions 


FROM ._ _ 

DATE 

-, 753 

P»-ONE 


OPTIONAL FORM 41 gpo-. nn of-umm Wi-iOi 


AUGUST 1967 

GSA FPMH (41CFR) 100*11JMC 







M. Mb* U tmFfjcimmllj M ^ 


To obtain appproval of the quarterly ICIP report 


—I III W imtr mmmm.) 

1, (U) Background : On 8 February 1972, the Under Secretary of the Army requested 

that the VCSA provide a quarterly report on all ICIP operations. 


2. (U) Discussion : 

a. During the past quarter there were no significant changes in number of opera¬ 
tions or activities within operations. Reports of questionable suitability and 
security hazards were passed to the supported commands. 

b. Memorandum at TAB A transmits sumnaries of ICIP operations through the VCSA 
to the Under Secretary of the Army. 

3. (U) Recommendation : That the Memorandum at TAB A be approved and signed by 
the ACSI. 
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CANINE PLA.3H: (OACSI Revalidation - U Fet> 75) 

Location: Seneca Army Depot (SAD), Romulus, NY 
Confidential Source Utilization: None. 

Information Obtained or Reported on Non-Affiliated Civilians: 


None. 


d. Useful Information Obtained: None. 

e. Operational Status: During the period, one conventional source 
was terminated due to his transfer from the area. One source is under 
consideration for recruitment. He is in the Maintenance Division, 
Directorate for Special Weapons (DSW). DSW is the primary SAD activity 
being supported hy this ICIP. On 21 December 1975, the PLO provided the 
Quarterly Briefing Report to COL Alden L. Cox, CDR, Seneca Army Depot. 


BeG aADED UNCLASSKT® 
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CANTER RIDE: 


(QACSI Approval - 4 Mar 75) 


US Army Missile Command (USAMICCJM) 


Redstone Arsenal, AL. 


b. Confidential Source Utilization: One. 


c. Information Obtained or Reported on Non-Affiliated Civilians: None. 


d. Useful Information Obtained: 


-/' * (1) Adverse suitability information pertaining to a civilian employee 
indicates that the employee is possibly the central figure who was the ‘ 

catalyst for events and allegations which led to the AR 15-6 investigation * 

and initiation of this ICIP operation. 


(2) So'urce continues his Observations of employee who is a Jordanian- 
by birth and concerning who ipfotmationwas furnished last quarter, but no 
n.ew' information of significance was developed. 




Source identified an Army 1LT who was attempting to civilianize 
his duty position. The individual is a naturalized citizen who was born 
in Shanghai, China. His security clearance was based on a favorable NAC 
only. 


e. Operational Status: On 10 October 1975, the Commander, 902d MI 
Group and the Project Liaison Officer briefed MG George E. Turnmeyer, the 
newly assigned Commander, USAMICOM. MG Turnmeyer affirmed his approval of 
the operation. In a subsequent briefing on 10 November 1975, MG Turnmeyer 
was apprised of the information reported in sub-paragraph d(l) above. It 
was concluded that since the operation had provided the information initially 
sought, it is now necessary to refocus the effort to emphasize security 
matters rather than suitability problems. 


BT°Z UNCLASS ' F 'E o 
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CANTER RIDE (U) 


^-/V" J 

-Q)t Adyerge^suj-ta hilj-tY Information' per paying to a civilian p''' ^ c 
b6 -8§ iaT^n^ffie^iftptical Guidance Technology Office 

(OGTO), indicated that probably was the catalyst for the sexually ori¬ 
ented gatherings -£a OGTO^imich* prompted a Sep 74 AR 15-6 investigation of 
OGTO personnel ordered by the CG, USAMICOM, As a result of that investi¬ 
gation, the present ICIP operation was initiated. The employee, apparently 
obsessed wit h ,§ex t ha s had numerous extra-marital liaisons during the last 
five yearsJ b6 _ |tra^isJ:e^jFed to_ t he Infrared Technology Office, Advanced 
Sensors DirectbrSEe in Aug 74 % last- £he Source,, who obtained information 
j by .elici tation, was successful in identifying him only in recent weeks. 

lU. ^^Ib 6 [ departure from OGTO apparently broke up the clique and Source could 
uncover no new evidence of such activit ies among remaining OGTO employees. 
Near the close of the reporting period, | b6^ [applied for^ .position in 
Japan. The Commander, USAMICOM, was provide^ a Nummary of^ftformation on 
I b6 1 7^ •e*y» •# «- '/*'■> dyyirejfr■***{%. 




Uz 1 






Herlong, CA. 

b. Confidential Source Utilization: One. 

c. Information Obtained or Reported on Ron-Affiliated Civilians: 

None. 

d. Useful Information Obtained: None. 

e. Operational Status: One individual is tinder assessment for use 
as a confidential source. The quarterly progress report to SIAD 
officials was delayed until after the Christmas holidays. It is expected 
that the report will be presented sometime in January 1976. The Commander 
and staff officers knowledgeable of the ICIP continue to provide their 
support. 
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5.1 


CENSUS TIME: (QACSI Revalidation - 4 Feb 75 ) 

*a. Location: Pentagon Telecommunications Center (PTC), US Ar rayr 
Communications Command (USACC), The Pentagon, Washington, DC. 

h. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None. / 

d. Useful Information Obtained: 

(1) As a result of information gained concerning a suicide attempt 
by an Army NCO. assigned to PTC a Limited Investigation was initiated. 

The investigation revealed that the NCO has a large number of outstanding 
debts, has lied on loan applications, and recently ordered a 1976 automo¬ 
bile which will cost in excess of five thousand dollars. Interviews 
concerning the NCO revealed alleged drug usage and homosexuality. 

USA'INTA directed that the NCO be interviewed concerning the allegations 
againa-t.him. . The NCO has been^assTgned to the Logistics Branch, PTC, 
pending results of the Limited Investigation. 

(2) Adverse suitability information was reported on two additional 
NCOs assigned to PTC. Based on medical reports and rebellious attitudes 
one NCO was released from the Army by board action. The second NCO was 
reassigned to another Branch vdthin the command and his access to classi¬ 
fied information was suspended for 9° days pending resolution of adverse 
suitability information v £-r'C.. 4^ 

e. Operational Status: 

On 18 December 1975, the Project Liaison Officer (PLO), CENSUS TIME, 
presented the Quarterly Progress Briefing to COL Donald E. Clark, CDR, 
PTC. Hie PLO, CANARY EFFORT, was also present at the briefing. In a 
re-evaluation of the target priorities within PTC, COL Clark requested 
that the PTC element of the Army Operations Center and the Hoffman Tele¬ 
communications Center be covered by ICIP sources. Accordingly, the OPLAN 
for CENSUS TIME will be changed to include these targets. 




CENSUS TIME (U) 

5 * 

(2) <Jrhe _ NCo7after a night of heavy drinking at the Ft Meyer NCO 
Club, began hitting his wife when she tried to arouse him after he had 
"passed out." The wife filed assault charges with the Military Police 
and withdrew them later. The PTC Commander counselled the NCO on his 
drinking and marital problems and assigned him duties where he has no 
access to classified information. 
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CENTAVO KID: (OACSI Revalidation - 4 Feb 75) 

Location: Harry Diamond Laboratories (HDL), Adelphi, MD. 
Confidential Source Utilization: None. 


c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

*f: (1) Suitability information surfaced on a^RF) employee' s problem with 
alcohol abuse; "kf ter counseling the employee is undergoing a rehabilitation 
program; 

(2) From.7 October to 6 November 1975, a courtesy penetration test of 
HDL’s Adelphi Facility was conducted. The penetrations succeeded in 
revealing several security weaknesses and the supported command has taken 
corrective actions to remedy them. A number of the Security Guards were 
transferred and guard procedures were changed. A new magnetic coded badge 
has been approved for purchase in FY 77. The PLO will also give a lecture 
to the HDL Guard Force on the penetration test and ways to foil attempted 
penetrations. 

e. Operational Status: On 3 December 1975, the PLO presented the 
Quarterly Progress Report to COL Thomas McGregor, CDR, HDL. Also present 
at the briefing were MAJ Kenneth F, Keller and Mr. James F, Yeick, 

Security Officer, HDL. 
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CENTAVO KID (U) 

6. d. 


(1) Woodbridge 
Woodbridge^J/^--- 


a branch of HDL located in 
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GONDOLA STAR: 


(QACSI Revalidation - 11 Jul 75) 


a. Location: Aberdeen Proving Ground (APG), Aberdeen, MD. 

b. Confidential Source Utilization: Eight. 

c. Information Obtained or Reported on Non-Af filiated Civilians: 

d. Useful Information Obtained: 


None. 


(1) Sources reported several instances of foreign contact by military 
and DGD civilian personnel in the supported activity. In one instance a 
citizen of the Federal Republic of Germany was assigned on an exchange 
program to work in the US Army Human Engineering Laboratory (HEL) until 
Sep 76. The source, who provided information on an employee's travel to 
Poland and Czechoslovakia in 1975, provided additional information on the 
employee's plans to travel to those countries again in 1976. A report 

of a civilian DC® employee at Edgewood Arsenal with some unexplained 
periods of time in his background prompted a request for a Limited Investi¬ 
gation from the supported command. 

(2) The source who reported on travel to the USSR in 1975 of a man 

and wife DOD employees of the supported activities at HEL and the US Army 
Materiel Systems Analysis Activity (USAMSAA) provided information on 
plans of the couple to take another tour to Russia in 1976. €■ 

(3) Sources reported eight allegations of questionable suitability 

factors involving employees assigned to the supported ac tivi ty Due to 
the lack of substantive information, the behavior of the individuals will 
be monitored. <cv/. 

/■**•» 

(4) Sources reported five instances of security weaknesses or poor 
security practic^J These were brought to the attention of the appropriate 
security officials in the supported activities for corrective action. 

e. Operational Status: 

(1) On 1 Dec 75, the PLO presented the initial ICIP briefing to MG 
Patrick W. Powers, CDR, US Army Test and Evaluation Command (TECOM), and 
COL William H. Tucker, Jr., Chief of Staff, TECOM. 


(2) On 18 Dec 75, the PLO gave the Quarterly Progress Briefing to 

COL Kenneth L. Stahl, CDR, Edgewood Arsenal, on those activities pertaining 
to the Edgewood Arsenal portion of the ICIP GONDOLA STAR. 

(3) On 19 Dec 75, the PLO presented a Quarterly Progress Report on those 
activities of the Aberdeen Proving Ground which are supported by the ICIP to 
COL Alvin D, Ungerleider, CDR, APG. Mr. Harry A. Mencke, Installation 

, was also present at the briefing. 




Intelligence Officer, APG 


)if icerr, j 







gondola STAR (U) 


7. d. 

y- 

(3) 4ct±2±*si*»r US Army Materiel Systems Analysis Activity 
(USAMSAA) and Edgewood Arsenal. 

(4) These five instances consisted of two unattended offices in 
which security containers were left open, a CONFIDENTIAL document left 
unsecured over a three day weekend, poorly controlled access to a 
classified scientific conference at USAMSAA, and movement of the 
Ground Warfare Division of USAMSAA into a building in which no technical 
survey had been conducted prior to the move. These were brought to the 
attention of the appropriate security officials in the supported activi¬ 
ties and corrective actions were taken. ' 
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8, HOLDER: (OACSI Revalidation - 4 Feb 75) 

a. Location: White Sands Missile Range (WSMR), NM 

b. Confidential Source Utilization: Two confidential sources were 
utilized during the reporting period. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: None. 

e. Operational Status: One individual is under assessment; as a 
confidential source in USA Missile Test and Evaluation Directorate, WSMR. 
On 2 December 1975 the Project liaison Officer presented the Quarterly- 
Progress Report to MG 0. L. Tobiason, CG, WSMR. Hie following personnel 
were also present at the briefing: LTC Charles I. Davis, Chief, Security 
Office, WSMR; CPT Marcel Hull, SAIC, Ft Bliss Resident Office, 525th MI 
Gp; Gs’l3 William F. Arket, Chief, Intelligence Division, WSMR;; and GS 13 
Shigeru Tsubota, Deputy Operations Officer, 525 th MI Gp, Presidio of 
Monterey, California. 




■eamm- 
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LENTIL MONKEY: 


(GACSI Revalidation - 4 Eeb 75) 


a. Location: Defense Language Institute (DLI), Presidio of Monterey, 

CA. 


b. Confidential Source Utilization: Five confidential sources, 

c. Information Obtained or Reported on Non-Affiliated Civilians: None. 

d. Useful Information Obtained: 

(1) Two instructors of the Bulgarian Language Department who are man 
and wife, and who previously had been accused by other members of the 
Bulgarian Department of having contacts with the Bulgarian Intelligence 
Service have changed their status during the quarter. Details of their 
histories have been provided the Federal Bureau of Investigation. The 
husband has accepted a teaching position with the State Department and 
left DLI. The wife remained in DLI as an instructor ^ ** Iw p uwfm c L wra 

> .L|jl P L&W i "1 Tin ii 71 Si 

(2) An instructor of the Czechoslovakian Language Department reportedly 
is planning to resign from DLI in 1976, take her re tirement pav in a lump . 
sum and return to Czechoslovakia with her two sons.l 

bl Per FBI 

|___J There are 

no indications that he intends to return to Czechoslovakia. This information 
has been passed to the FBI. 

(3) A DLI employee, presently involved with the Hebrew Project, is 
reported to be maintaining close contact with the Israeli Consulate in 
San Francisco. The employee, an alien with an impressive background, 
including possible intelligence activities, has also applied for employ¬ 
ment with the National Security Agency (NSA). Information presently known 
to Army Intelligence has been made available to NSA. 

e. Operational Status: 

(1) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. A total of 12 individuals are under 
assessment as possible new sources, including two Technical Language Assistants 
In addition to the five confidential sources, there are 23 confidential sources 
providing coverage of nine language departments and the DLI staff. 


on 30nrm^i99£ 

By CDR USAINSCOM FOI/PO 
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(2) The PLO presented the Quarterly Progress Report on 16 Dec 75 
to COL Samuel L. Stapleton, Commandant, DLI. Also attending the briefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. 

Xiques, SAIC, Ft Ord Resident Office, 525th MI Group; and Mr. James Green, 
Acting Security Officer, DLI. 





MIIA-SO-SA 


DEPARTMENT OF THE ARMY 
HEADQUARTERS 

U. S. ARMY INTELLIGENCE AGENCY 
FORT MEADE, MARYLAND 207S5 


JAN 13 1976 


SUBJECT: Quarterly Reporting of Internal Counterintelligence 
Program (ICIP) Operations (u) 


HQDA (DAMI-DOH/LTC HAENDIE) 
WASH DC 20310 




t _During the 2d Quarter, F5f 1976, six of the currently active 

Internal Counterintelligence Program (ICIP) operations provided informa¬ 
tion on incidents involving suitability and conditions reflecting poor 
security practices, hazards, or weaknesses. These reports, th»ugh they 
involved individual items of a relatively minor nature, were passed 
immediately t* the supported commanders who have taken corrective action. 
The discovery of these conditions and actions taken have served to enhance 
the security of the supported facilities. The total number of active 
ICIP operations at the close of the period was nine. 


2. (u) Summaries reflecting the details of the information reported 

and the status of each of the nine operations are inclosed. 


9 Incl 


J.,' umffiMS ' 
Special Assistant (OPS) 
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C/JIW EFFORT: (OACSI Revalidation - k Feb 75) 


a. Location: Fort Ritchie, MD 

b. Confidential Source Utilization: Three confidential sources. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 

None. 

d. Useful Information Obtained: 

\ Thrr-tnff the reporting period adverse suitability information 

ssrjssSdiiisa- _ 

individuals. __ 

( 9 f Tarring the period 13 military personnel assigned to Fort Ritchiin 
f'_—=4--5l_„v. bha ofi and charged with drug violations as a result of a drug 
Pl^Sagon cl StS ^US criminal Investigation Division^ 

IV Command (USACIDC )lstf the 13 individuals apprehended, 11 possessed 

ciearani fe f and had access to the Alternate Joint Command Center 
(AJCC). Six of those apprehended were members of the 572 d mntaiy 
Police Company (Security) and performed sensitive duties at the AJCC. 
tte Project Liaism Officer (HO). CAHUff EFFORT, tad previously identi- 
fled those individuals apprehended as alleged users of narcotic . 

(3) The supported Command took action to suspend access ^classi¬ 
fied information of eight individuals based on information originally 
surfaced by the ICIP. 'Ihese were all involved in suitability situa¬ 
tions as outlined in d(l), above. 

e. Operational Status: 

m On 17 November 1975, a newly assigned Project Case Officer (PCO), 
a member of the GREAT SKILLS Program, began his duties in conjunction 
with CANARY EFFORT. 

( 9 \ on Q December 1975, the HD established a 902d MI Group Liaison 
Office at^ort^eScL S! This office will provide greater flexibility 
ftfSe Pl£ £ caSyS ota his duties in connection «ith the East Coast 
?SeSmS?otaltarSSctorate (BTC), *ioh is at Fort Detrici tad us one 
of the activities supported by the ICIP. 
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(3) On 18 December 1975, the PLO of CANARY EFFORT presented the 
Quarterly Progress Report to COL Donald E. Clark, Commander, US Army 
Communications Command (USACC) Operations Command at the USACC Pentagon 
Telecommunications Center, The PLO for ICIP CENSUS TIME was also 
present at the briefing, 

(4) On 19 December 1975, the PLO presented a SAEDA/Threat/Security 
Awareness briefing to personnel assigned to the Alternate Joint Communi¬ 
cations Center (AJCC), Site R. 

(5) On 30 December 1975, the PLO presented the Quarterly Progress 
Report to the supported commands with the following in attendance: COL 
Harold G. deMoya, CDR, Ft Ritchie; COL John S. Eberle, CDR, USACC Site R 
Telecommunications Center; and Mr. Joseph J. Carroll, Deputy ACSI&S, 

7th Signal Command and Ft Ritchie. Colonels Clark, deMoya, Eberle and 
Mr. Carroll expressed their appreciation and continued support for the 
ICIP. 



RIDE: (OACSI Approval - U ®r' ^yiPp.p^f^COM FOI/PQ 

^ / rAHA 1 ‘603 DoD 5200.1 - 

a. Location: US Army Missile Command. (USAMICOM), Redstone 
Arsenal, AL 


b. Confidential Source Utilization: One 

c. Information Obtained or Reported on Non-Affiliated Civilia: 


d. Useful Information Obtained: 


(1) The source utilized in this operation has provided information 
of an adverse suitability nature on a civilian employee of the.Optical 
Guidance Technology Office (OGTO), Advance Sensors Directorate (ASD), 
which indicate the employee is possibly the central figure who was the 
catalyst for the events and allegations during the Sep 'jb AR 15-6 inves¬ 
tigation which led to the initiation of the operation. This information 
has been provided the Commander, USAMICOM, in a Summary of Information. 
The CDR, USAMICOM, is considering what future action will be taken on 
the employee, if any. Evaluation of information provided on eight of 
the co-workers of the above employee indicates no further investigation 
with regards to their suitability is required at this time. 

(2) The source is continuing his observation of the ASD employee 
who is a Jordanian by birth hut learned no new information of signifi¬ 
cance during the period. Information on this individual was reported 
previously in the 1st Qtr, FY 76 . 

(3) Source identified an Army 1LT who was attempting to civilianize 
his duty position. The individual became of Cl interest when it was 
learned that he is a naturalized citizen, born in Shanghai, China, with 
a security clearance granted on the basis of a favorable NAC only. 


e. Operational Status: 

(1) On 10 Oct 75j COL Stubblebine, CDR, 902d MI Group, accompanied 
by the PLO, MAJ Gipson, briefed the newly assigned CDR, USAMICOM, MG 
George E. Turnmeyer, on the operation with the USAMICOM Chief of Staff, 
COL Arthur G, Lange, Jr., in attendance. The USAMICOM officials were 
provided a copy of the EEI used in the operation and an update of the 
information provided by Source. MG Turnmeyer affirmed his approval of 
the operation. 


(2) In a separate session on 10 Oct 75 , COL Stubblebine briefed 
COL William P. Gojsza, Deputy Director, US Army Missile Research, Develop¬ 
ment and Experimental Laboratory (USAMRDEL), on Source's role in the 
operation since COL Gojsza is Source's immediate supervisor in Source's 
"part-time” cover duty as the USAMRDEL Administrative Officer. 



( 3 ) On 10 Nov 75, COL Stubblebine and the PK> briefed MG Turnmeyer 
and Dr. McDaniel, Director, USAMKDEL, on an operational update and the 
902d MI Grout) recommendations for continuation of the operation. After 
presenting the information contained in sub-paragraph d, above, conclu¬ 
sions were reached to the effect that since the operation had provided 
the information initially sought, it is now necessary to refocus the 
EEI, emphasizing security aspects rather than suitability matters. New 
EEI will be formulated with the supported command and the 902d MI Group. 
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CENTAVO KID: (OACSI Revaluation - 4 Feb 75) 

a. Location: Harry Diamond Laboratories (HDL), Adelphi, MD 

b. Confidential Source Utilization: None. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: 


(1) The Technical Director, HDL, received a postcard request from 
a person unknown to him which asked for information on "Dirty Work," 
by the CIA. The card, with pertinent explanatory remarks, was provided 
to the Central Intelligence Agency. 

(2) No new incidents of aircraft overflights were reported at any 
HDL facilities during .the reporting period. Two overflight incidents 
were reported at the Woodbridg e Research Facility (WRF), Woodbridge. VA, 
during the 1st Quarter, FY 76 .1 

bl Per FBI _ 


(3) Suitability information surfaced on a WRF employee’s problem 
with alcohol abuse. After counseling the employee is undergoing a 
rehabilitation program, 

(4) From 7 October to 6 November 1975, a courtesy penetration test 
of HDL’s Adelphi Facility was conducted. The penetrations succeeded 

in revealing several security weaknesses and the supported command has 
taken corrective actions to remedy them. 'A number of the Security Guards 
were transferred and guard procedures were changed. A new magnetic coded 
badge has been approved for purchase in Ti 77. The PIO will also give a 
lecture to the HDL Guard Force on the penetration test and ways to foil 
attempted penetrations. 

e. Operational Status: 

On 3 December 1975, the PLO presented the Quarterly Progress Report to 
COL Thomas McGregor, CDR, HDL. Also present at the briefing were MAJ 
Kenneth F. Keller and Mr. James F. Yeick, Security Officer, HDL. 
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GONDOLA STAR: (OACSI Revalidation - 11 Jul 75) 

a. Location: Aberdeen Proving Ground (APG), Aberdeen, MD. 

b. Confidential Source Utilization: Eight. 

c. Information Obtained or Reported on Ron-Affiliated Civilians: 

None, 

d. Useful Information Obtained: 

(1) Sources reported several instances of foreign contact by mili¬ 
tary and DOD civilian personnel in the supported activity. In one 
instance a citizen of the Federal Republic of Germany was assigned on 
an exchange program to work in the US Army Human Engineering laboratory 
(HEL) until Sep 76. The source who provided information on ar. employee's 
travel to Poland and Czechoslovakia in 1975 provided additional informa¬ 
tion on the employee * s plans to travel to those countries again in 1976. 
USAIN1A is debriefing the employee. A report of a visit by one British 
and three Canadians to Edgewood Arsenal in early Dec 75 checked and 

it was determined that the visit had been properly cleared and coordinated. 
A report of a civilian DOD employee at Edgewood Arsenal with some unex¬ 
plained periods of time in his background prompted a request for a Limited 
Investigation from the supported command. 

(2) The source who reported on travel to the IBSR in 1975 of a man 
and wife DOD employees of the supported activities at HEL and the US Army 
Materiel Systems Analysis Activity (USAMSAA) provided information on 
plans of the couple to take another tour to Russia in 1976. 

(3) A source reported one instance in which the HEL received a re¬ 
quest for bibliographies of HEL publications from the Institute of Experi¬ 
mental Psychology, Slovak Academy of Sciences, Bratislava, Czechoslovakia. 
The Director, HEL, advised the requester that copies of the bibliographies 
were no longer available for distribution to the public. HEL suggested 
that future requests be submitted through the Czechoslovakian Embassy 

to the National Technical Information Services, Springfield, VA. 

(4) Sources reported eight allegations of questionable suitability 
factors involving employees assigned to the supported activity. Due to 
the lack of substantive - information to substantiate the reports, the 
behavior of the individuals vail be monitored. 

(5) Sources reported five instances of security weaknesses or poor 
security practices. These were brought to the attention of the appropriate 
security officials in the supported activities for corrective action. 


opgradedunciassifieo 
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e. Operational Status: 

(1) On 1 Dec 75, the PK) presented the initial ICIP briefing to MG 
Patrick W. Powers, CDR, IB Army Test and Evaluation Command (TECOM), 
and COL William H. Tucker, Jr., Chief of Staff, TECOM. 

(2) On 18 Dec 75, the PLO gave the Quarterly Progress Briefing to 
COL Kenneth L. Stahl, CDR, Edgewood Arsenal, on. those activities per¬ 
taining to the Edgewood Arsenal portion of the ICIP GONDOLA STAR. 

(3) On 19 Dec 75, the PLO presented a Quarterly Progress Report on 
those activities of the Aberdeen Proving Ground which are supported by 
the ICIP to COL Alvin D. Uhgerleider, CDR, APG. Mr. Harry A. Mencke, 
Installation Intelligence Officer, APG, was also present at the briefing. 






LENTIL MONKEY: (OACSI Revalidation - 4 Feb 75) 

Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA. 

b. Confidential Source Utilization: Five confidential sources. 

c. Information Obtained or Reported on Non-Affiliated Civilians: 
None. 

d. Useful Information Obtained: 



(1) Two instructors of the Bulgarian Language Department who are 
man and wife, and who previously had been accused by other members of 
the Bulgarian Department of having contacts with the Bulgarian Intelli¬ 
gence Service have changed their status during the quarter. Details of 
their histories have been provided the Federal Bureau of Investigation, 
The husband has accepted a teaching position with the State Department 
and left DLI. The wife remained in DLI as an instructor but her con¬ 
tract was to expire on 31 Dec 75. 

(2) An instructor of the Czechoslovakian Language Department re¬ 
portedly is planning to resign from DLI in 1976, take her reti rement pay 
in a lump sum and return to Czechoslovakia with her two sons,~ 

bl Per FBI 


to Czechoslovakia. 


I There are no indications that he intends to return 
Thi's information has been passed to the FEI. 


(3) A DLI employee, presently involved with the Hebrew Project, is 
reported to be maintaining close contact with the Israeli Consulate in 
San Francisco. The employee, an alien with an impressive background, 
including possible intelligence activities, has also applied for employ¬ 
ment with the National Security Agency (NSA). Information presently 
known to Army Intelligence has been made available to NSA. 

e. Operational Status: 


(l) Five confidential sources were utilized during the quarter; one 
source was terminated due to graduation. No new sources have been re¬ 
cruited due to the Feb 7 6 departure of the PCO for an overseas assignment. 
No new PCO has been designated. A total of 12 individuals are under 
assessment as possible new sources, including two Technical language 
Assistants. Formal recruitment is being delayed pending assignment of 
a new PCO. In addition to the five confidential sources, there are 23 
conventional sources providing coverage of nine language departments and 
the DLI staff. 


RegradedSgCRE’T'' 

ONc ho ms\(L.fiqq 

By CDR USAINSCOM FOI/PO 
Auth Para 6-601DOD 5200.1R 


7f(. 


KL. i 






(2) The Commandant, DM, has established a security briefing pro¬ 
gram for all incoming students as part of their initial orientation. 

The FLO participates in this briefing, giving a lecture which empha¬ 
sizes the lack of security clearances and the need-to-know of the in¬ 
structors, previous cases of security incidents at DM, and examples 
of reoortable security situations. Navy, Marine, Air Force, and 
civilian students attend these briefings as well as Army personnel. 

Two such briefings were given during the reporting period. 

(3) On 5 Dec 75, MAJ Richard Erickson, DM Security Officer, de¬ 
parted DM for a new assignment. His replacement_ will arrive in mid-Feb 
76 . Mr, James Green, DM Personnel Security Specialist, is accing 
Security Officer pending arrival of the designated Security Officer. 

(4) The HO presented the Quarterly Progress Report on 16 Dec 75 to 
COL Samuel L. Stapleton, Commandant, DM. Also attending the ariefing 
were COL William F. Strobridge, CDR, 525th MI Group; CPT Brendon A. 
Xiques, SAIC, Ft Ord Resident Office, 525th MI Group; and Mr. James 
Green, Acting Security Officer, DLI. 
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tWHUNDUK FO*i RSCOfto. (Dttcnbt br it fly tht r*qtir*mt*t, backtrace*! tad actio* i 
mctmm mtthamk nntna to Uhmt worrcwt, ) 

1 • (tfe* BACKGROUND i (U) 

From correspondence between USAXNTA and DCSI, USAREUR, it was learned 
that tne 66th Ml Group was providing ICIP support to Detachment N, US Army Security 
Agency Field Station, Augsburg, FRG. The support had been requested by the Commander, 
USASA Field Station, Augsburg and approved by DCSI, USAREUR and the Commander, USASA, 
Arlington Hall, VA. ~ 

b. (U) In an exchange of messages with DCSI, USAREUR, DAMI-DOH advised the DCSI 
of the existing policy pertaining to ICIP's in CONUS and the requirement to furnish 
quarterly reports to the Under Secretary of the Army. In light of the ACSl's policy 
to personally review all new ICIP's, DCSI, USAREUR decided to forward the OPIAN for 
ICIP CARELESS TOKEN (U) for ACSI review. The operation is already ongoing and 
approved by appropriate USAREUR and USASA officials. 


a|UXG> The OPIAN for ICIP CARELESS TOKEN (U) is designed to detect and counter 
vulnerability to espionage by USASA personnel assigned to an isolated USASA detachment 
in the vicinity of the FRG/CSSR border. Standard ICIP procedures have been employed 
using recruited sources, a Project Liaison Officer and a Project Control Officer. 


b. (U) By separate action, a policy letter to all Army Intelligence commands 
will be prepared to assure that ICIP policy is established and reporting requirements 
to the Under Secretary are met. . ^ 

3. (U) RECOMMENDATION: That the 5th Indorsement approving .the OPIAN at TAB A trfe 

signed by the ACSI. ” 
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DAMI-DOH (30 Jun 75) 5th lad 

SUBJECT: Internal Counterintelligence Program (ICIP) (U) 

HQDA, Office of the Assistant Chief of Staff for Intelligence, The Pentagon, 
Washington, DC 20310 

TO: Cmnaoder, US Amy Europe and Seventh Amy, ATTN: DCS I, APO Hew York 
- 09403 

£4 

1. £ 0 }- Continuation of your ICIP CARELESS TOKEN (U) under the May 1975 
Operations Plan earlier approved at your Headquarters in support of US Army 
Security Agency, Field Station, Augaburg, is approved. 

2. (U) Aa indicated in earlier correspondence, a Memorandum to the Under 
Secretary of the Army is prepared quarterly by the Office of the Assistant 
Chief of Staff for Intelligence, DA Staff which includes a brief summary of 
developments and status of each ongoing ICIP. Field input is requested by 
the 15th of the month following the end of each calendar year quarter. 
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_CQUWPPiqtTTw! 

DEPARTMENT OF THE ARMY 

UNITED STATES ARMY SECURITY AGENCY 
ARLINGTON HALL STATION 
ARLINGTON. VIRGINIA 22212 

3 0 JUN 1975 

SUBJECT: Interna] Counterintelligence Program flCIP) (U) 



Commander 

US Army Security Agency 
Picld Station. Augsburg 
ArO New York 09458 


1. fU) Reference IAEASC Letter dated 10 June 1975, Subject: Internal 
Counterintelligence Program (IC1P) (Cj. 

2. I have reviewed the proposal to initiate an Internal Counter¬ 
intelligence Plan within Detachment N by the 66th Ml Croup and approve. 

It is essential that this Headquarters and Deputy Commander USASA Europe 
be kept apprised of significant events which develop from this operation. 

Q_.q 

1 Incl GEORGE A. GODDING 

1. Operations Tlan (dup) Major General, USA 

Commanding 
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1AEASC (30 Jun 75) 1st Ind 

SUBJECT: InLernal Counterintelligence Program (ItlP) tu; 

Headquarters, US Army Security Agency Field Station, Augsburg, APO New 
York 09458 

TO: Chief, Headquarters Det - Cl, 66th Ml Group, ATTN: Chief SOD, 

APO New York 09108 

1. This command concurs with comments outlined in paragraph 2 of basic 
letter and recommends implementation of attached plan, 

2. Per previous agreement, all major actions concerning the proposed 
plan will be discussed with the Field Station point of contact, LTC 
D. G. Schofield, S2. 



]_ ind DONALD M. MOREAU 

nc COLONEL, Ml 

COMMANDING 
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AEUXI-K-S01) (30 Jun 1973) ?d Ind 

SUBJECT: Internal Counterintelligence program (1 

DA, Special Operations Detachment, bbth Military 
APO Nee York 0910S 

TO: Commander, 6f>th Military Intelligence Group, 

, APO New York 09108 


TIN: AEUMI-T-G!', 


~ ^ : 1 • S!(k- SUBJECT Operations Plan has l»eeu coordinated with and approved 
Uy US ASA, Arlington Mall Station and UCASA Field Station Augsburg. 
Attention * is invited to paragraph 2 of 1st indorsement designating 
. LTC-n'. G. ‘Schofield, S2, USASA' Field Station Augsburg as the ASA point 


^i&r?» The following members of Special Operations Detachment ar- 

knowledgeable of the tTLAN: 

C, a. Harold L. Roberts, GS-13, 19 May 1975 

Y«a, -§'b, Philip D. Uinsatt, Major, 19 flay 1975 


c. Ben Davis, G5-32, 20 May 1.973 

d. Ted R. Snedifcr, GS-12, 21 May 1975 


liAlloLD L. ROBERTS 
GS-12 ESP 

.'jotachront Chief 
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AEUHI-T-CE (30 Jun 1975) 3rd Ind ■ s 

SUBJECT; Internal CounterintslHgancs Program (ICIP) (u) 

Headquarter#, 66th Military Intelligence Group, APO 09108 

TO: Deputy Chief of Staff, Intelligence, USAREUR and Seventh Any, 
ATTN; AEAGB-CI(90) (Mr. Roseto), APO 09403 


1. (0) References: 

a. Message, AEAGB-CI(SO), DCSI, USARBUR, DTG 151640Z Jul 75 (U), Subject 
aa above. 

b. Message, SSO Intelligence Agency, DTG 011540Z Jul 75^2), Subject a* 
above, retransmitted. 

c. MONSOON, Mr. Roseto (DCSI USAREUR) and Mr. Kirk (this headquarters), 

15 July 1975, concerning Subject. 

d. Message, AKUM1-T-CE, this headquarters, DTG 071622Z Feb 75 
Subject a# above. 

2. ^ 0E) In accordance with references la and b, above, and provisions of the 
attached approved Operations Plan (OPLAN), coverage of the target facility 
will be implemented immediately. Routine liaison visits to the target facility 
have revealed that the expected drawdown of personnel for reasons stated In 
reference Id, above, is already underway and personnel strength Is expected 

to be reduced by 501 by October 1975; therefore, as discussed in reference lc, 
above, prompt Implementation of the ICIP OPLAN is considered sssentlal In re¬ 
ducing possible adverse effects of the above and resulting personnel turbulence. 

3. (U) A copy of the Quarterly Status Report will be provided to your head- 
quarters in accordance with paragraph 2 of reference la, above. 



Director of Operations 
CF: 

CDR, 511th MI Bn, ATTN: AEUMI-N-CE (Mr. Foss) (w/lncls less OPLAN) 
Chiaf, SOD (w/o incls) 


. sS ^0 
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<30 Jun M 

^ SUBJECT: Internal Counterintelligence Program (ICIP) (U) 


Headquarters, United States Army, Europe and Seventh Army, 
Office of the Deputy Chief of Staff, Intelligence, 

APO Now York 09403 ^ 

TO: HQDA (DAMI-DOH), WASH DC 20310 


1. (U) References: 


a. Message, AEAGB-CI(SO), USAREUR, 171231Z September 1974, 

subject: Former ASA Personnel (C) (BOM). 

b. Message, USAINTA, 182138Z September 1974, subject: 

Former ASA Personnel (BOM). 

c. Message, AEAGB-CI(SO), USAREUR, 191755Z June 1975, sub¬ 
ject as above {jt) (BOM) . 

71 / 

d. Message, USAINTA, 011540Z July 1975, subject as above 
(C) (BOM). 


e. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above . 

V 

f. Message, AEAGB-CI(SO), USAREUR, 061755Z January 1975, 
subject as above W/ 

In accordance with your request in reference le, the 
attached Operations Plan for the Internal Counterintelligence 
Program (ICIP), CARELESS TOKEN, in support of Detachment N, US 
Army Security Agency, Field Station Augsburg, is furnished for 
ACSI review and approval. This plan was approved for implemen¬ 
tation by ODCSI, USAREUR on 15 July 1975, prior to receipt of 
the new DA policy for ICIP reflected in reference le. 


subject as 

.. 1 * 


3. (U) Quarterly status reports pertaining to CARELESS TOKEN 

will be forwarded under separate cover. 


4. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 

AEAGB-CI (SO) , 11M 7354 (AUTOSEVOCOM 6742). 


FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: 


r fin 


IADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 


X , 'TQK 
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DEPARTMENT OF THE ARMY 

UNITED ITATU ARM1 SICURITT ftOENCT HMD STATION, AUOSBURO 
htO NEW If OR* 094JB 


SUBJECT: Internal Counterintelligence Program (ICIP) (U} 



Commander 

US Amy Security Agency 
ATTN: DCSSEC 
Arlington Hall Station 
Arlington, Virginia 22212 


(U) Reference IASEC Letter 


3 March 1975 w/control #75 IASEC 00123. 

2. (U) Inclosure 1 contains introductory letter and plan for ICIP within 

thj^ command and is forwarded per paragraph 4, reference above. 


W. 


3 This command acknowledges the requirement for a program such as is 

out|>rfed in the plan attached and recommends approval by CG, USASA. It has 
long been a recognized fact that US forces in Europe operate within a hos¬ 
tile intelligence environment, this being particularly true for USASA with 
its sensitive product. Initiation of the attached ICIP would provide a 
valuable asset in upgrading this command's internal security posture. On 
the negative side, the short period of continued operations at Detachment 
N, where the plan is to be utilized, raises the question that the effort 
could be better expended at another detachment or at FSA. 
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SUBJECT: Internal Count e.riute Licence 

. , " Program (IC1[>)(U) 

REFEPifiCEsT. . o . Letter, AEAGB-CI (SO) , 
dated 2? December 1974“subject: Infernal 
Counce:'intelligence Program (1CIP), with 
1st-indi AEl^a-T-CE;-15 January./ 19757’' 

*'"'**' '0 »> * Letter.;*©! Instruction 

k(t6f>,e-TD,-'Source Management, HQ 6£th 
cStp^l^’jaftuiiry 1974 

»'«& 4- " 

T- ' Letter, IAB'E-CDR, 

16 April 1973, subject: LA K/sIslK 
" VITE.Security Requirements (U), with 1st 
Ind, AEAG3-CT(i’;3), 25 Anri} 1973 and 2d 
Ind, AF.UM1-I5C, 31 May 1973 

d. FM 30-17A <X, 

Counterintelligence Special Operations, 
February 1973 

e. AR 331-1?, Subversion 
and Espionage Directed Against the US 
Army and Deliberate Security Violations, 
i3 October 1 P74 


DATE: t KH li:?G 
REPORT HO: BO3130-079-75 '\[Hf 
PROJECT 1:0: BOA 142 Vi",' 

OPXAN NO: 1-75 


wz 


:ion. 


a * Reeu.J foment, : To collect significant eoMuterinie J.1 igencc in format ion yp; 
fiiro'y-.h the util i ratio a of overt liaison contact:; and Confidential Recruit cd/l||i£ 
Source.- (CUB) assigned to Detachment 1-, US Army Security Agency Vide! 

Station Augsburg (I’SABATT.A) , located at Rimbach (USA555) , Federal Republic 
of Oer ncuy (FRC-) (hereafter referred as the target) , and who are specifi cully 
tar go tied against personnel security vulnerabilities of n: rip nod target pcrscmjj$ 


h 

k>* 


and hostile intelligence activities' directed againr. 


the 


target. 


; 5’ 5 


'b. O bjective : To provide responsible commanders and supervisors of-r 
US Army Security Agency Europe (USAEAC) a concentrated program designed 
to detect, eliminate or neutralise: 
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Operat'ione Fifing «03i30r079^75-; 




. (j) 'Reasonable : iritebli&encc ami j 

. common sense • • ; 33.^ ' . • 


> * Abdrv^'Sv’bracie^senBB of ioyclry to-duty and country/ and a 
v •'■’--■* ^ l/.:<.-? - icrpng-dedicptibn^'to duty assignment . 

r v« '.w~2rv <A}' Career-oriented, or not-.yet decided whether to remain in 


^ 1 




.:ms 


i 


* -4 "Jf> Ar ? v a. ^ 



■I.’’.(ffl)" ’ DEE.OS nntCeariier^-than^one year from recruitment as a CRS ■ 

I^My^^MB'^ P^orf^SoW&s' ^ttf^s^oojyantici'pated- that any support - sources^ 
^^^^iS^^eguired^in ^this’operation.' If the operation develops to a degre^J 

toit ^^ gi^xjicy;.requiring.gupporj^,source 3 , this Flan will.be revised accor dlng| gg 


3 jg£ 




(IJSAl) Personnel: 


^■v^y(i) ..yyrg.ioe.t Liai.sct 


Officer (FLO) : 


fa-). The PLO will he responsible for Ovci t liaison Contact s and the ^“ib| 
spotting and assessing of potential CHS nc the target. A Special Agent"? 
assigned tn Resident Office th-gepshur;-. (ROR) , 511th MT Battalion, will • 
-1*^function as PLO consistent with ROR having area responsibility i or the ^j|| 
jp“ ■■ target area and liaison responsibility to the target. . ’ ''$?& 

(h) Designee : S/iA Ronald Crawford, who has experience in both -> •s am g 
counterintelligence and col.lecti.on activities, to iric 1 ude^.source handling - ;# 

(2) ' Project Control Officer (PCO) : **W 

'(«) ’Hm PRO will be responsible for the recruitment and controlling 
of CRS engaged in thin operation* The PCO will be-ansioted by an Assistdni^ 
PCO as required. - *':-J 

■ : - •• 

(b) Designee : l'CO - 5/A John K. Carpenter, CE Section, 511th 
Battalion, vjUo is an experienced counterintelligence operative with prior 
source handling duties. His DSF.OS is October 1975. A qualified rcplace> *j &jBl 
ment/as PCO will be selected well in advance. : •.. ' B 

.. . j ' ‘jfp 

(3) Additional Special Agents assigned to the 511th HI' Rectal ibh:/'V- ^^ 
.t>r..other elements of the -66th HI Croup, may from time to time he requirelS® 
during the tenure of this operation for the assessment and/or recruitment^^ 

^of selected CRS. . . - _ . . 
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' Operations Plan, B03130-079-75 


(A) Supervision for the conduct and operating control of this ZTA- 

operation within the 511th Ml Battalion will be vested in the Chief, 
Counterespionage (CE) Section. Desirnee : S/A Donald A. Foss, Chief, . 

CE Section, will also be the 511th MI Battalion's designated represents- rVX* 
tive for any coordination with Commander, USASAFSA, Augsburg (PC4060), 

FRG, as may be needed. 


(5) Broad Battalion operational monitorship control and policy . 

"■ guidance are vested in the Battalion Operations Of f iccr/Assis tant Opera- ^'^1;; 

tions Officer. . 

(6) The Director oif Operations, Heodquarters, 66th Ml Group, will 
be responsible for the operational control of this IC1P, will coordinate 

>-*ll IC1P activities with the ICIP Control Officer, ODCSI, USAREUR, and 
with .the 'Commander, USASAFSA, and will levy requirements on other subordinate*-?^ 
(Cl) elements of the 66th Ml Group regarding this opera-#^l§f 
as may be‘appropriate. The 1C1P Control Officer, Headquarters, 66tli 
• HI Group, will be Mr. Earl L. Kirk, Section Chief, CL' Branch, Director of 

Operations. 

1 . - -$$£■ 

3. COVER AMD DOCUMENTATION : jyj/c 

a. rsn -3p 
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Plan, r.CH 1.30-070-75 


ju cn-nation of "the tercet 
':n ton maintenance person 
nrJ -quipne-nt jnGtallatir 


id cd info mat ic«i concerning the scheduler 
and the subsequent withdrawal of all but 
;<->i ,-r|{j cecurit"' euatfls. The construct! 


additional delay of (?0 days beyond 


T. ,{1) Toe. cult:* vat ion and use; of overt Hair, on contacts and the. .>.&£& 
^nottinp, .essees'lug and recruiting of tfon-AGA ar.sinned personnel in 
JrfcfuslftSicjet’ iifea will continue in effect end hr- exp ruined c.c necessary -'.iyffi 
^ -and ^require no prior approval under this Plan, llec.uri*T.\cnt ano. utilisa-^^-^ 
• •ti.O'.r of any ASA-npsigned personnel as CCS '..’ill he initiated op, approval 
this Plan. Mo Cllf. will be recruited under this Plan prior to the 
^completion of appropriate name, traces, to include the USA IRK. •*’ 

- • {?.') Tvu separate and distinct methods of. spot tiny, assessing and 

*'• recruiting of hit; will ]>e employed simultaneous! v, as full our,’. 

(a't m«’ I’ll) wil.1 spot and assess potential sources assigned to 
the target, during visits In the target describe..! in paragraph 3a 0) t 
-abo-.r. The l 1 LG vilL nnr.s notunti.al lead information to the PC10, and ',w■£* 

• : ' cent:sum to furnish ary additional available information concern- 

1 if,i livid ■..■cl os- Vis siatus, as ib-teivi.incd. Appropriate name tracesv^w 

and agency checks will be conducted on target members prior to contact-tsj^^g 
b-..- the Additional chec’.:r. deemed desirable on target personnel by . nfSl 

(.vo. L'1,0 will he initiated by the PU>. TV* i'd'O will, prepare kb A on each^t/Jra 
'pntr-.ifial CT.G and o -. app-oval \/'li arrange to meet the potential source." 



WM 




n-AGA assigned personnel in j_ “ 


• ss-pent and p or s i i 
and the reo ’ 
v.’ill be p.'.-n” frni 


msc, for further • 

icnt meetings hot:ween V/wkjlll I 


uitmont. All subsequent meetings hotween 
conducted under reenru, covert conditions 


oss.ililn interestj| 

eprosentat ives^l* 


00 Coordination with and arrangement for S-R, USAGAl-’SA, assistance 
i r- screening records of newly arrived personnel scheduled for nss ip ament Vjfj 
to the target:, in order to identify there- individuals of possible interestjS 
to have selected individuals available for assessment by representatives?^^ 
of the 5lltih MI fiattnlion o'* other elements of thcdiith MI Group, prior ’.^$0 
to their assignment to the. target: and to assist in necessary personnel 
actions to delay nr reassign selected individuals in order that: source 
coverage of the target can be effected. It time permits, sources .. 
recruited in this manner prior to actual arrival at the target will be > lv-’’;f|l 
given initial training and briefing concerning jsocuri ty impliceti onn K !, 
and arrange for bonafides and meeting, arrangements with the PGO at a 
later date, . 
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(6) Each CRS will be provided sufficient training in security and 
meeting arrangements so as to minimize possibilities of compromise of 

the source relationship. ^ 

(7) In the event of compromise of a CRS and/or the nature of this 
operation, termination o£ the source will follow under such conditions 

ns are warranted by the circumstances of the compromise. In the event ■_ 

of a compromise, denial of USA1 involvement will be ac hieved wh ere 
plausible. . 

(8) Under no circumstances will the command element at the target ... 
activity be made aware of the existence of this operation or of the source 
relationship between any CRS and the PCO. 

(9) . Local National Investigators (IHI) employed by the 66th MI Group 

will not be made aware of the existence of this Plan, nor of the source 
relationship'with any CRS. T ‘_ 

"•■3 

(10) KnovlcdgeabiliLy oi this Plan, to include the identity Df the 
target, will be kept to j strict minimum, and only those individuals with 

a strict "need to know" will be made cognizant. A knowledgeability roster 
of all persons with knowledge of this operation will be maintained. . ’v 

(11) Under no circumstances will the PLO reveal USA1 recruitment , v ;; 

interest to any target personnel, nor will he offer any recruitment ---d 

assistance to any prospective CRS. 


(1) The Commander, USASAFS Augsburg will be informed of all credible" 

information developed within the target, except as indicated in (2) and (3) 4 ,'.^S 
below. . . " - M 

(2) Suitability information will be evaluated in light of the tenor 

of information and the status of the individual to whom it pertains, and V" 
if considered of major importance or of significance to this operation, * 
will be forwarded by Agent Report to the Commander, 66th Ml Group, ATTN.- ^ 
AEUM1-T-CE. ' ’ 

(3) Information pertaining to or identifying overt or covert sources 
wil1 not normally be passed as individual items to the supported command 
without specific DCSI USAREUR approval. 

W) Commander, Sllth MI battalion will submit to the Commander, 66th 
MI Group, ATTN: AEUMI-T-CE, a Quarterly Status Report containing a sumtnary^^ 
of the operational progress and source activity covered in this Plan. 


REGRADED UNCLASSIFIED 
ON SEP ‘5 1997 
BY CDR USAiNSCOM FOi/PO 
AUTH PARA 1-603 DoD &200J-R, , 






rations Plan, ul>3130-079-75 


15) Periodic briefings of the Commander, USASAPS Augsburg < 
•i*ing the operational highlights and progress of the program \ 
conducted"by designated personnel from Headquarters, 66th HI 

OOHHiyiCATIOliS : 



bl 



bl 








Operations Plan, B03L30-Q79~75 

'^-and/or the drawdown of assigned personnel at the target no longer 
'/warrants continuation oi the operation. 

'M-y.l \h Termination oi CRS will be in accordar.ee with current source 

Gjpf tsf’-t-'* ■ • 

‘ t resulationa...„;- * 

" v g.As^ COORD INATIOt; : 

“a. This PLan will be coordinated with Cliief, Special Operations 
Detachment, 66th HI Group prior to coordination with Commander, USASAFS 

V ThiB Plan will be coordinated with Commander, USASAFS Augsburg 
to submission to DCS1, USAREUR and Headquarters, USASA for con- 


Coordination of this Plan with Headquarters, USASA will be accomp- 
f fished by the US Army Intelligence Agency, Fort Meade, Maryland prior to 
'-r^fihal approval for implementation of this Plan by DCS1, USATUiUK. 
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Ol’LAK 1.-75, 'Subject: ICii 1 v(U) 
ANNEX A - FINANCE • 



3v J<^) Additionally, fhe following will apply: 






DAMl-DOH 


In tart* 1 Counterinta 11 igence frofna (ICIP) (0) , 

_ 20 February 1976 

*» acquire ACS appro*al of CRAB for let? OUBUI TOOM CO by 
H&tmn ca nvap em d s—, ' 

Mat saa.-'A.-y-'r • ■■ ■• 

{$ 4(!* wrmytt4«AM ba t wu fnap BOX, WKBi, It «u learned 
-'.that. fl>a~ *KMShS« 0«» vas prOvldls* KJT tappor t to DetecWnt H, US Any Security 

*wt#« By «*>• eomndar, 

OUl Field Station, Aa|A«t iri approved by SCSI, WUfltDl and the Ctmamoder, U8ABA, 

b* CO to an exchange tf auMfn with PCS X, U BARBEE, DAMI-DOH advised the DC51 
of the alltint follty pertaining to 1CXP' • is CORES and the requirement to fumlah 
fuerterly report* to tba Under leeratary of the A ray. to light of the ACSX'e policy 
CO pareooally revis e all nee ICIP**, DCSI, UBARTOE decided to forward the OKAS for 
XCtr fluamn ItXll (U) for ACSl review. The operation le already ongoing and 
approved by appropriate USJUtm and USA* official*. 


a. CO The OPUN for ICIP CAlfflUDW TOXSK <U) la deelgnad to detect and counter 
vulnerability to espionage by USASA personnel assigned to an Isolated UBASA detachment '& 
In the vicinity of the FEG/C8SJL border, ttanderd ICIP procedure* hove been employed r | 
using recruited eearcee, a Project 1. la la on Officer end a Project Control Officer. 

b. <tJ) By separate action* a policy letter to all Army Intelligence commode ■* 
will be prepared to assure that ICIP policy la eetabllehed and reporting requirements 
to the Under Secretary are met. 

3. (0) RECCMMENDATIQNi That the 5th Indorsement approving the GPLAN at TAB A be 

Signed by the AC8I. 


BeG BM>E^N . 

sasssss-*- 


1TC Beendie/56159 


Clashed by__ 

EXEMPT FROM GENERA 


EXEMPT, ’OX CA 

, declassify o: 


ENFEAL PEd.ASSIPTCATrOI*. i 

vrrrn ;£^r:5i>!‘.n j!C52 ; } 

E $i*-&wrt008-- \ 


4i*s&£l? Juswii-;. 



j^iT 


—OON B BCflTffiJ 


OHfX-DOS (30 Jun 7S> 5th lad ;• 5 ?£B ^ 

SUBJECT: Internal Counterintelligence Frogran (ICIP) (C> 


BQ&A, Office of the Assistant Chief of Staff for Intelligence, The Pentagon, 
Bashlogtoo, DC 20310 

TO: Canute!, OS As*y hrtfi sal Seventh Mxmy, ATXHt SCSI, APO Haw York 


CoeUeeatUe of yarn r 1CZT CUBMI ?CKH <0) under tba May 1975 
Operatises Fla sarllar aygrbwa d at yoer Headquarter* is support of 08 Any 

u *”"•**• 

2. (0> AS liiiteated is earlier cerrespoodeoce, a Menorca** to tha titadar 

Ha sretcty af tha Any la prepared farttily by tha Office of tha Assistant 
Chief of Staff for Intelligence, DA Staff which ioclodes a brief auanary of 
deeelopneats and status of each ongoing ICtP. Field input Is requested by 
tha LSth of the noeth following the end of each calendar year quarter. 


EPj.es■ r: t 

ACoiS 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS, UNITED STATES ARMT, EUROPE and SEVENTH AtMT 
OFFICE OF THE DEPUTY CHIEF OF STAFF, IMTEUIOEMCE 
AFO 09403 


• J FF.S m 


SUBJECT: Internal Counterintelligence Program (ICIP) (U) 


HQDA {DAMI-DOH) 
WASH DC 20310 


1. (U) References: 

a. Operations Plan, 66th MI Group, 5 May 1975, subject 
as above f0l*. 

V 

b. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above (Z) . 

V 

c. Message, AEAGB-CI(SO), USAREUR, 061755Z January 1976, 
subject as above (S). 




2^ (or Attached are two Quarterly Status Reports pertaining 
to the Internal Counterintelligence Program (ICIP) CARELESS 
TOKEN in support of Detachment N, US Army Security Agency, 
Field Station Augsburg. Copies have been provided the S2 of 
the support unit. 

3. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 

AEAGB-CI(SO), HM 7354 (AUTOSEVOCOM 6742). 


FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE: 


2 Incl 
as 


A/J. IADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 




\3^ c ' 


it&. 




>\l?° 
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i c F£F. 1376 

AEAG3—Cl(SO) 

SUBJECT* Internal Counterintelligence Program (ICIP) (U) 


HQDA (DAMI-DOH) 
WASH DC 20310 


1. (U) References* 

a. Operations Plan, 66th MI Group, 5 May 1975, subject 
as above (Of . 


b. Message, DAMI-DOH, DA, 032115Z December 1975, subject 
as above (JZf. 

c« Message, AEAGB-CI(SO), USAREUR, 061755Z January 1976, 
subject as above LBfj . 

Attached are two Quarterly Status Reports pertaining 
to the Internal Counterintelligence Program (ICIP) CARELESS 
TOKEN in support of Detachment N, US Army Security Agency, 
Field Station Augsburg. Copies have been provided the S2 of 
the support unit. 


3. (U) ODCSI, USAREUR, Action Officer is Mr David R. Smith, 

AEAGB-CI(SO), HM 7354 (AUTOSEVOCOM 6742). 


FOR THE DEPUTY CHIEF OF STAFF, INTELLIGENCE* 




A. J. IADEROSA 
Colonel, GS 

Chief, Counterintelligence 
Division 

, yt+vf*- 







AEUMI-N-CE 
B03130-518-75 


DEPARTMENT OF THE ARMY 

511TH MILITARY INTELLIGENCE BATTALION 
66TH MILITARY INTELLIGENCE GROUP 
APO 09696 


24 October 1975 


SUBJECT: Internal Counterintelligence Program (ICIP) 
(QUARTERLY STATUS REPORT) (QSR) 


Commander 

66th Military Intelligence Group 

ATTN: AEUMI-T-CI (EXCLUSIVE FOR ICIP CONTROL OFFICER) 
APO 09108 


1. (U) References: 

a. OPLAN, 511th MI Battalion* AEUMI-N-CE, 1-75* 1 May 1975 

b. AEAGB-CI(SO), DTG 151640Z July 1975, ICIP 

2. (U) This is the first ICIP Quarterly Status Report, in accordance with 
references, covering the period ending 15 October 1975. 


General : 


a. Activity at the target is in the drawdown stage, pending auto¬ 
mation in early 1976 under the LA FAIRE VITE Program. Since 1 July 1975, 
personnel manning has been reduced to about 50 percent of previous target 
strength; most personnel have been reassigned to USASAFS Augsburg. In 
June 1975, an official release was made by letter to the Buergemeister 
(mayor) of Rimbach* which provided details of the withdrawal. Portions of 
the letter were reportedly published in area newspapers. A copy of the 
English translation of the letter to the mayor's office is attached as 
Inclosure 1. 


b. Contrary to the letter inclosure, it appears that some target 
personnel in excess of the programmed approximately seven (7) individuals 
who will maintain and guard the automated site, may remain in the area 
for varying periods up to 1 July 1976. These include all personnel who 
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24 October 1975 


AEUMI-N-CE 

SUBJECT: Internal Counterintelligence Program (ICIP) 


are scheduled for DEROS or ETS in FY76 as funding is not available for two 
PCS moves in a single fiscal year. No figures were available at the time 
of the QSR preparation as to how many personnel would be affected, nor had 
it been determined what would be their duties during the approximate period 
1 March-30 June 1976. 


c. The USAF communications site (6913th USAF Security Squadron) 
located in the same area is scheduled to close at about the same time the 
target is automated; no USAF personnel will remain in the area. As far 
as can be determined, the French and Bundeswehr sites will continue to 
operate. 


d. The seven or eight personnel scheduled to remain at the target 
permanently will be billeted at the top of Mount Hoherbogen, in a newly 
constructed building, adjacent to the present operational area. The senior 
individual will be an NCO, grade E6 or E7, who will probably have one of 
the supervisory communications equipment maintenance MOS's. Other personnel 
stationed there will be equipment and antenna array repair and maintenance 
specialists and guards. All personnel will be single or unaccompanied. 

At the writing of this report, none of the permanent party had been selected. 




Operational Matters: 


a. SMLM-F makes a reconnaissance of the Rimbach area approximately 
once a month. The sightings usually involve travel along the PRA perimeter 
roading leading north and south out of Rimbach. Perimeter roads of PRAs, 
excluding Autobahnen , are off limits to SMLM-F vehicles. On 3 June 1974, 
a SMLM-F vehicle was disabled on the access road leading to the target 
operational site, well within a PRA, and was assisted by a Chief Warrant 
Officer assigned to the target, who was not aware of the correct PRA 
boundary. There have been no SMLM-F detentions in the area, and none are 
likely, since the closest Military Police are located at Hohenfels Training 
Area.(HTA), 80 kilometers away. 


b. In March 1975, during a liaison visit with MAJ Richard Domna, 

the target commander, the PLO was advised that[ b6 ” ] 

I b6 | had been transferred to Ramstein, FRG after appearing 

before a board to face charges of homosexuality. 

c. In April 1975, $P4 1 b6 [ reported a possible SAEDA 

incident (Group Case 75-061P); during the subsequent investigation it was 
determined she had reported to Field Office Augsburg a similar approach 
by the same individual a year earlier . Target pe rsonnel were dubious as 
to the veracity of statements made by I b6 \ who was transferred to 
USASAFS, Augsburg on 1 August 1975, 
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AEUMI-N-CE 

SUBJECT: Internal Counterintelligence Program (ICIP) 


24 October 1975 


d. In May 1975, MAJ Douma advised the PLO that some of the target 
personnel had a tendency to talk too openly about their jobs in public, 
and that his solution had been constant reiteration to unit personnel 

on the dangers of loose talk. No specifics were provided on individuals 
concerned. The PLO did not press for details as he considered it a 
command matter. MAJ Douma believed the security posture of the target 
was steadily improving. 

e. The preliminary investigation of I b6 [ continu ed, howe ver, 

in low key due to the lack of credible specific allegations. | b6 1 
operates the Hoherbogen Restaurant, situated near the target administrative 
area. He allegedly travels regularly to CSSR to visit relatives and to 
attend dog shows. Target personnel patronize the res taurant regularly, 
primarily because of its convenient location. I b6 | was never reliably 
reported to have shown undue curiosity about target operations and per¬ 
sonalities, but remains, nevertheless, well-informed becaus e of ov erheard 
conversations of target personnel-customers. In June 1975, 1 b6 [ told 

the PLO he was not looking forward to the departure of the Americans be¬ 
cause he would have to "put up" with local German custome rs, who were much 
more troublesome than target personnel. In October 1975 J b6 | remarked 
to MAJ Douma that he had mad e sever al trips to Augsburg to negotiate the 
purchase of a tavern there. I b6 I said he intended to sell the Hoherbogen 
Restaurant and move to Augsburg, where he will open a tave rn/restaurant 
two kilometers from the "ASA kaserne." Activity of [b6 [ will continue 
to be monitored in the Rimbach area, and if he moves to Augsburg, he 
should be made a target of continuing interest by Field Office Augsburg. 

f. In July 1975, CPT (Chap) f b6 ~] Protestant Chaplain at 

HTA, advised that an individual assigned to the target had sought his 
spiritual guidance as a result of extreme emotional anxiety, due to his/ 
her involvement with a group of US ASA perso nnel who were engaged in satanic 
religious practices at the target. I b6 I revealed no details nor identi¬ 
ties, due to the sensitivity of communications to a chaplain, however, the 
identity of the individual involved is believed to have been established 
(see para 4j, below). 

g. In July 1975, two target personnel applied f or Military Intelli¬ 
gence duties in ACGP-97. One (SP5 | b6 |) was assisted in 

completion of required fo rms and processi ng/interview is in progress. 

The other individual (5P4 f b6 will not be able to apply until 

December 1975, when he has 12 months remaining to DEROS. He expects to be 
transferred to U5ASAFS, Augsburg prior to that time and has been advised 
to initiate his processing at Field Office Augsburg. 


0^™!f C ^S«E D 






AEUMI-N-CE 

SUBJECT: Internal Counterintelligence Program (ICIP) 


24 October 1975 


h. In July 1975, USASAFS, Augsburg requested a gency checks on t he 

German national intended spouse and relat ives of S P4 | b6 \ 

Subsequently, during a subject interview, ! b6 1 stated t hat his fiancee 
had contact, through an acquaintance, with 1 b6 ~~l a photmirapher/ 

reporter for a Furth-im-Wald newspaper and that he suspected ] b6 | was 
receiv ing money from the CSSR for photographs of facilities' in the Rimbach 
area. | b6 |had no specific reason to back up his sus picion and said 

it was common knowledge among target personnel. I b6 ] was the subject 
of a bilateral MI/MAD investigation in 1973 and 1974, during which none 
of the a llegations of possible intelligence activity were subs tantiated.) 

| b6 [also said he personally was suspi cious of f nu | b6 1 a former 
member o f the target unit, who operates * ( b6 | Club“ in Koetzting. 

| b6 ]is curious as to the status of US installations at Rimbach and 
uses his US citizenship and former Army service as a method of gaining 
access to information from US Forces members who patronize his esta blishme nt. 
Q6 l and his activity was previously known to MI/MAD during the ] b6 I 
investigation and not determined to warrant further investigation. I b6 | 
is a non-DoD affiliated US citizen.) 

i. In July 1975, USA SAE . Auosburg requ ested agency checks in 

Koetzting on | b6 | and f b6 | , who were friendly with target 

personnel and who had become knowledgeable of classified defense informa¬ 
tion as_aresult of this relationship. There was no indication any of 
the I b6 I had attempted to elicit defense information. A gency checks 
failed to reveal any derogatory information concerning the fb6 I familv; 

I b6 ^as a practicing dentist in Koetzting. In early Au gust 1975, 
mAj uouma advised the PLO t hat in early 1975, SP4| b6 land her 

dependent husband, ! b6 | a US citizen, had attempted to establish 

a German-American Club between target personnel and the local communities. 

In this connection, the I b6 I mentioned being acquainted with a dentist 
in Koetzting, nfi. Nothing of consequence ever came of the attempt to 
form an organization. Later, date unknown, Douma was advised by Commander, 
Forward Oper ations Battalion, Augsburg (his supervisor) of a report that 
|b6|had di scussed class ified information with German acquaintances, 
in an interview of | b6 | by Douma,. she admitted having discussed 

details of LA FAIRE VITE with her husband.in early 1975, a nd to have 
mentioned the project in the presence of o nel b6 L a German 

national acquaintance residing in Munich. | b6 | was sub sequen tly given 
a written reprimand in connection with the compromise. |b6 I mentioned 
nothing about any other German acquaintances, and denied compromising any 
classified information to any other foreign nationals. No information 
was made available to Douma when he was tasked by his higher headquarters 
to investigate the incident, as to the identity of the German acquaintances 
who were sup posed to have received the classified defense information. 
f b6 | departed the target on 19 July 1975 for CONUS and separation 

from active duty. 
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AEUMI-N-CE 

SUBJECT: Internal Counterintelligence Program (IC1P) 


24 October 1975 


j. In August 1975, MAJ Douma advised the PLO that SP4 I b6 | 

attached to the target from the 502d ASA Group as a Czech linguist Voice 
Intercept Specialist (98G2LCX), had exhibited severe mental trauma imme¬ 
diately following the departure of a close female acquaintance from the 
tarqet on 30 June 1975, and had been placed on extended leave status. 

I b6 | consul ted CPT (Chap) I b6 ~~| at HTA and the USASAFS Augsburg 
staff chaplain, but had allegedly declined psychiatric counselling. On 
her return from leave, her access to classified material was to be sus¬ 
pended and Douma could directfb6 |to receive counse lling, as he was 
very concerned about her emotional stability. I b6 I had a DEROS of 
September 1975. 

k. In August 1975, the PL O advis ed MAJ Douma that a German agency 

had reported a US soldier named | b6 | was trafficking in drugs in 
Koetzting. After the PL O provi ded de scriptive data obtaine d from a FRG 
agency, Douma identified ! b6 l as SP4 1 b6 [ a R uss i an_ 

linguist Voice Intercept Spe cialist, att ached from the 502d ASA Group. 

Douma was requested to wat ch! b6 [ activities closely and pass any 

information to CID at HTA.[b6 [DEROS is June 1976, putting him 

in the category of those mentioned in paragraph 3b, above, who may remain 
at the target without any specific duties. 

l. In September 1975, B58,786 (who is undergoing preliminary source 
assessment) advised that in approximately April 1975, a female soldier 
traffic analyst assigned to the target, whose name he c ould not re cal1, 

had compromised a TOP SECRET/CRITIC/CODEWORD message to |~b6 [ a _ 

dependent and GS-2 clerk typist in the unit administrative office. | b6 | 
had only a Confidential clearance. The compromise although known by the 
target commander,was not reported to USASAFS, Augsburg. 

m. No specific information has been reported to indicate that 
Hostile Intelligence agencies are in contact with any target personnel. 

5. (ft) Source Activity: 

a. One potential source (B58,786), has been spotted at the target 
and is being assessed. Name traces are not yet complete. He is scheduled 
for reassignment to USASAFS, Augsburg on approximately 15 December 1975. 

In accordance with paragraph 3b of reference a, a Lead Development Report 

is being prepared and will be forwarded separately, recommending his possible 
utilization as a defensive installation source in Augsburg. 

b. The lack of identification of any personnel who will make up the 
permanent party at the target has inhibited any meaningful spotting/ 
assessing activity to date. 




24 October 1975 


AEUMI-N-CE 

SUBJECT: Internal Counterintelligence Program (ICIP) 



a. The PLO was indoctrinated for SI on 9 October 1975. Request 
Special Operations Detachment determine if any more Quarterly Security 
Inspections are scheduled for target, and arrange for prior notification 
and coordination so that the PLO may accompany the inspecting team. Any 
insight gained into security problem areas not evident from routine 
liaison contacts would be of great value to the PLO in accomplishment of 
his mission. 

b. The PLO has reported that he is unable to pursue a more 
aggressive approach with the target commander concerning identities 

of personnel who will remain at the target, without arousing suspicion 
as to his true motives. Request Special Operations Detachment attempt 
to identify those individuals as soon as the determination is made. 

c. The short period remaining of continued operations at the target 
raises the question as to whether the project would be justified at that 
location in the long term. As presently visualized, according to avail¬ 
able information, any source recruited at the target would be primarily 
reporting on six or.seven other personnel, with whom he is living in a 
very close, restrictive environment. It can be expected the majority of 
the information reported will be of an adverse suitability nature. 

Further, it can be expected that with target automation. Hostile Intelli¬ 
gence efforts at the target will take a lower priority inasmuch as product 
expolitation through the human exploitable factor will no longer be 
present. The Commander, USASAFS, Augsburg raised some of these points 
when reference a was staffed through his office. / 
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y lai -«Cr-rs ^ 

H y.-snerr Jur^ertneister dachl-Jh, 
^^nm^£ty-^t : -kmts.cn* ~ ^TT- 


Hitts:: 


I i'^^ecpUTiposl^ffthis^let’ter is^to';auvlse you, ana. therefore, all liimud'ch ; 
d Sri^ jjE yffifi lcicis ami businessmen, of a projected change* in the US- 

;and;"presence- in : the~cpn£aunity of' liitobach, l.ount Hoherbogen, 

TO^^e^uriipunding area^ : '•■;*’* S-.C :.'4 " . • 

community -In this area now consists of elements 
^^o.t^the^yrifted States Arno. and the Uni Led states Air Force, as hell as 
|sij^H^nt^iWber of wives and'dependent children. The total American 
k _ • is just over three hundred people, 

lltifc ^^-tomaenciti^-in- August 1975, the American community vili_decrease in size, 
the; largest'majority of our people ceparting on or about 1 November 
j§K And 15 -ode ember respectively, 3y 1 r.arch 197b there will be approximately 
seven US^Arngr personnel and probably no wives and children reiaairiing .in the 
y^ ’area. They will live in a US Army owned facility on top of,'fcouht. holierbogen 
^ 7 ^’(on Eckstein Ridge), . 


p 7 ^(on. Eckstein Ridge), . 

tj %• This’transformation is the result of a programmed technical' change in 
n the .aierican communications function located in this area, * 

?1; .. 

At this time, and with this announcement, please accept my personal _ 
0 : T ~ gratitude, as well as that of the US Army and the US Air Force, for the 
;]V-.-.'■understanding and warmth which has been so graciously extended to the.. 

!jj• ‘'^American military forces-and their families over these many years by 
f3;;ryou, they r&jubach C oaimunity Official Staff, ana the entire community of 
-||y liimbach, V.e will co all that we can to insure that the small force 

remaining continues to appreciate ana help maintain the relationship that' 
§* we have, enjoyed. 
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DEPARTMENT OF THE ARMY 

511TH MILITARY INTELLIGENCE BATTALION 
66TH MILITARY INTELLIGENCE GROUP 
APO 09696 


23 January 1976 

B03130-061-76 

SUBJECT: CARELESS TOKEN (U) 

(Quarterly Status Report) 


Commander 

66th Military Intelligence Group 
ATTN: AEUMI-T-CI (EXCLUSIVE FOR ICIP CONTROL OFFICER) 
APO 09108 


WARNING NOTICE. 
INTEIip^SEESAND 
SDSlvOLVED(WNlNTEL) 



AEUMI-N-CE 


1. (U) References: 

a. OPLAN, 511th MI Battalion, AEUMI-N-CE, 1-75, 1 May 1975. 

b. AEAGB-CI(SO), DTG 151640Z Jul 75, ICIP. 

c. AEUMI-N-CE, B03130-518-75, 24 October 1975, ICIP. 

2. (U) This Quarterly Status Report is submitted in accordance with 
references a and b and covers the period ending 15 January 1976. 

3. (u)(€-) General: 

a. Operational activity continues in the drawdown stage, on schedule. 

The transfer of the first increment of Company B and attached operational 
personnel to USASAFS Augsburg (USASAFSA) has been completed, reducing the 
strength on 15 January 1976 to 63 assigned, 22 attached, 3 TDY and 20 
dependent foives and children. In addition, 22 personnel will depart the 
target during January and an additional 34 will depart by mid-February. 

All Company B personnel will have departed by 31 March. During the latter 
part of February and March - 1976, Company B personnel will shut down the 
present operations, service and prepare equipment for shipment and perform 
general repair and utility duties relating to present operations. Action 
by USASAFSA to move all Company B personnel when essential duties are com¬ 
pleted has alleviated a potential problem of having sensitive personnel 
remaining in the area with much free time. The final day of operation of 
the snack bar was to be 17 January, and the small PX and commissary annexes 
are to close by mid-February. With these closures, the closest shopping 
facilities are in Regensburg, Hohenfels and Grafenwoehr.‘ 
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AEUMI-N-CE 

SUBJECT: CARELESS TOKEN (U) 


23 January 1976 


b. Due to the shortage of PCS funds and DA reassignment restrictions, 
USASAFSA offered curtailment or extension options to those personnel sched¬ 
uled for discharge or separation prior to 31 March 1976. Many chose curtail¬ 
ment, and some of those requested European separations. Identities of those 
to be separated in USAREUR have not been determined, pending approval of the 
requests. 

c Eiqht dismounted vans remain at the target and the Seventh Army 
Training Center (SATC) Engineer Office, Grafenwoehr (QA0911) has announced 
bids for their removal or destruction. The vans represent a total present 
value of $40,000 to the US Government and Property Disposal officials are 
reluctant to destroy the vans as they have a high resale value in Europe. 

It is expected that in the near future a contractor will have personnel at 
the target, either removing or dismantling the vans, 

d. All of the LA FA! RE VITE (LFW personn el have arrived at the target. 
The NCOIC is sfc 1 b6 | All team members are assigned 

to the Supply and Maintenance Company (SMC), Support Battalion, USASAFSA. _ 
fb6 Tis a Cryptographic Equipment Repair Supervisor (MOS 32G), has over 13 
years service with USASA, is married (no children) and resides with hi s wife, 
b6 ~ ~| nee: [~~b 6 | US citizen, at. 1 jj . — J 


1 is 3b ye ars old, a native of Colorado and expects to re main, 
at the target until his normal DEROS in November 1978^ 1 b6 ] 

mother is a naturalized US citizen, born in Germany^her father is employed 
as a Systems Engineer at American Forces Network (AFN), Frankfurt (MA7749). 
fb6 lappears to be highly proficient and has exhibited a positive attitude 
to w ard his assignment. PLO contacts to date have indicated Helus will be 
cooperative and receptive to MI suppor t and c ontact. On the most recent 
visit to the target (15 January 1976), ! b6 | was reportedly on TDY attending 
an unidentified training course at USASAFSA. He is scheduled to return to 
the target by mid-February 1976. 

e. Other members of the LFV team are identified as follows: 


(1) 

SP5 Terrv P. Pack, 1 b6 

1 DEROS February 1978 

(2) 

sps| 

b6 

| DEROS/ETS April 1978 

(3) 

SP4 □ 

b6 

| DERC'S/ETS February 1977 

(4) 

SP4^ 

b6 

|DER0S/ETS April 1978 

(5) 

sp4 d 

b6 

|DEROS/ETS April 1978 

(6) 

SP4|H 

b6 

~l 
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f. The team began on-site training on 13 December 1975. All of the 
personnel in paragraph 3e above, are Intercept Receiving System Repairmen 
(MOS 33C) or Intercept Recording System Repairmen (MOS 33D). All are 
single or unaccompanied; none admitted to having any girl friends living 
in the target area, or any that they intended to have move into the area. 

In general, the LFV team members appear to be security conscious. They 
have been at the target long enough to become familiar with some of the 
USASA "haunts” (Hoherbogen Restaurant in Rimbach (UQ4553) and the Ratskeller 
and Ambergerhof Restaurants in Furth-im-Wald (UQ4364)), and have been eager 
to acquire information on places of intelligence interest or with a bad 
reputation. 

g. The target has a German shepard dog, "Sam" which is partially 
attack-trained and does not react well to strangers, females and blond 
males (SP5 Pack has particular difficulty in getting close to the dog). 

"Sam" reportedly was beaten and generally mistreated by previous owners, 
and his attack training has given him just enough knowledge to be dangerous. 

h. Electrical power at the target will continue to be provided by the 

Pilsen Power Grid. Once activated, the site will have a 22 Kilovolt self¬ 
regulating generator with a 14-day gasoline supply for backup/emergency use. 
Water must be trucked to the site and sewage removed from a holding tank. 
Both water and sewage tanks are planned for 14-day capacity, A German 
firm, as yet unidentified, from Brueck (UQ0458) has contracted to service 
the holding tank and to truck in water from the Rimbach public water works. 
Emergency fire service will be provided by the Neukirchen-Heilig Blut 
(UQ5258) Volunteer Fire Department, 15 kilometers away, with an unknown 
reaction time. Medical assistance will be provided by the German civilian 
hospital in Koetzting (UQ4349); air evacuation by helicopter is possible 
through the MEDIVAf. capability at SATC, Grafenwoehr. APO mail will be 
addressed to Post Office boxes at USASAFSA, will be re -packaged and sent 
through German m ail channels to: Remote Site LFV, SFC 1 b6 [ 8491 

Rimbach. | b6 | will pick up mail daily from the Rimbach post office. 

i. The site will have three communications channels: 

(1) Direct AUTOSEVOCOM to USASAFSA Control Center 

(2) Non-Secure "order wire" to USASAFSA Control Center 

(3) German commercial phone (Class B) (09947-302) through the 
Neukirchen-Heilig Blut exchange. 
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j. Target personnel will live In the "Chateau" located adjacent to 
the Operations Building. The newly constructed "Chateau" consists of a 
common area: living room, kitchen and recreation facilities, with couches, 
television, stereo and a pool table; and adjacent sleeping quarters. 

Personnel w ill be allowed guests in the common area. The Commander, SMC 
has ad vised| b6 |he may hire a local cook if the team members agree. 

| b6 1 would like r.o hire his wife for this activity, as she will otherwise 
be unemployed. This solution appears.to have a distinct advantage over 
hiring a local area national. 

k. Two team members will be on duty at the site, 24 hours a day. 

Present plans call for the issue of .45 caliber pistols and ammunition, 
but it has not yet been determined where the weapons and ammunition will 
be stored. In the event of attempted penetrations of the area, personnel 
have been instructed to lock all entrances and remain inside the building. 

| b6 | has been advised that elements of the 3d Squadron, 2d Armored Cavalry 
Regiment (2ACR) at Camp May, Regen (UQ6326), 43 kilometers, may have a 
reaction capability, reaction time unknown. 2ACR elements patrol the CSSR 
border area near the site and may be capable'of a short reaction time. 

Joint defense plans have been discussed with two other military units in 
the same immediate area, Fernmeldesektor F of the FRG Armed Forces and 
Detachment D of the French Forces. Both counterparts appeared eager to form 
joint defense plans, but the non-NATO status of the French precluded USASA 
from negotiating at the local level. The problem reportedly was identified to 
USASAFSA. Each member of the team will have one key to the entrance gate 
which will be kept locked at all times after the German contractor personnel 
have departed the site. The operations building, a 51-area, is equipped 
with heat and sound-sensitive alarm systems and alarms also sound in the 
event of power loss or equipment malfunction. The German contractor engaged 
in construction work at the site will remove approximately 1.5 meters of 
rock from the end of the ridge near the tower to enlarge the antenna scanning 
area. This work cannot be completed during the winter months and is expected 
to be finished by May 1976. Explosives cannot be used due to the sensitivity 
of installed equipment in the immediate area. 

l. On 15 January 1976, the PLO met the LFV Project Officer from the 
USASA Systems Agency, Vint Hill Farms, Warrenton, Virginia, who was visiting 
the target. He explained that the following relay towers in the LFV system 
are unmanned by USASA personnel: 

TQ97624600 
TP94688 240 
PU26906739 
PU80735466 
NA66489456 
NA56258478 
PV26258873 

zh 

- 

AUTH PARA 1-603 DoD §200.1-R 


Seibersdorf 

Landshut 

Bonstetten 

Dachau 

Wasserkuppe* 
Wildflecken* 
Brandhof** 
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Heidenheim** PV28953095 

Schwanberg** NA91890879 

*Army location occupied by non-USASA personnel 

** USAF installation 


The present SOP gives little information on the remote towers as far as 
security is concerned. In general, the remote towers are tall antennas 
with small buildings at the base. Each building has a door that is supposed 
to be kept locked. If someone enters one of the buildings an alarm light 
goes on in the central control area at USASAFSA. Telephoneswith open speakers 
are located in each building, so that if the alarm lights go on in the central 
area, duty personnel can pick up a phone and ask who is there. Arrangements 
have reportedly been made with local police, details unknown, to keep a close 
watch on all the remote towers, but the Project Officer was uneware what 
action the police were to take concerning trespassers. Anyone gaining access 
to the building at a remote tower could, with the proper equipment, tap 
the open service line and the scrambled traffic lines, While tapping the 
traffic lines would yield nothing but meaningless letter/number groups, 
they might have some value to a Hostile Intelligence Service. The isolation 
of several of the remote towers makes them susceptible to sabotage as the 
loss of a tower in the relay system renders that segment of the system use* 
less. 


4. 




Operational Matters: 


a. Reference paragraph 3j, above: U5ASA has not planned any electronic 
sweep of* the SI area or the common roo m now t hat the German contractor has 
completed installation of the wiring. | b6 [asked if the PLG could arrange for 
an electronic sweep of the entire area as future visitors may want to use the 
common area for conferences. The PLO was non-committal and no action will be 
taken unless a formal request is received. 


b. Reference paragraph 4g of reference c: On 8 December 1975, the 

First Sergeant of Company B advised that SP5 | b6 [ was no longer 

interested in A CGP-97 duties an d that his application papers should be 
destroyed. SP4 1 b6 1 the other individual interested in ACGP-97 

will remain at the target until February 1976 and his application is being 
processed with PLO assistance. 

c. Reference paragraph 4e, reference c: [ b6 1 is movingto 

Augsburg on about 1 February 1976 and will be operating the Cafe-Restaurant 
"Sonne ", 9 Hauptstrasse, Augsburg-Bergheim (PU3554), telephone: 97524. 

1 b6 | has passed out the name and address of his new establishment to target 
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personnel who are moving to Augsburg, and he has been active ly soli citing 
their future patronage. There have been no indications that l b6 . | has 
attempted to elicit information from target personnel, however his proxi¬ 
mity to the target and the regular customers from the target at his estab¬ 
lishment, the Hoherbogen Restaurant, have resulted in him being well- 
informed about ongoing transfers, the drawdown and future operations in 
th e target area. All members of the LFV team are aware of MI interest 
in | b6 | It is expected that the Hoherbogen Restaurant will be leased 
by another party and remain open. No information is presently available 
on the new lessee. 

d. Reference paragraphs 4f an d 4j, referenc e c, the information pro¬ 
vided is clarified as follows: SP4 | b6 )formerly attached to the 

target from the 502d ASA Group, contacted the Army Chaplain at the Hohenfels 
Training Area (HTA) for spiritual guidance when she became depressed after 
developing a strong emotiona l attachment to another female soldier who had 
departed the targ et. | b6 | was counselled and subsequently reassigned to 
USASAFSA. I b6 | had nothing to do with the "satanic religious practices" 
referenced in paragraph 4f, reference c. That matter was not known to 
involve any target personnel and all personnel known to be involved with 
alleged "satanic religious practices" are assigned or attached to the 207th 
ASA Company, HTA and discussion of the incident is not germane to this 
report. 


e. Reference paragraph 4k, reference c; SP4 1 b6 H , due 

to be transferred to USASAFSA is considered by his supervisors to be a 
potential troublemaker in the organization. He has been behaving strangely, 
which may be attribut able to injuries he received in a 1974 motorcycle 
accident. | b6 | was reprimanded by the Company B Commander for signing 
a guard property receipt with the name "Mickey F—King Mouse." He has also 
been involved in a questionable transaction with a German national involving 
a motorcycle. 

f. Target personnel reported no SMIM activity in the area since 
approximately September 1975. The PLO will recommend that the nearby German 
Army unit advise target personnel whenever a SMLM vehicle is reported in the 
area. It is known that German Military Counterintelligence (MAD) advises 
F ernmeldesektor F whenever a SMLM vehicle is reported in the area. The PLO 
will provide assistance to the LFV team in formulating a SMLM SOP. One team 
member had no SMLM card and none of the team members contacted on 15 January 
1976 were certain of what action to take if a 5MLM vehicle was sighted in 
the target area. None of those individuals could recall having received a 
meaningful SMLM briefing since arriving in USAREUR, 
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_a. The FLO gave a short SAEOA briefing to LFV team members (less 

I b6 1 on 15 January 1976 and requested their cooperation in identifying 
risk spots, suspicious incidents, undue curiosity and other SAEDA-rel ated 
matters. 

h. In October or November 1975, date unknown, an individual was 
sighted measuring the perimeter fence of the target from the outside. He 
was challenged and he rapidly retreated into the wooded area and could not 
be located. The incident was allegedly reported to USASAFSA and it was 
later concluded that the individual probably was a Bundespost (German Post 
Office) employee, since a Bundespost truck had been seen near the site that, 
day, and the matter was considered settled. The incident was not reported 
to MI when it occurred, and only became known on 15 January 1976 during 
casual conversation. It was emphasized to LFV team members that available 
MI support can only be effective if all incidents, however minor, are 
reported in a timely manner. In the above instance, it was not determined 
how the unidentified individual was concluded to be a Post Office employee, 
but in any event, it appeared from information available that the activities 
as described were suspicious and warranted further investigation. 

i. On 16 November 1975, two ranking representatives of the CSSR 
firm SEMEX, a subsidiary of the state-owned auto manufacturing firm SKODA 
visited the SEMEX offices in Furth-im-Wald concerning a planned program to 
import CSSR tractors into the FRG via SEMEX. Despite the fact that their 
business was in Furth-im-Wald and there was an abundance of hotel rooms in 
that town, the two individuals made reservations at the Hotel Kolmerhof in 
Rimbach for the night of 16-17 November. They departed for Munich (PU9135), 
FRG the following day. . Nothing of a suspicious nature was noted during the 
visit, but representatives from SEMEX have been identified in the past 
engaged in low-level intelligence activity on tehalf of the CSSR Intelli- ' 
gence Service. On 25 November 1975, inquiries at the target revealed that 
no unit personnel regularly patronized the Kolmerhof Hotel, although it was 
located directly across the street from the Company B administrative area, 
because of its higher prices and it catered to a clientele able to spend 
more money than most target members. On occasion, the hotel did hold 
dances and some target, personnel had been known to attend, 

j. On 13 December 1975, SSG | b6 ~[ Company B, 

was reported as missing after spending an evening drinking at a tavern in 
Voggendorf (UQ4453). Unit personnel, assisted by local police, searched 
the area thoroughly and he was finally found the following day after having 
reportedly spend the night in the quarters of a female member of the unit. 

The incident was reported to MI by the target in a timely manner and close 
coordination was maintained with unit supervisory personnel. Military Police, 
and the local police during the search action. 
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5. 



Source Activity: 


a. B 58,786 advised that the behavior of 1 b6 ~H (paragraph 4e } 
above) had deteriorated, possibly due to physic al problems arising from 
his 1974 motorcycle accident. In the accident, ! b6 | was gored 
by a wire fence and his neck was heavily scarred despite several pla stic 
surgery operations. Some spinal damage also occurred and | be | was 
on medication and frequently complained of headaches. He could not 
concentrate, argued wi th supervis ors and had developed a short attention 
span. Lead questioned! fc>6 1 suitability for continued assignment to 
sensitive duties. 


b. B58,786 was encouraged to patronize the Hoberbogen Restaurant 
more of ten, in order to maintain continuity to the limited investig ation, 
pending ! b6 | intended move to Augsburg. Lead was to determine if | b6 | 
acted in a suspicious manner. This activity was designed to assist in the 
assessment of the Lead's potential. This action was not out of character 
as Lead patronized th e resta urant occasionally and knows ! b6 ~[ Lead was 
not targetted against I b6 | nor was MI coimritted to reimburse Lead for any 
expenses incurred. 


c. Local agency and 201 file checks on LFV team members are being 
submitted as a separate action. Name traces will be conducted on all team 
members., 

6. (p) Coirments: 


a. No support is required from Special Operations Detacfment, except 
for a portion of the actions outlined in paragraph Ec, above (to be sub¬ 
mitted). 


b. Reference paragraph 3b, above, if members of Company B obtain 
European separations, whether or not they remain in the target area, they 
could pose a similar situation to that which occurred in July 1974 when a 
former member of Company B, who had a post-separation travel restriction, 
travelled to CSSR within a few days after his European separation. The 
PLO will arrange with Commander, Company B for SAEDA briefings and appro¬ 
priate warnings on travel restrictions to all target personnel receiving 
European separations. 


c. Reference paragraph 3 1 above, local police having jurisdiction 
over the areas of the LFV remote towers within the 511th MI Battalion area 
will be contacted to determine what they have been told about the towers 
and what measures they are taking pertaining to tower security. 
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d. That portion of the comments in paragraph 6c, reference c that per¬ 
tain to the possible limited results of this operation after target auto¬ 
mation, remain valid. Considering these limitations, the thrust of the 
operation will be directed at developing threat information directed, against 
the target and target personnel. 
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ICIP GORDOLA STAR (D) 

DAM 1 -DOH 


UPC Haendle/gr/56159 


DAMI-DOH 

Cdr, DSAIHXA 
ATTB: MIIA-SO 


1 . inference DT, this offica, object: Quarter ICIP aeports. dated 17 Dec 75. 

2. Attached for your lnforoatlon end appropriate action la a copy of ACSI Form 28 
(leaatabbed iuioaures), dated 14 Jan 76, which reflects ACS1, DA approval for the 
continuation of ICIP GOHDOLA SIAM (D) aa an ongoing operation. 


3 Keqneat the Cowander, 902d M Group Inf or* interested parties at the installation 
supported by the ICIP of the ACSI’s decision to continue the operation. 

roa TOS director OF IBTKIXIGKNCK OPERATIONS: 


L. A. SPIRITO 

Colonel, GS 

Chief, HDMIKT Division 
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ACT .ON SHEET 


Review of Internal Co 
GONDOLA STAR (U) 


ntelligence Program (ICIP) 



termination of subject ICIP, 


nwoHANOuM ro« MCOW. fDtunbt I ritfJy On !*»»■' 


a iDugjn, 
:ion of*19 oni 


a. -.During the last quarter of calendar year 1974, the ACSI directed the termina¬ 
tion ofil9 ongoing ICIP operations. The operations terminated were those which were 
less productive or conducted at installations of lesser sensitivity. Among those 
terminated was the ICIP GONDOLA STAR at Aberdeen Proving Ground/Edgewood Arsenal, MD. 

(A subsequent new operation increased the total ongoing ICIPs to eight.) 

b. After reviewing correspondence initiated by the Commander, APG and indorsed 

by the Commander, Test and Evaluation Command and the Commander, Army Materiel Command, 
which recommended the ICIP GONDOLA STAR be continued, the ACSI reinstated the operation 
for a period of six months on 11 Jul 75 ( TAB B) . 

c. In a memorandum for the Under Secretary of the Army dated 16 Sep 75, which 
provided the quarterly ICIP report for the second quarter calendar year 1975 (TAB C) . 
the ACSI reinstated the operation for a period of six months and indicated a final 
determination would be made in January 1976 as to whether or not the operation should 
continue. 


,.^Ku 


a. (U) At tar A the Special Assistant to the Commander, USAINTA, provided an 
analysis of the ICIP GONDOIA STAR covering the period July thru December 1975. He 
recommended that the operation be retained as a meaningful adjunct to the security 
program at Aberdeen Proving Ground/Edgewood Arsenal, MD. 

Three of the activities targeted by the ICIP are designated Critical 
Sensitive by USAINTA: Edgewood Arsenal, US Army Ballistics Laboratory and the US Army 
Materiel Systems Analysis Activity. During the six month period under review, two 
new confidential sources were recruited within these activities. Additional casual - 
- - - - .ind PTRT.R t- J 
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DAMI-DOH 
SUBJECT: Rev: 

c. 

related 




Lew of Internal Counterintelligence Program (ICIP) GONDOLA STAR (U) 

Much of the information reported in this operation continues to he 
rsonnel security activities with emphasis on personnel character 


weaknesses. However, although the ICIP did not uncover meaningful counterespionage 
information during the period under review, overall,GONDOLA STAR compares favorably 
to the other eight ongoing operations in scope and coverage of the Critical Sensitive 


activities at the installation. 


3. (u) Recommendation : That the ACSI approve the continuation of ICIP GONDOLA STAR 

as an ongoing operation. 
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MIIA-SO-SA (IT Dec 75) 

SUBJECT: ICIP GONDOLA STAR (u) 


TO HQDA (DAMI-DOH/ FROM CDR, USAINTA DATE 0 *' CMT 2 (C) 

LTC HAENDLE) Special Operations Mr Hime/240l/id 

WASH DC 20310 Detachment 

Ft Meade, MD 20755 

1. ' (U) References: 

a. ACSI DA Letter, DAMI-DOH, subject: Retention of Internal Counter¬ 
intelligence Program (ICIP) (U), 11 July 1975* 

b. Draft ACSI letter, DAMI-DOH, subject same as ref la, submitted 
with 902d MI Group request for reinstatement of GONDOLA STAR in June 1975« 

2. ^^r In compliance with paragraph 4, CMT 1, comments and recommenda¬ 
tions concerning ICIP GONDOLA STAR are submitted herewith. Subsequent to 
the ACSI revalidation of ICIP Operation GONDOLA STAR (u), as provided by 
reference la above, the foLLowing actions have been taken: 

a. A thorough study and review of the operation was conducted. As 
a result of that study, it was determined that Edgewood Arsenal (EA), 

the US Army Ballistics Research Laboratory (BRL), and the US Anny Materiel 
Systems Analysis Activity (AMSAA) were Critical Sensitive (CS) activities 
in that order of priority; with the US Army Test and Evaluation Command 
(TECOM), US Army Human Engineering Laboratory (HEL) and the Materiel Test¬ 
ing Directorate (MTD), Aberdeen Proving Ground (APG), having a sensitivity 
of Highly Sensitive (HS), and so designated in that priority of support. 

It was the goal of the operation during the last six months to provide 
confidential source personnel support to the three CS target areas. With 
the recruitment of two additional confidential sources in AMSAA during 
the last six months, this short-range objective was met. 

b. Additionally, ten casual sources and five counterintelligence 
recruitment leads have been identified. Although it is the long-range 
objective of the operation to provide confidential source coverage to all 
of the targets presently identified, it is the short-range goal to recruit 
additional confidential sources within the Critical Sensitive targets 
while concurrently spotting for additional leads during the next six 
months. The S>02d MI Group has manpower resources, to include an experi¬ 
enced "Great Skills" Agent Handler, to support this operation. 


c. Items of counterintelligence interest reported to the supported 
activities in response to established EEI by source personnel have in¬ 
cluded seven incidents of foreign contact of military and DOD civilian 
personnel, six incidents of foreign travel by military and DOD civilian 
personnel, one report of solicitation by a foreign organization, three 
reports of identification of alien enlistees, fourteen reports of possi¬ 
ble unsuitability of personnel in positions with access to classified 
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material, and eighteen reports of possible security weaknesses, viola¬ 
tions or hazards* The above information has provided five leads for 
the CE Branch, Special Operations Detachment, USAINTA; has led to the 
request for two limited investigations by the supported commands; has 
caused one DOD civilian to undergo a "fitness for duty" examination to 
include a psychiatric evaluation; and has caused reviews of security 
procedures and the issuance of security warnings by security officials 
at APG/eA. Details of the above reports are contained in Quarterly 
Progress Reports (attached as Inclosures 1 and 2). 


3 . COL Ungerleider, CDR, APG; COL Stahl, CDR, Edgewood Arsenal, 
an<^/MG Powers, CDR, US Army Test and Evaluation Command, APG, have 
received separate briefings on the status of ICIP Operation GONDOLA 
STAR. All have indicated their complete satisfaction with the support 
provided by the operation, and have enthusiastically indicated their 
desire that the operation be continued. 

4. The previously reported threat to APG/EA as contained in the 
repor-t of the 1974 SAVE conducted at BRL and the threat to CBR informa¬ 
tion, equipment and weapons as outlined in reference lb above remain 
valid. % 

5. JW” The operational objectives are being met. The operation is 
prodding the information required and desired. 

6 . Recommendation: Retain ICIP Operation GONDOLA STAR as a 
meaningful adjunct to the security program at Aberdeen Proving Ground/ 
Edgewood Arsenal, MD. 
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DISPOSITION FORM 


T0 CDR, USAINTA 
ATTN: MIIA-SO 
FT MEADE MD 20755 


Quarterly ICIP Reports (U) 
F R °M dami-doh 


DATE l7DET lq 75 CWT 
LTC Haendle/mjb/56159_ 


(U) Reference 


ssage, DAMI-DOH, 032115Z Dec 75* 


2. Attached for your files is a copy of the INFORMATION MEMORANDUM to the Under 
Secretary of the Army (less inclosures) which forwarded summaries of the nine on¬ 
going CONUS ICIP operations as submitted by your headquarters. The summary pertaining 
to a proposed ICIP by the 66th MI Group in support of USASA was not included in this 
submission. Upon receipt of a response to the above referenced message, a decision 
will be made whether to include that operation in the next quarterly report. 

3. ^(0) In staffing the Quarterly ICIP Report within C&CSI, the Acting Director of 
Intelligence Operations noted that many of the summaries', of on-going actions contained 
too many details of individual character/behavior issues. In future quarterly reports 
suitability-type information pertaining to individuals covered by the ICIP project 
should be either eliminated or suranarized in general comments. 

4. KW On a separate matter, when the ACSI reinstated the ICIP C0ND0LA STAR in 
July 4975, he indicated he would review the ICIP in six months to determine if 
significant information had been developed to warrant continuation of the project. 

It is requested that"your headquarters conduct a review of this ICIP and furnish 
your comments and recommendations to this office by 9 January 1975. 

FOR THE DIRECTOR OF INTELLIGENCE OPERATIONS: 


Lv A, SPIRIT0 

Colonel, GS 

Chief, IIUMINT Division 
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ICIP QUARTERLY FRCCRESS REPORT NUMBER 4 

Period: 1 July 1975 to 30 September 1975 
YARNING NOTICE:. SENSITIVE SOURCES AND METHODS INVOLVED 


1. (U) Identity: GONDOLA. STAP. (U). 

2. Wp# Supported Comaand: HQ, Aberdeen Proving Ground (APG), MD, and 
critical sensitive (CS) and highly sensitive (HS) tenant activities at 

APG subordinate to the major command, US Army Materiel Command, Alexandria, 
VA. ’ 

l.yyf Targets; ^ ' 

a. Edgewood Arsenal, Bdgewood Area, APG. 

b. US Army Ballistic Research Laboratories, Aberdeen Area, APG. 

c. . US Army Materiel Systems Analysis Activity, Aberdeen Area, APG. 

d. HQ, US Army Test and Evaluation Command, Aberdeen Area, APG. 

e. US Amy Human Engineering laboratory, Aberdeen Area, APG. 

f. Materiel Testing Directorate of APG, Aberdeen Area, APG. 
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Period: 
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to 30 September 1975 



(a) 

IC-B-053 

3a 

4 

3 Contact reports 

(f) 

IC-B-064 

3b 

4 

.3 Contact reports. 
' 2.Agent reports ■ 

(g) 

IC-B-079 

3a 

4 

3 Contact reports 
2 Agent reports 

(h) 

IC-B-080 

3c 

5 

4 Contact reports 
3 Agent reports 


(2) Conventional Sources : Conventional sources utilized during the 
reporting period consisted of those casual and official contacts made by 
the Project Liaison Officer in the furtherance of his ICIP duties. These 
contacts consisted of, but were not limited to,. tho&e reported in paragraphs. - 
4a(3), 4b and 4c below. The Project Liaison Officer also had limited or 
one-time contact with other individuals of the supported activity's work¬ 
force. These contacts did not significantly contribute to the counterintel¬ 
ligence coverage of the 3iipported activities, but did serve to project the 
presence of Military Intelligence in the area. These contacts also contributed 
significantly to the establishment of a pool from which conventional and 
confidential sources can be developed/ No conventional sources have been 
tasked to gather specific essential elements of information. However, all 
conventional sources are made aware of the Project Liaison Officer's overt 
("Military Intelligence Special Agent") duties and the type of information 
of interest to all security officials. No conventional sources have been 
key-sheeted. Those individuals who provide reportable information and 
express a desire to remain anonymous will be key-3heeted at the time they 
make their desire known. 


(3) Casual Sources ; 



(1) Aberdeen RO FBI 8 0 


(2) Barracks D MD State Police 5 0 
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(3) 

Sheriff's Qfc 

Harford County 

5 

2 Agent reports 

(A) 

Sheriff's Qfc 

Cecil County 

1 

O 

(5) 

Police Dept 

Aberdeen, MD 

4 

2 Agent reports 

(6) 

Police Dept 

Bel Air, MD 

2 

2 Agent reports - 

(7) 

Police Dept 

Havre de Grace, I© 

3 

2 Agent reports 

(8) 

Provost Marshal 

FMO, APG 

12 

0 

(9) 

CID 

• APG 

39 

O 

(10) 

Intel Office 

APG 

> . 

2 Agent reports 

(11) 

MPI 

mo, APG 

21 

O 

(12) 

Security Qfc 

EA, APG 

14 

O 

(13) 

Security Qfc 

BRL, APG 

7 

1 Agent report 

(14) 

Security Qfc 

AI*EAA, APG 

6 

1 Agent report - 

(15) 

Security Qfc 

TEC CM, APG 

3 

0 

(16) 

Security Ofc 

HEL, APG 

2 

o 

(17) 

Security Qfc 

MTD, APG 

9 

0 

(18) 

CPO 

HQ, APG 

13 

2 Agent report 

c« 

cmis 



■ 


Name 

Phase of Development 

Placement/Access 

(1) | b6 

j Vetting started 


3a 

. (2) 

| b6 

Vetting started 


3a 

5. (FOUO) Statistics: 




a. 

ICIP Reports: 

Furnished Furnished 




Group HQs Sptd Cmd 

Subtotal FY Total 

CD 

Spot Reports: 

0 

O 

0 O . 
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(2) SOI: 

0 

0 

0 

" 0 . 

( 3 ) HR: 

0 

0 

0 

0 - 

( 4 ) Agent Reports: 

35 

N/A 

35 

35 

(5) Lead Development 
Reports: 

1 

N/A 

1 

i. 

( 6 ) Contact Reports: 

28 

N/A 

28 

28 

(7) Basic Source Data 
Reports: 

2 

N/A 

2 

2 

( 8 ) Other: 





MFR: 

8 

N/A . 

s 

8 

Various items of information passed by. word of mouth 
supported c ommand/activities < 

to the 



b. 

LmJ 

PCO 

PLO * 

Other 

Subtotal‘ 

FY Total 


■ L 


bl 



1 

c. 

TDY Funds: 

0 

0 

0 

0 

0 

d. 

Manhours: 






(1) 

ICIP (GASR): 

494 

267 

0 

761 

761 

( 2 ) 

Other ICIP: 

144 

0 

0 

144 

lUh 

(3) 

Non-IClP: 

16 

354 

0 

370 

370 

(c) 

Remarks: No information was reported concerning non-affiliated 


civilians or organizations. 

7. (C) Quarterly Briefing of Supported Command: 

a. Circumstances : 

(l) On 22 August 1975 COL Kenneth L, Stahl, Commander, Edgewood 
Arsenal (EA), Aberdeen Proving Ground (APG), 1®, was brought ui> to date 
on the status of the ICIP at EA. He was informed that GONDOIA STAR had 
been reviewed by the Assistant Chief of Staff for Intelligence, Department 
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_G8ffiIdEMAL 


ICIP QUARTERLY PROGRESS REPORT NUMBER 4 
Period: 1 July 197.5 to 30 September 1975 

of the Army and revalidated for another six months* At the end of the 
six month period, January 1976, the operation would again be reviewed. 

COL Stahl was reminded that EAJ Walter W. Stansberry, Former Security 
Officer, EA had been the ICIP Coordinator for EA and now .that he had 
departed for reassignment a new ICIP Coordinator had to be selected and 
given an ICIP briefing* COL Stahl advised that he desired MAJ Stansberry's 
replacement, CPT Vincent J. Falconio, Security Officer, EA, be the ICIP 
Coordinator. COL Stahl also advised that a new deputy commander, COL 
Burt NMN Dali, had been assigned and he desired that COL Dali be briefed 
on the ICIP at EA. 

(2) On 22 August 1975 CPT Vincent J, Falconio was given the initial 
ICIP briefing and a current status report concerning operation GONDOLA 
STAR (U). Falconio acknowledged his understanding of the source program 
and readily grasped the overall concept of ICIP*. He indicated a desire 
to establish the best possible working relationship^With the PLO. At 
the conclusion of the briefing Falconio executed a Security Certificate* 

(3) On 17 September 1975 COL Burt NMN Dali, Deputy Commander, Edge- 
wood Arsenal, Edgewood Area, Aberdeen Proving <h*ound, MD, was given the 
initial Internal Counterintelligence Program (ICIP) briefing, CPT Vincent 
J, Falconio, ICIP Coordinator, was also present during the briefing. 

Because COL Stahl, Commander, Edgewood.,Arsenal, was on annual leave, COL 
Dali and CPT Falconio were also given the Quarterly Progress Briefing at 
this time. . 


(4) On 24 September 1975 a Quarterly Progress Briefing was given 
to COL Alvin D. Ungerleider, Commander, APG, and to Mr. Harry A* Kencke, 
Installation Intelligence Officer, APG, the ICIP Coordinator for the Aber¬ 
deen Area, Aberdeen Proving Ground, MD. 


b. Recapitulation of Operational Progress During the Period : 


(l) During the first quarter of FT 1976, considerable effort was 
expended to reactivate and expand ICIP coverage at APG following the ter¬ 
mination of Project GONDOLA STAR on 31 March 1975 and subsequent revalidation 
of the Project by the ACSI on 11 July 1975. During the latter half of July 
1975, the six confidential sources which were being utilized prior to 31 

March 1975 were recontacted ard reactivatedj one confidential source, whose. 

recruitment had been postponed because of the termination of the project, 
was recruited on 5 August 1975J a Lead Development Report on an additional 
confidential source was submitted and approved, and this source was re¬ 
cruited on 4 September 1975* These two confidential sources were the first 
recruited in the US Army Materiel Systems Analysis Activity, a critical 
sensitive activity at APG. 
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(2) The Project liaison Officer (PLO) re-established liaison contacts . 
in local, state and federal agencies in addition to maintenance of his 
contacts with the ICIP coordinators and security officers of those activities- 
recelving ICIP support at APG, The PLO also established new casual sources ; 
in critical areas of the ICIP—supported activities at APG and vetted two 
new CIRLs to the point of submission of KAC requests* Some progress was 
made in improving the ratio of ICIP to non-ICIP duties of the PLO, who is 
also —d uring this reporting period—the only special agent of the Aberdeen 
RO; this ICIP to non-ICIP ratio has been a weak area of Project G0ND0IA 
STAR since its reactivation in 1972. A favorable trend was established 
as the quarter progressed, as reflected by the fact that during July 1975 
the PLO's duty hour's were 45 KIP and 172 non-ICIP, during August 1975 they' -- 
were 94 ICIP and 11.5 non-ICIP, and during September 1975, 122 ICIP and 67 
non-ICIP. 

c. Significant CounterintelligenceInformatioif Developed : 

(1) Under the EEI, "Identification and extent of foreign contacts - - 
of military and DoD civilian personnel, with particular emphasis on Sino- 
Soviet bloc countries" (paragraph 1, Appendix 1 to Annex J to 0P-001-74- 
109), the following information was developed: 

(a) Source IC—B-O 64 reported that an unknown number of Swedish citi- - 
zens would visit the US Army Ballistic Research Laboratories .(ERL), APG, ' 
on 13 August 1975. Follow-up by the PLO determined that the visit had 

been properly coordinated. 

(b) Source IC-E-080 reported that seven Swedish citizens would 
visit the US Army Materiel Systems Analysis Activity (AMSAA), APG, on 
26 September 1975. Follow-up by the PLO determined that the visit had 
not been properly coordinated, but that AK5AA had taken action to insure 
that the Swedish visitors would not be given access to classified infor¬ 
mation until definitive guidance wa3 received from HQ, US Army Materiel 
Command. 

(2) Under the EEI, "Foreign travel of military and civilian, personnel, 
either intended or completed, to Communist controlled countries, or attend¬ 
ance at social and official functions at which Communist country personnel 

are present" (paragraph 2, Appendix 1 to Annex J to OP-OOl-74-109), the - 

following information was developed: 

(a) Source IC-B-010 reported that CS-I 2 I b6 | a 

pharmocologist employed in the Biomedical laboratory, Edgewood Arsenal, 

APG, had, at HER own expense, attended the Sixth Congress of the Inter¬ 
national Union of Pharmocologists (IUPHAR) which was held in Helsinki, 
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Finland, 20 through 25 July 1975* During the Congress J b6 ~] attended 
a luncheon hosted by a representative of the Union of Soviet Socialist 
Republics (USSR). who was also an official of the IUPHAR, Following the 
Congress, [j}6~_] took part in a five^ay, IUFHAR-sponsor-ed tour to 
Leningrad, USSR. Follow-up by the PLO is in progress. 

(b) Source IC-B-030 reported that GS-12| b6 | an 

employee of Human Engineering laboratory, APG, intended to participate • 
in a two-week tour of the Union of Soviet Socialist Republics sch eduled 

to begin.on 2 October 1975# Follow-up by the PLO determined that 1 b6 | 
was participating in a National Geographic Society tour and that HE had 
coordinated the tour with appropriate security officials. 

(c) Source IC-B-032 reported that GS-12 | b6 j an employee 

of Development and Engineering Directorate, Edgewood^ Arsenal, APG, had 
visited Poland and Czechosl ovakia for approximately one month in June 1975 
During this visit, f b6 l and HIS spouse had allegedly visited relatives 

in Poland and Czechoslovakia. No follow-up was conducted per instructions 
from HQ, USAINTA. 


(3) Under the EEI, 0 Identification of Alien Enlistees" (paragraph 6, 
Appendix 1 to Annex, J to OP-OOl-74-109 } 3 the following information was 
developed: 

_ (a) Source IC -B-030 reported that PFC | b6 j, born in 

1 b6 l assigned to Human Engineering laboratory, APG, was 

not a citizen of the US and did not have a security clearance. Follow-up 
by the PLO confirmed the information and dete rmined that the Installation 
Intelligence Officer (110), APG, was aware of [ b6 | status. 

_ (b) Source IC- B-030 reported that SP4 | b6 I born in 

| b6 | assigned to Human Engineering Laboratory, APG, was 

not a US citizen, did not have a security clearance, and allegedly suffered 
from periods of amnesia. Follow-up by t he PLO confirme d the information 
and determined that the 110 was aware of | b6 ~| status. 

(c) Source IC- E-030 r eported that PFC I b6 L believed 

to have been born in i b6 | assigned to Human Engineering Laboratory, APG, 
was not a US citizen and did not have a security clearance. Follow-up by 
the FLO is in progress. - 


(4) Under the EEI, "Early detection of persons whose activities and 
character weaknesses render them vulnerable to hostile intelligence ex¬ 
ploitation" (paragraph 8, Appendix 1 to Annex J to OP—001-74“109), the 
following information was developed: 
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(a) Source IC-E-032 reported, that GS-5 1 b6 j married^ 

a secretary in Technical Support Directorate, Edge-wood Arsena l, APG, wa s 
alleged ly involved in an extramarital relationship with W5-7 | b6 — 

1 b6 1 married, art employee of Technical.Support Directorate, The ~ 

situation is being monitored. 

(b) Source IC-B-032 reported that GS-12| b6 | married, . 

employed in Development and Engineering Directorate, Edge wood Ar senal, A PG, 
was alleg edly involved in an extramarital relationship with GS-9 | b6 | 

| b6 I a widow, also employed in Development and Engineering Direct 
torate. The situation is being monitored, 

(c) Source IC-B-032 reported that GS-6 | b6 | married, 

a secretary in Technical Support Directorate, Edgevrood Arsen al, APG , was 
allegedly i nvolved in an extramarital relationship with GS-9 1 b6 | 

| b6 | separated from his wife, employed in US Army Materiel Systems 

Analysis Activity, APG, The situation is being monitored, 

(d) An official source of the PLO who did not want to b e identif ied 
because of fear that he would lose his job, reported that LTC I b6 1 

| b6 | formerly assigned to US Army Materiel Systems Analysis 

Activity (AMSAA), now assigned to Condepts Analysis Activity (CAA) , Bethesd a, 
UP, wa3 a llegedly sin alcoholic, was allegedly cohabiting with GS~S | b6 1 - 
1 b6 l an employee of AMSAA, and allegedly had had sexual intercourse 
wi th a femal e Captain in the Isreali Defense Forces who had been assigned 
as | b6 [ interpreter when l b6 | was on TD Y to Israe l in October 1974* 

No follow-up action has been taken because of I b6 ~1 transfer from AMSAA. 

(e) Source IG-B-064 reported that GS-8| b6 | an. employee 

of AMSAA, APG, had allegedly been involved in an ex tramarital relationship 
with PL 313 federal employee, | b6 | Director, AMSAA, at 

approximately the time of the accidental' death of | b6 |wife# The 

situation is being monitored, — 

(f) Source IC -B-079 reported that an individual, later identified 

as 1 b6 1 a physical scientist employed in the Chemical Laboratory, 

Edgewood Arsenal, APG, had allegedly exhib ited mental or emotional instability, 
Follcrw-up by the PLO determined that | b6 | had been directed to undergo a 

"fitness for duty" physical examination which would include & psychiatric - 

evaluation. 


(5) Under the EEI, "Security violations or hazards" (paragraph 9j 
Appendix 1 to Annex J to CP-OOl-74-109)> the following information was 
developed: 


r'^RDED UNCLASSIFIED 
ON cep 0 s 1997 
BY CDnUSAiNSCOSVS F0I/P0 
A# Para 1-603 DoD 


ilr 





ICIP QUARTERLY PROCHESS REPORT NUMBER 4 
Period: 1 July 1975 to 30 September 1975 


(a) Source IC^B-030 reported that GS-14 1 b6 [ an 

employee of Human Engineering Laboratory, APG, had brought HIS eight-year- 
old son into a controlled access area where a classified test was being 
conduct ed and remained overnight. Follow-up by the PLG determined that ^ 

I b6 ] had been counselled by KIS supervisor. . 

(b) Source IC-B-030 reported that carbon paper and one-time typewriter, 
ribbon used to type classified reports in Human Engineering Laboratory, APG, 
had not been treated as classified waste. Follow-up by the PLO brought 

the situation to the attention of the security officer, H3L, who promised 
to take care of the situation} monitoring through IC-B-030 has not deter¬ 
mined that any such action wa3 taken. 

(c) Source IC-B-080. reported ten(10) separate situations which con¬ 
stituted security violations or hazards at_AM3AA. These were brought to 
the attention of the Security Officer, ANSAA, by the’’ PLO, 


(6) In response to the EEI, "Conduct rendering the individual vul- _ ' 
nerable to pressure, such as homosexual, cri m i n a l , or immoral acts" (para¬ 
graph 8c, Appendix 1 to Annex J to OP-OOl-74-109), and "Sudden, unexplained 
or inadequately explained absence from work by personnel in excess of 24 
hours" (paragraph 9> Appendix 2 to Annex J to OP-OOl-74-109 :), the fol¬ 
lowing information was developed: The PLO was advised by an official 
Source at the US Array Bal listics Research Laborat ories,, APG, of unconfirmed 
rumors to the effect that ) b6 1 an employee of BRL, had 

been involved in trouble with the police. Follow-up by the PLO determined 
that seven charges ranging from possession of marijuana to grand larceny - 
and assault and battery were on fil e at the H avre de Grace Po lice Depart¬ 
ment, Havre de Grace, HD, concerning! b6 | and that | b6 ]was absent 
without leave. ’ 


8. (C) Actions implemented or taken by the supported command based 

upon the information submitted: 


Subject 


Type Information Developed Action Taken Date of Action 



Foreign travel 
Foreign travel 
Foreign travel 
Enlisted alien 
Enlisted alien/ 
amnesia 

Enlisted alien 

Suitability 

Suitability 


None. 

Hone. 

None. 

None. 

Denied clearance Unknown 

None. 

Monitor 

Monitor 
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b6 


Suitability 

Suitability- 

Suitability 

Suitability 

Suitability 


Security weakness 
Security weaknesses, HEL, various 


Security weaknesses . AMSAA, various 
| re | Suitability 


Monitor 

Monitor 

Unknown 

Monitor 

"Fitness for 

duty" physical 

Counseled 

Correct 

Correct 

Investigate 


11 Aug "75 

Unknown 
2 Sep 75 
9 Sep 75 
16 Sep 75 


9fU)(6'3 r Comments, Remarks and Recommendations : Both COL Stahl and COL Un- 
gerleider expressed their pleasure that ICIP Project GONDOLA STAR had been 
reinstated by the ACSI for an additional six months. Both Commanders and 
their designated ICIP Coordinators continue to cooperate fully with the 
Project liaison Officer and his Military Intelligence chain of command* 

The progress of ICIP Project GONDOLA STAR, as reflected above, is directly 
proportional to the amount of time the PLO’s other duties permit him to ' 
devote to the ICIP* 



WILLIAM B. KALL 
Project Case Officer 


^DBUfLASSim 

WCOfius^ 

« Para 1-603 DOD520MS 







V\ | 




AnE?J)3J: resident office 
902D iniETAKI INTELLIGENCE GROUP 
ABEPDERTT PROVING GROUND, MARYLAND 21005 

. 1CIP QUARTERLY PROGRESS REPORT NUMBER 2 

Period 1 October 1975 to 31 December 1975 

WARNING NOTICE: SENSITIVE SOURCES AND METHODS INVOLVED 

1. (U) Identity: GONDOLA ST-Ql (U). 

/v/x N 

2. Zy) Supported Command: f.Q, Aberdeen Proving Ground (API;, AD, and 

critical sensitive (CS) and highly sensitive CHS) tenant activities at . 

APS subordinate to the major command; US Army Materiel Command, Alexandria, 


a. Idgewooa Arsenal, Edgevood Area, AP3, 

b. jS Army Ballistic Research Laboratories, Aberdeen Area, APG. 

c. UE iiiTiy. ;'ateriel Systems Analysis Activity, Voerdeen Area, APG. 

d. i!Q, US Army Test and Evaluation Cow?and, Aberdeen Area, APG. 

e. US Army Human Engineering Laboratory, Aberdeen Area, AFC. 

f. Materiel Testing Directorate ox‘AP3, Aberdeen Area, APG. 
Coverage: 

Gumber/Type of 

a. Source Target Covered Centsots Reports Produced 


(1) Coni:' Jential Sources 


EXEMPT FROM CEHSRH. Eud —IFluSTlCK 
SCHEDULE OF EXFOOTlVc CSSER UC22 
EXEKFTIOH CftTEGOBY — ? ■ - 


3 Contact Reports 

5 A^ent Reports. 

3 Contact Reports 

6 Agent'Reports 

ii Contact Reports 
G Agent. Reports 

• 5 Contact Reports 
5 Agent Reports 


~M0 5®«iis«scoslm^o. 

-mpmmr Tr 1 * 1 ****. 










JCDNEMlWr - '. * 


ABERDEEN RESIDENT OFFICE 
902D LILITAKY INTELLIGENCE GROUP 
ABENDS El PROVING GROUND, JJAETLAED 210G5 

. ICIP QUARTERLY PROGRESS REPORT NUK3ER 2 

Period 1 October 1975 to 31 December 1975 

WARNING NOTICE: SENSITIVE SOURCES AND METHODS INVOLVED 

1. (U) Identity: GCNLOLA ST;ui (U). 


$1 


Supported Contend: PC, Aberdeen Proving Ground (API), LD, ana 
critical sensitive (CS) and highly sensitive (ivS) tenant activities at , 

APS subordinate to the major command; US Army !fate in. el Command, Alexandria, 
VA. 


3 . V 


Targets: 

Tidgewood Arsenal, Ldgevood Area, APG« • 

JS Ansy Ballistic Research Laboratories, Aberdeen Area, AH}. 

US army- "'ateriel Systems .Analysis Activity, Aberdeen Area, API. 
HO., US Army Test and Evaluation Cow and, Aberdeen Area, AfG. 

US Ariiy Human Snginr-.erirg Laboratory, Aberdeen Area, APE. 
materiel Testing directorate of'AFG, Aberdeen Area, APG. 


(^ Coverage: 


Bumber/Type of 

Target, Covered Cent sets ’.sports Produce*. 


Coni;dential Sources 


» 

. 1C-T-005 

3c 

3 

3 Contact Reports 
5 A^ent Reports 

>) 

ic-r-Gio 

3a 

3 

3 Contact Reports 
6 Agent'Reports 

c) 

IC-L-050 

3c 


ii Contact Reports 
C Agent. Reports 

A) 

IC-E-032 

3a 

8 

■ 5 Contact Reports 
5 Agent Reports 


rXEMFT FuCfl CEHSKkL EECLSSSinGMJCK 
SCHEDULE GF EXtEiiTEVE GS2EH UC-Z 

exekftich cfitEccr.Y g 
cEtusE;n_ vilULl 


on 1997 
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3 


3 Contact Reports 
2 Agent Reports 



> ^tart 

erli r:iua:.^s 

RTU CRT hlhldR 2 

.od: 1 

October 1973 

to 31 becenber 1975 

(e) 

IC-E-C‘33 

3a 

U) 

IC-E-06U 

3b 

Ce) 

IC-L- 07 ? 

3a 

(h) 

IC-E-CSO 

3c 


3 3 Contact Reports 

3 3 Contact Reports 

1 Agent Reports 

5 li Contact Reports 


(2) Conventional Sources : As in previous quarters the conventional 
sources utilised during the reporting period consisted of those casual and 
official contacts made by tjie Project Liaison Officer ir? the furtherance of his 
ICIP duties* These contacts consisted of, but vere not lira ted to, those 
reported in j-anagraphs ga(3), ab and he below. The Project Liai.son Officer 
also had limited cr one-time contact -with other individuals of the supported 
activities, these contacts did not significantly contribute to the counter¬ 
intelligence coverage of the supported activities, but did serve to project the 
presence cf IMlitary Intelligence in the area. These contacts also contributed 
significantly to the establishment of a pool from which conventional and 
confidential sources can be developed. .'o conventional sources have been 
tashed to gather specific essential oler.-nts of information. however, all 
conventional sources are r.ads aware of the Project Liaison Iff:"car's overt 
("hilitary Intelligence Special A.-snt") duties and the type of iuforJ.'-ation 
of interest to all security officials; information which denotes a security 
weahuess or vulnerability* ho conventional sources have been hey-sheated. 

Those individuals who provide reportable information and express a desire to 
remain anonymous will be hey-sheoted at the tine they male their desire ’.mown. 
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(2) | bl 1 half Vetted 3a 

(3) 1 bl 1 Started 3a 


tu) | bi 

| Vetting Started 

3a 


(5) | bl I 

Spotted 


• ‘ 3a 


(PGUP) 1 Statistics : 

a^ ICIP Reports: 

Furnished 

Furnished 




Group HQs 

Sptcl Cmd 

Subtotal 

FY Total 

(l) Spot .'Reports: 

0 

0 

0 

0 ■ 

(2). SOI: 

0 

0 

0 

0 

(3) HI: 

0 

0 

0 

G 

■ (!;) Agent Reports 

16 

n/A 

U5 

' . 80 

(5) Lead Development 
. Reports: 

l 

]' f ’k 

l 

2 • 

(6) • Contact Reports: 

2u 

A "/A 

28 

56 .. 

(7) F.asic Source Data 
Deports: 

1 

;l/k 

1 

, a 

* S 

(0) Cther:. 

? 

i'l/A 

’ 7 


All information for 

the supported 

activities vas 

passed i 

■y verb of 

mouth from the FLO. 

fbi | 

~.y. 

’ Subtotal 

FY 

Total 







0 


d. j anhours • 


(1) IfiXP (GASP): 

t :06 

hi 5 

0 

ciol 

(2) Cther ICIP 

116 

. 0. 

0 

116 

(3) : lion-1 GIF: 

72 

167 

0 

259 


'i*k 

;j»MTir 


■ 0 

l6l±2 

260 

629 
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6. (U) Remarks: I;o information was reported concerning non -affiliated 
civilians or organizations. 

7. 50 Quarterly Briefing of Supported Command : 

a. Circumstances : 

(1) On 1 December 1975 the initial ICl? briefing was given to 
EG Patrick ”. Powers, Cor,render, US Army Test and Evaluation Command (TF.COK) 
and CC-L Ail liar. K. Tucker Jr., Chief of Staff, TEOOE. The status of .TLCOL 
in relation to receiving ICIP support was also included in the briefing. It 
was pointed out that due to the limitation of resources GOULOLA STAR (U.) was 
concentrating on three higher priority activities at A?G. This was due to 
the three activities having a greater degree of sensitivity. Should the 
resource problem improve, to the point. vbere_.TF.COi: cojfld be covered beyonc^ 
routine liaison then TISCP; would be immediately notifi.ed. I'.G Powers acknovl 
edged his understanding of the current status of GCIIDOLA STAR (U). 

(2) On 17 December 1975 COL Penneth L. Staid, Germander, Edgevood 
Arsenal, AFG was given a Quarterly Progress Report briefing as pertains to 
the Edgewood Arsenal portion of Operation GONDOLA STAR (IJ). 

(3) C-n 19 December 1975 CCL Alvin D. ihjgerleider, Corirauder, AF3 was; 
given a Quarterly Progress Report briefing as pertains to those activities • 
located in the Aberdeen Area, APG which are supported by GCUPOLA STAR ( U ). 
i'r. Harry A., h'encke Installation intelligence Officer, APE, the ICIP Coord-, 
inator for the Aberdeen Area, APC, was also present for this briefing. 


b. Recapitulation of Gperatioral "Togress During the Period: Iuring 
the first quarter of f)C 1976 GPRLTLA STAR (0) was reactivated, two 
confidential sources were recruited and efforts started to increase the ICIP 
coverage. In the second quarter IT 1976 efforts were made - to broaden the 
iCl? coverage cx the three priority activities designated CAIT1.CAL" SENSITIVE 
Edgevoso’ Arsenal, Arry ’'aliisti c Research Laboratories and US Ar;.q> 

: ateriel Systems Analysis Activity. In this regard si gi: if leant progress was 
made. Training and development of t!:e two newly recruited confidential 
sources (IC-h-005 and IC-L-OSO) progressed and their production increased 
accordingly. Again during this quarter the ELL had additional time avail¬ 
able to devote to I GIF duties. This allowed" the PLC to more than double, 
the time cf his presence in-the supported activities, as compared to. previous 
quarters. Consequently, there was an increase in GIRLS, casual sources and 
the activity cited in paragraph aa(2).above. 


c. Significant Counterintelligence Information Developed: 
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ICIP QUARTERLY FROGRUSS REPORT UUKEETt 2 
Period: 1 October 1975 to 31 December 1975 

(1) Under the Eel, "Identification and extent of foreign contacts of 
military and DGD Civilian personnel, with particular emphasis on Sino- 
Soviet bloc countries" (paragraph 1, Appendix 1 to Annex J to OF-OG1-7U- 
109), tho following information va-s developed: 


b6 


]] a citizen of the 


(a) Source IC-E-030 reported IIr.[_ 

Federal Republic of German;/ was assigned on an exchange program to work 
in the US Army Human Engineering Laboratory until September 1976. The XCIP 
Coordinator was briefed, no additional action is expected. 


(b) Source'1 o-l—005 reported SG? 1 b6 


[J assigned to the US 


Army Materiel Systems Analysis Activity, had a former wife and two children 
residing in the Federal 'Republic of Germany. The ICIP Coordinator was 
briefed and local files were checked. ; 


(<$^d$ource If 


-P-032 reported additional information concerning travel 


b6 Ito Czechoslovakia and Poland .during the surfer of. ... 

1975. Additional information ’./as also provided concerning | b6 1 plans 

for another trip to these countries. ICIP Coordinator was briefed and the 
information was also brought to the attention of another uSal-JTA el ement. 

The ICIP Coordinator expects ICIP to continue to monltor | b6 | act-ivities. 


(d) Scurce lG-d-010 reported .one .briti 
visited Cdgewocd Arsenal fluring ih 
the ] GIF Coordinator determined tin 


_ and three Canadian persor.ne-l 

luring the period 1-5 December 1975. A chec' 
visit had been properly cleared. 


. with 


curce IC-I-010 reported GS-15 | b6 |of ‘ddgewroc 

. medical student at the Ameri can Universit y. F.eirut. Lebanon 

able to avoid 
IP Coordinator 
] ; JSAI?d.l 
’his action' 


during All and raised the question of how | b6 1 was all 

military service with the German Army during tae war. The 10 '. 
■’as briefed. The ICIP Coordinator asked to have | b6 


ruinator asked to 

r/ie wed in or der to attempt to answer 

b6 | kuA-Ctl-21, -Wt iwiietffedl -H^+Cms UX nt<^iv.Afcd to AbL \l 


___ stzon, 

pending, ' _ ' 

(2) Under the iil, "Intended foreign travel of military and DGD' 
civilian, personnel to 5ino-3oviet bloc countries or attendance -at social 
and official functions at which Sine-Soviet bloc personnel are present" 
(paragraph 2, Appendix 1 to Annex J to CF-GUI- 74 - 109 ), the. following 
information vras developed: 


(a 


rce- i C-L— 05 C reported ; 

. Ingincering Laboratory, 


b6 


an employee 


b6 


□ 


an employee of the US Army 1.atariel Systems Analysis Activity 
10 to 1U day tour to I-oscow and Leningrad which Tr as sponsored by the Smith- . 
son inn ~ ns ti tu tion in Washington, PC. 'Since the FLO was already aware of . 

the |b6 _J giving notification of the trip .through their chain of, cow and 

and the information having already come to the attention of another element 1 
of USAIHTA, no action was taken. FLO did make mention to the ICIP Coordinator, 
that the information had also been developed through ICI^g^pQ^p UNCLASSIFIED 

0,1 ^ ON SEp 0 5 1997 
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1C IF QUARTERLY PROGRESS REFCP.T HUMBER 2 ’ 

Period: 1 October 1975 to 31 December 1975 

(b) In a separate_report scarce 1C -B -030 reported the I b6 | 

intend to take another tour to Russia during the sur.ari.er of 19.76. This 
information was passed, to the ICIP Coordinator. 

(3) Under the ESI, "Solicitation by foreign nationals or.organisations 
of personal and/or official information through official or non-official 
channels H (paragraph It, Appendix 1 to Annex J to CP-001-7U-1C?), the 
following information was developed: 

(a) -Source 10—I*-030 reported the Human engineering Labo ratory receiv ed 
a writte n request for bibliographies of UAL publications from | b6 | 

| b6 |Institute of Experimental Psychology, Slovak Academy of Sciences, 
Kc celova 1 7, Bratislava, .Czechoslovakia. The Lirector, HEL, sent a letter 
to | b6 | arvising HAL no longer had copies of the bibliograph ies avai lable 
for distribution to the public. The Lirector cf KEL^suggesteu I b6 | initiate,, 
contact through the Czechoslovak Embassy with the national Technical Inform-" 
ation Services, 5285 Fort loyal Bead, Springfield, 7A 22151. The ICIP 
Coordinator was briefed, no action is pending. 

(L) Under the ATI, arly detection of persons whose activities and 
character weaknesses render them vulnerable■to hostile intelligence exploit¬ 
ation" (paragraph 8, Appendix 1 to Annex J tc- CF-CC'l-Th-lC?), the following - 
information was developed: 

(a) Source jC-B-OOp reported Mlj | b6 | US Arry Mate riel 

•Systems Analysis Activi ty, was divorced and cohabitating with 05-9 I b6 | 

) bS | also divorced. jb6" |bad also defaulted in support payments toy. 
ids farmer wif e. The TCir Goorui.nator was briefed and ICIP is continuing 
to monitor the | b6 [ situation. 

(l} Coerce 3C-B-932 reported information concerning a possible extra¬ 
marita l relationship between 13-lg | b6 land UI-3 1 b6 1 

| b6 | both erplcyc.es of ccgewopd ar senal. The I 21? Coordinator was 

briefed and JCIF was asked to continue to monitor the situation,- 


(c) Bourse JC-h-032 reported being told by a coworker that a ’’go-go 
dancer" at the BCG Club performed the function of sexual partner, presumably 
in exchange for monetary renuweration, for high-ran?ring visitors to 
Edgewood Arsenal. Local inquiry bp the PLC- determined the go-go dancer 
was no longer employed by the APT Club system. To information was 
developed, to confirm or refute the infoivation from source’s ccworker. 

Tine information was passer, to the ] GIF Cnnrdf.nat-or who requested, 'additional 
information, as it becomes avaiTable. 


Id) •coerce IC-U-010 re ported information which coulc tend id indicate 
Go- 15 1 b6 | was mentally unstable. The ICl? Coordinator 

was briefed and a Limited Investigation was requested. 
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3 GIF QUAP.TERLT PROGRESS REPORT DUMBER 2 * 

n eriod: 1 October 1975 to 31 December 3.975 

(e) Source 3C-E-053 reported 03-12 | b6 | Sdgewood 

Arsenal, took a woman {HFI ) who was not his wife to lunch almost every • y 
day since 1 November 1975* The IGIP Coordinator was briefed; no action 
is pending. ' - 


piwm 


(f) Source IC-B-053 reported GS-15 | b6 | Sdgewood 

Arsenal, was observed on approxi mately a dozen occasions taking a woman, y 
not his wife, to lunch. I b6 [ was observed talcing three or four different 
women to lunch since 1 September 1975* The ICIF Coordinator was briefed; 
no action.is rending. 


(g) Source 1C-E-032 reported Go-13 [ 
had. a reputation of a "mad scientist". 


b6 1 Ed gewood Arsenal, 

lIso that I b6 ~l h ad brag ged about' 
a date [ b6 | took source 
* ' ' would take 


haying intercourse with an alleged prostitute, 
to his home and offerred to take cars of ter finanei^hly 
care of his sexual needs; source declined. The 3 GIF Coordinator was briefed. 
Tlie ICIF Coordinator is making a local .inquiry in advance of requesting a 
Limited Investigation.' ' . t, 


b6 


(h). Source IC-B-C05>. 'reported •'AJ [~ 

Systems Analysis Activity,-claimed 35-00 for a tip to 
cn his TIT voucher when he did'not give a -; : U.CC tip. T 
was briefed, follow up .-action, is yet to be determined. 


| US Army materiel 
baggage handler 
i?. ICIF'Coordinator . - 


(5) debar the EEI, "Security violations■or hazards" (paragraph 9, 
Appendix 1 to Annex 1 to CP-001-75-109), the following information was 
developed: 


(a) Source.IC-B-OGC reported a COUFlBl-ZtTZAL document had been- left 
unsecured over a-three day weekend. The TCIP Coordinator was briefed; • 
follow up action is pending. (AK5AA'•Security Officer away TLY until l5 Dec)' 

(u) Fcures JCr2-0S0 reported a security container- had been left-.open 
during duty hours in ah-unattended office at the. US Army Nateriel'Systems 
Analysis Activity. The-ICIF Coordinator was briefed, follow up action is- 
pending. 

(c) Source IC-B-080 reported ! b6 1 a secretary in the US- Army 

Materiel Systems Analysis Activity left her office unsecured and her security- 

container open for periods of five to ten minutes -while performing chores 

away from her office. -The ICIF Coordinator -was briefed, follow up action 
is pending. • 

(d) . Gource JC-P—030 reported attending a scientific conference at 
tlie US Army Materiel Systems Analysis Activity .which had been aeiounced 
as- classified. Access-to the conference had not been properly, controlled; 
however, the .portion of the conference attended by source was believed to 
have been'unclassified. The IGIP Coordinator was briefed, follow up 
action is pending. 

(e) Source IC-B-080 reported the. Ground warfare Division of the US 








I GIF QUARTERLT PROGRESS ISFORT KOKBER 2 
Period: 1 October 1975 to 31 December 1975 

Materiel Systems Analysis Activity had moved to.different office space* 

Prior to the move no technical survey was conducted to determine if there _ 
were electronic surveillance devices in the new office space. The 1CIP" “ 
Coordinator was briefed, follow up action is pending. 

(f) Source IC-1-010 reported information relative to an adverse 
morale situation in the Pio-Kedical Laboratory of Sdgewood Arsenal. The, 
situati on was allege d to have been created by DA-level officials unjustly 
letting f b6 jtake the blame publicly for DA-dir ected res earch in 

hallucinogenic drugs-, and that LA .was in fact offering ! b6 | as a 
"sacrificial lamb". This information was immediately passed to the IC1P 
Coordinator and the Commander of ndgswood Arsenal. The commander raised 
several questions concerning the personalities involved and the cause of 
adverse morale situation. These questions were covered at the next meeting 
H.th this source ana the answers were provided to the commander. The ^ j • 
commander asked that I Cl P ' continue to monitor the situation. ^ 

' \ ut*; • CJ ' 

(6) ]n response to the objective of identifying and neutralising 
threats cf espionage, sabotage and subversion, Source 1C-B-030 reported 
the human Engineering Laboratory's receipt of two unsolicited requests 
for information. The requests were from the president of a company which 
claimed to be involved in the national effort to reduce end prevent crime.: 

The information requested’was unclassified. MEL provided the information"' 
asked fer in ike first request, but did not have the information to satisfy' 
the second request. Initial investigation failed to confirm the existence : 

’ of the company identified in the request. The 1CIP Coordinator was briefed , 
end RlTL will not honor any further requests from this company until all . 4 . 4 $’*’ 
checkg/by i-i hay* been completed. ^CoX'i ^ ;, ' 

3. rffj Actions implemented or taken by the supported co-rand based upon' 


.ion submitted: 


b6 


\ 


Type Information Developed Action Taken 


ate of Action 


b6 


Foreign Connection 
foreign Travel 
Foreign Connection iz 
■ ■ suitability 
Foreign Travel 

Suitability ■ 
.-uitalmlity 
. Suitability 
Tuitability 
Suitability 


Fonitor 
Monitor 
Monitor U 
investig, 

None. 

'Tone. 

Monitor 

Hone 

Monitor 

•Met yet determined 


23 December l-??5 
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SVA' r20GTlESS REPORT HUMiER 2 
October 1975 to 31 December 1975 

pircnents, Remarks and Recommendations : Both coinrnanuers and their 
inators continue to consider GONDOLA/STAR (u) a significant 
their security program. .This Project Liaison Officer continues 
the complete cooperation of all associated, personnel of the 
activities. 

L. CRjUKR 

Project Liaison Officer 


-/UM LA- 

CHARD 
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To obtain ACSI approval for termination of ICIP. 


1 BACKGROUND : INSCOM-SOD on 9 Feb 79, requested authority to terminate ICIP 

LENTOL MONKEY (U) located at the Defense Language Institute (DLI), Presidio of 
Monterey, CA. The ICIP is an OACSI, DA program. 


a. The ICIP is a special operational security service employing rimely, effective 
and coordinated use of overt and covert Cl sources and techniques to detect elements 
or factors which are detrimental to security. The primary factor which distinguishes 
the ICIP operation from Cl support normally provided to an installation or unit by MI 
groups is the use of confidential sources as covert assets in the conduct of the 
operation, 

b. Command security threats covered by the ICIP include acts of espionage, 
sabotage, subversion, and the activities of hostile foreign intelligence directed 
against MMHMI .the supported command. 

c. INSCQM-SQD's status report, 1st Quarter, FY 79, for ICIP Operation LENTIL 
MONKEY (U) reveals that the operation utilized 16 confidential sources, produced two 
Summaries of Information, one Source Lead Development Report, 35 Contact Reports and 
40 Agent Reports. Further, a total of 1148 manhours were expended on the operation 
(TAB B). 

d. INSCOM-SOD has suggested that a different type program would be better suited 

to provide the required security assistance for the DLI, i.e., a Dedicated Operations 
Security Support Program (DOSSP), which does not use confidential sources and which 
can be readily implemented by the 902d Ml Group with existing personnel assets. A 
DOSSP is described at TAB C. The DOSSP for DLI would be tailored to satisfy local 
security requirements unique to DLI. CLASSIFIED BY: • Vi, Jf. TLt—i 
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ACSI FORM 28, 13 Sep 71 










DAMI-CIC 

SUBJECT; Report of Internal Counterintelligence Program (ICIP) Operation 
Operation (U) 

e. The general concept and recommendation to replace LENTIL MONXEY (U) with a 
DOSSP have been discussed and concurred in by Cdr, SOD, INSCQM, the Commandant and 
Security Officer at DLI, and 902d MI Group- 

f. Basis for termination of subject ICIP and replacement by DOSSP is that 
information obtained from LENTIL MONKEY (U) is general in nature and can be obtained 
through normal security assistance to installation^ TTifiriTr 'WT i mn i ml iinii Lj l i 

P» r*4 - gad v-| Uaa aaLaaefc J ~ir.m-- 1 4 J a Cmr da n of 

g. By 1st Ind (TAB A) authority granted INSCOM-SOD for termination of LENTIL 
MONKEY (U). 

3. (U) RECOMMENDATION : That 1st Ind (TAB A) be approved and signed. 


UN SEP ~^MFIED 






LENTIL MONKEY: (QSR, 1st QTR FY 79) 


a. Location: Defense Language Institute (DLI), Presidio of Monterey, 
CA. 


b. Confidential Source Utilization: Sixteen 

c. Information Obtained or Reported on Non-affiliated Civilians: 


d. Useful Information Obtained: 

(1) An instructor of the German Language Department (GLD) who visited 
East Berlin while on a trip to Europe, failed to comply with DLI regula¬ 
tions directing prior reporting of such visits. Two other GLD instructors 
may have also visited East Germany during the quarter without reporting 
the event. 

(2) Instructors of the Polish Language Department encouraged students 
to attend a dance sponsored by a Polish ethnic organization in Oakland, 

CA in January 1979. It was stipulated, however, that the students must 
attend the dance in uniform. 


(3) According to a report from another government investigative 
agency, a recently hired Russian Language Department (RLD) instructor 
had previously been of interest to a Yugoslavian intelligence agent work¬ 
ing out of the Yugoslavian Consulate in San Francisco while the instructor 
was attending DLI as part of an exchange program in the late 1960's. 

(4) Several instructors in the Chinese Mandarin Language Department 
(CMLD) are opposing the new Interagency Course Curriculum. Instructors 
have been reported to be inflating exam grades in order to present a false 
impression of student abilities. The students lack of language capability 
will be manifested once they reach field assignments and thus discredit 
the new course. 


e. Operational Status: 

(1) Sixteen confidential sources were active during the quarter. 
Four sources were terminated and one new source recruited. Ten conven¬ 
tional sources also provided information during the quarter. 


(2) During the reporting period, information obtained from all 
sources. Including that acquired from overt liaison activities, resulted 
in production of two Summaries of Information, 35 Contact Reports, 65 
oral reports to the DLI Commandant and/or designated representatives, one 
Source Lead Development Report, and 40 Agent Reports. A total of 1148 
manhours were expended on the ICIP during the 1st quarter. 


CLASSIFIED BY CDR INSCOM 
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, 3 ) On 18 December 1978, the required quarterly briefing was presented 
to COL Thomas G. Foster Ill, Commandant, DU. COL John -^Tfficer UC 
DU Deputy Commandant, LTC Richard P. Kelly, DLI Executive Officer, ETC 
Waldo R. Webb, DLI Security Officer, and MAJ Michael A P«kes Cornier, 
Fort Ord Field Office, 902d MI Group, also attended the brae.mg. 

(4) As a result of the quarterly briefing and based on information 
reported during the quarter, the DLI Commandant directed the Securit 
Officer to prepare a letter to be sent through channels to the^. , 
structor who visited East Berlin (para d(l>) requesting an ex P ,av.t , 

for his failure to comply with DLI policy. Additionally, the Se.urit 
Officer will intensify efforts to develop policy concerning appropriate 
instruetor-student reiationships/behavior. The Commandant also directed 
S DUInformation Officer to publish a notice emphasizing -stric ions 
on military personnel participating in poiitical and certain o her events 
while in uniform, and the Security Officer will insure DU unit cor.-^.ders 
emphasize military regulations governing participation in such .unctio. 
to their units. 
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DAMI-CIC 



! of Internal Vu Uer intelligence - ro^r.^r. (ICIP) 

'.'■.•^ration 7 March 1979 

To obtain ACS I approval for termination of ICIP. 


BACKGROUND : INSCOH-SOr on 9 Feb 79, requested authority to terminate ICIP 
(U) located at the r.cfencc Language Institute (DLI), Presidio of 


Monterey, CA. The ICIP i» an OACSI, DA program. 


Mont ere; 


DISCUSSION : 


a. The ICIP la a apaclal operational security service employing timely, effective 
and coordinated uee of overt and covert Cl sources and techniques to detect elements 
or factors which are detrimental to security. The primary factor which distinguishes 
the ICIP operation from Cl sup.'-’.rt normally provided to an installation or unit hy MI 
groups ia the use of confidential sources as covert assets in the conduct of the 
operation. 


b. Comnand security t 1 .rests covered by the ICIP include acts of espionage, 

sabota subversion, and the activities of hostile foreign intelligence directed 
against i mam the supported command. 

c. INSCOM-SOD’s status report, Is't Quarter, FT 79, for ICIP Operation LENTIL 
MONKEY (0) reveals that the operation utilised 1C confidential sources, produced two 
Summaries of Information, one Source Lead Development Report, 33 Contact Reports and 
40 Agent Reports. Further, a total of 1148 manhours were expended on the operation 
(TAB B). 


d. INSCCM-SOD has suggested that a different type program would be better suited 
to provide the required security assistance for the DLI, i.e., a Dedicated Operations 
Security Support Program (ACCS:), which does not use confidential sources and which 
can be readily implemented by the 902d MI Group with existing personnel assets. A 
DOSSP is described at TAB C. The DOSSP for DLI would be tailored to satisfy local 
security requirements unique to DLI. .. 1 Isj. !•' : c 

(fTf ‘i r.A/' 
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DAMI-.IC 

SUBJECT: Report of Internal Counterintelligence Program (ICir> Operation 
Operation (U) 

e. The general concept and recemendation to replace LENTIL MONKEY (U) with a 
DOSSP have been discussed and concurred in by Cdr, SOD, INS COM, the Commandant c-s-' 
Security Officer at DLI and 902d MI Group. 

f. Basis for termination of subject ICIP and replacement by DOSSP is that 
information obtained from LENTIL MONKEY (U) is general in nature and can be obtained 
through normal security assistance to installation; INSCCM-SOD’s currtsnt investi¬ 
gative and reporting authority and most important the lack of a clear definition of 
physical surveillance which has caused those working the operation much concern 
(TAB D). 


g. By 1st Ind (TAB A) authority granted INSCOM-SOD for termination of LENTIL 
MONKEY (U). 

3. (U) RECOMMENDATION : That 1st Ind (TAB A) be approved and signed. 
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DAMI-CIC (9 Feb 79 ) let Ind 

SUBJECT: Report of Internal Counterintelligence Program (IGD?) 
Operation (U) 


HQDA, AC3, Washington, DC 20310 


Commander, US Army Intelligence and Security Command, 
ATTN: IA3D-SA, Fort George G. Meade, MD 20755 


Authority to terminate ICIP, LENTIL MONKEY <U) ia granted. 


wd all irvcl 
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IASO-SA 


SUBJECT: Report of Internal Counterintelligence Program (ICIP) 
Operation (U) 


HQDA (DAMI-CIC/Ms Brannan) 
WASH DC 20310 




Submitted herewith is the status report, 1st Quarter, FY 79, for 
ICIF*^ Operation LENTIL MONKEY (U). During the reporting period the opera¬ 
tion produced two Summaries of Information, one Source Lead Development 
Report, 35 Contact Reports and 40 Agent Reports. 


2. W LENTIL MONKEY (U), supporting the Defense Language Institute, 
Foreign Language Center (DLIFLC), Presidio of Monterey, CA, is the only 
CONUS ICIP being conducted. However, the type information generally 
developed from the project, and this Command's current investigative and 
reporting authority, suggest that a different type program would be better 
Suited to provide the required security assistance for DLIFLC. A Dedicated 
Operations Security Support Program (DOSSP) could effectively replace the 
ICIP without employing confidential sources and be readily implemented by 
the 902d Military Intelligence Group with existing personnel assets. At 
inclosure two is an extract from the USAINSCOM OPSEC Support Procedures 
Manual which describes the DOSSP. 




The general concept and recommendations to replace ICI? LENTIL 
MONKEY (U) with a DOSSP have been discussed and concurred in by the 
Commandant and Security Officer at DLIFLC. The operational concept would 
be tailored to satisfy local security requirements unique to DLIFLC. 


MONKEY (U). 


In view of the above, request authority to terminate ICIP LENTIL 
MONKfiY (U). Concurrent with termination of the ICIP, a DOSSP for DLIFLC will 
be implemented. 



ENNINGS 
tant (OPS) 
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Ill- TYPES OF SUPPORT 


1. GENERAL: This section discusses the various types of OPSEC support 
that are available within USAINSCOM. It should be noted that operations 
security is a command responsibility. Therefore, any improvements in 

the supported commands' OPSEC posture must be accomplished by the supported 
commander. USAINSCOM is unique in that the present organization integrates 
many of the counterintelligence/security skills that formerly were 
assigned to separate Army commands. As such, the Commander, USAINSCOM, 
has the capability to conduct a multidisciplined security evaluation of 
a project, activity or facility. With the divergence of skills integral 
to the USAINSCOM organization, the majority of problem areas that have 
been historically associated with OPSEC can be addressed, and with the 
multidisciplined approach, USAINSCOM units are able to assist supported 
commanders by evaluating their OPSEC posture and recommending means of 
improvement. This should enable the achievement of a much better security 
posture. The following paragraphs describe the types of support which 
USAINSCOM units provide. 

2. 

2-1. The DOSSP Concept: The DOSSP is a systematic, ongoing, dynamic 
approach to providing the local commander, operations security officials, 
project managers and security managers of US Army installations/units/ 
activities/projects with meaningful operations security support in the 
form of timely, accurate, all source intelligence information pertaining 
to the real-time, multidisciplined threat posed by hostile intelligence; 
observed vulnerabilities of the supported element to that threat; 
and recommendations for appropriate corrective action to enhance operations 
security. This program is based on a Covering Agent (CA) in an overt 
continuous role of acquiring information about the supported activity 
and the threat thereto and providing it to the supported activity in a 
timely manner, while concurrently recommending practical "fixes" to 
reduce observed vulnerabilities. 

2-2. Responsibilities: Implementation of the Dedicated Operations 
Security Support Program is the responsibility of each individual field 
element (RO/FO/Detachment) within the policies provided by the HQ, 

USAINSCOM. Responsibility for supervision, guidance, and comprehensiveness, 
rests with the Field Offices, Detachments, and Battalions within their 
respective areas of responsibility. Group Headquarters will provide 
guidance, as appropriate, monitor the overall program, acquire and 
disseminate threat data, and, in the case of certain key projects/activities 
which stretch beyond local boundaries, will provide centralized management 
of the overall DOSSP effort. 

2-3. Target/Project Selection: Determination of who should be a recipient 
of DOSSP support is a continuous process of initiative, investigation, 
and evaluation. Such documents as the ACSI Sensitive Installation and 
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Unit List and other sensitive activities listings are helpful, but not 
comprehensive. Each field element must do all within its capabilities 
to insure they are aware of all significant Anr\y activities in their 
AOR. Once this grasp of the local environment is obtained, prioritization 
based on available manpower, desires of supported activities, information 
from intelligence channels, and perceived security sensitivity of the 
supported activity is made to determine if DOSSP support is appropriate. 
Security sensitivity is the most important aspect in determining if an 
activity requires support. Determination of security sensitivity must 
be based on the importance of the activity to US national security as 
well as the potential benefit to be derived by a hostile element if they 
were to obtain details about the activity. 

2-4. Covering Agent Functions: 

a. Threat: The Covering Agent must be an expert in the threat to 
the activity he has been detailed to support. This can be accomplished 
only by thorough study of national threat data, review of periodic 
intelligence updates, and liaison with local, state, and federal agencies, 
as well as their foreign equivalents, where appropriate, in order to 
develop local threat. Refinement of this threat to manageable size is 
based on a thorough knowledge of the supported command. 

b. Knowledge: OPSEC support to an activity is predicated upon a 
thorough knowledge of that activity. There is no easy way to obtain 
this knowledge other than extensive research into the organization's 
mission, functions, and organization. An initial step in this direction 
is the reading of Army Regulations and Field Manuals pertaining to the 
activity. Briefings from activity personnel, study of organization and 
functions manuals, test plans, contingency and operations plans, and 
related documents are the means for building a comprehensive data base. 

Even after building this initial base, a systematic plan for obtaining 
data on an on going basis should be instituted, i.e., daily bulletins, 
test schedules, briefings, and test plan changes. While expertise in 
SIGSEC and IMAGERY Security by Cl Agents is not required, familiarity 
with basic concepts is. A primary goal of the USAINSCOM OPSEC Support 
Program is to provide Army elements a single point of contact for ob¬ 
taining MI support, be it SIGSEC, IMAGERY Security, or Counterintelligence. 

c. Execution: Success in the OPSEC support area is based on the 
willingness of the covering agent to cast himself in the role of an all 
source agent and his innovative application of investigative skills in 
developing threat and vulnerability data, use of deductive reasoning, 
common sense, and gaining the confidence and respect of the personnel of 
the supported command. If the confidence of workers at all echelons of 
the supported command can be gained, their willingness to provide candid 
assessments of vulnerabilities within the activity will become the 
Covering Agent's best asset. The CA may know a lot about an activity, 
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but the actual workers know a great deal more. Their experience makes 
them much more able to relate security weaknesses if they appreciate the 
threat. 

d. Recording: Methodical recording of threat, vulnerabilities, 
unusual incidents, ideas, and recommendations is essential in building a 
successful DOSSP. This allows the CA to evaluate comprehensiveness of 
local hostile intelligence targeting, determine patterns, and fit together 
isolated incidents, and provides continuity of support as personnel are 
transferred. A srnplt w o rkb oo k i s inc l uded >s figure- 1; 

e. Reporting: Other than the maintenance of workbooks, no formal 
reporting requirements are imposed on covering agents except in extenuating 
circumstance of intense, critical stages of support. CA’s will keep the 
chain of command informed of significant activities. 




IASO-SA 


SUBJECT! Import of Internal Counterintelligence Program (ICIP) 
Operation (U) 


BQDA (DAMX-CIC/Ma Brennan) 
WASH DC 20310 


1. Submitted herewith is the status report, 1st Qunrter, FY 79, for 

ICIP'Operation LENTIL MONKEY (0), During the reporting period the opera¬ 
tion produced two Summaries of Information, one Source Lead Development 
Report,.35 Contact Reports and 40 Agent ReportB. 


2. LENTIL MONKEY (U), supporting the Defense Language Institute, 

Foreign Language Center (DLIFLC), Presidio of Monterey. CA, is the only 
CONUS ICIP being conducted. However, the type information generally 
developed from the project, and this Cotnnand’s current investigative and 
reporting authority, suggest that a different type program would be better 
suited to provide the required security assistance for DLIFLC. A Dedicated 
Operations Security Support Program (DOSSP) aould effectively replace the 
ICIP without employing confidential sources and be readily implemented by 
the 902d Military Intelligence Croup with existing personnel assets. At 
inclosure two la an extract from the USAINSCCM OPSEC Support Procedures 
Manual which describes the DOSSP. 


3. tQT The general concept and recommendations to replace ICIP LENTIL 
MDNKEt (U) with a DOSSP have bean discussed and concurred in by the 
Cosssandant and Security Officar at DLIFLC. The operational concept would 
ba tailorad to satisfy local sacurlty requirements unique to DLIFLC, 


4V^ip&> In view of the above, request authority to terminate ICIP LENTIL 
MONKc? (U). Concurrent with termination of the ICIP, a DOSSP for DLIFLC will 
be laplaaented. 


WILLIAM I. JENNINGS 
Special Assistant (OPS) 
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Military Intelligence 

DIRECT SUPPORT COMPREHENSIVE COUNTERINTELLIGENCE PROGRAM (DSCCP) 


1. (U) REFERENCES: See APPENDIX A. 

2. (0) PURPOSE: This pamphlet establishes policy, guidance, and standard¬ 
ized procedures for the conduct of all-souree, multi-discipline counterintel¬ 
ligence support within the 902d MI Group’s area of operation. 


a. The Commander, 902d MI Group, has the responsibility to notify 
commanders of Army installations and units in the group’s area of operation 
when: 

(1) Any situation or condition exists that poses a threat to the 
internal security of that Army element. 

(2) Any situation exists that might adversely affect the commander's 
capability to perform his mission. 

_(3) Information indicates a probable employement of military resources 
to counter a threat to the installation. 

In order to acquire information of situations or conditions that may pose a 
threat to the supported commander, field elements must aggressively seek it 
and not wait for it to be reported through normal sequence of events. This 
is particularly essential for those units/installations- declared to be crit¬ 
ical sensitive. 


b. The DSCCP is one of a series of graduated intensity counterintelli¬ 
gence programs designed to provide the proper coverage based on the security 
vulnerability of a particular installation. In relationship to other gradu¬ 
ated counterintelligence programs listed in USAINTA Regulation 381-100, the 
DSCCP would, in certain instances, serve as a means of identifying the need 
for programs of greater intensity such as SVAs, or SAVES, or, in other in¬ 
stances, may serve as follow-up support subsequent to such intensified 
services. It provides the broad spectrum of coverage to include a multi¬ 
discipline approach with provisions that the information gathered be report¬ 
ed expeditiously to the responsible commander. The program systematically 
focuses on providing threat information on the most critical area within 


the target installa 
supported commander 


i in order to provide the required informat 
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c. This program is not synonymous with, nor is it identifiable 
with, the Internal Counterintelligence Program, Special Operations as 
defined in FM 30-17A, or the Special Covert Operational Personnel Insertion 
<SCOPl) as defined in OSJUNTS Regulation 381-100. 

4. fO) C0MCEP7: L f- 

- X- ' . •> ■ 

a. .JJEbe Direct Support OMprehensive Counterintelligence Program 
XD6CCP) lia^an Overt, dadicated counterintelligence Security support 

( program wt^tfc the objective of detecting or anticipating situations and 
iHstqm If&pm any source { KhaNT/SJiilirr/PflOTIHT} which are or may become 
to the aecprlty posture £f,th* •■worted installation. It 
a Direct Support Special Agent <DSSA) in an overt continuous 
^goiriog^information and providing it to the commander in a 
^timely manner, while concurrently providing .sound recommendations for 
the reduction and/or elimination of security hazards, vulnerabilities on 
threats posed by hostile factors. 

b. The DSSA obtains the required information from overt investi¬ 
gative activities and from a number and variety of sources and contacts 
within and in the vicinity of the supported installation. Confidential 
sources are not utilized. He is fully supported in this task .by the 
intervening echelons at Field Offices, Group, and USAINTA. 

c. The DSCCP is a complementary service provided to the supported 
commander to assist him in improving the security posture of his instal¬ 
lation. It is not intended.to duplicate nor to usurp the functions and 
responsibilities of the G-2 or of the Security Manager. 

5. (U) RESPONSIBILITIES: 

a. The Commander, 902d MI Group, is the approving authority for all 
DSCCP operations conducted within the group's area of operation. 

b. The S3, 902d MI Group is responsible for the following: 

(1) Coordinating the selection of units/installations as candi¬ 
dates for DSCCP with the appropriate USAINTA staff elements. 

(2) . Monitoring DSCCP operations on a continuing basis and periodic¬ 
ally informing appropriate USAINTA staff elements of their progress. 

...(3) Conducting an annual review of each DSCCP operation to deter¬ 
mine if it is still necessary and if so, to asure that it remains viable. 

-c. Pield Office- Commanders are responsible for the following: 

(1) Initiating proposed DSCCP operations for installations located 
within their areas of operation. 

^ • S m 
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(2) Conducting DSCCP operations within their area after approval by 
the Group Commander and coordination with the supported commanders. 

(3) Designating the DSSA for each DSCCP operation, providing follow- 
up st^port, and arranging for DSSA clearance and access to compairtmented 

information as required. 

( 4 ) Briefing of the supported companders on the results of DSCCP 
y*-' operation at regular intervals per mutual agreements. 




(5) Establish procedures to maintain oontinuity of the program 
;during absences of the DSSA. When possible, an alternate DSSA will be 

«ssignadi^.^ 




PROCEDURES AND SCOPE: 


(u) The designation of installations or Army elements as can¬ 
didates for the DSCCP will be a coordinated action between the Field 
Office Commander and the supported commander. In some cases,.the action 
may be directed by the Group Commander or USAINTA following a request for 
special counterintelligence support from a major commander. Regardless 
of the origin of the request, DSCCP operations will always be conducted 
with the full consent and knowledge of the supported commander. 


b. The selection of installations to be considered for the 

DSCCP must be discriminatory and based on a genuine need for this man¬ 
power intensive service in order to avoid over-commitment of assets. 

The target installation must be one that is on the ACSI Sensitive 
Installation and Unit List (SXUL) and one that is a potential or actual 
target of hostile intelligence services. It is recognized that some 
field offices and resident offices have numerous sensitive installa¬ 
tions in their area, many of which may be categorized as critical. 
Therefore, it is essential that each FO/RD maintain a listing of these 
installations in order of priority. In determining the order of prior¬ 
ity, factors such as mission sensitivity, and impact of compromise on 
the security of the United States, etc., will all have to be analyzed 
and a value judgement must be made based upon actual knowledge of the 
local conditions, as to which installation has a greater need for special 
installations heading the list will get first consideration. 

Proposed concept will be submitted to the Group Commander 
approval. The letter will indicate the installation com¬ 
mander's concurrence in the program. The concept will contain a listing 
of missions, sensitivities, and those internal and external factors which 
nay pose a threat to the installation. Vulnerabilities to human sources. 


support. The 




by letter for 
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communications intercept, overhead, and ground photography, and other appro¬ 
priate technical/scientific factors will be included if known. This infor¬ 
mation will be extracted from the target analysis (Para 7a) or from the 
SVA if one has been completed. The concept must address actions to be 

taken to detect and counter these threats. 


r 

W' 


d. <D) Occasional expenditures of 1CF in support of this program is 
authorized and will be processed in compliance with the provisions of AR 
3B1-141 wad USAINTA Regulation 381-1. Recurring expenditures will be sup¬ 
ported by a formal request for authority if such expenditures are antici¬ 
pated. 

(itt The conduct of investigations of and storage of information 
concerning persons and organizations not affiliated with the Department 
of Defense are prohibited unless authorized under the provisions of AR 
380-13. 




GUIDELINES: 


The actions listed below are considered to be minimum, essential for the 
implementation of this program and are not to be considered as all-encom¬ 
passing. They should be modified as appropriate to meet situations and 
needs peculiar to the supported installation. Common sense and experience 
will likely dictate additional or supplementary means to be employed in 
order to successfully attain the objective. 


a. (u) Conduct a target analysis of the unit/installation to iden¬ 
tify, in order of priority, the most critical and vulnerable areas and the 
multi-discipline threats to which they are exposed. Reference will be 
made to the following: USAINTA Security Support Bulletins, "THREAT" Man¬ 
uals, completed SVA/SAVE Reports, Cl Survey and Inspection Reports, PM/KP 
Crime Statistics and Incident Reports, and Communications Security Reports, 
when available and applicable. The original copy of the analysis will be 
maintained at the FO/RO level. Appropriate data will be extracted and 
included in the initial Quarterly Progress Report. The analysis should 
be reviewed and updated periodically in subsequent Quarterly Progress 
Reports. 


b. (□) Assign a mature, experienced MI Special Agent as a Direct 
Support Special Agent (DSSA) to provide all-source direct support to the 
supported commander or his designated representative. The DSSA must be¬ 
come intimately knowledgeable of the supported consnand's mission, func¬ 
tions, security status and vulnerabilities. As the program will be 
overt in nature, the DSSA will be known as the primary USAINTA point of 
contact to all within the supported units/installations. The DSSA will 
require a TOP SECRET clearance and an SI/SAO special access. 
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The task of the DSSA is to develop a sufficient number 
of sourced of information to provide the best possible coverage to the 
unit/installation and personnel of the element to detect security vul¬ 
nerabilities, and make sound recommendations for their reduction and/or 
elimination. The DSSA should work closely with the security manager to 
coordinate appropriate matters and to avoid duplication of effort. How¬ 
ever, care should be taken not to duplicate or usurp functions and re¬ 
sponsibilities rightfully assigned to the security manager. 


(1) Human sources of information will include Conventional Sources 
(Incidental, Casual, and Official) and Liaison Contacts as described in 
Chapter 6, Fit 30-17. Confidential Human Sources will not be utilized. 
Anonymity may be provided through the provisions of the Privacy Act of 
1974 when the source so requests. The association between the DSSA and 
Conventional Sources or Liaison Contacts will not normally be classified. 

(2) Maximum use will also be made of Documentary and Technical/ 
Materiel Sources to include, but not be limited to, SATRAN Messages, 
Department of the Army intelligence publications and/or bulletins 

- USAINTA Security Support Bulletins and ••THREAT" Manuals,* SAVE/SVA re¬ 
ports; Military Police Reports, and Serious Incident Reports. Special 
attention should be paid to message traffic concerning alerts, advisor¬ 
ies or warnings concerning events or situations affecting the supported 
command. 

A contact card file will be maintained at the supporting 
office to'identify conventional sources and liaison contacts. This file 
will be integrated into the existing contact card file already established 
for use in the routine mission of the FO/RO. It must be readily available 
for DSSA personnel at all times. Individual cards will be annetated 
when the contact is in support of a specific DSCCP operation. LACs will 
be conducted on casual sources with the results reflected in the contact 
card file. 

Consideration should be given to conducting a system¬ 
atic review of the dossiers of personnel occupying key and sensitive 
positions to insure that all such personnel have been properly cleared 
and to determine if unresolved security matters exist. This issue will 
be discussed with the supported commander if such a review is deemed 
necessary, the DSSA should recommend that the commander undertake the 
action. If the commander requests that the review be conducted by the 
DSSA, then the matter will be referred to group headquarters where re¬ 
solution will be made in conjunction with the appropriate USAINTA staff 
elements. The DSSA may assist the supported command in the review of 
dossiers but may not take any investigative action to resolve issues. 

He will advise the supported command to submit requests to USAINTA when¬ 
ever investigative action is indicated. 



8*7 



I 


902d MI Group PamphJ^/ 
No. 381-3 


M 

f .V JM) W Reporting of Information: 


22 April 1976 


(1) (U) To the local commander: Information of counterintelligence 

interest affecting the security posture of the unit/installation will be 
reported to the supported commander or his designated representative in 
a timely and complete manner. The information may be reported orally, 
by Agent Report format, or by Summary of Information (SOI) format, as 
appropriate. While most items of information will be passed on an 
oral basis only, there may be certain instances when the commander will 
desire written reports from the DSSA to be later attached as backup 
information to his Request for Investigation. In these instances, ARs 
con taining the adverse allegation may be passed when the full consent of 
the sources of the information has been obtained, however, when a 
source of information desires confidentiality, to protect the source, 
the t>SSA can then pass in the information only on an oral basis; or by 
SOI format. Regardless of the manner in which the information was 
passed to the supported command, a report of the information provided to 
the supported command will be summarized in the Quarterly Progress 
Report to this headquarters with an indication of the actions taken by 
the supported command (see Para 7h below). 


(2) (U) Other; Information of counterintelligence interest to 

the intelligence community or other agencies will be reported in accor¬ 
dance with established procedures utilizing normal reporting vehicles 
such as oral reports. Agent Reports, Spot Reports or Summaries of 
Information as appropriate. Information reports will be classified 
according to their content. Such reports will indicate when and to whom 
the information was passed and what action the command has taken or 
plans to take. Subject blocks, special warning notices and Privacy Act 
caveats, etc., will be those utilized in established investigative 
activity procedures. (AR 381-20 and USAINTA Reg 381-100). 


(3) (U) When fragmentary information of counterintelligence in¬ 

terest is initially surfaced, the DSSA will attempt to determine whether 
or not the information is credible prior to reporting it to the supported 
Commander. Preliminary checks may be made only to the extent authorized 
in para 3-6, USAINTA Reg 380-100. Should this prove to be insufficient 
to establish the credibility of the information, the DSSA will then 
refer the matter to group headquarters for coordination with USAINTA. 
Credible information concerning a member of the supported command should 
be used to simport a formal Request for Investigation to USAINTA. 


The supported commander or his designated representative 
will be.orally briefed on all items of threat information concerning his 
command, or be provided written reports as appropriate. Examples of the 
types of threat information include satellite overflights, Soviet bloc 
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country commercial overflights, communications intercept capabilities/ 
vulnerabilities from air, ground or water, personnel security vulner¬ 
abilities and others as listed below. Depending upon the source of the 
information and its previous distribution within the intelligence com¬ 
munity, the information may be passed laterally or to higher echelons in 
accordance with established reporting requirements. All information 
gleaned from the operation will be briefly summarized in the Quarterly 
Progress Report. 

g. (0) A list of EEX will be developed by the DSSA in order to 
focus specialized coverage on the specific requirements of the local 
situation and the supported conznander. Examples of EEI are attached at 

.APPENDIX Jti. It should be noted that the EEI contain items of specific 
interest to the supported commander and other items that pertain to lead 
material, foe use by the US Army intelligence community. A copy of the 
developed EEI list will be attached to the initial Quarterly Progress 
Report. 

h. (U) A Quarterly Status Report in the format contained at 
APPENDIX C will be submitted to Group Headquarters no later than 10 
working days following each calendar quarter. The first report will be 
due after the completion of the first full quarter of operation after 
initiation. The report should reflect the developments and proc;ress of 
the operation, problems encountered, information obtained durincf the 
reporting period, future actions contemplated and lessons learnesd or 
recommendations as appropriate. 

8. <U) Reducing Vulnerabilities: Once a security weakness or hazard 
has been identified, the DSSA then has the responsibility to make sound 
recommendations for corrective actions to be taken by the supported 
commander to reduce or eliminate them. In making these recommendations, 
the DSSA must use good judgement based upon his background and experi¬ 
ence, cost verses absolute security, knowledge of similar instances, 
common sense, and an intimate knowledge of those technical and/or 
specialized security services and/or investigations available to the 
supported commander from other USAINTA elements. Each corrective action 
must be viable, made on its own merit, be practical and be within the 
capability of the supported command. USAINTA Security Support Bulletins 
contain excellent examples of "quick-fix" solutions. In those rare 
instances when corrective actions cannot be accomplished due to cost 
restrictions or limited resources available to the command, the comman¬ 
der must be made aware of, and accept the possible security risk(s) 
involved. 

It is visualized that situations, incidents or conditions may 
be uncovered which could have serious deleterious effect on the security 
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posture of the installation and could not be resolved through the tech¬ 
niques of the DSCCP. In these cases, the matter should be expeditiously 
referred to Group Headquarters where it will be brought to USAINTA’s 
attention for resolution, considering ICIPs, SCOPIs, Special Operations, 
or other more sophisticated methods. 


10. (U) The application of the DSCCP to a supported installation is a 

special effort and will probably require the services of the DSSA on a 
near full time basis with additional manhours of support furnished by F0 
and Group Headquarters. Consequently, FO Commanders and R0 SAlCs should 
proceed with caution in offering this service to commanders to prevent 
over-extending their resources, nevertheless, the DSSA approach of the 
DSCCP is sound and could well be applied to other installations in the 
area of operations but to a much lesser degree than in the DSCCP. This 
should be done as a routine matter and no formal approval is required. 
Thus, one HI Special Agent could become the DSSA to several installa¬ 
tions of lower priority. 


11. (U) This pamphlet provides policy and guidance for 902d Ml Group 

personnel in the conduct of all-source, multi-discipline counterintel¬ 
ligence support within the area of responsibility of the 902d Ml' Group. 
It complements existing US Army Regulations, USA1NTA Regulations; and 
USAINTA policy and guidance. Nothing in this pamphlet shall be con¬ 
strued to contravene or to be in conflict with existing US Army or 
USAINTA policy. In the event that possible conflicts may arise, the 
provisions of existing US Army and/or USAINTA policy will apply. Any 
questions pertaining to possible conflict of the provisions of this 
pamphlet with existing policy will be addressed to this headquarters, 
ATTN: MIIA-GPB-AC, for further staffing with appropriate USAINTA staff 
elements. Comments and recommendations are encouraged and should be 
submitted on DA Form 2028 (Recommended Changes to Publications) to this 
headquarters for consideration and staffing. 
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REFERENCES 


1. Army Regulations: 

a. AR 18-7, Army Information and Data Systems, Data Processing 
Installation Management, Procedures, and Standards. 

b. AR 190-13, the Army Physical Security Program 


C. AR 340-21, Office Management, The Army Privacy Program. 

-4U AR 380-5, Security, Department of the Army Supplement to DOD 
5200.1-R (DODISPR). 

e* yz) AR 380-10, Department of the Army Policy for Disclosure of 
Military Information to Foreign Governments (U). 


f. AR 360-13, Security, Acquisition and Storage of Information 
Concerning Non-Affiliated Persons and Organizations. 

g. AR 380-150, Access to and Dissemination of Restricted Data. - 

Ti/ 

h* AR 3B1-3, Signals Intelligence (SIGINT) (U). 

i. AR 381-11, Military Intelligence, Threat Analysis. 

j, AR 381-12, Subversion and Espionage Directed Against OS Army 
and Deliberate Security Violations (Short Title: SAEDA). 


k. AR 381-12-1, Processing of SAEDA Incidents (U) . 

l . AR 381-14, Counterintelligence - Technical Surveillance 
Countermeasures (U). 

AR 381-15, Military Intelligence, Domestic Exploitation 


Program 


im (U) 


n. AR 381-20, 
(Cl) Activities. 


Military Intelligence, US Army Counterintelligence 


o. AR 381-141, Military Intelligence, Provisions for Admin¬ 

istrations Supervision, Control and use of Intelligence Contingency Funds 
(ICF ) 1 (U) 










AR 530-1, Operational Security (U) . 

AR 530-2, Communications Security (U)- 


AR 530-3, Electronics Security (U) . 

s. SJ^) AR 530-4, Control of Compromising Emanations (U) . 

t. AR 604-5, Clearance oE Personnel for Access to Classified Defense 
Information and Material. 

u. AR 604-10, Military Personnel Security Program. 


2 . DOD Publications; 

a. DOD 5200.1-R, Information Security Program Regulation. 

b. (SI) DOD 5200.IF (M-2) Special Security Manual 

c. DOD 5200.28-M, ADP Security Manual 

d. DOD 5220-22-M, Industrial Security Manual for Safeguarding Classified 
Information. 

e. DIAM 50-3, Physical Security Standards for Sensitive Compartmented 
Information Facilities. 

3. Field Manuals: 

a. FM 19-30, Physical Security. 

b. FM 30-17, Counterintelligence Operations. 

4. ACSI, DA Publications. 

a. OACSI Sensitive Installation and Unit List (SIUL). 
b- AARGRAMs (as applicable). 

5. USAINTA Publications. 

a. USAINTA Reg 10-2, Organization and Functions Manual. 

b. USAINTA Reg 381-1, ICF (U) 

, c . USAINTA Reg 381-100, Counterintelligence Activities and Procedures, 
a. USAINTA Security Support Bulletins (U). 
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e. USAINTA Security Support Program Manual "THREAT 1 ( 

f. / J^) USAINTA Security Support Program Manual "Operation 

g. USAINTA Security Support Program Computer Security Marx 

h. USAINTA Daily Operational Reports (as applicable). 

i. OSAINTA Supplement to AR 380-5. 

6. 902d MI Group Publications: 

.-V" 902d MI Group Pamphlet 380-2, Security, SATRAN 
Reports (U). 


b. 902d MI Group Daily Operational Reports (as applicable:) 








APPENDIX B TO 902P MI GROUP PAMPHLET 381-3 


ESSENTIAL ELEMENTS OF INFORMATION (EEI) 

l-^dS^ GENERAL: In devising EEI applicable to the supported instal- 
lati^fo, each one of the multi-discipline threats must be examined in 
conjunction with the mission and situation of the particular target. 

The actual or potential vulnerabilities thereby conceived become EEI 
affecting the supported installation. Since each installation has its 
own specific situation, it is inoperative that the DSSA work very closely 
with a representative of the supported installation in order to arrive 
at an EEI listing tailored to the specific needs of the command. The 
references listed at APPENDIX A provide background information and 
guidance in devising EEI. Many of the areas covered by these references, 
which heretofore have been of little concern to the Special Agent, are 
now essential elements of knowledge to the DSSA if he is to successfully 
accomplish his mission under the DSCCP concept. This is particularly 
necessary in the areas of SIGINT, PHOTINT, OPSEC and Computer Security, 
Listed below are sample EEI for each category. These EEI are basic and 
are only a partial listing provided as an aid in developing a list 
peculiar to the supported command. Some of the items may not be germane 
to every DSSA but are included as nuclei for possible development of new 
or related ideas. The final EEI list prepared by the DSSA should include 
the source or sources that can provide the required information. 


2 HUMINT: The following elements are those normally attributed to 

collection or exploitation by human intelligence sources. The information 
will usually be obtained by various HUMINT sources, personal observation 
by the DSSA and liaison contacts: 


a. HOIS subscriptions or regular acquisition of local and post 
newspapers and periodicals. Sources: LNO contacts and USAINTA. 

b. Deliberate compromise of classified information or unauthor¬ 
ized release of military information to representatives of foreign 
governments (ARs 380-5, 380-10, 381-12 and 381-12-1) 

c- Public information releases and local newspaper articles 
revealing unclassified but useful (to HOIS) information regarding 
the command. 

d. Theft, suspected theft, or unauthorized reproduction of 
classified documents and or material. 

e. Reported or suspected blackmail or coercion of individuals 
employed within the supported command. 
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f. Actual or attempted physical breaches of restricted area 
perimeter security, external or internal. 

g. Early detection of persons whose activities and/or character 
weaknesses nay render them vulnerable to hostile intelligence exploit¬ 
ation. Suitability factors may include; 

{1) Excessive indebtedness or recurring financial difficulties. 

(2) Unexplained affluence. 

iJ) Conduct rendering the individual vulnerable to pressure, such 
as homosexual, criminal or inaooral acts. 

(4) Excessive use of alcoholic beverages or improper use of drugs 

or narcotics. 

(SJ Mental or emotional instability or history thereof. 

(6) Those who attempt to commit suicide. 

(7) Drastic changes in behavior to indicate possible unexplained 
pressures being brought to bear. 

h. Personnel who regularly and voluntarily work during non-duty 
hours when unobserved access to classified data is possible. 



i. Sudden unexplained or inadequately explained absences from 


j. Membership in, or association with members of organizations 

constituting a local threat against the US Army as defined in &R 380-13. . 7*1 

k. Unsolicited correspondence from individuals, organizations or 
addressees known to be a threat to the US Army. 

l. Allegations or denunciations of espionage or sabotage on the 
■ sensitive installation personnel. 

‘ PHOTINT: This pertains to intelligence obtained by means of 
phonography, mainly through HOIS satellites or HOIS commercial aircraft. 

Also included must be threats posed by hand-held cameras operated from 
low-flying private aircraft and ground-level photography conducted from 
areas outside the perimeter of the installation. Photography from sea¬ 
borne platforms should be considered at installations located near 
international waters. Sources of information for this type of data are 
documentary sources such as SATRAN messages, schedules of tests, opera¬ 
tions and troop movements, as well as results of liaison contacts and 
personal observations. Some sample EEI are as follows: 
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a. Following activities during periods of scheduled overflights by 
HOIS satellites and commercial aircraft; 

(1) Large and significant training exercises. 

(2) Testing of equipment and/or techniques in the open. 

(3) Uncamouflaged new or sensitive equipment. 

(4) Other significant movements and activities. 

(5) Concentration of transportation equipment, i.e., transports, 

etc. 

b. Build up of major item stockpiles in the open. 

c. Gradual build up of facilities at a test site. 

d. Repeated violation of air restricted zones by commercial/private 
planes. 

e. Appearance of private aircraft during classified, or significant 
tests/demonstrations. 

f. Placing, operating or testing of new, significant or classified 
equipment in areas exposed to the public. 

g. Sudden appearance of camera-carrying "tourists" in the vicinity, 
coinciding with the scheduling of new, unusual and/or classified activity. 

h. Unobstructed windows and apertures in areas where classified 
matters are handled, permitting observation and photography from uncontrolled 
areas. 


i. Foreign vessels, particularly from East Bloc Countries, appear- 
ina off-coast of installations near international waters. 


4.^84 SIGINT: Signal intelligence is derived from the intercept and 
analysis of communications, COMINT, and from communications electromagnetic 
radiations, ELINT. HOIS SIGINT collection against US facilities is 
accomplished from air-borne, sea-borne, and land-based platforms. HOIS 
capabilities in this field are described in the USAINTA Threat Manual and 
additional information as to specific threat to the supported installation 
may be found in reports of SVAs and SAVEs and/or requested from USAINTA. 

The field of SIGINT is a very complex and specialized one. Adequate 
protection of a command/installation from HOIS SIGINT collection requires 
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the application of Signal Security (SIGSEC) which includes Corcrnunications 
Security (COMSEC ^, and Electronic Security (ELSEC). COMSEC measures are 
applied to telecommunications systems and has four components; crypto 
security, physical security, transmission security and emmission security. 

EESEC pertains to protective measures applied to electromagnetic radiation 
of non-communications equipment and systems to prevent the interception, 
analysis or exploitation of those radiations by foreign intelligence. The 
DSSA must become sufficiently familiar with the above subjects in order to 
recognise vulnerabilities, and know when to recommend a request for technical 
assistance. References lh, 1, p, q, r, s, and 5d and e in APPENDIX'A will 
provide additional information. Furthermore, the DSSA must work closely 
with the staff element having responsiblity for SIGSEC of the supported 
installation. The EEI selected will be the type that can be fulfilled 
by human sources, preferably located in communication/electronics work 
areas. Some EEI common to SIGINT are located in para lc, Appendix to 
AR S30-1- Other sample EEI follow: 

a. Conducting tests on new or sensitive radars and other non¬ 
communication emmitters within range of land based, air-borne or sea-borne 
HOIS ELINT platforms. 

b. Installing and operating electrically operated, information¬ 
processing equipment which handles classified information without the 
application of compromising emanations control measures. 

c. Poor telephone security to include: 

(1) Discussion of classified matters over Autovon and commercial 
telephone systems. 


(2) Discussions of upcoming events which can provide tipoffs to 
classified activities. 


{3> Use of double talk in reference to classified messages. 




(4) Reading/quoting verbatim portions of classified matters. 


OTHER EEI: The following items are of interest to the US Army 
intelligence community and will be forwarded to this headquarters by 
Agent Report format for appropriate action. A statement in Agents Notes 
will indicate if and how the information has been reported through other 
appropriate channels. As the information will be passed to USAINTA for 
possible exploitation bt the Special Operations Detachment or the Director 
of Operations as appropriate, the Agent Reports will be classified 
CONFIDENTIAL-NO FOREIGN DISSEM. Normally this information is not passed 
to the local commander other than to insure that other proper reporting 
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procedures are being followed by the command. 

a. Identification and extent of foreign contacts of military and 
DOD civilian personnel, with emphasis on Soviet bloc countries. 

b. Intended foreign travel of military or DOD civilian personnel 
to Soviet bloc countries or attendance at social or official functions 
at which Soviet bloc countries are present. 

c. Foreign business or professional connections and the extent 
thereof of military and DOD civilian personnel and their families, with 
emphasis on Soviet bloc countries. 

d. Solicitation by foreign national or organizations of personal 
or official information through official or unofficial channels. 

e. Invitations by non-US Government organizations or individuals 
to members of the supported command to Participate in conferences or 
symposia or to submit papers for publications in professional journals 
on activities related to their government employment. 
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APPENDIX C TO 902D MI GROUP PAMPHLET 381-3 


DSCCP QUARTERLY PROGRESS REPORT 


1. (11) IDENTIFY: (Name of 902d MI Group Field Element providing support). 

2. (U) SUPPORTED COMMAND: (The activity(ies) receiving the support and the 
major command(s) involved.) 


3. ( ) TOSCST ANALYSIS: (In the initial report summarize the results 
of target analyses conducted for all activities, installations, or 
separate elements designated and included in the program, by order of 
priority of support. Subordinate elements large enough to be designated 
sub-targets will be listed in subparagraphs. In subsequent reports, 
indicate only changes as they occur.) 

4. { ) QUARTERLY BRIEFING OF SUPPORTED COMMAND 

a. Circumstances: In brief narrative form, cite date(s), identities 

of all persons present, and subjects discussed and results of the briefing(s). 

b. Recapitulation of Operational Progress During the Period : In 
as many subparagraphs as may be required, cite significant developments 
as pertain to development of the program, improvements in target coverage, 
and any operational readjustments made during the period. In citing 
specific items of interest, identify each by making reference to the 
appropriate reports made during the reporting period which contained 
details of the topic discussed with the commanders, if applicable. 


c» Significant Counterintelligence Information Developed : In as 
many subparagraphs as may be required, cite identities of personalities, 
incidents, or groups discussed with reference to the report previously 
submitted. 

5. ( ) INFORMATION SUBMITTED: 


result: 

Subject 

b. 

Subject 
6 . ( ) 


To the local commander and actions implemented or taken as a 

Type Information Developed Action Taken Date of Action 

To the intelligence community; 

Type Information Developed To whom reported 

COMMENTS, REMARKS AND RECOMMENDATIONS: 


In this paragraph, indicate any general remarks or indications of special 





interest shown by the supported command that are not covered in above 
paragraphs. These remarks should reflect the commander's assessment of 
the viability of the program, whether it is meeting the objectives and 
achievements as he sees them, and any problems and/or recommendations. 
Also indicated the extent with which the commander or his representative 
has cooperated with the FO/RO and/or this group and any pertinent remarks 
which could serve to improve the DSCCP support to the command. Where 
problem areas have been encountered, findings and recommended solutions 
will be provided. Lessons learned should be included to assist in the 
planning and implementation of other operations. A statement will be 
entered as to whether any information concerning non-af filiated DOD 
civilians or organisations was reported (AR 380-13}. If affirmative, 
reference specific report or attach copy. Utilize subparagraphs to 
explain or amplify information or data reported. 

NOTE: Classify each paragraph according to its consent. Because of the 
distribution of this report, care must be taken to insure that, the 
contents of the report do not reveal SI/SAO access material. An example 
of this would be to include the Statement "three items of PHOTINT 

information, reference messages ,_, and_, were received 

and passed to the supported command. Appropriate actions were taken", 
without revealing the SI/SAO information contained within the reference 
messages. 
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’ -i 1. Attaatiftd «t | la Operation Plan for IC3P, Lentil Monkey (U), 
ssp^-,- l o c ated at the Oafenae Language Institute (DLI), Presidio of Konterey, 


2. Attached at TA^B are the Quarterly Summaries on Lentil Monkey (U) 

for FT 78* 


3. Attached at 
imping cons 


TAB C 
Merei 


is an FBI report on an individual who <| 
for employment at DLI. 


in 


I4. In December 1978, discussion with SOD personnel concerning this 
ICIP revealed that subject ICIP would be terminated in early 1979* 

As you know. Bob Wright has an action before "higher authority" regard¬ 
ing a change in the definition of serveillapaanoe. My concern has been 
whether or not ICIP violates the definition used in the E.O. The DOD 
ID appears to be satisfied that it does not. With the termination of 
Lentil Monkey the question from my concern becomes academic. Accord¬ 
ing to SOD, Lentil Monkey (D) will be replaced with another plan that 
will be administered by the 902d KID end will eliminate the area of 
concern. 






BeG R ft OEO^ C ^ SS ' P6 ° 
ON SEP ^AmFOWPC 


-^ONFmm 

nn 




OPERATIC*: PLAN LENTIL MONKEY (0) 25 ianuiry 1978 


- v '! INTERNAL COUNTERINTELLIGENCE PROGRAM (ICIP) 

Qx) l 

1. Hussion, Background, Objectives, & Base oi Operations : 

l . Mission. To provide counterintelligence suppo-i, security support 
and cperationa security support to the Defense Language Institute (DLI), 
located at the Presidio of Monterey, CA, 

i 

.•v-, b. Background. Ref b designated the Secretary of the Array as 

Executive Agent for the Defense Language Program and :asked rle Department 
^ the Arwy to control the program. Military Intelligence received the 

above etat<-d Mission. The Commandant, DLI requested by ref j, the 
laple/ientatlon of an Aggressive Counierint- lligenc.e Program. This program 
. 1* HJV known as ar. Internal Counterintelligence Program (ICIP). A target 
vulnerability analysis, conducted by the 115th M: Group In Merch 1968, 
lndl:ated the request was fully Justified. Additionally, information 
« ontained In ref b continues to support jthis deterniiiation. 

c. Objectives. i 

I 

(’) To attempt to identify as early as possible specific hostile 
^ Intelligence collection operations or threats to the DLI to allov neu¬ 
tralization or exploitation of offensive counterintelligence operations 
of such hostile threats and/or operations. 


(2) To Identify those activities, practices and/or personnel within 
>^DLI that pose potential or existent sscurity threats and to neutralize 
threats so idencifiad. Specific target areas are identified by priority 
in Annex B. 

d. Base of DLI Operations. 

(1) Project Case Officer (PCC): A day office ir located at the US 

Navy Post Graduate School in proximity tjo, but, phjsicaliy separated from 
the Presidio of Monterey. j 

(2) Project Liairon Officer (PLO): - Presidio of Monterey. 


a. Project Case Officer, 
fc. Project Liaisqn Officer 


^CDR, USA1NSCCM 
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OPERATION PLAN LENTIL MONKEY (0) 


e. Sources: To be recruited as available fro® members of the 
•tudeut body, staff end faculty of DLI. 

d. Control Personnel: See Annex C, (Knovledgeability List). 

3, Cover and Documentation: 


Concept of Operations: 


(1) The ICIP operation will be implemented by the coordinated 

utilization of overt liaison contacts, conventional sources and confi- j 
dcntlal sources. Priority of source recruitment vill be in accordance , 
with the target priorities estab lished In Annex B and based on expressed 
or demonstrated needs of the DLI Commandant. The PLO will constantly 
spot, assess and recruit potential Confidential Sources for utilisation 
in priority target areas. J 

(2) ' Each individual and source involved In the conduct or control 

of this ICIP will be briefed on and comply with current policies and 
constraints pertaining to counterincelligence operations and other 
activities as they canceln persons and orjgarizations not affiliated 
with Department of Defense (references a,; c, i). Upon recruitment (or 
earlier if deemed appropriate), each Confidential Source will be briefed 
on these constraints ard will sign a certificate to this effec:. A copy 
of the certificate will be included in the source data forwarded to 
higher Headquarter*. J 





OPERATION PLAN LENTIL MONKEY (U) 



(3) The scope of this operation- will not be expanded to cover off- 
post tarjet® not affiliated with the Department of Defense without prior 
“ig>proval in compliance with reference e; 


f. 


i 


Activities and duties of the PCO and PLO are contained In refer- 


based on the nrfture c£ the DLI 



aoce f. Tne PLO, in exceptional cases, 

®mvironmen^,~mfcy aarve(aa a PCO for sell cted Confidential Sources. 
c h. Essential Elements of Infcroatlxn (ESI): Annex}D. 

c. Target Area: Annex B. 

d. Implementation by Phases: 

i?'- <1) Overt phase is on-going as approved and validated by DA aCSI 

Letter dated 14 July 1976, subject: Internal CounteTintelligence 
jhrcf?a* (ICIP) 00* The overt phase is la primary respcnsibil.’ty of 
the PLO. j 


(2) The objectives of the overt phase are 


Spotting and assessing potential 


Establishment and maintenance of a professional and cooperative 


Confidential Sources. 


his staff, with emphasis on the 
in Ley positions involving 


II 


relationship with the DLI Commandant andj 
DLI Security Officer and other personnel! 
priority targets. 

(c) Further apprising the DLI Commandant of the ICIP, it® objectives, 

capabilities and limitations. j 

(d) Establishment and maintenance of a liaison link througn the DLI 
Security Officer with the DLI Commandantjto facilitate the passage of ’ 
perishable and critical information, 

(e) Accomplishment of selected local investigative requirement® 
relative to both overt and other sources 

(f) Development ana maintenance of I 
and Federal law enforcement, security, aijd investigitive personnel. 

(3) Covert Phase. 

(a) The covert phase is Initiated upon the recruitment of a 
Confidential Source and will continue'for th® duration of tie utllitption 
of such source, or until the operation is terminated. 
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OPERATION PLAN LENTIL MONKEY (U) j { 



(b) The objectives of the covert phase* which are the responsi¬ 
bility of the PCO's are: t 

(1) Development end timely reporting, of credible information 
relating to the detection, neutralization or exploitation of factors 
or Individuals mho pose a direct threat jto the security of DLI and 
the United States. j 

(t) Trailing and exploitation of in-place Confidential Sources who 
Jbsve placement and access within the selected priority target areas, 

'«ad tdw ere capable of developing and reporting information not avail¬ 
able through overt means. 

» • . 

• e. Security Considerations: ( All personnel will comply with the 
.Administrative and operational security procedures set forth in 
referjsnc* j . 

f. Technical Requirements: Utilization of technical equipment is 
not anticipated. If, during the.course jof the operation, such a require¬ 
ment develops, supplementary correspondence will be initiated. 

5. Js€) Communications: t 

—&j bi .- — 1 
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OPERATION PLAN LENTIL HOTKEY (0) 


/. Jt) rtfnance* and ^Logittics: 



a. Termination With and Without Prejudice: Sources recruited ftr 
these operations will be terminated when'their use to the operation 
ceases, they show indications of insecure practices which could compro¬ 
mise the operation, they are no longer amenable to control, or the 
operation is terminated. Circumstances under which termination is 
effected will determine whether termination is with or without preju¬ 
dice. Security debriefing and severance statements will be obtained 

at the time of termination when practicable. 

j 

b. Commitments: The only commitments to be made to Sources will be 
assurance of protection of their identity and of reimbursement of ex¬ 
penses incurred at the direction of the PCO or PLO. 


c. Knowledgeability: Knowledgeability of Confidential Sources will 
be limited to names of the PCO and PLO; vehicles and license plates; 
meeting sites; training, EF.I and other modus operand! acquired by a 
Source in the course of his utilization in an operation. Knowledge- 
ability of Conventional Sources, witting,: or unwitting, will generally 
be less than that of Confidential Sources; however, they vill.be met 
and debriefed whenever practical, with the same operational techniques 
and procedures utilized with Confidential, Sources. 


Coordination and Liaison,; 


Coordination of this > 


affected with the Commandant, Dll, 

\g2k ■ 
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(DERATION PLAN LENTIL KOKKEY (U> 

' V i 

and appropriate staff officers. Liaison will continue to be conducted 
'with these officials. ; Liaison has also been established and maintained 


with appropriate loca^ and Federal law 
agencies. , 

10. (0) tsporta: 


enforcement and investigative 


.V 


!?&• 


a. Source administration and operational reports will be ec.bnitted 
? in accordance with U SAINT A Regulation 381-100 H and FM 30-17A. The 
^following reports are required. 

(1) Quarterly Status Report (See example in USAINTA Regulation 
MI-100-1. Appendix A) 

(2) Lead Development Report (See example in PM 3C-17A, Appendix D) 

(3) Contact Report (See example in FM 3C-17A, Appendix D) 

(A) Agent Report (See example in OS/JNTA Regulation 381-100, 
Appendix A) j 

b. Quarterly status reports will be submitted so as to arrive at 
Special Operations Detachment, HQ, USAINSCOK, NLT three working days 
after the end of the reporting period.) 

ANNEX: A - References 

B - Target list and Priorities/ 

C - Fnowledgeability List j 

, | D - Essential Elements of Information 

E - Finance and Logistics 
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ANNEX A: References 


a. Executive Order 11905, United States Foreign Intelligence 
Activities <U), ™ Tth 76 ' 

Wz ? 5160-A1, dated 5 Oct t-8. Subject: Defense 

l*niu«*e Frog» - 

» 3WH1S. Abf^ition and Storage of InforiDation Concerning 
|joD-Affiliated Paraoea and Organisations j(U>,30 p 
iW# 4. » W»l. Admin:Utratian, SuperuUion, Control 

no. of Isttllltncr Contingency Timdi (0), 7 J«1 76. 

PUFV » ACSI-CIPR, dated 8 Oct 69. Subject: Coontirint.lli- 

ft^poct Of Defense Language Inatityte (U). 

T '^ bSAHTTC Regulation 381-100-1, Counterintelligence Special 

gH^ Operations CO), dated 8 Jun 74. | 

|iP% , USATNTC Regulation 381-1, Provisions for Administration, 
^p- fupe^slon.. Control and Use of Intelligence Contingency Funds (U) . 

Mf, : 24 Aug 74. j 

fe h. OSAINTA Report. A Security Incident Review, Defence Language 

i P Institute (U), dated Jan 1977. | 

1. Letter. ICDO-OP. dated 12 Apr 7*!. Subject: DnbrelU OPLAl) (D). 

r* i Letter. COT. DLIWC. dated 11 Sep 67. Subject; Scqueat for 

V 1 Aggress iv^Connterintelligence Support CO), with let Indorsement, 

1 0LI, dated 14 S<jp 67. ■ , 

k. Letter. M1IA-GPA-C0. dated 6 Jari 77. Subject: Administration 
of Internal Counterintelligence Program .(0). , 






ANNEX B: Target Areas (U) j 

l(w\s) Priority I targets linclude th* following DLI Language Departments: 


d. lung*rtan 


f. Bulgarian 

g. S^nrho-Croetiaia 


Chinese - Cantonese 


5. Chinese - Mandarin 


2(UU Priority II targets include tha following DLI Language 'Departments: 


h. Portugese 


regraded unclassified 
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1. Vietnamese 





ANNEX B: Target Areas (0) 

!: sA4> Priority III.targets include the following Non-Academic 

Directorates: : ^ ( ^ 

Directorate of Support i 

S' : ?ff v . -f f » 

>• Directorate of^Training 

I, •- i -I. 

c. Dirac to rate of Evaluation 
A'. d. Directorate of Training-Developafent 
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ICIP LENTIL MONKFA (U) 


NAME 

POSITION 

DATE OF ACCESS 

COL Samuel L. Stapleton 

Con n ndant, Defense 

Language Institute (DLI) 

B'.rp 1975 

COL R, Jaanson 

Deputy Commandant, DLI 

Jul 1977 

LTC R. P. Kelly 

- , XO, DLI 

Sep 1977 

LTC P. R. Burger, Jr. 

Lirector, Support, DLI 

Sep 1975 

LTC Waldo Webb 

Security Officer, DLI 

Ncv 1977 

James R. Green 

Security Officer, DLI 

Jan 1974 

MAJ William A. Sensenderfer Chief, OPSEC Team, 

93d MI Bn (Prcv) 

Jul 1977 

CPT Van B. Lowry, Jr. 

Adjutant, 93d MI Bn (Prov < 

Sep 1975 

CPT Brendon A. Xiques 

CDR, F: Ord Field'Office 

Aug 1975 

Jesse Boone 

S/A Ft:Ord FO 

Jan 1975 

Max Do! an 

:*/» Ft!Ord FO \ 

Jan 1975 

1 bl PerEBL _1 

.. Jul 1974 


1 1 


j bl Per FBI 

_:_i 

Sep 1976 

MG H. R. Aar >n 

ACST, DA 

Jul 1977 

MAJ (INU) Mot > .an 

ACSx, DA taff Gfficer 

Jul 1977 

CPT Ei.ward F. Alves 

S-4, 93d MI Bn (Prov) 

Jul 1977 

Cl 1 Abhton Grties 

CJR, T£CM Team 

Jul 1977 

CPT John F. Roe 

Action; Officer, SI-1 

93 d MI Bn < Prov) 

Jul 1977 

CPT Fred A. Finnan 

TEMPEST Officer, 

93d MI; Bn (Prov) 

Jul 157 7 
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ANNEX D: Essential Elements of Information 


W 


Consistent with tiie stated mission and objectives cf ICIP LENTIL. * 
WKF¥, the following Essential Elements of Information (£EI) are: 
established. These EEI apply to all military and DOD civilian personnel 
assigned to or associated with DLI activities to include students, 
permanent party, staff and faculty, end ('visitors: - 

1. Identification and extent of fojeign contacts and business or 
^professional connections, particularly those with communist bloc 
countries. " ” - 

“1. Foreign travel, intended or completed, to cosmnmlst bloc 
recurring trips to Mexico and Canada. 

3. Attendance at social and official functions at which communist 

bloc country personnel are present. J 

4. Solicitation by foreign nationals or organic&tl dos of offir.: al 
Or personal information through either pfficlal or non-rfficial channels. 

5. Identification of personnel corresponding cr associating with 

communist bloc embassies or receiving unsolicited correspondence from 
individuals, organizations or addresses\known to be a threat to the 
US Army. | 

| 

6. Identification of personnel vhoBe activities and character 

weaknesses render them potentially vulnerable to pressure, blackmail, 
coercion, and exploitation by foreign intelligence. Such information 
includes: | 


a. Excessive indebtedness or recurring financial difficulties, 
b- Unexplained affluence Inconsistent with income. 


r 


c. Commitment or solicitation to commit immoral or illegal acts 

in CONUS or in foreign countries where such acts could be considered 
illegal. | 

d. Drastic changes in or acts of personal behavior to indicate 
possible unexplained pressures being brought to bear, 

| 

e. Excessive usg of alcoholic beverages or improper use or abuse 
of drugs *r narcotics. 


f. Mental or emotional instability) 


seriousness to affectlmaterially tbe individual’s duty performance. . 
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or illness of sufficient 





7, Identification of violations of established installation and/or 
personnel security policy and procedures. 

8 . Identification;of individuals displaying unusual interest in 
another* pef-sonal and military background and future assignment; 
attempting fco identify individuals on orders to classified and foreign 
~»»«pd and general staff assignments; photographing apparently 

•elected individuals. j 

$, Allegations or denunciations of espionage or sabotage activities. 
10. Sodden unexplained or inadequately explained absences from work. 

’ l4anti^lcation of unofficial visitors to DLI. 
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j/) LENTIL MONKEY: (QSR, 1st QTR FY 78) 

a. Location: Defense Language Institute (DLI). Presidio of 
Monterey, CA. 

b. Confidential Source Utilization: Seventeen. 

c. Information Obtained or Reported on Non-affiliated Civilians: 

None. 

d. Useful Information Obtained: 

(1) During the quarter, sources continued to report contacts between 
Russian Language Department (RLD) instructors and friends and relatives 
in the USSR. In addition to written correspondence, packages cor.tainin.- 
clothing, books and other articles have been sent to individuals in the 
USSR: sometimes through third parties. One RLD instructor has receiver, 
both standard and military dictionaries from a friend in the USSR, to 
include a copy of the Warsaw Pact Military Terminology. An RLD instructor 
has sent over S4.000, in increments over a period of several years, to 
friends and relatives in the USSR. The instructor refused to reveal tK- 
method/system used to transmit the money that he had borrorced while in th«. 
USSR in order to emigrate to the US. An RLD instructor who visited the 
USSR during the quarter was questioned while there by an individual who 
identified himself as a Soviet Army officer. The instructor was asked 

for the names of DLI personnel, students' branches of service, and tin 
purpose of. their language studies. The instructor reported that she had, 
refused to answer the questions. 

(2) A Polish Language Department (PLP) instructor obtained a visa 
from the.Polish Embassy in London while on leave in July 1977 and pro¬ 
ceeded to visit Poland. The instructor failed to comply with DLI regula¬ 
tions in that he did not report his intent to visit a Communist Bloc 
country and receive the required briefing from the DLI Security Officer. 

This instructor has taken past trips to Poland, but had always complied 
with DLI regulations. A PLD instructor who has been employed at DLI 
since 1955 is reportedly planning to retire in the near future and move 
to Poland. He stated he would be able to live better in Poland because 
of lower living costs. Tills same instructor had visited Poland last May, 
and had photographed DLI students from the Polish and Serbo-Croatin 
Language Departments during a class picnic in November 1977. A PLD in¬ 
structor who last visited Poland in June 1977, was visited by friends. 

a man and woman, from Poland during late September, early October. The 
instructor took his guests to the Ft Ord Officers' Club on 1 October 1 0 77. 
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(3) A female instructor of the Serbo-Croatin Language Department (SCLD) 
has developed a close association with a US Army Captain, and former DL1 
student, now attending the Yugoslavian Staff College. Since his departure 
from DLI in June 1977, the instructor has corresponded with the Captain and 
has sent packages to him for delivery to her relatives in Yugoslavia. 

She plans to visit the captain during her programmed visit/TDY to Yugoslavia 
in April 1978. The captain is allegedly gathering data for her that can 
be used by the SCLD. The instructor, a former Yugoslav citizen, is now a 
permanent resident of the US, and her husband is a US Army enlisted man 
stationed at Ft Ord. 

(4) An instructor of the Hungarian Language Department (HLD) required 
his students to complete, in English, a Hungarian visa application as 
homework assignment. When filled in, the application provides considerable 
biographic data. The application was printed in four languages, Hungarian, 
German, French and English. 

e. Operational Status: 

, (1) Seventeen confidential sources were active during the quarter. 

Four sources were terminated, three due to graduation and one due to un¬ 
expected reassignment, and three new sources were recruited. Four other 
individuals, including one instructor, are currently under assessment as 
potential confidential sources. In addition to the confidential source 
coverage, twelve conventional sources also provided coverage at DLI. 

(2) During the reporting period, information obtained from all sources, 
including that acquired from overt liaison activities with other services, 
resulted in the production of two Summaries of Information, 32 Contact 
Reports, 48 oral reports to the DLI Commandant, eight Source Lead Develop¬ 
ment Reports (SLDR), and 109 Agent Reports. A total of 1,320 manhours 
were expended during the 1st Quarter. 

(3) On 20 December 1977, the Project Liaison Officer (PLO) provided 
the Quarterly Progress Briefing to COL Samuel L. Stapleton, Commandant, 

DLI, with LTC Richard P. Kelly, XO, DLI and LTC Waldo R. Webb, Security 
Officer, DLI, also present. COL Stapleton directed that significant 
information in the briefing also be furnished the Deputy DLI Commandant, 

COL R. Jansson, USAF. This was accomplished on 21 December 1977. 

(4) As a result of the Quarterly Briefing and items presented to 
the Commandant and his staff as developed by the 1CIP during the quarter, 
the DLI Security'Officer denied permission for an ASA enlisted student to 
reside in the home of an RLD instructor. The instructor has had extensive 
contacts with individuals in the USSR, reportedly attempted to obtain the 
release of family members from the USSR, and has had alleged contacts with 
the Soviet Consulate. The DLI Commandant has tasked the Security Officer 
to determine what restrictions could be placed on foreign visitors to DLI, 
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and what actions can be taken against the PLD instructor who visited 
Poland without complying with DLI regulations. Further, the Security 
Officer was tasked to follow-up on the visa application homework 
assigned by an instructor of the HLD, Such assignments appear out-of¬ 
line and without academic basis. 

(5) Special Operations Detachment, USAINSCOM, is closely monitoring 
the reports concerning the relationship between the SCLD instructor and 
US Army Captain. Should substantive information develop as a reisult of 
this relationship, necessary investigative or other appropriate action 
will be initiated. 
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a. Location: Defense Language Institute (DLI), Presidio of 
Monterey, CA. 

b. Confidential Source Utilization: Seventeen 

c. Information Obtained or Reported on Non-affiliated Civilians: 

None. 

d. Useful Information Obtained: 

(1) A Russian Language Department (RLD) instructor revealed that , 

her mother, who resides in the USSR, had been recently questioned by i 

KGB officials when she unsuccessfully attempted to have a manuscript 

smuggled out of the USSR by an American tourist for delivery to her 
daughter. The manuscript was allegedly the instructor's translation 
of some of the works of an ancient Greek philosopher. The tourist, 

a male student (not further identified), was apprehended and the pack- | 

age confiscated by airport officials. An RLD instructor revealed that 
while a resident of the USSR he had been approached by the KGB to be 
an informer. At the time, 1974, the instructor was teaching English 
language to Soviet Jews. Through the advice of an acquaintance, he 
allegedly told everyone he knew about the KGB approach and was never 
bothered by them again. The acquaintance was | b6 | a former 

NSA employee who defected to the Soviet Union in 1960. The RID in¬ 
structor has been attempting for some time to foster a language teach¬ 
ing method at DLI that he developed while in the USSR at the Pavlov 
Institute on Physiology. The method has a physiological-psychological 
basis. Three RLD instructors received unsolicited offers to purchase 
Soviet publications from an alleged Communist controlled bookstore in 
New York City. 

(2) During a visit to Czechoslovakia this past Christmas season, 

a Czech Language Department (CLD) instructor mentioned to students that 
while there she was surveilled by unidentified person(s) on two separate 
occasions. The instructor had not reported this fact to the DLI Security 
Officer upon her return as required by DLI regulations. During a DLI 
sponsored trip to the Stanford University Library, students were 
approached by an unidentified man and invited to attend a Czech sponsored 
social function in the local area. An official invitation was later re¬ 
ceived by the CLD chairman. 

(3) A Chinese Mandarin Language Department (CHLD) instructor 
visited the Peoples Republic of China (PRC) during January 1978, without 
complying with DLI regulations concerning reporting of such trips. This 
is the instructor’s second visit to the PRC; she had complied with 
appropriate regulations prior to her first visit. 








(4) According to an unsubstantiated statement of a former 
Egyptian citizen, an instructor in the Arabic Language Department was 
reportedly a fund raiser for "El Fatah" and avid supporter of the 
Palestine Liberation Organization when he resided in Egypt. 


(5) Through several instructors in the Hungarian Language 
Department (HLD), the president of a local Hungarian club requested 
a student volunteer to present a speech in Hungarian at a forthcoming 
club ceremony. A USAF enlisted student expressed willingness to 
present the requested speech. 

e. Operational Status: 

(1) Seventeen confidential sources were active during the quarter. 
Four sources were terminated and four new sources recruited. Five in¬ 
dividuals are currently under assessment as potential confidential 
sources. In addition to confidential source coverage, ten conventional 
sources provided coverage at DLI. 

(2) During the reporting period, information obtained from all 
sources, including that acquired from overt liaison activities, re¬ 
sulted in production of five Summaries of Information, 41 Contact Reports, 
49 oral reports to the DLI Commandant and or designated representatives, 
five Source Lead Development Reports, and 112 Agent Reports. A total of 
1448 manhours were expended on the ICIP during the 2d Quarter. 


(3) On 13 March 1978, the required quarterly briefing was presented 
to COL Samuel L. Stapleton, Commandant, DLI. LTC Waldo R. Webb, DLI 
Security Officer, also attended the briefing. At the Commandant's re¬ 
quest, on 20 March 1978, the Deputy Commandant and Executive Officer 
were also briefed on the progress of the ICIP. 


(4) As a result of the quarterly briefing and items reported to 
the DLI Commandant and his staff as developed by the ICIP during the 
quarter, the Commandant directed that letters, requiring written replys 
of explanation, be sent to the DLI instructors who travelled to 
Communist bloc countries and did not comply with established DLI policy. 
He further directed the DLI Information Officer to contact the student 
discussed in para d(5) above, and advise him of applicable DOD, USAF 
and DLI regulations regarding military personnel participation in off 
post political rallies and activities. Such appearances, speeches or 
other participation by DLI staff, faculty and student personnel must 
be cleared through the Public Affairs Office. The DLI Security Officer 
was directed to determine what action can be taken concerning instructors 
whose actions or backgrounds indicate they may be possible security risks 
(reference para d(l) wherein an RLD instructor revealed contacts with the 
KGB and a known US defector while residing in the USSR. SOD, USAINSCOM, 
has been and will continue to closely monitor the instructor's; teaching 
methods and activities.). 




JCK) 


,os^, go 3 


ObO* 




LENTIL MONKEY: 


(QSR, 3d QTR FY 78) 


a. Location: Defense Language Institute (DLI), Presidio of Monterey, 

CA. 


b. Confidential Source Utilization: Fifteen 

c. Information Obtained or Reported on Non-affiliated Civilians: 


d. Useful Information Obtained: 


(1) A Russian Language Department (RLD) supervisor entertained a 
Soviet citizen as his house guest for a period of over a month. The 
Soviet citizen, an engineer, was in Monterey awaiting settlement of his 
uncle's will. He returned to Moscow in mid-April following partial settle¬ 
ment, and has arranged with the RLD supervisor to have remaining funds 

sent to him through banks in the USSR and Western Europe. An RLD instructor 
has been selected by the US Coast Guard in Monterey to serve as a Russian 
Language interpreter when needed in cases involving Russian ships or 
personnel. 

(2) An instructor in the Arabic Language Department (ALD) is reportedly 
subjecting his students to Palestinian Liberation Organization propaganda. 

(3) An instructor in the Polish Language Department (PLD) required 
students to fill out a questionnaire covering such subjects as the 
students' military specialty; prior language training; life goals, leisure 
time activities; and how he/she plans to take advantage of language pro¬ 
ficiency in future personal career. 

(4) An instructor in the German Language Department (GLD) presented 
lectures to various GLD classes concerning his recently completed trip to 
East Berlin and East Germany. The instructor failed to comply with DLI 
regulations concerning prior reporting of trips to Communist bloc countries. 


e. Operational Status: 


(1) Fifteen confidential sources were active during the quarter. 

Five sources were terminated and three new sources recruited. Seven indi¬ 
viduals are currently under assessment as potential confidential sources. 
In addition to confidential source coverage, ten conventional sources 
provided coverage at DLI. 


(2) During the reporting period, information obtained from all 
sources, including that acquired from overt liaison activities, resulted 
in production of seven Summaries of Information, 34 Contact Reports, 42 
oral reports to the DLI Commandant and/or designated representatives, 
eight Source Lead Development Reports, and 118 Agent Reports. A total of 
1301 manhours were expended on the ICIP during the 3d quarter. 
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(3) On 22 June 1978, the required quarterly briefing was presented 
to COL Samuel L. Stapleton, Commandant, DLI. LTC Richard P. Kelly, DLI 
Executive Officer, and LTC Waldo R. Webb, DLI Security Officer, also 
attended the briefing. 

(A) As a result of the quarterly briefing and items reported to the 
DLI Commandant and staff as developed by the ICIP during the queirter, the 
Commandant directed that DLI visitor control procedures be strengthened 
through greater coordination between the Security and Information Offices. 
Procedures for the direct, expeditious reporting of the arrival of visitors 
and monitoring of their activities at DLI are being established. The 
Commandant directed that a letter of reprimand be sent to the GLD instructor 
who visited East Berlin and East Germany without complying with appropriate 
DLI regulations. The Commandant directed the Security Officer to ascertain 
the details concerning the PLD instructor’s requirement for students to 
complete a questionnaire soliciting biographic, professional and personal 
information on the students. The Commandant commented that appropriate 
attention must be paid to the ALD since any attempts to sabotage Arabic 
language teaching efforts would have serious effect on various JS Aid 
Agreements with Arabic speaking countries. He does not wish to see the 
improvement in morale and efficiency of the ALD that has occurred over 
the past few years negated by outside interference by either pro or anti- 
Arab elements. 
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(1) Unauthorized visitors to the Polish, Serbo-Croatian and Arabic 
Language Departments were reported during the quarter. The visitor to 
the Arabic Language Department (ALD), a newspaperman of unknown citizen¬ 
ship, allegedly plans to write an article about DLI and solicited infor¬ 
mation from the Public Affairs/Visitor Support Division (PAVSD) after he 
had already visited ALD. 

(2) A student in the German Language Department (GLD) attending DLI 
in civilian cover status was questioned by a substitute instructor regard¬ 
ing his status, type job, assignment upon graduation, and whether he knew, 
and/or would be working with a former civilian GLD student now in Germany. 

To determine if a trend exists or is developing, attempts will be made to 
ascertain if any special attention or undue curiosity is shown to "civilian" 
personnel attending language training by. the DLI instructors. 


e. Operational Status: 

(1) Eighteen confidential sources were active during the quarter. 

Two sources were terminated and eight new sources recruited. Four indi¬ 
viduals are currently under assessment as potential confidential sources. 
In addition to confidential source coverage, ten conventional sources pro¬ 
vided coverage at DLI. 

(2) During the reporting period, information obtained froir all 
sources, including that acquired from overt liaison activities, resulted 
in production of three Summaries of Information, 43 Contact Reports, 55 
oral reports to the DLI Commandant and/or designated, representatives, six 
Source Lead Development Reports, and 65 Agent Reports. A total of 1142 
manhours were expended on the ICIP during the 4th quarter. 

(3) On 20 September 1978, the required quarterly briefing was pre¬ 
sented to LTC Waldo R. Webb, Security Officer, DLI. A comprehensive 
briefing on the operation will be presented to the newly assigned 

(22 Sep 78) DLI Commandant in the near future. 
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(A) Based on information reported to the DLI Commandant and staff 
during the quarter the following actions were initiated: 

(a) During their initial security briefing, it is emphasized to 
all incoming student personnel that neither DLI language instructors nor 
their relatives have security clearances. This action was based on in¬ 
formation that relatives of insturctors, citizens of Communist hloc 
countries, have attended social functions sponsored by language depart¬ 
ments and met and conversed with students. 

(b) The Security Officer and Chief, PAVSD are working together to 
Implement and enforce effective visitor control proceduresi Personnel of 
the ALD, see para d(l), were admonished for permitting a visitor access 
to that department without first coordinating with the PAVSD. 
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DEPARTMENT OF THE ARMY 

headquarters ^ 

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND 
FORT GEORGE G. MEADE, MARYLAND 20755 


IAS0-SA 


SUBJECT: Report of Internal Counterintelligence Program (ICIP) 
Operations (U) 


j78 


HQDA (DAMI-DOS/Miss Brarman) 
WASH DC 20310 


i. j*r Submitted herewith is the status report for the 1st Quarter, 
FY 78, for ICIP Operation LENTIL MONKEY (U). During the reporting 
period, the operation produced two Summaries of Information, eight 
Source Lead Development Reports, 32 Contact Reports, and 109 Agent 
Rep< 


m, 


irjfrr LENTIL MONKEY (U), supporting the Defense Language Institute, 
Foreign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 


3. m At Inclosure 2 is an updated OPLAN for LENTIL MONKEY (U). 
There are no significant changes to the operational concept and 
objectives reflected in the original OPLAN, dated 22 September 1971. 
The primary intent of the revision is to update terminology and 
references, refine Essential Elements of Information, and incorporate 
appropriate provisions of AR 380-13, E0 11905 and EO 12036. 


2 Incl WILLIAM I. JENNINGS 

as Special Assistant (OPS) 


CDR USAINSCOM 
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DEPARTMENT OF THE ARMY 

HEADQUARTERS 

UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND 
FORT GEORGE G. MEADE, MARYLAND 20755 


SUBJECT: Report of Internal Counterintelligence Program (ICIP) 
Operations (U) 


HQDA (DAMI-DOS/Miss Brannan) 
WASH DC 20310 


fed 


1. JlGr Submitted herewith is the status report, 2d Quarter, FY 78, 
for/lCIP Operation LENTIL MONKEY (U). During the reporting period, 
the operation produced five Summaries of Information, five Source Lead 
Development Reports, 41 Contact Reports, and 112 Agent Reports. 

2. *idr LENTIL MONKEY (U), supporting the Defense Language Ins titute, 
Foreign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 


1 Incl wiLLIAM I. JENNINGS */ 

as Special Assistant (OPS) 
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DEPARTMENT OF THE ARMY 
HEADQUARTERS 

US ARMY INTELLIGENCE AND SECURITY COMMAND 
FORT GEORGE G. MEADE, MARYLAND 20755 


JUL 24 1978 


SUBJECT: Report of Internal Counterintelligence Program (ICIP) 
Operations (U) 


HQDA (DAMI-BW/Miss Brannan) 
WASH DC 20310 


1. Subi 


»Submitted herewith is the status report, 3d Quarter, FY 78, 
for ICIP Operation LENTIL MONKEY (U). During the reporting period, the 
operation produced seven Summaries of Information, eight Source Lead 
Development Reports, 34 Contact Reports and 118 Agent Reports. 


2. Ntf#- LENTIL MONKEY (U), supporting the Defense Language Institute, 
Fot'eign Language Center, Presidio of Monterey, CA, is the only CONUS 
ICIP being conducted. 


WILLIAM 1. JENNINGS V 
Special Assistant (OPS) 
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UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

WASHINGTON. D.C. 20535 


BY LIAISON 


Date: Hay 11, 1978 

To: Assistant Chief of Staff for Intelligence 

Department of the Army 
INSCOM LNO (IAINTA-SO-L) 

Room 1J073, Forrestal Building 
1000 Independence Avenue, Southwest 
Washington, D.C. 
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William H. Webster, Director 
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Freedom of Information Act/Privacy Act 
Deleted Page(s) Information Sheet 


Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. 


Information has been withheld in its entirety in 
accordance with the following exemption(s): 


use 552 (b)(1) 


It is not reasonable to segregate meaningful portions of the 
record for release. 
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Information pertains solely to another individual with no 
reference to you and/or the subject of your request. 


□ 
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Information originated with another government agency. It has 
been referred to them for review and direct response to you. 


Information originated with one or more government agencies. 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 
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